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The Melissa virus recently affected e-mail traf-
fic at several Ericsson companies. E-mail
servers were overwhelmed and some traffic
had to be shut down for a day or two.

“That was the first time we’ve been affected
by that kind of a virus,” says Bo Eklund, head of
computer security at Ericsson. “The Melissa
virus, which affected many users, was discov-
ered by Ericsson systems operators.”

PIN code important for security

Computer security is a broad field and in-
cludes everything from programs run by sys-
tems operators that monitor computer sys-
tems, to procedures for individuals’ work in
front of their computers.

What should you, as a user, be doing to main-
tain a high level of computer security? 

The most important factor is the way in
which you handle your password or PIN code.
This is an important component of security
since the codes are keys to information.

“Every aspect of accessing electronic infor-
mation is personal and passwords play an inte-
gral part. They shouldn’t be shared with any-
one,” according to Bo Eklund. “You should
definitely not write down your password and
leave it lying on your desk. PIN codes are valu-
able information and should be treated as
such.”

Lock your office door

Another general piece of advice when it comes
to computer security is to log off your comput-
er as soon as you leave your work area. Also,
lock the door to your office at the end of the
working day.

“Another general rule is to not talk about
company information with outsiders or share
information with unauthorized individuals.”

Computer security is something that needs
to be adapted to the needs and requirements of
your work. There are different methods avail-
able to meet various security requirements, de-
pending on your work assignments and habits.

All of this is laid out in a set of rules for the
entire company. There are five different levels
of security within Ericsson. Before beginning a
project, the manager in charge needs to deter-
mine whether project information is confiden-
tial and to what degree. Generally, the higher
the level of security classification, the stricter
the handling of information.

“That means, for example, that you need to
be clear about who you can send this kind of
information to and who is allowed to see the
information. Are you allowed to fax the infor-
mation? Can you talk about the project over
the phone? -– and so forth,” says Bo Eklund,
who explains that directives for all of the secu-
rity levels can be found on the intranet.

Don´t leave papers on your desk

“If you’re working with confidential informa-
tion, then you shouldn’t leave papers lying vis-
ible on your desk when you go to lunch, and
you also need to lock your door.”

Special rules apply for telecommuters. The
first requirement is that users need to use
equipment that is owned by Ericsson and
connect to the intranet in a certain manner,
partly with the assistance of single-use pass-
words.

“You need to be connected to the company’s
network and not work with information that is
just stored locally. Information becomes very
vulnerable if it sits unprotected on a local hard
drive. In addition, we have special rules for lo-
cal hard drives which require all information
to be encrypted,” says Bo Eklund.

More requirements for laptops

Is it possible to maintain a high level of com-
puter security even when using laptop comput-
ers?

“Being mobile and located outside Ericsson’s
facilities, places greater demands on security.
One should be careful and not handle confi-
dential information at home or in a hotel
room, for example,” replies Bo Eklund.

There are also rules for backing up laptop
computers.

Users are required to make back-ups on the
local network themselves. When travelers re-
turn to the office, they need to connect their

computers to the local network. Another goal
in this regard is to encrypt the hard disks of all
laptop computers.

Before traveling abroad, you need to check
the country’s data encryption laws to see
whether they allow you to bring your laptop
with you.

“We’re now putting together an alphabetical
list of Ericsson countries which details which
countries allow encrypted computers. The list
will be regularly updated.”

“A general word of advice is to never leave
your computer unattended, but keep it in sight
at all times. The information inside a laptop
computer should be protected in the same way
that you guard your wallet,” says Bo Eklund.

Computer cases being switched

Computer thefts occur in places such as air-
ports, especially in conjunction with baggage
inspections. Computer cases are frequently
switched for similar looking ones.

“We usually recommend that people don’t
carry their laptops in a computer case, but
rather in some other type of bag that doesn’t
reveal its contents,” says Bo Eklund.
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You can stop industrial espionage
Do you log off your computer before leaving your workplace?  Do you keep your pass-
words in a secure location?  It’s important for computer security at Ericsson that  those
things become a regular habit. Ultimately, it’s about protecting against unauthorized
access to the company’s computer system.

“We’ll probably implement the PKI technique
in stages, starting with areas that deal with sen-
sitive information,” says Bo Eklund, head of
computer security at Ericsson.

Encrypt and sign information

With the aid of smart cards, users can both en-
crypt and sign electronic information. The
card contains, among other things, various
pieces of information that tie the card to a 
particular person through a certificate. The
technique means that users only need to log

onto a computer system
once, and will eventual-
ly make it unnecessary
for people to keep track
of one or more pass-
words. The PKI tech-
nique also increases security.

It is based on a secret key that only exists
within the card and works together with an
open key that is published in a catalog. In order
for the technique to work, both keys must be
used, meaning that whoever signs or encrypts

an electronic document cannot be anonymous.
So far, a hundred or so users have tested the

technique, in order to check internal routines
as well as the card’s three products: authenti-
cation (verification of the card holder), en-
cryption and digital signatures. The PKI tech-
nique requires a Certification Authority (CA).

New type of business card

“We’ll be our own CA,” says Bo Eklund.
The card can also be used as a new type of

business card. The decision to implement the
PKI technique at Ericsson will probably be
made soon.
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New technique improves security
A new technique that simplifies the log-on procedure to computer
systems is currently being tested. Testing of the Public Key
Infrastructure (PKI) technique is in its final stages. Following that,
there are plans to implement the technique within the company.

Bo Eklund

By taking simple security
measures, you can help
increase the level of computer
security within the company.
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