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1.1 Introduction
Cryptography has a long and fascinating history. The most complete non-technical account
of the subject is Kahn’s The Codebreakers. This book traces cryptography from its initial
and limited use by the Egyptians some 4000 years ago, to the twentieth century where it
played a crucial role in the outcome of both world wars. Completed in 1963, Kahn’s book
covers those aspects of the history which were most significant (up to that time) to the development of the subject. The predominant practitioners of the art were those associated with
the military, the diplomatic service and government in general. Cryptography was used as
a tool to protect national secrets and strategies.
The proliferation of computers and communications systems in the 1960s brought with
it a demand from the private sector for means to protect information in digital form and to
provide security services. Beginning with the work of Feistel at IBM in the early 1970s and
culminating in 1977 with the adoption as a U.S. Federal Information Processing Standard
for encrypting unclassified information, DES, the Data Encryption Standard, is the most
well-known cryptographic mechanism in history. It remains the standard means for securing electronic commerce for many financial institutions around the world.
The most striking development in the history of cryptography came in 1976 when Diffie
and Hellman published New Directions in Cryptography. This paper introduced the revolutionary concept of public-key cryptography and also provided a new and ingenious method
1
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for key exchange, the security of which is based on the intractability of the discrete logarithm problem. Although the authors had no practical realization of a public-key encryption scheme at the time, the idea was clear and it generated extensive interest and activity
in the cryptographic community. In 1978 Rivest, Shamir, and Adleman discovered the first
practical public-key encryption and signature scheme, now referred to as RSA. The RSA
scheme is based on another hard mathematical problem, the intractability of factoring large
integers. This application of a hard mathematical problem to cryptography revitalized efforts to find more efficient methods to factor. The 1980s saw major advances in this area
but none which rendered the RSA system insecure. Another class of powerful and practical
public-key schemes was found by ElGamal in 1985. These are also based on the discrete
logarithm problem.
One of the most significant contributions provided by public-key cryptography is the
digital signature. In 1991 the first international standard for digital signatures (ISO/IEC
9796) was adopted. It is based on the RSA public-key scheme. In 1994 the U.S. Government adopted the Digital Signature Standard, a mechanism based on the ElGamal publickey scheme.
The search for new public-key schemes, improvements to existing cryptographic mechanisms, and proofs of security continues at a rapid pace. Various standards and infrastructures involving cryptography are being put in place. Security products are being developed
to address the security needs of an information intensive society.
The purpose of this book is to give an up-to-date treatise of the principles, techniques,
and algorithms of interest in cryptographic practice. Emphasis has been placed on those
aspects which are most practical and applied. The reader will be made aware of the basic
issues and pointed to specific related research in the literature where more indepth discussions can be found. Due to the volume of material which is covered, most results will be
stated without proofs. This also serves the purpose of not obscuring the very applied nature
of the subject. This book is intended for both implementers and researchers. It describes
algorithms, systems, and their interactions.
Chapter 1 is a tutorial on the many and various aspects of cryptography. It does not
attempt to convey all of the details and subtleties inherent to the subject. Its purpose is to
introduce the basic issues and principles and to point the reader to appropriate chapters in the
book for more comprehensive treatments. Specific techniques are avoided in this chapter.

1.2 Information security and cryptography
The concept of information will be taken to be an understood quantity. To introduce cryptography, an understanding of issues related to information security in general is necessary.
Information security manifests itself in many ways according to the situation and requirement. Regardless of who is involved, to one degree or another, all parties to a transaction
must have confidence that certain objectives associated with information security have been
met. Some of these objectives are listed in Table 1.1.
Over the centuries, an elaborate set of protocols and mechanisms has been created to
deal with information security issues when the information is conveyed by physical documents. Often the objectives of information security cannot solely be achieved through
mathematical algorithms and protocols alone, but require procedural techniques and abidance of laws to achieve the desired result. For example, privacy of letters is provided by
sealed envelopes delivered by an accepted mail service. The physical security of the envelope is, for practical necessity, limited and so laws are enacted which make it a criminal
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privacy
or confidentiality
data integrity
entity authentication
or identification
message
authentication
signature
authorization
validation
access control
certification
timestamping
witnessing
receipt
confirmation
ownership
anonymity
non-repudiation
revocation
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keeping information secret from all but those who are authorized to see it.
ensuring information has not been altered by unauthorized or
unknown means.
corroboration of the identity of an entity (e.g., a person, a
computer terminal, a credit card, etc.).
corroborating the source of information; also known as data
origin authentication.
a means to bind information to an entity.
conveyance, to another entity, of official sanction to do or be
something.
a means to provide timeliness of authorization to use or manipulate information or resources.
restricting access to resources to privileged entities.
endorsement of information by a trusted entity.
recording the time of creation or existence of information.
verifying the creation or existence of information by an entity
other than the creator.
acknowledgement that information has been received.
acknowledgement that services have been provided.
a means to provide an entity with the legal right to use or
transfer a resource to others.
concealing the identity of an entity involved in some process.
preventing the denial of previous commitments or actions.
retraction of certification or authorization.

Table 1.1: Some information security objectives.

offense to open mail for which one is not authorized. It is sometimes the case that security
is achieved not through the information itself but through the physical document recording
it. For example, paper currency requires special inks and material to prevent counterfeiting.
Conceptually, the way information is recorded has not changed dramatically over time.
Whereas information was typically stored and transmitted on paper, much of it now resides on magnetic media and is transmitted via telecommunications systems, some wireless. What has changed dramatically is the ability to copy and alter information. One can
make thousands of identical copies of a piece of information stored electronically and each
is indistinguishable from the original. With information on paper, this is much more difficult. What is needed then for a society where information is mostly stored and transmitted
in electronic form is a means to ensure information security which is independent of the
physical medium recording or conveying it and such that the objectives of information security rely solely on digital information itself.
One of the fundamental tools used in information security is the signature. It is a building block for many other services such as non-repudiation, data origin authentication, identification, and witnessing, to mention a few. Having learned the basics in writing, an individual is taught how to produce a handwritten signature for the purpose of identification.
At contract age the signature evolves to take on a very integral part of the person’s identity.
This signature is intended to be unique to the individual and serve as a means to identify,
authorize, and validate. With electronic information the concept of a signature needs to be
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

4

Ch. 1 Overview of Cryptography

redressed; it cannot simply be something unique to the signer and independent of the information signed. Electronic replication of it is so simple that appending a signature to a
document not signed by the originator of the signature is almost a triviality.
Analogues of the “paper protocols” currently in use are required. Hopefully these new
electronic based protocols are at least as good as those they replace. There is a unique opportunity for society to introduce new and more efficient ways of ensuring information security. Much can be learned from the evolution of the paper based system, mimicking those
aspects which have served us well and removing the inefficiencies.
Achieving information security in an electronic society requires a vast array of technical and legal skills. There is, however, no guarantee that all of the information security objectives deemed necessary can be adequately met. The technical means is provided through
cryptography.
1.1 Definition Cryptography is the study of mathematical techniques related to aspects of information security such as confidentiality, data integrity, entity authentication, and data origin authentication.
Cryptography is not the only means of providing information security, but rather one set of
techniques.
Cryptographic goals
Of all the information security objectives listed in Table 1.1, the following four form a
framework upon which the others will be derived: (1) privacy or confidentiality ( 1.5, 1.8);
(2) data integrity ( 1.9); (3) authentication ( 1.7); and (4) non-repudiation ( 1.6).

ª

ª

ª

ª

ª

1. Confidentiality is a service used to keep the content of information from all but those
authorized to have it. Secrecy is a term synonymous with confidentiality and privacy.
There are numerous approaches to providing confidentiality, ranging from physical
protection to mathematical algorithms which render data unintelligible.
2. Data integrity is a service which addresses the unauthorized alteration of data. To
assure data integrity, one must have the ability to detect data manipulation by unauthorized parties. Data manipulation includes such things as insertion, deletion, and
substitution.
3. Authentication is a service related to identification. This function applies to both entities and information itself. Two parties entering into a communication should identify
each other. Information delivered over a channel should be authenticated as to origin,
date of origin, data content, time sent, etc. For these reasons this aspect of cryptography is usually subdivided into two major classes: entity authentication and data
origin authentication. Data origin authentication implicitly provides data integrity
(for if a message is modified, the source has changed).
4. Non-repudiation is a service which prevents an entity from denying previous commitments or actions. When disputes arise due to an entity denying that certain actions
were taken, a means to resolve the situation is necessary. For example, one entity
may authorize the purchase of property by another entity and later deny such authorization was granted. A procedure involving a trusted third party is needed to resolve
the dispute.
A fundamental goal of cryptography is to adequately address these four areas in both
theory and practice. Cryptography is about the prevention and detection of cheating and
other malicious activities.
This book describes a number of basic cryptographic tools (primitives) used to provide
information security. Examples of primitives include encryption schemes ( 1.5 and 1.8),

ª
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hash functions ( 1.9), and digital signature schemes ( 1.6). Figure 1.1 provides a schematic
listing of the primitives considered and how they relate. Many of these will be briefly introduced in this chapter, with detailed discussion left to later chapters. These primitives should
Arbitrary length
hash functions
Unkeyed
Primitives

One-way permutations

Random sequences
Block
ciphers
Symmetric-key
ciphers
Arbitrary length
hash functions (MACs)
Security
Primitives

Stream
ciphers

Symmetric-key
Primitives
Signatures

Pseudorandom
sequences
Identification primitives

Public-key
ciphers

Public-key
Primitives

Signatures

Identification primitives

Figure 1.1: A taxonomy of cryptographic primitives.

be evaluated with respect to various criteria such as:
1. level of security. This is usually difficult to quantify. Often it is given in terms of the
number of operations required (using the best methods currently known) to defeat the
intended objective. Typically the level of security is defined by an upper bound on
the amount of work necessary to defeat the objective. This is sometimes called the
work factor (see 1.13.4).
2. functionality. Primitives will need to be combined to meet various information security objectives. Which primitives are most effective for a given objective will be
determined by the basic properties of the primitives.
3. methods of operation. Primitives, when applied in various ways and with various inputs, will typically exhibit different characteristics; thus, one primitive could provide
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very different functionality depending on its mode of operation or usage.
4. performance. This refers to the efficiency of a primitive in a particular mode of operation. (For example, an encryption algorithm may be rated by the number of bits
per second which it can encrypt.)
5. ease of implementation. This refers to the difficulty of realizing the primitive in a
practical instantiation. This might include the complexity of implementing the primitive in either a software or hardware environment.
The relative importance of various criteria is very much dependent on the application
and resources available. For example, in an environment where computing power is limited
one may have to trade off a very high level of security for better performance of the system
as a whole.
Cryptography, over the ages, has been an art practised by many who have devised ad
hoc techniques to meet some of the information security requirements. The last twenty
years have been a period of transition as the discipline moved from an art to a science. There
are now several international scientific conferences devoted exclusively to cryptography
and also an international scientific organization, the International Association for Cryptologic Research (IACR), aimed at fostering research in the area.
This book is about cryptography: the theory, the practice, and the standards.

1.3 Background on functions
While this book is not a treatise on abstract mathematics, a familiarity with basic mathematical concepts will prove to be useful. One concept which is absolutely fundamental to
cryptography is that of a function in the mathematical sense. A function is alternately referred to as a mapping or a transformation.

1.3.1 Functions (1-1, one-way, trapdoor one-way)

®
®¤²³´¯µ°µ±¶
1.2 Definition A function is defined by two sets ® and · and a rule ¸ which assigns to each
element in ® precisely one element in · . The set ® is called the domain of the function
and · the codomain. If ¹ is an element of ® (usually written ¹ºh® ) the image of ¹ is the
element in · which the rule ¸ associates with ¹ ; the image » of ¹ is denoted by »F²¸¼½¹ ¾ .
Standard notation for a function ¸ from set ® to set · is ¸O¿®ÁÀfÂ· . If »7ºx· , then a
preimage of » is an element ¹º® for which ¸¼½¹R¾A²~» . The set of all elements in · which
have at least one preimage is called the image of ¸ , denoted ÃÄ¼Å¸¾ .
1.3 Example (function) Consider the sets ®Æ²Ç³´¯µ°µU±¶ , ·Ç²È³VÉKµÊµËµÌK¶ , and the rule ¸
from ® to · defined as ¸¼Å¯K¾²Ê , ¸¼Í°¦¾²Ì , ¸¼Å±¦¾"²É . Figure 1.2 shows a schematic of
the sets ® , · and the function ¸ . The preimage of the element Ê is ¯ . The image of ¸ is
³VÉµÊµÌK¶ .
Î
A set consists of distinct objects which are called elements of the set. For example, a set
might consist of the elements , , , and this is denoted
.

¯ ° ±

Thinking of a function in terms of the schematic (sometimes called a functional diagram) given in Figure 1.2, each element in the domain has precisely one arrowed line
originating from it. Each element in the codomain can have any number of arrowed lines
incident to it (including zero lines).

·

®
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Figure 1.2: A function

×

from a set

Ø

Ú

of three elements to a set

Ù

of four elements.

Û

Often only the domain and the rule are given and the codomain is assumed to be
the image of . This point is illustrated with two examples.

Û

Ú\ÜIÝ´ÞßàKßáKßââUâßÞ`ãä and let Û be the rule that for each å æhÚ ,
é ê
åQë is divided by ÞÞ . Explicitly then
ÛçÞèHÜ|ÞìÛçàèHÜDí ÛçÅá`èHÜDî ÛçÅí`èHÜ|ï ÛçïèHÜDá
ÛçðèHÜ|áìÛçñèHÜDï ÛçÅò`èHÜDî ÛçÅî`èHÜ|í ÛçÞ`ãèÜ|ÞKâ
The image of Û is the set óIÜÝVÞKßáKßíßïßîKä .
ô
1.5 Example (function) Take Ú\ÜIÝ´ÞßàßáKßâUââQßÞ`ãUõÅöKä and let Û be the rule Ûç½å è(Ü~é ê , where
é ê is the remainder when åë is divided by ÞãõÍö"÷xÞ for all å-æ Ú . Here it is not feasible
to write down Û explicitly as in Example 1.4, but nonetheless the function is completely
ô
specified by the domain and the mathematical description of the rule Û .
1.4 Example (function) Take
, where is the remainder when

Ûç½åRèHÜéê

(i) 1-1 functions
1.6 Definition A function (or transformation) is
(one-to-one) if each element in the
codomain is the image of at most one element in the domain .

ÞøÞ

ó

Ú

ùÍúüûù

ó
ÛNý<ÚÁøfþÿó

1.7 Definition A function (or transformation) is
if each element in the codomain
the image of at least one element in the domain. Equivalently, a function
onto if 
.

^çÍÛèHÜó

is
is

ÛNýÚ øfþ ó is Þ3øZÞ and çÅÛèHÜIó , then Û is called a bijection.
1.9 Fact If ÛNýüÚ
øfþ ó is ÞZøÞ then ÛAýüÚ øfþ çÅÛè is a bijection. In particular, if
ÛOýÚ øüþ ó is Þ"ø~Þ , and Ú and ó are finite sets of the same size, then Û is a bijection.
In terms of the schematic representation, if Û is a bijection, then each element in ó
has exactly one arrowed line incident with it. The functions described in Examples 1.3 and
1.4 are not bijections. In Example 1.3 the element á is not the image of any element in the
1.8 Definition If a function

domain. In Example 1.4 each element in the codomain has two preimages.

Û

Ú ó
æ{ó

1.10 Definition If is a bijection from to then it is a simple matter to define a bijection 
 . This
from to as follows: for each 
define  
where
and
 .
function  obtained from is called the inverse function of and is denoted by 

ó

Ú

Û

ç üèHÜå

Û

åæÚ

ÛçåRèHÜ
ZÜ|Û
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Figure 1.3: A bijection  and its inverse  .

1.11 Example (inverse function) Let !#"%$&"('&"%)*"%+-, , and ./0!12"%32"&4*"&5*"&6*, , and consider
the rule 7 given by the arrowed edges in Figure 1.3. 7 is a bijection and its inverse 8 is
formed simply by reversing the arrows on the edges. The domain of 8 is . and the codomain
is  .
9
Note that if 7 is a bijection, then so is 7:<; . In cryptography bijections are used as
the tool for encrypting messages and the inverse transformations are used to decrypt. This
will be made clearer in = 1.4 when some basic terminology is introduced. Notice that if the
transformations were not bijections then it would not be possible to always decrypt to a
unique message.
(ii) One-way functions
There are certain types of functions which play significant roles in cryptography. At the
expense of rigor, an intuitive definition of a one-way function is given.
1.12 Definition A function 7 from a set  to a set . is called a one-way function if 7?>@BA is
“easy” to compute for all @DCE but for “essentially all” elements FGCIHJK>L7?A it is “computationally infeasible” to find any @MCN such that 7?>@BAOPF .
1.13 Note (clarification of terms in Definition 1.12)
(i) A rigorous definition of the terms “easy” and “computationally infeasible” is necessary but would detract from the simple idea that is being conveyed. For the purpose
of this chapter, the intuitive meaning will suffice.
(ii) The phrase “for essentially all elements in . ” refers to the fact that there are a few
values FQCR. for which it is easy to find an @SCT such that FQ07?>U@VA . For example,
one may compute FPW7?>U@VA for a small number of @ values and then for these, the
inverse is known by table look-up. An alternate way to describe this property of a
one-way function is the following: for a random FXCYHJK>Z7?A it is computationally
infeasible to find any @MC[ such that 7?>@VA\]F .
The concept of a one-way function is illustrated through the following examples.
1.14 Example (one-way function) Take ^_-1*"&32"%42"(`%`%`a"&12b*, and define
e
@MCN
where d-e is the remainder when 4 is divided by 12g . Explicitly,
@
7?>@BA

1h3

4

5i6

b

g

j

4hki12lm124h6m126h1n1h1nbh1n5

7?>U@VAcYdfe

for all

kh12lm121i1n3h1n4h125m126h1nb
j

g

5i1n3

3

b

1

Given a number between 1 and 1nb , it is relatively easy to find the image of it under 7 . However, given a number such as g , without having the table in front of you, it is harder to find
o
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given that r?s qBtOuwv . Of course, if the number you are given is x then it is clear that qyu0z
is what you need; but for most of the elements in the codomain it is not that easy.
{
One must keep in mind that this is an example which uses very small numbers; the
important point here is that there is a difference in the amount of work to compute r?s qBt
and the amount of work to find q given r?s qVt . Even for very large numbers, r?s qVt can be
computed efficiently using the repeated square-and-multiply algorithm (Algorithm 2.143),
whereas the process of finding q from r?s qBt is much harder.

1.15 Example (one-way function) A prime number is a positive integer greater than 1 whose
only positive integer divisors are 1 and itself. Select primes | u~}2n2znz ,  u~ x2n2x , form

u
u2n2}nn v2
u!z2%2 %(%aI0z#
|a
x
x , and let 
x
. Define a function r on 
q
-
qBtuYf
 , where
by r?s
for each
is the remainder when q is divided by  . For
instance, r?s n}2 2n z2t\uz  2z x2 }n2zn} since n}n n2 z%u2n2z  }  2  yDz  nz xn }nnz2} .
Computing r?s qVt is a relatively simple thing to do, but to reverse the procedure is much more
difficult; that is, given a remainder to find the value q which was originally cubed (raised
to the third power). This procedure is referred to as the computation of a modular cube root
with modulus  . If the factors of  are unknown and large, this is a difficult problem; however, if the factors | and  of  are known then there is an efficient algorithm for computing
modular cube roots. (See  8.2.2(i) for details.)
{
Example 1.15 leads one to consider another type of function which will prove to be
fundamental in later developments.
(iii) Trapdoor one-way functions


1.16 Definition A trapdoor one-way function is a one-way function r\<
with the
additional property that given some extra information (called the trapdoor information) it
becomes feasible to find for any given  E sLr t , an qM  such that r?s qBt u  .
Example 1.15 illustrates the concept of a trapdoor one-way function. With the additional information of the factors of Gu/n2n}2n x vn x (namely, | u/}n2nz2z and  u/ xn2nx ,
each of which is five decimal digits long) it becomes much easier to invert the function.
The factors of n2n}n2 x vn x are large enough that finding them by hand computation would
be difficult. Of course, any reasonable computer program could find the factors relatively
quickly. If, on the other hand, one selects | and  to be very large distinct prime numbers
(each having about 100 decimal digits) then, by today’s standards, it is a difficult problem,
even with the most powerful computers, to deduce | and  simply from  . This is the wellknown integer factorization problem (see  3.2) and a source of many trapdoor one-way
functions.
It remains to be rigorously established whether there actually are any (true) one-way
functions. That is to say, no one has yet definitively proved the existence of such functions under reasonable (and rigorous) definitions of “easy” and “computationally infeasible”. Since the existence of one-way functions is still unknown, the existence of trapdoor
one-way functions is also unknown. However, there are a number of good candidates for
one-way and trapdoor one-way functions. Many of these are discussed in this book, with
emphasis given to those which are practical.
One-way and trapdoor one-way functions are the basis for public-key cryptography
(discussed in  1.8). The importance of these concepts will become clearer when their application to cryptographic techniques is considered. It will be worthwhile to keep the abstract
concepts of this section in mind as concrete methods are presented.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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1.3.2 Permutations
Permutations are functions which are often used in various cryptographic constructs.
1.17 Definition Let ¡ be a finite set of elements. A permutation ¢ on ¡ is a bijection (Definition 1.8) from ¡ to itself (i.e., ¢¤£¥¡§¦<¨©¡ ).
1.18 Example (permutation) Let ¡§ª~«-¬*&®*&¯2%°2%±*² . A permutation ¢\£¡w¦<¨³¡ is defined as
follows:
¢a´µ¬n¶·ª0¯2B¢a´µ®n¶·ª0±2B¢a´µ¯n¶Oªw°2B¢a´µ°n¶Oªw®2B¢a´µ±n¶Oªw¬2¸

A permutation can be described in various ways. It can be displayed as above or as an array:
¢Nª

¬i®m¯i°h±
¯i±m°i®h¬

(1.1)


where the top row in the array is the domain and the bottom row is the image under the
¹
mapping ¢ . Of course, other representations are possible.
Since permutations are bijections, they have inverses. If a permutation is written as an
array (see 1.1), its inverse is easily found by interchanging the rows in the array and reordering the elements in the new top row if desired (the bottom row would have to be reordered
correspondingly). The inverse of ¢ in Example 1.18 is ¢º»ª

¬h®i¯m°i±
±h°i¬m¯i®

¸

1.19 Example (permutation) Let ¼ be the set of integers «!½2&¬*&®*%¸%¸(¸?¢a¾¦]¬#² where ¢ and ¾
are distinct large primes (for example, ¢ and ¾ are each about 100 decimal digits long), and
suppose that neither ¢O¦T¬ nor ¾¦K¬ is divisible by 3. Then the function ¢a´¿B¶OªPÀ-Á , where À-Á
is the remainder when ¿aÂ is divided by ¢a¾ , can be shown to be a permutation. Determining
the inverse permutation is computationally infeasible by today’s standards unless ¢ and ¾
are known (cf. Example 1.15).
¹

1.3.3 Involutions
Another type of function which will be referred to in Ã 1.5.3 is an involution. Involutions
have the property that they are their own inverses.
1.20 Definition Let ¡ be a finite set and let Ä be a bijection from ¡ to ¡ (i.e., Ä£¡ ¦¨Å¡ ).
The function Ä is called an involution if Ä/ªÆÄº» . An equivalent way of stating this is
Ä?´ZÄ?´¿B¶µ¶ ªP¿ for all ¿MÇÈ¡ .
1.21 Example (involution) Figure 1.4 is an example of an involution. In the diagram of an
involution, note that if É is the image of Ê then Ê is the image of É .
¹

Ë
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Figure 1.4: An involution on a set Î of 5 elements.

1.4 Basic terminology and concepts
The scientific study of any discipline must be built upon rigorous definitions arising from
fundamental concepts. What follows is a list of terms and basic concepts used throughout
this book. Where appropriate, rigor has been sacrificed (here in Chapter 1) for the sake of
clarity.
Encryption domains and codomains
ÏEÐ
denotes a finite set called the alphabet of definition. For example, ÐÒÑ0Ó!Ô2Õ%Ö*× , the
binary alphabet, is a frequently used alphabet of definition. Note that any alphabet
can be encoded in terms of the binary alphabet. For example, since there are Ø2Ù binary
strings of length five, each letter of the English alphabet can be assigned a unique
binary string of length five.
ÏEÚ
denotes a set called the message space. Ú
consists of strings of symbols from
an alphabet of definition. An element of Ú is called a plaintext message or simply
a plaintext. For example, Ú
may consist of binary strings, English text, computer
code, etc.
ÏEÛ
denotes a set called the ciphertext space. Û consists of strings of symbols from an
alphabet of definition, which may differ from the alphabet of definition for Ú . An
element of Û is called a ciphertext.
Encryption and decryption transformations
ÏEÜ
denotes a set called the key space. An element of Ü is called a key.
Ï
Each element ÝßÞ Ü uniquely determines a bijection from Ú to Û , denoted by à\á .
à\á is called an encryption function or an encryption transformation. Note that à\á
must be a bijection if the process is to be reversed and a unique plaintext message
recovered for each distinct ciphertext. â
Ï
For each ãQÞ Ü , äæå denotes a bijection from Û to Ú
(i.e., äæåç Û§è<éÚ ). äæå is
called a decryption function or decryption transformation.
Ï
The process of applying the transformation à\á to a message êëÞ Ú is usually referred to as encrypting ê or the encryption of ê .
Ï
The process of applying the transformation äæå to a ciphertext ì is usually referred to
as decrypting ì or the decryption of ì .
í

More generality is obtained if îï is simply defined as a ðBñ[ð transformation from ò
to ôöõc÷øîùïZú where ôöõc÷øîùïZú is a subset of ó .

to ó . That is to say,

îï is a bijection from ò
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û

û
û

An encryption scheme consists of a set üný\þaÿ of encryption transformations
and a corresponding set ü  <ÿ  of decryption transformations with the property that for each  there is a unique key  such that   ýþ   ; that is,
Zý\þ  for all  ! . An encryption scheme is sometimes referred to
as a cipher.
The keys and in the preceding definition are referred to as a key pair and sometimes denoted by "# . Note that and could be the same.
To construct an encryption scheme requires one to select a message space ! , a ciphertext space $ , a key space  , a set of encryption transformations üný\þaÿ ,
and a corresponding set of decryption transformations ü% ÿ  .

Achieving confidentiality
An encryption scheme may be used as follows for the purpose of achieving confidentiality.
Two parties Alice and Bob first secretly choose or secretly exchange a key pair &'"(  . At a
subsequent point in time, if Alice wishes to send a message )! to Bob, she computes
*  ý þ  and transmits this to Bob. Upon receiving * , Bob computes   * +, and
hence recovers the original message  .
The question arises as to why keys are necessary. (Why not just choose one encryption
function and its corresponding decryption function?) Having transformations which are
very similar but characterized by keys means that if some particular encryption/decryption
transformation is revealed then one does not have to redesign the entire scheme but simply
change the key. It is sound cryptographic practice to change the key (encryption/decryption
transformation) frequently. As a physical analogue, consider an ordinary resettable combination lock. The structure of the lock is available to anyone who wishes to purchase one but
the combination is chosen and set by the owner. If the owner suspects that the combination
has been revealed he can easily reset it without replacing the physical mechanism.

 ü-  "./"0213 and $4ëü *  " * /5" * 13 . There
1.22 Example (encryption scheme) Let !
are precisely 6798 bijections from !
to $ . The key space   ü;:"#<"#6">=5">?5">85 has
six elements in it, each specifying one of the transformations. Figure 1.5 illustrates the six
encryption functions which are denoted by ýA@B"#:CDECF8 . Alice and Bob agree on a transGH

I H
I2J
I2K

GNM

I H
I2J
I K

LH
LJ
LK

I H
I2J
I2K

LH
LJ
LK

I H
I2J
I K

G J

GPO

LH
L'J
L'K

I H
I2J
I2K

LH
LJ
LK

I H
I2J
I K

G K

LH
LJ
LK

G+Q

LH
LJ
LK

Figure 1.5: Schematic of a simple encryption scheme.

formation, say ý  . To encrypt the message   , Alice computes ý  R 
* 1 to Bob. Bob decrypts * 1 by reversing the arrows on the diagram for
that * 1 points to  .

S



P * 1 and sends
ý
 and observing
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When U is a small set, the functional diagram is a simple visual means to describe the
mapping. In cryptography, the set U is typically of astronomical proportions and, as such,
the visual description is infeasible. What is required, in these cases, is some other simple
means to describe the encryption and decryption transformations, such as mathematical alV
gorithms.
Figure 1.6 provides a simple model of a two-party communication using encryption.
Adversary

encryption

` Ba [ 
W ]b^_X
W

X
UNSECURED CHANNEL

decryption

YZ\[ X'] ^_W
W

plaintext
source

destination

Alice

Bob

Figure 1.6: Schematic of a two-party communication using encryption.

Communication participants
Referring to Figure 1.6, the following terminology is defined.
c An entity or party is someone or something which sends, receives, or manipulates
information. Alice and Bob are entities in Example 1.22. An entity may be a person,
a computer terminal, etc.
c A sender is an entity in a two-party communication which is the legitimate transmitter
of information. In Figure 1.6, the sender is Alice.
c A receiver is an entity in a two-party communication which is the intended recipient
of information. In Figure 1.6, the receiver is Bob.
c An adversary is an entity in a two-party communication which is neither the sender
nor receiver, and which tries to defeat the information security service being provided
between the sender and receiver. Various other names are synonymous with adversary such as enemy, attacker, opponent, tapper, eavesdropper, intruder, and interloper.
An adversary will often attempt to play the role of either the legitimate sender or the
legitimate receiver.
Channels
c A channel is a means of conveying information from one entity to another.
c A physically secure channel or secure channel is one which is not physically accessible to the adversary.
c An unsecured channel is one from which parties other than those for which the information is intended can reorder, delete, insert, or read.
c A secured channel is one from which an adversary does not have the ability to reorder,
delete, insert, or read.
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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One should note the subtle difference between a physically secure channel and a secured channel – a secured channel may be secured by physical or cryptographic techniques,
the latter being the topic of this book. Certain channels are assumed to be physically secure.
These include trusted couriers, personal contact between communicating parties, and a dedicated communication link, to name a few.
Security
A fundamental premise in cryptography is that the sets dfe0gheBije'k%lnmpo qr2is , k%tuvowxr
is are public knowledge. When two parties wish to communicate securely using an encryption scheme, the only thing that they keep secret is the particular key pair y&q'e(w z which
they are using, and which they must select. One can gain additional security by keeping the
class of encryption and decryption transformations secret but one should not base the security of the entire scheme on this approach. History has shown that maintaining the secrecy
of the transformations is very difficult indeed.
1.23 Definition An encryption scheme is said to be breakable if a third party, without prior
knowledge of the key pair yqe#wz , can systematically recover plaintext from corresponding
ciphertext within some appropriate time frame.
An appropriate time frame will be a function of the useful lifespan of the data being
protected. For example, an instruction to buy a certain stock may only need to be kept secret
for a few minutes whereas state secrets may need to remain confidential indefinitely.
An encryption scheme can be broken by trying all possible keys to see which one the
communicating parties are using (assuming that the class of encryption functions is public
knowledge). This is called an exhaustive search of the key space. It follows then that the
number of keys (i.e., the size of the key space) should be large enough to make this approach
computationally infeasible. It is the objective of a designer of an encryption scheme that this
be the best approach to break the system.
Frequently cited in the literature are Kerckhoffs’ desiderata, a set of requirements for
cipher systems. They are given here essentially as Kerckhoffs originally stated them:
1. the system should be, if not theoretically unbreakable, unbreakable in practice;
2. compromise of the system details should not inconvenience the correspondents;
3. the key should be rememberable without notes and easily changed;
4. the cryptogram should be transmissible by telegraph;
5. the encryption apparatus should be portable and operable by a single person; and
6. the system should be easy, requiring neither the knowledge of a long list of rules nor
mental strain.
This list of requirements was articulated in 1883 and, for the most part, remains useful today.
Point 2 allows that the class of encryption transformations being used be publicly known
and that the security of the system should reside only in the key chosen.
Information security in general
So far the terminology has been restricted to encryption and decryption with the goal of privacy in mind. Information security is much broader, encompassing such things as authentication and data integrity. A few more general definitions, pertinent to discussions later in
the book, are given next.

|

{

An information security service is a method to provide some specific aspect of security. For example, integrity of transmitted data is a security objective, and a method
to ensure this aspect is an information security service.
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Breaking an information security service (which often involves more than simply encryption) implies defeating the objective of the intended service.
A passive adversary is an adversary who is capable only of reading information from
an unsecured channel.
An active adversary is an adversary who may also transmit, alter, or delete information on an unsecured channel.

~
~

Cryptology
~ Cryptanalysis is the study of mathematical techniques for attempting to defeat cryptographic techniques, and, more generally, information security services.
~ A cryptanalyst is someone who engages in cryptanalysis.
~ Cryptology is the study of cryptography (Definition 1.1) and cryptanalysis.
~ A cryptosystem is a general term referring to a set of cryptographic primitives used
to provide information security services. Most often the term is used in conjunction
with primitives providing confidentiality, i.e., encryption.
Cryptographic techniques are typically divided into two generic types: symmetric-key
and public-key. Encryption methods of these types will be discussed separately in  1.5 and
 1.8. Other definitions and terminology will be introduced as required.

1.5 Symmetric-key encryption


1.5 considers symmetric-key encryption. Public-key encryption is the topic of  1.8.

1.5.1 Overview of block ciphers and stream ciphers
1.24 Definition Consider an encryption scheme consisting of the sets of encryption and decryption transformations %np + and %v , respectively, where  is the key
space. The encryption scheme is said to be symmetric-key if for each associated encryption/decryption key pair &# , it is computationally “easy” to determine  knowing only  ,
and to determine  from  .

Since  in most practical symmetric-key encryption schemes, the term symmetrickey becomes appropriate. Other terms used in the literature are single-key, one-key, privatekey, and conventional encryption. Example 1.25 illustrates the idea of symmetric-key encryption.

1.25 Example (symmetric-key encryption) Let  ;+>>(##v#P.# be the English
alphabet. Let  and  be the set of all strings of length five over  . The key  is chosen
to be a permutation on  . To encrypt, an English message is broken up into groups each
having five letters (with appropriate padding if the length of the message is not a multiple
of five) and a permutation  is applied to each letter one at a time. To decrypt, the inverse
permutation x%b is applied to each letter of the ciphertext. For instance, suppose that
the key  is chosen to be the permutation which maps each letter to the one which is three
positions to its right, as shown below

¡



A BC D E FG H I J K L MNOP Q R S T UVWXY Z
D E F GH I J KLMNO P Q R S T UVWXY Z A B C

Private key is a term also used in quite a different context (see ¢ 1.8). The term will be reserved for the latter
usage in this book.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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A message

£¥¤F¦§P¨.©«ª¬¨.A§N®n¯°¨.©«ª®n¯±¦²P¨.³N´µx³N¶¦©®nª·P¯®

is encrypted to

¸¹¤»ºn¼;½R£¾¿¤ÁÀÃÂ´#ÄxÅ_´©«Â§N·Æ´>ÄjÅÇ§N·ÈÀÃÉP´Ê¶ÌËEÊ¯ÍÀÎÄ§NÅÇÏN·P§+Ð

Ñ

A two-party communication using symmetric-key encryption can be described by the
block diagram of Figure 1.7, which is Figure 1.6 with the addition of the secure (both conAdversary

key
source

Ó

SECURE CHANNEL

Ó
encryption

Ú ÛB× ÒØvÙ_Ô
Ò

Ô
UNSECURED CHANNEL

decryption

ÕjÖ#× Ô'Ø Ù_Ò
Ò

plaintext
source

destination

Alice

Bob

Figure 1.7: Two-party communication using encryption, with a secure channel for key exchange.
The decryption key Ü can be efficiently computed from the encryption key Ó .

fidential and authentic) channel. One of the major issues with symmetric-key systems is to
find an efficient method to agree upon and exchange keys securely. This problem is referred
to as the key distribution problem (see Chapters 12 and 13).
It is assumed that all parties know the set of encryption/decryption transformations (i.e.,
they all know the encryption scheme). As has been emphasized several times the only information which should be required to be kept secret is the key Ý . However, in symmetric-key
encryption, this means that the key Þ must also be kept secret, as Ý can be deduced from
Þ . In Figure 1.7 the encryption key Þ is transported from one entity to the other with the
understanding that both can construct the decryption key Ý .
There are two classes of symmetric-key encryption schemes which are commonly distinguished: block ciphers and stream ciphers.
1.26 Definition A block cipher is an encryption scheme which breaks up the plaintext messages to be transmitted into strings (called blocks) of a fixed length ß over an alphabet à ,
and encrypts one block at a time.
Most well-known symmetric-key encryption techniques are block ciphers. A number
of examples of these are given in Chapter 7. Two important classes of block ciphers are
substitution ciphers and transposition ciphers ( á 1.5.2). Product ciphers ( á 1.5.3) combine

â
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these. Stream ciphers are considered in ä 1.5.4, while comments on the key space follow in
ä 1.5.5.

1.5.2 Substitution ciphers and transposition ciphers
Substitution ciphers are block ciphers which replace symbols (or groups of symbols) by
other symbols or groups of symbols.
Simple substitution ciphers
1.27 Definition Let å be an alphabet of æ symbols and ç
set of all strings of length
è over å . Let é be the set of all permutations on the setbeå the
. Define for each ê¬ë,é an
encryption transformation ìní as:

ì í'îRïð¿ñ»î ê îRï¬ò\ð ê îRïó ðpô(ô#ô ê îï_õðBðnñî&ö#ò>ö.ó¹ô#ô#ô#öBõðhñ»ö#÷
è
where ïøñ4îïÁò.ï2óAô(ô#ô.ï_õð Æ
ë ç . In other words, for each symbol in a -tuple, replace
(substitute) it by another symbol from å according to some fixed permutation ê . To decrypt
öAñîö#ò(ö.óAô(ô#ô#öBõð compute the inverse permutation ù ñ ê%ú ò and
ûü
îö\ðhñ»î ù îö(ò>ð ù î&ö.óðýô#ô#ô ù î&öBõðBð¿ñ»îRï¬òþïóAô(ô#ôþïõðhñ±ïÁÿ
ì í is called a simple substitution cipher or a mono-alphabetic substitution cipher.
The number of distinct substitution ciphers is æ and is independent of the block size in
the cipher. Example 1.25 is an example of a simple substitution cipher of block length five.
Simple substitution ciphers over small block sizes provide inadequate security even
when the key space is extremely large. If the alphabet is the English alphabet as in Examó
ple 1.25, then the size of the key space is  
 , yet the key being used can be
determined quite easily by examining a modest amount of ciphertext. This follows from the
simple observation that the distribution of letter frequencies is preserved in the ciphertext.
For example, the letter  occurs more frequently than the other letters in ordinary English
text. Hence the letter occurring most frequently in a sequence of ciphertext blocks is most
likely to correspond to the letter  in the plaintext. By observing a modest quantity of ciphertext blocks, a cryptanalyst can determine the key.
Homophonic substitution ciphers
è
1.28 Definition To each symbol ,ë å , associate a set  î  ð of strings of symbols, with
the restriction that the sets  î  ð , ë_å , be pairwise disjoint. A homophonic substitution
cipher replaces each symbol  in a plaintext message block with a randomly chosen string
è
from  î  ð . To decrypt a string ö of symbols, one must determine an ±ëFå such that
ö ë î  ð . The key for the cipher consists of the sets  î  ð .
1.29 Example (homophonic substitution cipher) Consider å ñ  ÷ ,  î  ðhñ  ÷   , and
 î\ðhñ  ÷   . The plaintext message block   encrypts to one of the following:  ,
 ,  ,  . Observe that the codomain of the encryption function (for messages of
length two) consists of the following pairwise disjoint sets of four-element bitstrings:
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÷
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÷
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Any 4-bitstring uniquely identifies a codomain element, and hence a plaintext message. #
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Often the symbols do not occur with equal frequency in plaintext messages. With a
simple substitution cipher this non-uniform frequency property is reflected in the ciphertext
as illustrated in Example 1.25. A homophonic cipher can be used to make the frequency of
occurrence of ciphertext symbols more uniform, at the expense of data expansion. Decryption is not as easily performed as it is for simple substitution ciphers.
Polyalphabetic substitution ciphers
1.30 Definition A polyalphabetic substitution cipher is a block cipher with block length $ over
an alphabet % having the following properties:
(i) the key space & consists of all ordered sets of $ permutations ')(+*",-(./,0001,2(4365 , where
each permutation (7 is defined on the set % ;
(ii) encryption of the message 8:9;')8 * 8 .=<<< 8 3 5 under the key >?9@'A( * ,2( . ,0001,-( 3 5
is given by BC')8D59E')( * ')8 * 5A( . ')8 . 5 <<< ( 3 ')8 3 565 ; and
*
*
*
(iii) the decryption key associated with >F9G')(+*,2(/.,000 ,-(35 is HI9E'A(1*J ,-(1. J ,000 ,-(13 J 5 .
1.31 Example (Vigenère cipher) Let %K9:LNMO,"PQ,"RF,0001,"ST,2UV,"WYX and $Z9\[ . Choose >]9
'A(+*,2(/.,2(/^5 , where (+* maps each letter to the letter three positions to its right in the alphabet,
(. to the one seven positions to its right, and (^ ten positions to its right. If
8_9E`Qacb deRQbgfachiFb2djRQhkil`mMcb nTopU@ncqr`sdehkRltcich

then
u 9vBC')8D5w9lxqrdFy{z/djdeqrq|tTfRs}~ogPxaTdjrdebg=y{y{oYS UqI0


Polyalphabetic ciphers have the advantage over simple substitution ciphers that symbol
frequencies are not preserved. In the example above, the letter E is encrypted to both O and
L. However, polyalphabetic ciphers are not significantly more difficult to cryptanalyze, the
approach being similar to the simple substitution cipher. In fact, once the block length $ is
determined, the ciphertext letters can be divided into $ groups (where group  , VI|$ ,
consists of those ciphertext letters derived using permutation ( 7 ), and a frequency analysis
can be done on each group.
Transposition ciphers
Another class of symmetric-key ciphers is the simple transposition cipher, which simply
permutes the symbols in a block.
1.32 Definition Consider a symmetric-key block encryption scheme with block length $ . Let &
be the set of all permutations on the set LN/,",000,-$X . For each >TV& define the encryption
function
B C ')8D5 9v'A8 C" * 8 C" .N <<< 8 C" 32 5

where 89')8s*28. <<< 835QZ , the message space. The set of all such transformations
is called a simple transposition cipher. The decryption key corresponding to > is the inverse
*
permutation Hr9v> J . To decrypt u 9E' u * u .=<<< u 3 5 , compute r' u 5 9E' u N * u N .N <<< u N 32 5 .
A simple transposition cipher preserves the number of symbols of a given type within
a block, and thus is easily cryptanalyzed.
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1.5.3 Composition of ciphers
In order to describe product ciphers, the concept of composition of functions is introduced.
Compositions are a convenient way of constructing more complicated functions from simpler ones.
Composition of functions
1.33 Definition Let  ,  , and  be finite sets and let k \ and =¡_1: be functions. The composition of with  , denoted £¢F (or simply 1 ), is a function from  to
 as illustrated in Figure 1.8 and defined by ¤A¢¥+¦¤A§m¦w¨l+¤+¤)§Y¦6¦©«ª¬Y®¯®§D°V .
¸
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Figure 1.8: The composition ¾O¿wÀ of functions ¾ and À .

Composition can be easily extended to more than two functions. For functions Á , ÃÂ ,
ÄÄÄ1Å Æ , one can define Æ¢gÇÇÇ6¢1ÃÂY¢1Á , provided that the domain of Æ equals the codomain
of Æ-È Á and so on.
Compositions and involutions
Involutions were introduced in É 1.3.3 as a simple class of functions with an interesting property: ÊË4¤ÊË¤)§Y¦¦¨l§ for all § in the domain of ÊË ; that is, ÊË ¢1ÊkË is the identity function.
1.34 Remark (composition of involutions) The composition of two involutions is not necessarily an involution, as illustrated in Figure 1.9. However, involutions may be composed to get
somewhat more complicated functions whose inverses are easy to find. This is an important
feature for decryption. For example if Ê ËÌ Å Ê ËNÍ ÅÄÄÄgÅ Ê ËÎ are involutions then the inverse
È Á
¨ Ê ËÎ Ê ËÎAÐÌ ÇÇÇÊ ËÌ , the composition of the involutions
of Ê Ë ¨ÏÊ ËÌ Ê ËNÍ ÇÇÇÊ ËÎ is Ê Ë
in the reverse order.
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Figure 1.9: The composition ¾T¿wÀ of involutions ¾ and À is not an involution.
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Product ciphers
Simple substitution and transposition ciphers individually do not provide a very high level
of security. However, by combining these transformations it is possible to obtain strong ciphers. As will be seen in Chapter 7 some of the most practical and effective symmetric-key
systems are product ciphers. One example of a product cipher is a composition of Ñ£Ò Ó
transformations ÔÕÖ×ÔkÕNØ ÙÙÙÃÔÕÚ where each ÔkÕÛ , ÜsÝßÞ ÝßÑ , is either a substitution or a
transposition cipher. For the purpose of this introduction, let the composition of a substitution and a transposition be called a round.
á|âDáäã be the set of all binary strings of length six.
1.35 Example (product cipher) Let à
The number of elements in à is ÓåráEæç . Let èéáEê)èsë2èìkÙÙÙ2è åí and define
ÔjÕ î
Ô î

ëï

ìNï

ê)è
ê)è
í

í

á

èñðóòeô where òöõ£ãöô
á

êAèZ÷"èZø"è
å

è

ë è ì èZù

íú

Here, ð is the exclusive-OR (XOR) operation defined as follows: û?ðäû£á û , ûrðäÜ£áÏÜ ,
ëï
ìï
ÜjðûDáüÜ , ÜjðÜDáüû . Ô Õ î is a polyalphabetic substitution cipher and Ô î is a transëï ìNï
position cipher (not involving the key). The product Ô Õ î Ô î is a round. While here the
transposition cipher is very simple and is not determined by the key, this need not be the
case.
ý
1.36 Remark (confusion and diffusion) A substitution in a round is said to add confusion to the
encryption process whereas a transposition is said to add diffusion. Confusion is intended
to make the relationship between the key and ciphertext as complex as possible. Diffusion
refers to rearranging or spreading out the bits in the message so that any redundancy in the
plaintext is spread out over the ciphertext. A round then can be said to add both confusion and diffusion to the encryption. Most modern block cipher systems apply a number of
rounds in succession to encrypt plaintext.

1.5.4 Stream ciphers
Stream ciphers form an important class of symmetric-key encryption schemes. They are, in
one sense, very simple block ciphers having block length equal to one. What makes them
useful is the fact that the encryption transformation can change for each symbol of plaintext being encrypted. In situations where transmission errors are highly probable, stream
ciphers are advantageous because they have no error propagation. They can also be used
when the data must be processed one symbol at a time (e.g., if the equipment has no memory
or buffering of data is limited).
1.37 Definition Let ã be the key space for a set of encryption transformations. A sequence of
symbols þNë"þìþ ù ÙÙÙþ×ÿ õVã , is called a keystream.
1.38 Definition Let be an alphabet of  symbols and let Ô be a simple substitution cipher
with block length Ü where þTõVã . Let è ë è ì èù=ÙÙÙ be a plaintext string and let þ ë þ ì þùkÙÙÙ
be a keystream from ã . A stream cipher takes the plaintext string and produces a ciphertext
string  ë  ì 2ùkÙÙÙ where  ÿ á;Ô  Û-ê)è ÿ í . If  ÿ denotes the inverse of þ ÿ , then Û ê  ÿ í áäè ÿ
decrypts the ciphertext string.
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A stream cipher applies simple encryption transformations according to the keystream
being used. The keystream could be generated at random, or by an algorithm which generates the keystream from an initial small keystream (called a seed), or from a seed and
previous ciphertext symbols. Such an algorithm is called a keystream generator.
The Vernam cipher
A motivating factor for the Vernam cipher was its simplicity and ease of implementation.
1.39 Definition The Vernam Cipher is a stream cipher defined on the alphabet  . A
binary message  !#" is operated on by a binary key string $$  !$%" of the same
length to produce a ciphertext string &!!&'! &(" where

&*)+#)-,.$/)*0123154!6

If the key string is randomly chosen and never used again, the Vernam cipher is called a
one-time system or a one-time pad.
To see how the Vernam cipher corresponds to Definition 1.38, observe that there are
precisely two substitution ciphers on the set . One is simply the identity map 798 which
sends  to  and  to  ; the other 7: sends  to  and  to  . When the keystream contains
a  , apply 7;8 to the corresponding plaintext symbol; otherwise, apply 7< .
If the key string is reused there are ways to attack the system. For example, if &!!&' !=&("
and &?>  &?> !!!&?>" are two ciphertext strings produced by the same keystream $  $  ! $ " then

&()+.#)-,@$%)*

& >) @ >) ,.$/)

and &()-,.&?>) .A)-,#A>) . The redundancy in the latter may permit cryptanalysis.
The one-time pad can be shown to be theoretically unbreakable. That is, if a cryptanalyst has a ciphertext string &!&?! &(" encrypted using a random key string which has been
used only once, the cryptanalyst can do no better than guess at the plaintext being any binary string of length 4 (i.e., 4 -bit binary strings are equally likely as plaintext). It has been
proven that to realize an unbreakable system requires a random key of the same length as the
message. This reduces the practicality of the system in all but a few specialized situations.
Reportedly until very recently the communication line between Moscow and Washington
was secured by a one-time pad. Transport of the key was done by trusted courier.

1.5.5 The key space
The size of the key space is the number of encryption/decryption key pairs that are available
in the cipher system. A key is typically a compact way to specify the encryption transformation (from the set of all encryption transformations) to be used. For example, a transposition cipher of block length 4 has 4B encryption functions from which to select. Each can
be simply described by a permutation which is called the key.
It is a great temptation to relate the security of the encryption scheme to the size of the
key space. The following statement is important to remember.
1.40 Fact A necessary, but usually not sufficient, condition for an encryption scheme to be secure is that the key space be large enough to preclude exhaustive search.
For instance, the simple substitution cipher in Example 1.25 has a key space of size
CED B+FH
GJCEIK
L  M . The polyalphabetic substitution cipher of Example 1.31 has a key space
D
of size N BPORQSFUTVIAEWYX . Exhaustive search of either key space is completely infeasible,
yet both ciphers are relatively weak and provide little security.
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1.6 Digital signatures
A cryptographic primitive which is fundamental in authentication, authorization, and nonrepudiation is the digital signature. The purpose of a digital signature is to provide a means
for an entity to bind its identity to a piece of information. The process of signing entails
transforming the message and some secret information held by the entity into a tag called
a signature. A generic description follows.
Nomenclature and set-up
Z\[ is the set of messages which can be signed.
Z\] is a set of elements called signatures, possibly binary strings of a fixed length.
Z.^`_ is a transformation from the message set [ to the signature set ] , and is called
a signing transformation for entity a .b The transformation ^ _ is kept secret by a ,
and will be used to create signatures for messages from [ .
Z.c _ is a transformation from the set [ dK] to the set e truef false g .h c _ is called
a verification transformation for a ’s signatures, is publicly known, and is used by
other entities to verify signatures created by a .
1.41 Definition The transformations ^`_ and c_ provide a digital signature scheme for a . Occasionally the term digital signature mechanism is used.

i ekjl=f'jmLf?j g and ]ni epolf o*mf!o g . The left
1.42 Example (digital signature scheme) [
b
b
side of Figure 1.10 displays a signing function ^ _ from the set [ and, the right side, the
_
c
corresponding verification function .
q
v#w
vyx
vyz

{=z
rts
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{x

| v\w*}={
| v\w*}={
| v w }={
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| v x }={
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| vz=}={
| vz=}={
| v z }={
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Figure 1.10: A signing and verification function for a digital signature scheme.

z
 The names
 of Alice and Bob are usually abbreviated
 to   and  , respectively.

consists of all pairs V% where 
, 3
, called the Cartesian product of
c
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Signing procedure
Entity  (the signer) creates a signature for a message J by doing the following:
1. Compute ` .
2. Transmit the pair 5!/ .  is called the signature for message  .
Verification procedure
To verify that a signature  on a message  was created by  , an entity ¡ (the verifier)
performs the following steps:
1. Obtain the verification function ¢  of  .
2. Compute £#¢Y   .
3. Accept the signature as having been created by  if £K true, and reject the signature
if £# false.
1.43 Remark (concise representation) The transformations ` and ¢ are typically characterized more compactly by a key; that is, there is a class of signing and verification algorithms
publicly known, and each algorithm is identified by a key. Thus the signing algorithm ¤
of  is determined by a key ¥/ and  is only required to keep ¥% secret. Similarly, the
verification algorithm ¢ of  is determined by a key ¦ which is made public.
1.44 Remark (handwritten signatures) Handwritten signatures could be interpreted as a special class of digital signatures. To see this, take the set of signatures § to contain only one
element which is the handwritten signature of  , denoted by   . The verification function
simply checks if the signature on a message purportedly signed by  is   .
An undesirable feature in Remark 1.44 is that the signature is not message-dependent.
Hence, further constraints are imposed on digital signature mechanisms as next discussed.
Properties required for signing and verification functions
There are several properties which the signing and verification transformations must satisfy.
(a)  is a valid signature of  on message  if and only if ¢5!/; true.
(b) It is computationally infeasible for any entity other than  to find, for any ¨ ,
an :©§ such that ¢5!/; true.
Figure 1.10 graphically displays property (a). There is an arrowed line in the diagram
for ¢ from YAª*!=«/ to true provided there is an arrowed line from Aª to =« in the diagram
for ` . Property (b) provides the security for the method – the signature uniquely binds 
to the message which is signed.
No one has yet formally proved that digital signature schemes satisfying (b) exist (although existence is widely believed to be true); however, there are some very good candidates. ¬ 1.8.3 introduces a particular class of digital signatures which arise from publickey encryption techniques. Chapter 11 describes a number of digital signature mechanisms
which are believed to satisfy the two properties cited above. Although the description of a
digital signature given in this section is quite general, it can be broadened further, as presented in ¬ 11.2.
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1.7 Authentication and identification
Authentication is a term which is used (and often abused) in a very broad sense. By itself
it has little meaning other than to convey the idea that some means has been provided to
guarantee that entities are who they claim to be, or that information has not been manipulated by unauthorized parties. Authentication is specific to the security objective which
one is trying to achieve. Examples of specific objectives include access control, entity authentication, message authentication, data integrity, non-repudiation, and key authentication. These instances of authentication are dealt with at length in Chapters 9 through 13.
For the purposes of this chapter, it suffices to give a brief introduction to authentication by
describing several of the most obvious applications.
Authentication is one of the most important of all information security objectives. Until the mid 1970s it was generally believed that secrecy and authentication were intrinsically
connected. With the discovery of hash functions (  1.9) and digital signatures (  1.6), it was
realized that secrecy and authentication were truly separate and independent information
security objectives. It may at first not seem important to separate the two but there are situations where it is not only useful but essential. For example, if a two-party communication
between Alice and Bob is to take place where Alice is in one country and Bob in another,
the host countries might not permit secrecy on the channel; one or both countries might
want the ability to monitor all communications. Alice and Bob, however, would like to be
assured of the identity of each other, and of the integrity and origin of the information they
send and receive.
The preceding scenario illustrates several independent aspects of authentication. If Alice and Bob desire assurance of each other’s identity, there are two possibilities to consider.
1. Alice and Bob could be communicating with no appreciable time delay. That is, they
are both active in the communication in “real time”.
2. Alice or Bob could be exchanging messages with some delay. That is, messages
might be routed through various networks, stored, and forwarded at some later time.
In the first instance Alice and Bob would want to verify identities in real time. This
might be accomplished by Alice sending Bob some challenge, to which Bob is the only
entity which can respond correctly. Bob could perform a similar action to identify Alice.
This type of authentication is commonly referred to as entity authentication or more simply
identification.
For the second possibility, it is not convenient to challenge and await response, and
moreover the communication path may be only in one direction. Different techniques are
now required to authenticate the originator of the message. This form of authentication is
called data origin authentication.

1.7.1 Identification
1.45 Definition An identification or entity authentication technique assures one party (through
acquisition of corroborative evidence) of both the identity of a second party involved, and
that the second was active at the time the evidence was created or acquired.
Typically the only data transmitted is that necessary to identify the communicating parties. The entities are both active in the communication, giving a timeliness guarantee.

®c
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1.46 Example (identification) ° calls ± on the telephone. If ° and ± know each other then
entity authentication is provided through voice recognition. Although not foolproof, this
works effectively in practice.
²
1.47 Example (identification) Person ° provides to a banking machine a personal identification number (PIN) along with a magnetic stripe card containing information about ° . The
banking machine uses the information on the card and the PIN to verify the identity of the
card holder. If verification succeeds, ° is given access to various services offered by the
²
machine.
Example 1.46 is an instance of mutual authentication whereas Example 1.47 only provides unilateral authentication. Numerous mechanisms and protocols devised to provide
mutual or unilateral authentication are discussed in Chapter 10.

1.7.2 Data origin authentication
1.48 Definition Data origin authentication or message authentication techniques provide to
one party which receives a message assurance (through corroborative evidence) of the identity of the party which originated the message.
Often a message is provided to ± along with additional information so that ± can determine the identity of the entity who originated the message. This form of authentication
typically provides no guarantee of timeliness, but is useful in situations where one of the
parties is not active in the communication.
1.49 Example (need for data origin authentication) ° sends to ± an electronic mail message
(e-mail). The message may travel through various network communications systems and be
stored for ± to retrieve at some later time. ° and ± are usually not in direct communication.
± would like some means to verify that the message received and purportedly created by
° did indeed originate from ° .
²
Data origin authentication implicitly provides data integrity since, if the message was
modified during transmission, ° would no longer be the originator.

1.8 Public-key cryptography
The concept of public-key encryption is simple and elegant, but has far-reaching consequences.

1.8.1 Public-key encryption
Let ³E´¶µ¤·¹¸:º¼»J½ be a set of encryption transformations, and let ³p¾¿À·¹ÁSºJ»J½ be the set of
corresponding decryption transformations, where » is the key space. Consider any pair of
associated encryption/decryption transformations Â*´ µÃ ¾ ¿EÄ and suppose that each pair has
the property that knowing ´ µ it is computationally infeasible, given a random ciphertext
Å º¼Æ , to find the message Çº¼È such that ´ µ ÂYÇ Ä;É Å . This property implies that given
¸ it is infeasible to determine the corresponding decryption key Á . (Of course ¸ and Á are
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simply means to describe the encryption and decryption functions, respectively.) Ê¶Ë is being viewed here as a trapdoor one-way function (Definition 1.16) with Ì being the trapdoor
information necessary to compute the inverse function and hence allow decryption. This is
unlike symmetric-key ciphers where Í and Ì are essentially the same.
Under these assumptions, consider the two-party communication between Alice and
Bob illustrated in Figure 1.11. Bob selects the key pair Î*Í%Ï!ÌLÐ . Bob sends the encryption key
Í (called the public key) to Alice over any channel but keeps the decryption key Ì (called the
private key) secure and secret. Alice may subsequently send a message Ñ to Bob by applying the encryption transformation determined by Bob’s public key to get ÒÓUÊ Ë ÎYÑ0Ð . Bob
decrypts the ciphertext Ò by applying the inverse transformation ÔÕ uniquely determined
by Ì .
Passive
Adversary

Ö
UNSECURED CHANNEL

encryption

àâá Û ×yÜ¹ÝAØ
×

Ø
UNSECURED CHANNEL

key
source

ß

Ù decryption
Ú=Û Ø/ÜÞÝA×
×

plaintext
source

destination

Alice

Bob

Figure 1.11: Encryption using public-key techniques.

Notice how Figure 1.11 differs from Figure 1.7 for a symmetric-key cipher. Here the
encryption key is transmitted to Alice over an unsecured channel. This unsecured channel
may be the same channel on which the ciphertext is being transmitted (but see ã 1.8.2).
Since the encryption key Í need not be kept secret, it may be made public. Any entity
can subsequently send encrypted messages to Bob which only Bob can decrypt. Figure 1.12
illustrates this idea, where äâå , ä9æ , and ä¶ç are distinct entities. Note that if ä:å destroys
message Ñå after encrypting it to Ò å , then even ä:å cannot recover Ñå from Ò!å .
As a physical analogue, consider a metal box with the lid secured by a combination
lock. The combination is known only to Bob. If the lock is left open and made publicly
available then anyone can place a message inside and lock the lid. Only Bob can retrieve
the message. Even the entity which placed the message into the box is unable to retrieve it.
Public-key encryption, as described here, assumes that knowledge of the public key Í
does not allow computation of the private key Ì . In other words, this assumes the existence
of trapdoor one-way functions ( ã 1.3.1(iii)).
1.50 Definition Consider an encryption scheme consisting of the sets of encryption and decryp-
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Figure 1.12: Schematic use of public-key encryption.



  

tion transformations øEù¶úüû¹ý:þ¼ÿ
and ø Àû þ©ÿ , respectively. The encryption method
is said to be a public-key encryption scheme if for each associated encryption/decryption
pair ý
, one key ý (the public key) is made publicly available, while the other (the private key) is kept secret. For the scheme to be secure, it must be computationally infeasible
to compute from ý .







1.51 Remark (private key vs. secret key) To avoid ambiguity, a common convention is to use
the term private key in association with public-key cryptosystems, and secret key in association with symmetric-key cryptosystems. This may be motivated by the following line of
thought: it takes two or more parties to share a secret, but a key is truly private only when
one party alone knows it.
There are many schemes known which are widely believed to be secure public-key
encryption methods, but none have been mathematically proven to be secure independent
of qualifying assumptions. This is not unlike the symmetric-key case where the only system
which has been proven secure is the one-time pad ( 1.5.4).



1.8.2 The necessity of authentication in public-key systems
It would appear that public-key cryptography is an ideal system, not requiring a secure channel to pass the encryption key. This would imply that two entities could communicate over
an unsecured channel without ever having met to exchange keys. Unfortunately, this is not
the case. Figure 1.13 illustrates how an active adversary can defeat the system (decrypt
messages intended for a second entity) without breaking the encryption system. This is a
type of impersonation and is an example of protocol failure (see 1.10). In this scenario
the adversary impersonates entity by sending entity a public key ý which assumes
(incorrectly) to be the public key of . The adversary intercepts encrypted messages from
to , decrypts with its own private key , re-encrypts the message under ’s public key
ý , and sends it on to . This highlights the necessity to authenticate public keys to achieve
data origin authentication of the public keys themselves. must be convinced that she is
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encrypting under the legitimate public key of . Fortunately, public-key techniques also
allow an elegant solution to this problem (see 1.11).
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Figure 1.13: An impersonation attack on a two-party communication.

1.8.3 Digital signatures from reversible public-key encryption
This section considers a class of digital signature schemes which is based on public-key
encryption systems of a particular type.
Suppose
is a public-key encryption transformation with message space
and ciphertext space . Suppose further that
. If
is the decryption transformation
corresponding to
then since
and
are both permutations, one has

.0/
2

1
1 342 576
.0/
.8/ 5 6
569:.0/;9=<?>@>A3B.0/C9D5769=<?>@>03E<GFIHKJMLNMOPO <RQS1UT
A public-key encryption scheme of this type is called reversible.V Note that it is essential
that 1
3W2 for this to be a valid equality for all < QX1 ; otherwise, 5 6 9"<Y> will be
meaningless for <[Q\
Z 2.
] There is a broader class of digital signatures which can be informally described as arising from irreversible
cryptographic algorithms. These are described in ^ 11.2.
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Construction for a digital signature scheme
1. Let
be the message space for the signature scheme.
2. Let
be the signature space .
3. Let
be a key pair for the public-key encryption scheme.
4. Define the signing function
to be . That is, the signature for a message
is
.
by
5. Define the verification function

a
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The signature scheme can be simplified further if only signs messages having a special structure, and this structure is publicly known. Let
be a subset of
where elements of
have a well-defined special structure, such that
contains only a negligible fraction of messages from the set. For example, suppose that
consists of all binary
strings of length for some positive integer . Let
be the subset of
consisting of all
would be in
strings where the first bits are replicated in the last positions (e.g.,
for
). If only signs messages within the subset
these are easily recognized
by a verifier.
Redefine the verification function
as
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Under this new scenario only needs to transmit the signature since the message
can be recovered by applying the verification function. Such a scheme is called a
digital signature scheme with message recovery. Figure 1.14 illustrates how this signature
function is used. The feature of selecting messages of special structure is referred to as
selecting messages with redundancy.
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Figure 1.14: A digital signature scheme with message recovery.

The modification presented above is more than a simplification; it is absolutely crucial
if one hopes to meet the requirement of property (b) of signing and verification functions
(see page 23). To see why this is the case, note that any entity can select a random element
as a signature and apply
to get
, since
and
is public

tre

{ |

¡c¢{ | f:t k
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1.52 Remark (digital signatures vs. confidentiality) Although digital signature schemes based
on reversible public-key encryption are attractive, they require an encryption method as a
primitive. There are situations where a digital signature mechanism is required but encryption is forbidden. In such cases these digital signature schemes are inappropriate.
Digital signatures in practice
For digital signatures to be useful in practice, concrete realizations of the preceding concepts should have certain additional properties. A digital signature must
1. be easy to compute by the signer (the signing function should be easy to apply);
2. be easy to verify by anyone (the verification function should be easy to apply); and
3. have an appropriate lifespan, i.e., be computationally secure from forgery until the
signature is no longer necessary for its original purpose.
Resolution of disputes
The purpose of a digital signature (or any signature method) is to permit the resolution of
disputes. For example, an entity could at some point deny having signed a message or
some other entity could falsely claim that a signature on a message was produced by .
In order to overcome such problems a trusted third party (TTP) or judge is required. The
TTP must be some entity which all parties involved agree upon in advance.
If denies that a message held by was signed by , then should be able to
for to the TTP along with . The TTP rules in favor of if
present the signature
true and in favor of otherwise. will accept the decision if is confident
that the TTP has the same verifying transformation
as does. will accept the decision
if is confident that the TTP used
and that
has not been compromised. Therefore,
fair resolution of disputes requires that the following criteria are met.
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Requirements for resolution of disputed signatures
1.
and
have properties (a) and (b) of page 23.
2. The TTP has an authentic copy of .
3. The signing transformation
has been kept secret and remains secure.
These properties are necessary but in practice it might not be possible to guarantee
them. For example, the assumption that
and
have the desired characteristics given
in property 1 might turn out to be false for a particular signature scheme. Another possibility is that claims falsely that
was compromised. To overcome these problems requires an agreed method to validate the time period for which will accept responsibility
for the verification transformation. An analogue of this situation can be made with credit
card revocation. The holder of a card is responsible until the holder notifies the card issuing
company that the card has been lost or stolen. 13.8.2 gives a more indepth discussion of
these problems and possible solutions.
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1.8.4 Symmetric-key vs. public-key cryptography
Symmetric-key and public-key encryption schemes have various advantages and disadvantages, some of which are common to both. This section highlights a number of these and
summarizes features pointed out in previous sections.
(i) Advantages of symmetric-key cryptography
1. Symmetric-key ciphers can be designed to have high rates of data throughput. Some
hardware implementations achieve encrypt rates of hundreds of megabytes per second, while software implementations may attain throughput rates in the megabytes
per second range.
2. Keys for symmetric-key ciphers are relatively short.
3. Symmetric-key ciphers can be employed as primitives to construct various cryptographic mechanisms including pseudorandom number generators (see Chapter 5),
hash functions (see Chapter 9), and computationally efficient digital signature schemes (see Chapter 11), to name just a few.
4. Symmetric-key ciphers can be composed to produce stronger ciphers. Simple transformations which are easy to analyze, but on their own weak, can be used to construct
strong product ciphers.
5. Symmetric-key encryption is perceived to have an extensive history, although it must
be acknowledged that, notwithstanding the invention of rotor machines earlier, much
of the knowledge in this area has been acquired subsequent to the invention of the
digital computer, and, in particular, the design of the Data Encryption Standard (see
Chapter 7) in the early 1970s.
(ii) Disadvantages of symmetric-key cryptography
1. In a two-party communication, the key must remain secret at both ends.
2. In a large network, there are many key pairs to be managed. Consequently, effective
key management requires the use of an unconditionally trusted TTP (Definition 1.65).
3. In a two-party communication between entities and , sound cryptographic practice dictates that the key be changed frequently, and perhaps for each communication
session.
4. Digital signature mechanisms arising from symmetric-key encryption typically require either large keys for the public verification function or the use of a TTP (see
Chapter 11).

µ

¶

(iii) Advantages of public-key cryptography
1. Only the private key must be kept secret (authenticity of public keys must, however,
be guaranteed).
2. The administration of keys on a network requires the presence of only a functionally
trusted TTP (Definition 1.66) as opposed to an unconditionally trusted TTP. Depending on the mode of usage, the TTP might only be required in an “off-line” manner,
as opposed to in real time.
3. Depending on the mode of usage, a private key/public key pair may remain unchanged for considerable periods of time, e.g., many sessions (even several years).
4. Many public-key schemes yield relatively efficient digital signature mechanisms.
The key used to describe the public verification function is typically much smaller
than for the symmetric-key counterpart.
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5. In a large network, the number of keys necessary may be considerably smaller than
in the symmetric-key scenario.
(iv) Disadvantages of public-key encryption
1. Throughput rates for the most popular public-key encryption methods are several orders of magnitude slower than the best known symmetric-key schemes.
2. Key sizes are typically much larger than those required for symmetric-key encryption
(see Remark 1.53), and the size of public-key signatures is larger than that of tags
providing data origin authentication from symmetric-key techniques.
3. No public-key scheme has been proven to be secure (the same can be said for block
ciphers). The most effective public-key encryption schemes found to date have their
security based on the presumed difficulty of a small set of number-theoretic problems.
4. Public-key cryptography does not have as extensive a history as symmetric-key encryption, being discovered only in the mid 1970s.

·

Summary of comparison
Symmetric-key and public-key encryption have a number of complementary advantages.
Current cryptographic systems exploit the strengths of each. An example will serve to illustrate.
Public-key encryption techniques may be used to establish a key for a symmetric-key
system being used by communicating entities and . In this scenario and can take
advantage of the long term nature of the public/private keys of the public-key scheme and
the performance efficiencies of the symmetric-key scheme. Since data encryption is frequently the most time consuming part of the encryption process, the public-key scheme for
key establishment is a small fraction of the total encryption process between and .
To date, the computational performance of public-key encryption is inferior to that of
symmetric-key encryption. There is, however, no proof that this must be the case. The
important points in practice are:
1. public-key cryptography facilitates efficient signatures (particularly non-repudiation)
and key mangement; and
2. symmetric-key cryptography is efficient for encryption and some data integrity applications.

¸

¹

¸

¸

¹

¹

1.53 Remark (key sizes: symmetric key vs. private key) Private keys in public-key systems
must be larger (e.g., 1024 bits for RSA) than secret keys in symmetric-key systems (e.g., 64
or 128 bits) because whereas (for secure algorithms) the most efficient attack on symmetrickey systems is an exhaustive key search, all known public-key systems are subject to “shortcut” attacks (e.g., factoring) more efficient than exhaustive search. Consequently, for equivalent security, symmetric keys have bitlengths considerably smaller than that of private keys
in public-key systems, e.g., by a factor of 10 or more.

º It is, of course, arguable that some public-key schemes which are based on hard mathematical problems have
a long history since these problems have been studied for many years. Although this may be true, one must be
wary that the mathematics was not studied with this application in mind.
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1.9 Hash functions
One of the fundamental primitives in modern cryptography is the cryptographic hash function, often informally called a one-way hash function. A simplified definition for the present
discussion follows.
1.54 Definition A hash function is a computationally efficient function mapping binary strings
of arbitrary length to binary strings of some fixed length, called hash-values.
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For a hash function which outputs -bit hash-values (e.g.,
or
) and has desirable properties, the probability that a randomly chosen string gets mapped to a particular
-bit hash-value (image) is
. The basic idea is that a hash-value serves as a compact
representative of an input string. To be of cryptographic use, a hash function is typically
chosen such that it is computationally infeasible to find two distinct inputs which hash to a
), and that given
common value (i.e., two colliding inputs and such that
a specific hash-value , it is computationally infeasible to find an input (pre-image) such
that
.
The most common cryptographic uses of hash functions are with digital signatures and
for data integrity. With digital signatures, a long message is usually hashed (using a publicly available hash function) and only the hash-value is signed. The party receiving the
message then hashes the received message, and verifies that the received signature is correct for this hash-value. This saves both time and space compared to signing the message
directly, which would typically involve splitting the message into appropriate-sized blocks
and signing each block individually. Note here that the inability to find two messages with
the same hash-value is a security requirement, since otherwise, the signature on one message hash-value would be the same as that on another, allowing a signer to sign one message
and at a later point in time claim to have signed another.
Hash functions may be used for data integrity as follows. The hash-value corresponding to a particular input is computed at some point in time. The integrity of this hash-value
is protected in some manner. At a subsequent point in time, to verify that the input data
has not been altered, the hash-value is recomputed using the input at hand, and compared
for equality with the original hash-value. Specific applications include virus protection and
software distribution.
A third application of hash functions is their use in protocols involving a priori commitments, including some digital signature schemes and identification protocols (e.g., see
Chapter 10).
Hash functions as discussed above are typically publicly known and involve no secret
keys. When used to detect whether the message input has been altered, they are called modification detection codes (MDCs). Related to these are hash functions which involve a secret
key, and provide data origin authentication ( 9.76) as well as data integrity; these are called
message authentication codes (MACs).
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1.10 Protocols and mechanisms
1.55 Definition A cryptographic protocol (protocol) is a distributed algorithm defined by a sequence of steps precisely specifying the actions required of two or more entities to achieve
a specific security objective.
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1.56 Remark (protocol vs. mechanism) As opposed to a protocol, a mechanism is a more general term encompassing protocols, algorithms (specifying the steps followed by a single entity), and non-cryptographic techniques (e.g., hardware protection and procedural controls)
to achieve specific security objectives.
Protocols play a major role in cryptography and are essential in meeting cryptographic
goals as discussed in 1.2. Encryption schemes, digital signatures, hash functions, and random number generation are among the primitives which may be utilized to build a protocol.

Ï

1.57 Example (a simple key agreement protocol) Alice and Bob have chosen a symmetric-key
encryption scheme to use in communicating over an unsecured channel. To encrypt information they require a key. The communication protocol is the following:
1. Bob constructs a public-key encryption scheme and sends his public key to Alice over
the channel.
2. Alice generates a key for the symmetric-key encryption scheme.
3. Alice encrypts the key using Bob’s public key and sends the encrypted key to Bob.
4. Bob decrypts using his private key and recovers the symmetric (secret) key.
5. Alice and Bob begin communicating with privacy by using the symmetric-key system and the common secret key.
This protocol uses basic functions to attempt to realize private communications on an unsecured channel. The basic primitives are the symmetric-key and the public-key encryption
schemes. The protocol has shortcomings including the impersonation attack of 1.8.2, but
it does convey the idea of a protocol.

Ï

Ð

Often the role of public-key encryption in privacy communications is exactly the one
suggested by this protocol – public-key encryption is used as a means to exchange keys
for subsequent use in symmetric-key encryption, motivated by performance differences between symmetric-key and public-key encryption.
Protocol and mechanism failure
1.58 Definition A protocol failure or mechanism failure occurs when a mechanism fails to meet
the goals for which it was intended, in a manner whereby an adversary gains advantage
not by breaking an underlying primitive such as an encryption algorithm directly, but by
manipulating the protocol or mechanism itself.
1.59 Example (mechanism failure) Alice and Bob are communicating using a stream cipher.
Messages which they encrypt are known to have a special form: the first twenty bits carry
information which represents a monetary amount. An active adversary can simply XOR an
appropriate bitstring into the first twenty bits of ciphertext and change the amount. While
the adversary has not been able to read the underlying message, she has been able to alter
the transmission. The encryption has not been compromised but the protocol has failed to
perform adequately; the inherent assumption that encryption provides data integrity is incorrect.

Ð

ÑMÒ

1.60 Example (forward search attack) Suppose that in an electronic bank transaction the bit field which records the value of the transaction is to be encrypted using a public-key
scheme. This simple protocol is intended to provide privacy of the value field – but does
it? An adversary could easily take all
possible entries that could be plaintext in this field
and encrypt them using the public encryption function. (Remember that by the very nature
of public-key encryption this function must be available to the adversary.) By comparing
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each of the
ciphertexts with the one which is actually encrypted in the transaction, the
adversary can determine the plaintext. Here the public-key encryption function is not compromised, but rather the way it is used. A closely related attack which applies directly to
authentication for access control purposes is the dictionary attack (see 10.2.2).

Ú

Û

1.61 Remark (causes of protocol failure) Protocols and mechanisms may fail for a number of
reasons, including:
1. weaknesses in a particular cryptographic primitive which may be amplified by the
protocol or mechanism;
2. claimed or assumed security guarantees which are overstated or not clearly understood; and
3. the oversight of some principle applicable to a broad class of primitives such as encryption.
Example 1.59 illustrates item 2 if the stream cipher is the one-time pad, and also item 1.
Example 1.60 illustrates item 3. See also 1.8.2.

Ú

1.62 Remark (protocol design) When designing cryptographic protocols and mechanisms, the
following two steps are essential:
1. identify all assumptions in the protocol or mechanism design; and
2. for each assumption, determine the effect on the security objective if that assumption
is violated.

1.11 Key establishment, management, and
certification
This section gives a brief introduction to methodology for ensuring the secure distribution
of keys for cryptographic purposes.
1.63 Definition Key establishment is any process whereby a shared secret key becomes available to two or more parties, for subsequent cryptographic use.
1.64 Definition Key management is the set of processes and mechanisms which support key
establishment and the maintenance of ongoing keying relationships between parties, including replacing older keys with new keys as necessary.
Key establishment can be broadly subdivided into key agreement and key transport.
Many and various protocols have been proposed to provide key establishment. Chapter 12
describes a number of these in detail. For the purpose of this chapter only a brief overview of
issues related to key management will be given. Simple architectures based on symmetrickey and public-key cryptography along with the concept of certification will be addressed.
As noted in 1.5, a major issue when using symmetric-key techniques is the establishment of pairwise secret keys. This becomes more evident when considering a network of
entities, any two of which may wish to communicate. Figure 1.15 illustrates a network consisting of 6 entities. The arrowed edges indicate the possible two-party communications
which could take place. Since each pair of entities wish to communicate, this small network requires the secure exchange of
key pairs. In a network with entities, the
number of secure key exchanges required is
.
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Figure 1.15: Keying relationships in a simple 6-party network.
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twoThe network diagram depicted in Figure 1.15 is simply the amalgamation of
party communications as depicted in Figure 1.7. In practice, networks are very large and
the key management problem is a crucial issue. There are a number of ways to handle this
problem. Two simplistic methods are discussed; one based on symmetric-key and the other
on public-key techniques.

1.11.1 Key management through symmetric-key techniques
One solution which employs symmetric-key techniques involves an entity in the network
which is trusted by all other entities. As in 1.8.3, this entity is referred to as a trusted third
party (TTP). Each entity shares a distinct symmetric key with the TTP. These keys are
assumed to have been distributed over a secured channel. If two entities subsequently wish
to communicate, the TTP generates a key (sometimes called a session key) and sends it
encrypted under each of the fixed keys as depicted in Figure 1.16 for entities
and .
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Figure 1.16: Key management using a trusted third party (TTP).

Advantages of this approach include:
1. It is easy to add and remove entities from the network.
2. Each entity needs to store only one long-term secret key.
Disadvantages include:
1. All communications require initial interaction with the TTP.
2. The TTP must store  long-term secret keys.
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3. The TTP has the ability to read all messages.
4. If the TTP is compromised, all communications are insecure.

1.11.2 Key management through public-key techniques
There are a number of ways to address the key management problem through public-key
techniques. Chapter 13 describes many of these in detail. For the purpose of this chapter a
very simple model is considered.
Each entity in the network has a public/private encryption key pair. The public key
along with the identity of the entity is stored in a central repository called a public file. If
an entity  wishes to send encrypted messages to entity  ,   retrieves the public key
of  from the public file, encrypts the message using this key, and sends the ciphertext
to  . Figure 1.17 depicts such a network.
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Figure 1.17: Key management using public-key techniques.

Advantages of this approach include:
1. No trusted third party is required.
2. The public file could reside with each entity.
3. Only ; public keys need to be stored to allow secure communications between any
pair of entities, assuming the only attack is that by a passive adversary.
The key management problem becomes more difficult when one must take into account
an adversary who is active (i.e. an adversary who can alter the public file containing public
keys). Figure 1.18 illustrates how an active adversary could compromise the key management scheme given above. (This is directly analogous to the attack in < 1.8.2.) In the figure,
the adversary alters the public file by replacing the public key of entity  by the adversary’s public key '= . Any message encrypted for  using the public key from the public
file can be decrypted by only the adversary. Having decrypted and read the message, the
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adversary can now encrypt it using the public key of > ? and forward the ciphertext to >
> @ however believes that only > ? can decrypt the ciphertext A .
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Figure 1.18: An impersonation of
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by an active adversary with public key EMF .

To prevent this type of attack, the entities may use a TTP to certify the public key of
each entity. The TTP has a private signing algorithm oqp and a verification algorithm r/p
(see s 1.6) assumed to be known by all entities. The TTP carefully verifies the identity of
each entity, and signs a message consisting of an identifier and the entity’s authentic public
key. This is a simple example of a certificate, binding the identity of an entity to its public
key (see s 1.11.3). Figure 1.19 illustrates the network under these conditions. >@ uses the
public key of > ? only if the certificate signature verifies successfully.
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Figure 1.19: Authentication of public keys by a TTP. denotes concatenation.

Advantages of using a TTP to maintain the integrity of the public file include:
1. It prevents an active adversary from impersonation on the network.
2. The TTP cannot monitor communications. Entities need trust the TTP only to bind
identities to public keys properly.
3. Per-communication interaction with the public file can be eliminated if entities store
certificates locally.
Even with a TTP, some concerns still remain:
1. If the signing key of the TTP is compromised, all communications become insecure.
2. All trust is placed with one entity.
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1.11.3 Trusted third parties and public-key certificates
A trusted third party has been used in 1.8.3 and again here in 1.11. The trust placed on
this entity varies with the way it is used, and hence motivates the following classification.
1.65 Definition A TTP is said to be unconditionally trusted if it is trusted on all matters. For
example, it may have access to the secret and private keys of users, as well as be charged
with the association of public keys to identifiers.
1.66 Definition A TTP is said to be functionally trusted if the entity is assumed to be honest
and fair but it does not have access to the secret or private keys of users.
1.11.1 provides a scenario which employs an unconditionally trusted TTP. 1.11.2
uses a functionally trusted TTP to maintain the integrity of the public file. A functionally
trusted TTP could be used to register or certify users and contents of documents or, as in
1.8.3, as a judge.
Public-key certificates
The distribution of public keys is generally easier than that of symmetric keys, since secrecy
is not required. However, the integrity (authenticity) of public keys is critical (recall 1.8.2).
A public-key certificate consists of a data part and a signature part. The data part consists of the name of an entity, the public key corresponding to that entity, possibly additional
relevant information (e.g., the entity’s street or network address, a validity period for the
public key, and various other attributes). The signature part consists of the signature of a
TTP over the data part.
In order for an entity  to verify the authenticity of the public key of an entity  , 
must have an authentic copy of the public signature verification function of the TTP. For
simplicity, assume that the authenticity of this verification function is provided to  by noncryptographic means, for example by  obtaining it from the TTP in person.  can then
carry out the following steps:
1. Acquire the public-key certificate of  over some unsecured channel, either from a
central database of certificates, from  directly, or otherwise.
2. Use the TTP’s verification function to verify the TTP’s signature on  ’s certificate.
3. If this signature verifies correctly, accept the public key in the certificate as  ’s authentic public key; otherwise, assume the public key is invalid.
Before creating a public-key certificate for  , the TTP must take appropriate measures
to verify the identity of  and the fact that the public key to be certificated actually belongs
to  . One method is to require that  appear before the TTP with a conventional passport
as proof of identity, and obtain  ’s public key from  in person along with evidence that
 knows the corresponding private key. Once the TTP creates a certificate for a party, the
trust that all other entities have in the authenticity of the TTP’s public key can be used transitively to gain trust in the authenticity of that party’s public key, through acquisition and
verification of the certificate.

1.12 Pseudorandom numbers and sequences
Random number generation is an important primitive in many cryptographic mechanisms.
For example, keys for encryption transformations need to be generated in a manner which is
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

40

Ch. 1 Overview of Cryptography

unpredictable to an adversary. Generating a random key typically involves the selection of
random numbers or bit sequences. Random number generation presents challenging issues.
A brief introduction is given here with details left to Chapter 5.
Often in cryptographic applications, one of the following steps must be performed:
(i) From a finite set of  elements (e.g., 2,,MR ), select an element at random.
(ii) From the set of all sequences (strings) of length  over some finite alphabet  of 
symbols, select a sequence at random.
(iii) Generate a random sequence (string) of symbols of length  over a set of  symbols.
It is not clear what exactly it means to select at random or generate at random. Calling a
number random without a context makes little sense. Is the number  a random number?
No, but if  identical balls labeled with a number from  to , are in a container, and this
container mixes the balls uniformly, drops one ball out, and this ball happens to be labeled
with the number , , then one would say that , was generated randomly from a uniform
distribution. The probability that , drops out is  in , or   .
If the number on the ball which was dropped from the container is recorded and the ball
is placed back in the container and the process repeated  times, then a random sequence
of length  defined on the alphabet 2+~,MM/ will have been generated. What is
the chance that the sequence ,,~,,,~+~,,~, occurs? Since each element in the sequence
has probability    of occuring, the probability of the sequence ,,,,,~,, occurring
is

¢¡


£¡


¢¡


£¡


,¢¡


,




,¤,¤,,¥



There are precisely ,¤,,¤,¥ sequences of length  over the alphabet  . If each of
these sequences is written on one of ,¤,¤,¥, balls and they are placed in the container
(first removing the original , balls) then the chance that the sequence given above drops
out is the same as if it were generated one ball at a time. Hence, (ii) and (iii) above are
essentially the same statements.
Finding good methods to generate random sequences is difficult.
1.67 Example (random sequence generator) To generate a random sequence of ¥ ’s and  ’s, a
coin could be tossed with a head landing up recorded as a  and a tail as a ¥ . It is assumed
that the coin is unbiased, which means that the probability of a  on a given toss is exactly ¦  .
This will depend on how well the coin is made and how the toss is performed. This method
would be of little value in a system where random sequences must be generated quickly
and often. It has no practical value other than to serve as an example of the idea of random
number generation.
§
1.68 Example (random sequence generator) A noise diode may be used to produce random
binary sequences. This is reasonable if one has some way to be convinced that the probability that a  will be produced on any given trial is ¦  . Should this assumption be false, the
sequence generated would not have been selected from a uniform distribution and so not
all sequences of a given length would be equally likely. The only way to get some feeling
for the reliability of this type of random source is to carry out statistical tests on its output.
These are considered in Chapter 5. If the diode is a source of a uniform distribution on the
set of all binary sequences of a given length, it provides an effective way to generate random sequences.
§
Since most true sources of random sequences (if there is such a thing) come from physical means, they tend to be either costly or slow in their generation. To overcome these
¨
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problems, methods have been devised to construct pseudorandom sequences in a deterministic manner from a shorter random sequence called a seed. The pseudorandom sequences
appear to be generated by a truly random source to anyone not knowing the method of generation. Often the generation algorithm is known to all, but the seed is unknown except by
the entity generating the sequence. A plethora of algorithms has been developed to generate
pseudorandom bit sequences of various types. Many of these are completely unsuitable for
cryptographic purposes and one must be cautious of claims by creators of such algorithms
as to the random nature of the output.

1.13 Classes of attacks and security models
Over the years, many different types of attacks on cryptographic primitives and protocols
have been identified. The discussion here limits consideration to attacks on encryption and
protocols. Attacks on other cryptographic primitives will be given in appropriate chapters.
In ª 1.11 the roles of an active and a passive adversary were discussed. The attacks these
adversaries can mount may be classified as follows:.
1. A passive attack is one where the adversary only monitors the communication channel. A passive attacker only threatens confidentiality of data.
2. An active attack is one where the adversary attempts to delete, add, or in some other
way alter the transmission on the channel. An active attacker threatens data integrity
and authentication as well as confidentiality.
A passive attack can be further subdivided into more specialized attacks for deducing
plaintext from ciphertext, as outlined in ª 1.13.1.

1.13.1 Attacks on encryption schemes
The objective of the following attacks is to systematically recover plaintext from ciphertext,
or even more drastically, to deduce the decryption key.
1. A ciphertext-only attack is one where the adversary (or cryptanalyst) tries to deduce
the decryption key or plaintext by only observing ciphertext. Any encryption scheme
vulnerable to this type of attack is considered to be completely insecure.
2. A known-plaintext attack is one where the adversary has a quantity of plaintext and
corresponding ciphertext. This type of attack is typically only marginally more difficult to mount.
3. A chosen-plaintext attack is one where the adversary chooses plaintext and is then
given corresponding ciphertext. Subsequently, the adversary uses any information
deduced in order to recover plaintext corresponding to previously unseen ciphertext.
4. An adaptive chosen-plaintext attack is a chosen-plaintext attack wherein the choice
of plaintext may depend on the ciphertext received from previous requests.
5. A chosen-ciphertext attack is one where the adversary selects the ciphertext and is
then given the corresponding plaintext. One way to mount such an attack is for the
adversary to gain access to the equipment used for decryption (but not the decryption
key, which may be securely embedded in the equipment). The objective is then to
be able, without access to such equipment, to deduce the plaintext from (different)
ciphertext.
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6. An adaptive chosen-ciphertext attack is a chosen-ciphertext attack where the choice
of ciphertext may depend on the plaintext received from previous requests.
Most of these attacks also apply to digital signature schemes and message authentication
codes. In this case, the objective of the attacker is to forge messages or MACs, as discussed
in Chapters 11 and 9, respectively.

1.13.2 Attacks on protocols
The following is a partial list of attacks which might be mounted on various protocols. Until
a protocol is proven to provide the service intended, the list of possible attacks can never
be said to be complete.
1. known-key attack. In this attack an adversary obtains some keys used previously and
then uses this information to determine new keys.
2. replay. In this attack an adversary records a communication session and replays the
entire session, or a portion thereof, at some later point in time.
3. impersonation. Here an adversary assumes the identity of one of the legitimate parties in a network.
4. dictionary. This is usually an attack against passwords. Typically, a password is
stored in a computer file as the image of an unkeyed hash function. When a user
logs on and enters a password, it is hashed and the image is compared to the stored
value. An adversary can take a list of probable passwords, hash all entries in this list,
and then compare this to the list of true encrypted passwords with the hope of finding
matches.
5. forward search. This attack is similar in spirit to the dictionary attack and is used to
decrypt messages. An example of this method was cited in Example 1.60.
6. interleaving attack. This type of attack usually involves some form of impersonation
in an authentication protocol (see « 12.9.1).

1.13.3 Models for evaluating security
The security of cryptographic primitives and protocols can be evaluated under several different models. The most practical security metrics are computational, provable, and ad hoc
methodology, although the latter is often dangerous. The confidence level in the amount
of security provided by a primitive or protocol based on computational or ad hoc security
increases with time and investigation of the scheme. However, time is not enough if few
people have given the method careful analysis.
(i) Unconditional security
The most stringent measure is an information-theoretic measure – whether or not a system has unconditional security. An adversary is assumed to have unlimited computational
resources, and the question is whether or not there is enough information available to defeat the system. Unconditional security for encryption systems is called perfect secrecy.
For perfect secrecy, the uncertainty in the plaintext, after observing the ciphertext, must be
equal to the a priori uncertainty about the plaintext – observation of the ciphertext provides
no information whatsoever to an adversary.
A necessary condition for a symmetric-key encryption scheme to be unconditionally
secure is that the key be at least as long as the message. The one-time pad ( « 1.5.4) is an example of an unconditionally secure encryption algorithm. In general, encryption schemes
¬
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do not offer perfect secrecy, and each ciphertext character observed decreases the theoretical uncertainty in the plaintext and the encryption key. Public-key encryption schemes cannot be unconditionally secure since, given a ciphertext ® , the plaintext can in principle be
recovered by encrypting all possible plaintexts until ® is obtained.
(ii) Complexity-theoretic security
An appropriate model of computation is defined and adversaries are modeled as having
polynomial computational power. (They mount attacks involving time and space polynomial in the size of appropriate security parameters.) A proof of security relative to the model
is then constructed. An objective is to design a cryptographic method based on the weakest
assumptions possible anticipating a powerful adversary. Asymptotic analysis and usually
also worst-case analysis is used and so care must be exercised to determine when proofs
have practical significance. In contrast, polynomial attacks which are feasible under the
model might, in practice, still be computationally infeasible.
Security analysis of this type, although not of practical value in all cases, may nonetheless pave the way to a better overall understanding of security. Complexity-theoretic analysis is invaluable for formulating fundamental principles and confirming intuition. This is
like many other sciences, whose practical techniques are discovered early in the development, well before a theoretical basis and understanding is attained.
(iii) Provable security
A cryptographic method is said to be provably secure if the difficulty of defeating it can be
shown to be essentially as difficult as solving a well-known and supposedly difficult (typically number-theoretic) problem, such as integer factorization or the computation of discrete logarithms. Thus, “provable” here means provable subject to assumptions.
This approach is considered by some to be as good a practical analysis technique as
exists. Provable security may be considered part of a special sub-class of the larger class of
computational security considered next.
(iv) Computational security
This measures the amount of computational effort required, by the best currently-known
methods, to defeat a system; it must be assumed here that the system has been well-studied
to determine which attacks are relevant. A proposed technique is said to be computationally secure if the perceived level of computation required to defeat it (using the best attack
known) exceeds, by a comfortable margin, the computational resources of the hypothesized
adversary.
Often methods in this class are related to hard problems but, unlike for provable security, no proof of equivalence is known. Most of the best known public-key and symmetrickey schemes in current use are in this class. This class is sometimes also called practical
security.
(v) Ad hoc security
This approach consists of any variety of convincing arguments that every successful attack
requires a resource level (e.g., time and space) greater than the fixed resources of a perceived
adversary. Cryptographic primitives and protocols which survive such analysis are said to
have heuristic security, with security here typically in the computational sense.
Primitives and protocols are usually designed to counter standard attacks such as those
given in ¯ 1.13. While perhaps the most commonly used approach (especially for protocols),
it is, in some ways, the least satisfying. Claims of security generally remain questionable
and unforeseen attacks remain a threat.
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1.13.4 Perspective for computational security
To evaluate the security of cryptographic schemes, certain quantities are often considered.
1.69 Definition The work factor °{± is the minimum amount of work (measured in appropriate
units such as elementary operations or clock cycles) required to compute the private key ²
given the public key ³ , or, in the case of symmetric-key schemes, to determine the secret
key ´ . More specifically, one may consider the work required under a ciphertext-only attack
given µ ciphertexts, denoted ° ±,¶ µ · .
If °{± is ¸ years, then for sufficiently large ¸ the cryptographic scheme is, for all practical
purposes, a secure system. To date no public-key system has been found where one can
prove a sufficiently large lower bound on the work factor °{± . The best that is possible to
date is to rely on the following as a basis for security.
1.70 Definition The historical work factor ° ± is the minimum amount of work required to
compute the private key ² from the public key ³ using the best known algorithms at a given
point in time.
The historical work factor ° ± varies with time as algorithms and technology improve.
It corresponds to computational security, whereas ° ± corresponds to the true security level,
although this typically cannot be determined.
How large is large?
¹
1.4 described how the designer of an encryption system tries to create a scheme for which
the best approach to breaking it is through exhaustive search of the key space. The key
space must then be large enough to make an exhaustive search completely infeasible. An
important question then is “How large is large?”. In order to gain some perspective on the
magnitude of numbers, Table 1.2 lists various items along with an associated magnitude.
Reference
Seconds in a year
Age of our solar system (years)
Seconds since creation of solar system
Clock cycles per year, 50 MHz computer
Binary strings of length 64
Binary strings of length 128
Binary strings of length 256
Number of 75-digit prime numbers
Electrons in the universe

Magnitude
º¼»¾½{¿,À+Á
º¼Â¾½{¿,ÀÃ
ºÅÄ¾½[¿À/ÆÁ
º¼¿,ÇmÂÈ½{¿,À+ÆWÉ
ÄÊ Ë7ºÅ¿+ÇÌ¾½[¿À/ÆÍÃ
Ä/ÆÍÎ Ï7º¼»,ÇmÐ7½[¿ÀMÑÏ
Ä ÎÉ Ê

º¼¿,ÇmÄ7½[¿À ÁÁ

º¼Ò,ÇmÄÈ½{¿,À+ÁWÎ
ºÓÌ,Çm»ÔÈ½{¿,À+Á Á

Table 1.2: Reference numbers comparing relative magnitudes.

Some powers of ¿À are referred to by prefixes. For example, high-speed modern computers are now being rated in terms of teraflops where a teraflop is ¿À+ÆWÎ floating point operations per second. Table 1.3 provides a list of commonly used prefixes.

Õ
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Prefix
exa
peta
tera
giga
mega
kilo
hecto
deca

llllll
E
P
T
G
M
k
h
da
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Magnitude

Prefix

Symbol

Magnitude

×,Ø+ÙWÚ

deci
centi
milli
micro
nano
pico
femto
atto

d
c
m

×Ø)àYÙ

á

×Ø à/Þ

×,Ø+ÙWÛ
×,Ø+ÙWÜ
×ØÝ
×ØÞ
×Øß
×ØÜ
×,Ø

n
p
f
a

×Ø)à/Ü
×Ø)à ß
×Ø)à Ý
×,Ø àÙÍÜ
×,Ø/àÙÍÛ
×,Ø/àÙÍÚ

Table 1.3: Prefixes used for various powers of 10.

1.14 Notes and further references
â

1.1
Kahn [648] gives a thorough, comprehensive, and non-technical history of cryptography,
published in 1967. Feistel [387] provides an early exposition of block cipher ideas. The
original specification of DES is the 1977 U.S. Federal Information Processing Standards
Publication 46 [396]. Public-key cryptography was introduced by Diffie and Hellman
[345]. The first concrete realization of a public-key encryption scheme was the knapsack
scheme by Merkle and Hellman [857]. The RSA public-key encryption and signature scheme is due to Rivest, Shamir, and Adleman [1060], while the ElGamal public-key encryption and signature schemes are due to ElGamal [368]. The two digital signature standards,
ISO/IEC 9796 [596] and the Digital Signature Standard [406], are discussed extensively in
Chapter 11.
Cryptography has used specialized areas of mathematics such as number theory to realize
very practical mechanisms such as public-key encryption and digital signatures. Such usage
was not conceived as possible a mere twenty years ago. The famous mathematician, Hardy
[539], went as far as to boast about its lack of utility:

â

“ ããMã both Gauss and lesser mathematicians may be justified in rejoicing that
there is one science at any rate, and that their own, whose very remoteness from
ordinary human activities should keep it gentle and clean.”
1.2
This section was inspired by the foreword to the book Contemporary Cryptology, The Science of Information Integrity, edited by Simmons [1143]. The handwritten signature came
into the British legal system in the seventeenth century as a means to provide various functions associated with information security. See Chapter 9 of Meyer and Matyas [859] for
details.
This book only considers cryptography as it applies to information in digital form. Chapter
9 of Beker and Piper [84] provides an introduction to the encryption of analogue signals,
in particular, speech. Although in many cases physical means are employed to facilitate
privacy, cryptography plays the major role. Physical means of providing privacy include
fiber optic communication links, spread spectrum technology, TEMPEST techniques, and
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tamper-resistant hardware. Steganography is that branch of information privacy which attempts to obscure the existence of data through such devices as invisible inks, secret compartments, the use of subliminal channels, and the like. Kahn [648] provides an historical
account of various steganographic techniques.

ä

Excellent introductions to cryptography can be found in the articles by Diffie and Hellman
[347], Massey [786], and Rivest [1054]. A concise and elegant way to describe cryptography was given by Rivest [1054]: Cryptography is about communication in the presence of
adversaries. The taxonomy of cryptographic primitives (Figure 1.1) was derived from the
classification given by Bosselaers, Govaerts, and Vandewalle [175].
1.3
The theory of functions is fundamental in modern mathematics. The term range is often
used in place of image of a function. The latter, being more descriptive, is preferred. An
alternate term for one-to-one is injective; an alternate term for onto is surjective.

ä

One-way functions were introduced by Diffie and Hellman [345]. A more extensive history
is given on page 377. Trapdoor one-way functions were first postulated by Diffie and Hellman [345] and independently by Merkle [850] as a means to obtain public-key encryption
schemes; several candidates are given in Chapter 8.
1.4
The basic concepts of cryptography are treated quite differently by various authors, some
being more technical than others. Brassard [192] provides a concise, lucid, and technically
accurate account. Schneier [1094] gives a less technical but very accessible introduction.
Salomaa [1089], Stinson [1178], and Rivest [1054] present more mathematical approaches.
Davies and Price [308] provide a very readable presentation suitable for the practitioner.

ä

The comparison of an encryption scheme to a resettable combination lock is from Diffie
and Hellman [347]. Kerckhoffs’ desiderata [668] were originally stated in French. The
translation stated here is given in Kahn [648]. Shannon [1121] also gives desiderata for
encryption schemes.
1.5
Symmetric-key encryption has a very long history, as recorded by Kahn [648]. Most systems invented prior to the 1970s are now of historical interest only. Chapter 2 of Denning
[326] is also a good source for many of the more well known schemes such as the Caesar
cipher, Vigenère and Beaufort ciphers, rotor machines (Enigma and Hagelin), running key
ciphers, and so on; see also Davies and Price [308] and Konheim [705]. Beker and Piper
[84] give an indepth treatment, including cryptanalysis of several of the classical systems
used in World War II. Shannon’s paper [1121] is considered the seminal work on secure
communications. It is also an excellent source for descriptions of various well-known historical symmetric-key ciphers.
ä

Simple substitution and transposition ciphers are the focus of 1.5. Hill ciphers [557], a
class of substitution ciphers which substitute blocks using matrix methods, are covered in
Example 7.52. The idea of confusion and diffusion (Remark 1.36) was introduced by Shannon [1121].
Kahn [648] gives 1917 as the date when Vernam discovered the cipher which bears Vernam’s name, however, Vernam did not publish the result until 1926 [1222]; see page 274
for further discussion. Massey [786] states that reliable sources have suggested that the
Moscow-Washington hot-line (channel for very high level communications) is no longer
secured with a one-time pad, which has been replaced by a symmetric-key cipher requiring
a much shorter key. This change would indicate that confidence and understanding in the
å
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ability to construct very strong symmetric-key encryption schemes exists. The one-time
pad seems to have been used extensively by Russian agents operating in foreign countries.
The highest ranking Russian agent ever captured in the United States was Rudolph Abel.
When apprehended in 1957 he had in his possession a booklet the size of a postage stamp
è ê éë
è ê é è inches) containing a one-time key; see Kahn [648, p.664].
( çé[
ì

1.6
The concept of a digital signature was introduced by Diffie and Hellman [345] and independently by Merkle [850]. The first practical realization of a digital signature scheme appeared
in the paper by Rivest, Shamir, and Adleman [1060]. Rabin [1022] (see also [1023]) also
claims to have independently discovered RSA but did not publish the result.
Most introductory sources for digital signatures stress digital signatures with message recovery coming from a public-key encryption system. Mitchell, Piper, and Wild [882] give
a good general treatment of the subject. Stinson [1178] provides a similar elementary but
general introduction. Chapter 11 generalizes
the definition of a digital signature by allowing
ì
randomization. The scheme described in 1.8 is referred to as deterministic. Many other
types of digital signatures with specific properties have been created, such as blind signatures, undeniable signatures, and failstop signatures (see Chapter 11).
ì

1.7
Much effort has been devoted to developing a theory of authentication. At the forefront of
this is Simmons [1144], whose contributions are nicely summarized by Massey [786]. For
a more concrete example of the necessity for authentication without secrecy, see the article
by Simmons [1146].
ì

1.8
1976 marked a major turning point in the history of cryptography. In several papers that
year, Diffie and Hellman introduced the idea of public-key cryptography and gave concrete
examples of how such a scheme might be realized. The first paper on public-key cryptography was “Multiuser cryptographic techniques” by Diffie and Hellman [344], presented
at the National Computer Conference in June of 1976. Although the authors were not satisfied with the examples they cited, the concept was made clear. In their landmark paper,
Diffie and Hellman [345] provided a more comprehensive account of public-key cryptography and described the first viable method to realize this elegant concept. Another good
source for the early history and development of the subject is Diffie [343]. Nechvatal [922]
also provides a broad survey of public-key cryptography.

ì

Merkle [849, 850] independently discovered public-key cryptography, illustrating how this
concept could be realized by giving an elegant and ingenious example now commonly referred to as the Merkle puzzle scheme. Simmons [1144, p.412] notes the first reported application of public-key cryptography was fielded by Sandia National Laboratories (U.S.) in
1978.
1.9

ì

Much of the early work on cryptographic hash functions was done by Merkle [850]. The
most comprehensive current treatment of the subject is by Preneel [1004].
1.10
A large number of successful cryptanalytic attacks on systems claiming security are due to
protocol failure. An overview of this area is given by Moore [899], including classifications
of protocol failures and design principles.
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1.11
One approach to distributing public-keys is the so-called Merkle channel (see Simmons
[1144, p.387]). Merkle proposed that public keys be distributed over so many independent
public channels (newspaper, radio, television, etc.) that it would be improbable for an adversary to compromise all of them.
In 1979 Kohnfelder [702] suggested the idea of using public-key certificates to facilitate
the distribution of public keys over unsecured channels, such that their authenticity can be
verified. Essentially the same idea, but by on-line requests, was proposed by Needham and
Schroeder (ses Wilkes [1244]).

í

A provably secure key agreement protocol has been proposed whose security is based on the
Heisenberg uncertainty principle of quantum physics. The security of so-called quantum
cryptography does not rely upon any complexity-theoretic assumptions. For further details
on quantum cryptography, consult Chapter 6 of Brassard [192], and Bennett, Brassard, and
Ekert [115].
1.12

í

For an introduction and detailed treatment of many pseudorandom sequence generators, see
Knuth [692]. Knuth cites an example of a complex scheme to generate random numbers
which on closer analysis is shown to produce numbers which are far from random, and concludes: ...random numbers should not be generated with a method chosen at random.
1.13
The seminal work of Shannon [1121] on secure communications, published in 1949, remains as one of the best introductions to both practice and theory, clearly presenting many
of the fundamental ideas including redundancy, entropy, and unicity distance. Various models under which security may be examined are considered by Rueppel [1081], Simmons
[1144], and Preneel [1003], among others; see also Goldwasser [476].

î
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This chapter is a collection of basic material on probability theory, information theory, complexity theory, number theory, abstract algebra, and finite fields that will be used
throughout this book. Further background and proofs of the facts presented here can be
found in the references given in 2.7. The following standard notation will be used throughout:
.
1. denotes the set of integers; that is, the set
2.
denotes the set of rational numbers; that is, the set
.
3. denotes the set of real numbers.
.
4. is the mathematical constant;
5. is the base of the natural logarithm;
.
6.
denotes the integers satisfying
.
7.
is the largest integer less than or equal to . For example,
and
.
8.
is the smallest integer greater than or equal to . For example,
and
.
denotes the number of elements in , called the cardinality
9. If is a finite set, then
of .
10.
means that element is a member of the set .
11.
means that is a subset of .
means that is a proper subset of ; that is
and
.
12.
13. The intersection of sets and is the set
and
.
14. The union of sets and is the set
or
.
15. The difference of sets and is the set
and
.
16. The Cartesian product of sets and is the set
and
. For example,
,
.
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17. A function or mapping
is a rule which assigns to each element in
precisely one element in . If
is mapped to
then is called the image
of , is called a preimage of , and this is written
. The set is called the
domain of , and the set is called the codomain of .
is
(one-to-one) or injective if each element in is the
18. A function
image of at most one element in . Hence
implies
.
is onto or surjective if each
is the image of at least
19. A function
one
.
is a bijection if it is both one-to-one and onto. If is a
20. A function
bijection between finite sets and , then
. If is a bijection between a
set and itself, then is called a permutation on .
21.
is the natural logarithm of ; that is, the logarithm of to the base .
is the logarithm of to the base .
22.
23.  
 is the exponential function  .
 .
24.  

 denotes the sum
denotes the product
25.
  .

26. For a positive integer  , the factorial function is   

 . By
convention, 
.
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2.1 Probability theory

2.1.1 Basic definitions
2.1 Definition An experiment is a procedure that yields one of a given set of outcomes. The
individual possible outcomes are called simple events. The set of all possible outcomes is
called the sample space.
This chapter only considers discrete sample spaces; that is, sample spaces with only
finitely many possible outcomes. Let the simple events of a sample space  be labeled



   .

ó ô

ó ô

2.2 Definition A probability distribution  on  is a sequence of numbers !    that
are all non-negative and sum to 1. The number is interpreted as the probability of  being
the outcome of the experiment.
2.3 Definition An event " is a subset of the sample space
 . The probability

 that event "
occurs, denoted
of all simple events  which belong
 #" #, ' is the sum of the probabilities


to " . If  $ ,  &% 
is simply denoted by   .

í

sî %ï
sî ï

sî ï

2.4 Definition If " is an event, the complementary event is the set of simple events not belonging to " , denoted " .
2.5 Fact Let ")(* be an event.
(i) ,+- #" .+
. Furthermore, 
(ii)  "
.
1 #"
2

sî %ï Dò
sî ïHðDò"è sî %ï

sî#(ïHð|ò

sî&/®ïHð0 . ( /

and 

is the empty set.)
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(iii) If the outcomes in 4 are equally likely, then 576&8:9<;>= ?@= .
= A=

2.6 Definition Two events 8CB and 8<D are called mutually exclusive if 576#8CBE,8<D9.;0F . That
is, the occurrence of one of the two events excludes the possibility that the other occurs.
2.7 Fact Let 8 B and 8 D be two events.
(i) If 8 BCG 8 D , then 576#8 B 9.H-576#8 D 9 .
(ii) 576#8 B.I 8 D 9KJL576&8 B EM8 D 9;N576&8
exclusive, then 576#8 B.I 8 D 9<;O576#8

B 9JL576&8 D 9
B 9J

576#8 D 9

. Hence, if 8
.

B

D

and 8

are mutually

2.1.2 Conditional probability
2.8 Definition Let 8PB and 8<D be two events with 576#8<DQ9R-F . The conditional probability of
8CB given 8<D , denoted 576&8CBST8<DQ9 , is
576&8
576&8

B SV8 D 9

B ST8 D 9;

576&8

B EM8 D 9

576&8<D9

measures the probability of event 8

B

U

occurring, given that 8

D

has occurred.

2.9 Definition Events 8PB and 8<D are said to be independent if 576#8PBEW8<D9<;O576#8PB!9&576#8<DQ9 .
Observe that if 8CB and 8D are independent, then 576#8CBSV8D9<;O576#8CB!9 and 576#8<DXST8CB!9<;
. That is, the occurrence of one event does not influence the likelihood of occurrence
of the other.
576#8<D9

2.10 Fact (Bayes’ theorem) If 8
B

and 8

D

D 9.R*F

are events with 576#8

576&8CBST8<DQ9<;

, then

576&8CB9#576#8DYST8CB9
576&8 D 9

U

2.1.3 Random variables
Let 4 be a sample space with probability distribution 5 .
2.11 Definition A random variable Z is a function from the sample space 4 to the set of real
numbers; to each simple event []\.^_4 , Z assigns a real number Z`6#[\9 .
Since 4 is assumed to be finite, Z
2.12 Definition Let Z
abdc
A

Z`6&[]\e9#576&[]\f9

2.13 Fact Let Z
2.14 Fact If Z
then 8:6

can only take on a finite number of values.

be a random variable on 4 . The expected value or mean of Z
.

be a random variable on 4 . Then 8:6Z19<;
B!n Z
o

DQn

\ts B q \ Z

n Zpo
UUU
\ 9<;

g chjiMk 576lZm;

are random variables on 4 , and q
\ts B q \ 8:6Z \ 9 .
o

2.15 Definition The variance of a random variable Z
fined by
v
wx

The standard deviation of Z

Bn q Dn

UUU

n qro

i 9

is 8:6Z`9<;

.

are real numbers,

of mean u is a non-negative number de-

6Z19<;N8:6#6Zzy{u9

D
9

U

is the non-negative square root of

v
wx

6Z19

.
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If a random variable has small variance then large deviations from the mean are unlikely to be observed. This statement is made more precise below.
2.16 Fact (Chebyshev’s inequality) Let | be a random variable with mean }~:|` and
variance :~`Cfl|` . Then for any 0 ,


& |z}!.


 P

2.1.4 Binomial distribution
2.17 Definition Let  and  be non-negative integers. The binomial coefficient  is the number of different ways of choosing  distinct objects from a set of  distinct objects, where
the order of choice is not important.
2.18 Fact (properties of binomial coefficients) Let  and  be non-negative integers.
(i)   ~    .
(ii)
(iii)


 ¡¢

¡K¢

~

 
 

~


.
£



 

.

¡¢

2.19 Fact (binomial
theorem)
For any real numbers ¤ , ¥ , and non-negative integer  , &¤


¦Y§
  ¤ ¥ ¨ .
£

¥ 

~

2.20 Definition A Bernoulli trial is an experiment with exactly two possible outcomes, called
success and failure.
2.21 Fact Suppose that the probability of success on a particular Bernoulli trial is © . Then the
probability of exactly  successes in a sequence of  such independent trials is



©



fªC{©¨ ¨

X«

for each ,*¬


(2.1)

2.22 Definition The probability distribution (2.1) is called the binomial distribution.
2.23 Fact The expected number of successes in a sequence of  independent Bernoulli trials,
with probability © of success in each trial, is © . The variance of the number of successes
is ©¨#ªC©® .
2.24 Fact (law of large numbers) Let | be the random variable denoting the fraction of successes in  independent Bernoulli trials, with probability © of success in each trial. Then
for any ¯* ,


] |©XN¯#.K°m

«

as °²±


In other words, as  gets larger, the proportion of successes should be close to © , the
probability of success in each trial.

³
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2.1.5 Birthday problems
2.25 Definition
(i) For positive integers µ , ¶ with µm·¶ , the number µ¸V¹º is defined as follows:
¸V¹º»
µ

µ½¼µ¿¾`ÀÁ#¼µÂ¾`ÃÁ®ÄÄÄ¼µÂ¾{¶ÆÅ1ÀÁ#Ç

(ii) Let µ½Èe¶ be non-negative integers with µÉ·N¶ . The Stirling number of the second
kind, denoted Ê , is
¹

µ
¶
Î
Î

with the exception that
The symbol Ê
non-empty subsets.¹

»

¹
À

»

¼&¾ÏÀÁ ¹Ð

¶Ë ÌÍYÎ

À

Ì

Ñ

¶Ñ

È
Ê

.

counts the number of ways of partitioning a set of µ

objects into ¶

2.26 Fact (classical occupancy problem) An urn has µ balls numbered À to µ . Suppose that ¶
balls are drawn from the urn one at a time, with replacement, and their numbers are listed.
The probability that exactly Ò different balls have been drawn is
ÓÕÔ

¶

¼lµ½Èe¶.ÈÒ!Á »

µ¸Öº
Ò

µ

È×À:ØÒ

¹

Ø¶.Ç

The birthday problem is a special case of the classical occupancy problem.
2.27 Fact (birthday problem) An urn has µ balls numbered À to µ . Suppose that ¶ balls are
drawn from the urn one at a time, with replacement, and their numbers are listed.
(i) The probability of at least one coincidence (i.e., a ball drawn at least twice) is
Ó¨Ù

If ¶

»NÛ
Ó¨Ù

¼Ü µÝÁ

¼lµ½Èe¶Á »

Ó Ô

ÀC¾

¼lµ½Èe¶.È¶Á »

ÀC¾

µ¸¹º
µ
¹

ÈÚÀ,Ø¶½Øµ½Ç

(2.2)

(see Definition 2.55) and µÞ¾Kß×à , then

¼lµ½Èe¶Á.¾ßmÀC¾`áâã

¾

¶¼¶{¾`ÀÁ
Ãµ

Å

Ù

Û

À
Üµ

ä

ÀC¾áeâã

¾

(ii) As µÞ¾ß×à , the expected number of draws before a coincidence is

¶
Ç

Ã!µ
Ù
å Ê

.

The following explains why probability distribution (2.2) is referred to as the birthday
surprise or birthday paradox.
The probability that at least Ã people in a room of Ãæ people
Ó Ù
é
éê
have the same birthday is ¼#æçèQÈ!ÃæÁ
, which is surprisingly large. The quantity
ÇVè
Ó Ù
Ó Ù
é
é êé
ä
¼fæçèÈe¶Á also increases rapidly as ¶ increases; for example,
¼fæçèQÈ!æ Á
Ç
ç .
ä
A different kind of problem is considered in Facts 2.28, 2.29, and 2.30 below. Suppose
that there are two urns, one containing µ white balls numbered À to µ , and the other conÔ
taining µ red balls numbered À to µ . First, ¶ balls are selected from the first urn and their
Ù
numbers listed. Then ¶ balls are selected from the second urn and their numbers listed.
Finally, the number of coincidences between the two lists is counted.
2.28 Fact (model A) If the balls from both urns are drawn one at a time, with replacement, then
the probability of at least one coincidence is
Óë

¼µÈ¶

Ô

È¶

Ù

Á »

ÀC¾
µ

À
¹¨ìeí¹î

µ
Öfì&ï Öî

¸Ö ì íÖ î º

Ô
¶
Ò

Ô

Ù
¶
Ò

Ù

È
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where the summation is over all ð,ñòóñôó , ðõñòeö,ñôö . If ôÝ÷1ôó@÷ôö , ôÝ÷Nø7ùú û½ü
and ûÞýþ×ÿ , then
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2.29 Fact (model B) If the balls from both urns are drawn without replacement, then the probability of at least one coincidence is
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If ôó@÷Nø7ùú ûÝü , ôöõ÷Nø7ùú û½ü , and ûÞýþ×ÿ , then
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2.30 Fact (model C) If the ôó white balls are drawn one at a time, with replacement, and the ôö
red balls are drawn without replacement, then the probability of at least one coincidence is
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If ôó@÷Nø7ùú ûÝü , ôöõ÷Nø7ùú û½ü , and ûÞýþ×ÿ , then
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2.1.6 Random mappings
2.31 Definition Let '  denote the collection of all functions (mappings) from a finite domain
of size ô to a finite codomain of size ô .
Models where random elements of '  are considered are called random mappings
models. In this section the only random mappings model considered is where every function
from '  is equally likely to be chosen; such models
arise frequently in cryptography and
 ( ÷0ô  , whence the probability that a particular
(
'
algorithmic number theory. Note that

function from '  is chosen is *)ô .

!

ô10 .
2.32 Definition Let + be a function in '  with domain and codomain equal to ,-* 
./
The functional graph of + is a directed graph whose points (or vertices) are the elements
!
!
,-2 
eô10 and whose edges are the ordered pairs ù435.+ ù43 üfü for all 3767,-* 
ô10 .
..

./
.;:*0Ïýþ<,=2 
$2:*0
2.33 Example (functional graph) Consider the function +98,-2 
!
..÷B
 : , + ùECüÏ÷@F , + ùE/G .ü7
 ÷B: ,
defined by + ù>ü7÷@? , + ù ü7÷A; , + ù>:ü7÷B , + ù>?ü7÷BC , + ùEDü7
!
!
+ ùEHü7÷I; , + ù>Fü:÷I , + ùEðü:÷ , + ùE2ü7÷Ið , + ù> ü7÷I? , + ùE2:ü:÷AG . The functional
graph of + is shown in Figure 2.1.
J
!

!

As Figure 2.1 illustrates, a functional graph may have several components (maximal
connected subgraphs), each component consisting of a directed cycle and some directed
trees attached to the cycle.
2.34 Fact As ô tends to infinity, the following statements regarding the functional digraph of a
random function + from '  are true:
ó
(i) The expected number of components is öLKNM ô .

O
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Figure 2.1: A functional graph (see Example 2.33).

(ii) The expected number of points which are on the cycles is Q&RTS=U .
(iii) The expected number of terminal points (points which have no preimages) is RTS;V .
(iv) The expected number of W -th iterate image points (X is a W -th iterate image point if
XZY[]\>[]\^/^.^.[ \a`&b^.^/^cbEb for some ` ) is \EdTegf _ b4R , where the f _ satisfy the recurrence

_

times
l kn.o
for Wqp%j .
f.hiYj , f _=k l YV=m

2.35 Definition Let [ be a random function from r-d*s$U2s/t.t/tsR1u to r-d2s.U2s/t.t.ts R1u and let vxw
r-d2s.U2s/t.t.t]sR1u . Consider the sequence of points v h s v l s v]y2s/t.t.t defined by v h YBv , v&z{Y
[]\4v z m l b for |}p%d . In terms of the functional graph of [ , this sequence describes a path that
connects to a cycle.
(i) The number of edges in the path is called the tail length of v , denoted ~\4v5b .
(ii) The number of edges in the cycle is called the cycle length of v , denoted \avb .
(iii) The rho-length of v is the quantity \avbYx~\4v5b Z\avb .
(iv) The tree size of v is the number of edges in the maximal tree rooted on a cycle in the
component that contains v .
(v) The component size of v is the number of edges in the component that contains v .
(vi) The predecessors size of v is the number of iterated preimages of v .
2.36 Example The functional graph in Figure 2.1 has U components and  terminal points. The
point vY has parameters ~\4v5bYd , \4v5b{Y , ]\4v5bY . The tree, component, and
predecessors sizes of vY are  ,  , and , respectively.

2.37 Fact As R tends to infinity, the following are the expectations of some parameters associated with a random point in r-d*s$U*s.t.t/t]s R1u and a random function from L : (i) tail length:
Q&RTS; (ii) cycle length: Q&RTS= (iii) rho-length: Q&RTS=U (iv) tree size: RTS= (v) component size: U.RTS= (vi) predecessors size: Q&RTS= .
2.38 Fact As R tends to infinity, the expectations of the maximum tail, cycle, and rho lengths in
a random function from L are  l R ,  y  R , and   R , respectively, where  l j2t;2U;; ,
 y  d*t2;2; , and    U2t;d2; .
Facts 2.37 and 2.38 indicate that in the functional graph of a random function, most
points are grouped together in one giant component, and there is a small number of large
trees. Also, almost unavoidably, a cycle of length about  R arises after following a path of
length  R edges.
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2.2 Information theory

2.2.1 Entropy
Let  be a random variable which takes on a finite set of values 5/ 2/.. ] , with prob
ability ¢¡a¤£¥]¦E§£¥¨©¦ , where ª¬«#¨¦«%® for each ¯ , ®¬«#¯«° , and where ¦²± ¨©¦5£³® .
Also, let ´ and µ be random variables which take on finite sets of values.
The entropy of  is a mathematical measure of the amount of information provided by
an observation of  . Equivalently, it is the uncertainity about the outcome before an observation of  . Entropy is also useful for approximating the average number of bits required
to encode the elements of  .
2.39 Definition The entropy or uncertainty of 



¦º±  ¨¦©»¼


/½ ¾



is defined to be ¶·¡a§£¹¸

where, by convention, ¨©¦ ¿À»N¼ ¨¦£¨¦ ¿À»N¼


Á½ ¾

¦º±  ¨¦©»¼¨©¦5£

£³ª if ¨©¦£ª .

2.40 Fact (properties of entropy) Let  be a random variable which takes on ° values.
(i) ª¬«³¶·¡4§%
« »¼ ° .
Ä ¯ (that is, there is
(ii) ¶·¡a§£³ª if and only if ¨©¦5£® for some ¯ , and ¨©ÂL£%ª for all ÃZ£
no uncertainty of the outcome).
(iii) ¶·¡a§£³»N¼&° if and only if ¨¦5£%®*Åc° for each ¯ , ®i« ¯Æ«° (that is, all outcomes are
equally likely).
2.41 Definition The joint entropy of 

and ´ is defined to be

¶·¡47.´Ç§£x¸ ÈÉ Êi¢¡a£¥/´x£ Ë&§»N¼2¡¢¡4Ì£ 5.´x£¥Ë&§E§>
where the summation indices  and Ë range over all values of 
definition can be extended to any number of random variables.

and ´ , respectively. The

2.42 Fact If  and ´ are random variables, then ¶·¡47.´i§T«³¶·¡a§Í¶·¡>´¬§ , with equality if
and only if  and ´ are independent.
2.43 Definition If  , ´

are random variables, the conditional entropy of 

¶·¡aÏÎ´£¥Ë&§£x¸

È

given ´£Ë is

¢¡4£Î´x£¥Ë&§»¼2¡>¢¡a£¥5Î´x£¥Ë]§>§>

where the summation index  ranges over all values of  . The conditional entropy of 
given ´ , also called the equivocation of ´ about  , is

¶·¡aÏÎ´Ç§£

Ê

¢¡>´x£¥Ë&§>¶·¡aÏÎ´³£¥Ë&§>

where the summation index Ë ranges over all values of ´ .
2.44 Fact (properties of conditional entropy) Let  and ´ be random variables.
¶ ¡4ÏÎ´Ç§ measures the amount of uncertainty remaining about 
(i) The quantity 
´ has been observed.

Ð

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

after

Ñ

2.3 Complexity theory

(ii) ·
Ò ÓaÔÏÕÖi×1ØÙ and Ò·Ó4ÔÚÕ Ô×5ÛÙ .
Ò ÓaÔÝÜ.Ö¬×ÛÒ·ÓaÔ×&ÞÚÒ·Ó>Ö¬Õ Ô×ÛxÒ·Ó>Öi× ÞÏÒÓ4ÔÏÕÖÇ× .
(iii) ·
(iv) ·
Ò ÓaÔÏÕÖi×1ßàÒ·ÓaÔ× , with equality if and only if Ô and Ö
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are independent.

2.2.2 Mutual information
2.45 Definition The mutual information or transinformation of random variables Ô and Ö is
á
ÓaÔâ/ÖÇ×ÛãÒ·á ÓaÔ×äÚÒ·ÓaÔÏÕÖÇ× . Similarly, the transinformation of Ô and the pair Ö , å is
defined to be Ó4Ô¥â/ÖÜ.åæ×Û³Ò·ÓaÔ×äÒÓ4ÔÏÕÖçÜ/åL× .
2.46 Fact (properties of mutual transinformation)
á
(i) The quantity 4Ó ÔâÁÖÇ× can be thought of as the amount of information that Ö reveals
á
about Ô . Similarly, the quantity Ó4ÔâÁÖçÜ/åL× can be thought of as the amount of information that Ö and å together reveal about Ô .
á
(ii) Ó4ÔâÁÖÇ×1ØÙ .
á
(iii) Ó4ÔâÁÖÇ×¢ÛBÙ if and only if Ô and Ö are independent (that is, Ö contributes no information about Ô ).
á
á
Ó>Ö¬âÔ× .
(iv) Ó4ÔâÁÖÇ×Û
2.47 Definition The conditional transinformation of the pair Ô , Ö
áÁè
Ó4ÔâÁÖÇ×ÛÒÓ4ÔÏÕåL×ä¥Ò·ÓaÔÏÕÖÜ.åæ× .

given å is defined to be

2.48 Fact (properties of conditional transinformation)
á è
(i) The quantity Ó4Ô¥â/ÖÇ× can be interpreted as the amount of information that Ö
vides about Ô , given that å has already been observed.
á
á
áÁé
ÓaÔâ/ÖÇ×Þ
Ó4Ô¥â/åæ× .
(ii) Ó4ÔâÁÖçÜ/åL×5Û
á è
á è
(iii)
Ó4Ô¥â/ÖÇ×Û
Ó>Ö¬âÔ× .

pro-

2.3 Complexity theory

2.3.1 Basic definitions
The main goal of complexity theory is to provide mechanisms for classifying computational
problems according to the resources needed to solve them. The classification should not
depend on a particular computational model, but rather should measure the intrinsic difficulty of the problem. The resources measured may include time, storage space, random
bits, number of processors, etc., but typically the main focus is time, and sometimes space.
2.49 Definition An algorithm is a well-defined computational procedure that takes a variable
input and halts with an output.
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Of course, the term “well-defined computational procedure” is not mathematically precise. It can be made so by using formal computational models such as Turing machines,
random-access machines, or boolean circuits. Rather than get involved with the technical
intricacies of these models, it is simpler to think of an algorithm as a computer program
written in some specific programming language for a specific computer that takes a variable input and halts with an output.
It is usually of interest to find the most efficient (i.e., fastest) algorithm for solving a
given computational problem. The time that an algorithm takes to halt depends on the “size”
of the problem instance. Also, the unit of time used should be made precise, especially when
comparing the performance of two algorithms.
2.50 Definition The size of the input is the total number of bits needed to represent the input
in ordinary binary notation using an appropriate encoding scheme. Occasionally, the size
of the input will be the number of items in the input.
2.51 Example (sizes of some objects)
(i) The number of bits in the binary representation of a positive integer ê is ëæìîíºïNð ê ñ
bits. For simplicity, the size of ê will be approximated by ïNð&ê .
(ii) If ò is a polynomial of degree at most ó , each coefficient being a non-negative integer
at most ê , then the size of ò is ôóõì¥ë2öïðê bits.
(iii) If ÷ is a matrix with ø rows, ù columns, and with non-negative integer entries each
at most ê , then the size of ÷ is øùïNðê bits.
ú
2.52 Definition The running time of an algorithm on a particular input is the number of primitive operations or “steps” executed.
Often a step is taken to mean a bit operation. For some algorithms it will be more convenient to take step to mean something else such as a comparison, a machine instruction, a
machine clock cycle, a modular multiplication, etc.
2.53 Definition The worst-case running time of an algorithm is an upper bound on the running
time for any input, expressed as a function of the input size.
2.54 Definition The average-case running time of an algorithm is the average running time
over all inputs of a fixed size, expressed as a function of the input size.

2.3.2 Asymptotic notation
It is often difficult to derive the exact running time of an algorithm. In such situations one
is forced to settle for approximations of the running time, and usually may only derive the
asymptotic running time. That is, one studies how the running time of the algorithm increases as the size of the input increases without bound.
In what follows, the only functions considered are those which are defined on the positive integers and take on real values that are always positive from some point onwards. Let
ò and û be two such functions.
2.55 Definition (order notation)
(i) (asymptotic upper bound) ò]ô4êöüxý¢ô4û]ô4êö>ö if there exists a positive constant þ and a
ê ÿ .
positive integer ê ÿ such that ³ò]ô4êö %þ ûôaêö for all ê
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Intuitively,  12( means that  grows no faster asymptotically than   to
within a constant multiple, while  34  # means that   grows at least as fast
asymptotically as ( to within a constant multiple.  *+( means that ( is an
upper bound for   that is not asymptotically tight, or in other words, the function  
becomes insignificant relative to   as gets larger. The expression *+56 is often used to
signify a function   whose limit as approaches 7 is  .
Fact (properties of order notation) For any functions   , ( , 89 , and :  , the fol-

(ii) (asymptotic lower bound)
if there exists a positive constant and a
positive integer
such that
for all
.
(iii) (asymptotic tight bound)
if there exist positive constants and ,
and a positive integer
such that
for all
.
(iv) ( -notation)
if for any positive constant
there exists a constant
such that
for all
.



2.56

lowing are true.
(i)
(ii)
(iii) If
(iv) If
(v) (reflexivity)
(vi) (transitivity) If

 ;12  # if and only if  # # .
 !"  # if and only if  ;12  # and  ( .
 12<89 and  ;12#8=  , then #?>@(# ;12#8= # .
 12<89 and  ;12#:  , then #BAC 12<89#:  .
 12#  .
 12( and  12#8=  , then  12<89 .

2.57 Fact (approximations of some commonly occurring functions)
is a polynomial of degree with positive leading term,
(i) (polynomial function) If
then
.
(ii) For any constant
,
.
(iii) (Stirling’s formula) For all integers
,
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D
 !" FEG
-,. HJI6KMLNO!"HPKQ
R5
S TVU
W X YZ[ S T%U W X9\] $_^ ] $ & XN` `Ga
T
S TVU X b X
5->c!" X $ . Also, Z9*+ X and Z9 X .
Thus Z9
(iv) HPK6ZJ!" [HPKQ .
Example (comparative growth rates of some functions) Let d and  be arbitrary constants
with /0d0.5"0 . The following functions are listed in increasing order of their asymptotic growth rates:
S
5"0.HPeHJef0HJef0gihQj9 HPefBHPe-HJef0kFl-0 L 0 m n X 0 X 0 X 0 LCo a p

2.3.3 Complexity classes
2.59 Definition A polynomial-time algorithm is an algorithm whose worst-case running time
function is of the form
, where is the input size and is a constant. Any algorithm
whose running time cannot be so bounded is called an exponential-time algorithm.

12FEq

D

Roughly speaking, polynomial-time algorithms can be equated with good or efficient
algorithms, while exponential-time algorithms are considered inefficient. There are, however, some practical situations when this distinction is not appropriate. When considering
polynomial-time complexity, the degree of the polynomial is significant. For example, even
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r2s tu v(u v w(x t
r2s tzy{#{Gx

though an algorithm with a running time of
, being the input size, is asymptotically slower that an algorithm with a running time of
, the former algorithm may
be faster in practice for smaller values of , especially if the constants hidden by the bignotation are smaller. Furthermore, in cryptography, average-case complexity is more important than worst-case complexity — a necessary condition for an encryption scheme to
be considered secure is that the corresponding cryptanalysis problem is difficult on average
(or more precisely, almost always difficult), and not just for some isolated cases.

t

r

2.60 Definition A subexponential-time algorithm is an algorithm whose worst-case running
time function is of the form
, where is the input size.

|~} w9

t

A subexponential-time algorithm is asymptotically faster than an algorithm whose running time is fully exponential in the input size, while it is asymptotically slower than a
polynomial-time algorithm.



2.61 Example (subexponential running time) Let be an algorithm whose inputs are either
elements of a finite field
(see 2.6), or an integer . If the expected running time of is
of the form









N % r ' s c sx#xs#J+xs#JP+x yC  
(2.3)

where  is a positive constant, and  is a constant satisfying    , then  is a

subexponential-time algorithm. Observe that for   , 9  % is a polynomial in J ,
while for    , N  _ is a polynomial in  , and thus fully exponential in J .
¡

For simplicity, the theory of computational complexity restricts its attention to decision problems, i.e., problems which have either YES or NO as an answer. This is not too
restrictive in practice, as all the computational problems that will be encountered here can
be phrased as decision problems in such a way that an efficient algorithm for the decision
problem yields an efficient algorithm for the computational problem, and vice versa.
2.62 Definition The complexity class P is the set of all decision problems that are solvable in
polynomial time.
2.63 Definition The complexity class NP is the set of all decision problems for which a YES
answer can be verified in polynomial time given some extra information, called a certificate.
2.64 Definition The complexity class co-NP is the set of all decision problems for which a NO
answer can be verified in polynomial time using an appropriate certificate.
It must be emphasized that if a decision problem is in NP, it may not be the case that the
certificate of a YES answer can be easily obtained; what is asserted is that such a certificate
does exist, and, if known, can be used to efficiently verify the YES answer. The same is
true of the NO answers for problems in co-NP.
2.65 Example (problem in NP) Consider the following decision problem:
COMPOSITES
INSTANCE: A positive integer .
QUESTION: Is composite? That is, are there integers
such that
?
COMPOSITES belongs to NP because if an integer is composite, then this fact can be
verified in polynomial time if one is given a divisor of , where
(the certificate
in this case consists of the divisor ). It is in fact also the case that COMPOSITES belongs
to co-NP. It is still unknown whether or not COMPOSITES belongs to P.

t
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NP and P

¨

co-NP.

The following are among the outstanding unresolved questions in the subject of complexity theory:
1. Is P NP?
2. Is NP co-NP?
3. Is P NP co-NP?
Most experts are of the opinion that the answer to each of the three questions is NO, although
nothing along these lines has been proven.
The notion of reducibility is useful when comparing the relative difficulties of problems.

©
©

©

ª

«)¬
«)¬¯°«

«

«z¬
«z¬

«®

and
be two decision problems.
is said to polytime reduce to ,
2.67 Definition Let
written
, if there is an algorithm that solves
which uses, as a subroutine, an
algorithm for solving , and which runs in polynomial time if the algorithm for
does.

2.68
2.69

2.70

«
«
Informally, if « ¬ ¯ ° «  , then «  is at least as difficult as « ¬ , or, equivalently, « ¬ is
no harder than «  .
Definition Let «z¬ and «® be two decision problems. If «)¬"¯°«® and «±¯°.«)¬ , then
«z¬ and « are said to be computationally equivalent.
Fact Let «z¬ , « , and «®² be three decision problems.
(i) (transitivity) If «)¬¯°k«® and «®¯°k«®² , then «)¬¯°k«®² .
(ii) If «)¬¯°k«® and «®³ P, then «)¬³ P.
Definition A decision problem « is said to be NP-complete if
(i) « ³ NP, and
(ii) « ¬ ¯ ° « for every « ¬ ³ NP.
The class of all NP-complete problems is denoted by NPC.

NP-complete problems are the hardest problems in NP in the sense that they are at
least as difficult as every other problem in NP. There are thousands of problems drawn from
diverse fields such as combinatorics, number theory, and logic, that are known to be NPcomplete.
2.71 Example (subset sum problem) The subset sum problem is the following: given a set of
positive integers
and a positive integer , determine whether or not there
is a subset of the that sum to . The subset sum problem is NP-complete.
2.72

´¶µq¬V·µM6·%¸¸%¸Q·µ+¹Qº
»
µ½¼
»
¾
Fact Let «z¬ and « be two decision problems.
(i) If «)¬ is NP-complete and «)¬³ P, then P = NP.
(ii) If «)¬³ NP, « is NP-complete, and «¯°¿«z¬ , then «z¬ is also NP-complete.
(iii) If « ¬ is NP-complete and « ¬ ³ co-NP, then NP = co-NP.

By Fact 2.72(i), if a polynomial-time algorithm is found for any single NP-complete
problem, then it is the case that P = NP, a result that would be extremely surprising. Hence,
a proof that a problem is NP-complete provides strong evidence for its intractability. Figure 2.2 illustrates what is widely believed to be the relationship between the complexity
classes P, NP, co-NP, and NPC.
Fact 2.72(ii) suggests the following procedure for proving that a decision problem
is NP-complete:

« ¬
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co-NP
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À

NPC
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co-NP

P

Figure 2.2: Conjectured relationship between the complexity classes P, NP, co-NP, and NPC.
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1. Prove that
NP.
2. Select a problem
that is known to be NP-complete.
3. Prove that
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2.73 Definition A problem is NP-hard if there exists some NP-complete problem that polytime
reduces to it.
Note that the NP-hard classification is not restricted to only decision problems. Observe also that an NP-complete problem is also NP-hard.

ÇqÂVÈÇ Ä È%ÉÉ%ÉÈÇ+Ê

and a positive inte2.74 Example (NP-hard problem) Given positive integers
ger , the computational version of the subset sum problem would ask to actually find a
subset of the which sums to , provided that such a subset exists. This problem is NPhard.

Ë

Ç½Ì

Ë

Í

2.3.4 Randomized algorithms
The algorithms studied so far in this section have been deterministic; such algorithms follow the same execution path (sequence of operations) each time they execute with the same
input. By contrast, a randomized algorithm makes random decisions at certain points in
the execution; hence their execution paths may differ each time they are invoked with the
same input. The random decisions are based upon the outcome of a random number generator. Remarkably, there are many problems for which randomized algorithms are known
that are more efficient, both in terms of time and space, than the best known deterministic
algorithms.
Randomized algorithms for decision problems can be classified according to the probability that they return the correct answer.

Î

Á

2.75 Definition Let be a randomized algorithm for a decision problem , and let
an arbitrary instance of .
(i) has 0-sided error if
outputs YES ’s answer is YES
, and
outputs YES ’s answer is NO
.
(ii) has 1-sided error if
outputs YES ’s answer is YES
, and
outputs YES ’s answer is NO
.

Î

Á

ÒVÏ

Ð2Ñ#Î

ÒVÏ

Î

Ð2Ñ#Î

Ð2Ñ#Î
Ð2Ñ#Î

Ò~Ï
ÓÔÖ
Ò~Ï
ÓÔÖ

ÓÔÕ

Ó× Ä Â
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Û2Ü#Ú

Ý~Þ ’s answer is YES ßàâáã
ßäæã å .

has 2-sided error if
outputs YES
outputs YES ’s answer is NO

Û2Ü#Ú

ÝVÞ

áå

, and

The number in the definition of 1-sided error is somewhat arbitrary and can be replaced by any positive constant. Similarly, the numbers and in the definition of 2-sided
error, can be replaced by
and
, respectively, for any constant ,
.

çcè
áå

áã

è
áå é
¥

ãå

è ê"ë è ì
ë áå

2.76 Definition The expected running time of a randomized algorithm is an upper bound on the
expected running time for each input (the expectation being over all outputs of the random
number generator used by the algorithm), expressed as a function of the input size.
The important randomized complexity classes are defined next.
2.77 Definition (randomized complexity classes)
(i) The complexity class ZPP (“zero-sided probabilistic polynomial time”) is the set of
all decision problems for which there is a randomized algorithm with 0-sided error
which runs in expected polynomial time.
(ii) The complexity class RP (“randomized polynomial time”) is the set of all decision
problems for which there is a randomized algorithm with 1-sided error which runs in
(worst-case) polynomial time.
(iii) The complexity class BPP (“bounded error probabilistic polynomial time”) is the set
of all decision problems for which there is a randomized algorithm with 2-sided error
which runs in (worst-case) polynomial time.
2.78 Fact P

í

ZPP

í

RP

í

BPP and RP

í

NP.
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2.4.1 The integers

î¶ïï%ïQð é ñ ð é ò ð é ó ð%ê6ð ó ð ò ð ñ ð%ï%ïïô is denoted by the symbol õ .
Definition Let ö , ÷ be integers. Then ö divides ÷ (equivalently: ö is a divisor of ÷ , or ö is
a factor of ÷ ) if there exists an integer ø such that ÷zùöúø . If ö divides ÷ , then this is denoted
by öqÝJ÷ .
ñ Ý óû , since óû ùÜ ñ ßÜ ü ß . (ii) ó6ýñ Ýþê , since ê3ùÜ ó6ýñ ßÜê6ß .
ÿ
Example (i)
é
é é
The set of integers

2.79

2.80

The following are some elementary properties of divisibility.
2.81 Fact
(i)
(ii)
(iii)
(iv)

ö ÷ ø

õ

(properties of divisibility) For all , , 
, the following are true:
.
If
and , then .
If
and , then 
 for all   .
If
and , then  .

öqÝþö

öqÝJ÷
öqÝJ÷
öqÝJ÷

÷%ÝJø
öqÝþø
÷%ÝJö

öqÝþø ç
öúÝþÜ#÷ ø ß
ö/ù 2÷

fð

õ
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2.82 Definition (division algorithm for integers) If  and are integers with
, then ordinary long division of  by yields integers  (the quotient) and  (the remainder) such
that



where 



Moreover,  and  are unique. The remainder of the division is denoted !#"%$& , and the
quotient is denoted '$)( *+ .
2.83 Fact Let %

-,/.

2.84 Example If

?AJ$K( * 9?LD

with 102 . Then 3$)( *+465879: and 1!#"8$42';<85=%7>: .

@?9A , B@?

, then

CED

and F@G . Hence

?9A'!H"%$#?I@G

and

M

.

2.85 Definition An integer N is a common divisor of  and if N

OP

and NQOP .

2.86 Definition A non-negative integer R is the greatest common divisor of integers  and ,
denoted R1STQ$)UV%QXW , if
(i) R is a common divisor of  and ; and
(ii) whenever N OY and N OP , then N OPR .
Equivalently, S9T $ZU[8QXW is the largest positive integer that divides both  and , with the exception that ST $KU\9 W]I .
2.87 Example The common divisors of ^ and _ are `a39ba3^9ba3A9Qa3c%d , and S9T

$ZUV^9 _9We2c
M

.

2.88 Definition A non-negative integer R is the least common multiple of integers  and , denoted RL2fgT !#U[8QXW , if
(i) ZOPR and QOPR ; and
(ii) whenever ZOPN and OPN , then R8OYN .
Equivalently, fYTQ!HU[% XW is the smallest non-negative integer divisible by both  and .
2.89 Fact If  and are positive integers, then fgT
2.90 Example Since S9T

$ZU\9^9 _W]Ic

!#UV% hWiI3jkh7iS9T $%UV%QXW .

, it follows that fYTQ!#U\^8h9_We29^Jjl_87kc32A9c .

2.91 Definition Two integers  and are said to be relatively prime or coprime if ST

M

$KUV% XWi2

.

2.92 Definition An integer mnF^ is said to be prime if its only positive divisors are 1 and m .
Otherwise, m is called composite.
The following are some well known facts about prime numbers.
2.93 Fact If m is prime and moOY8 , then either mpOP or mpOP (or both).
2.94 Fact There are an infinite number of prime numbers.
2.95 Fact (prime number theorem) Let qrUtseW denote the number of prime numbers ns . Then

qrUtseW
Qu fYv(g! w se7rfYx]s I9

y c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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This means that for large values of { , |r}t{e~ is closely approximated by the expression {erY]{ . For instance, when {2%t , |r}t{e~99 99h9 , whereas Y{]ig]{/
8h99 9 . A more explicit estimate for |r}t{e~ is given below.
2.96 Fact Let |r}t{e~ denote the number of primes { . Then for {

|r}t{e~ Y ]{ {

and for {/2

|r}t{~8P99 g{ { 

2.97 Fact (fundamental theorem of arithmetic) Every integer  has a factorization as a
product of prime powers:

BZ¡Q ¢ Z¡¤2
h£ ¥ ¥Q¥ §¡ ¦ 
where the %¨ are distinct primes, and the ©ª¨ are positive integers. Furthermore, the factorization is unique up to rearrangement of factors.
2.98 Fact If «<

and

2.99

¡  ¢ ¤¡ £ Q¥ ¥ ¥ %¡§ ¦ , ¬<%  ¢ %¤ £ ¥ ¥Q¥ Z§ ¦ , where each ©ª¨i and ® ¨iC
¯°Q± }V«% ¬X~i<9²i³ ´9µ ¡ ¢\¶  ¢>· 8²i¤ ³ ´8µ ¡ £X¶  £\· ¥Q¥ ¥ 8²i§ ³ ´9µ ¡ ¦ ¶  ¦h·


, then

 ° ¸ }V«%Q¬X~iB i²  ¹Vºkµ ¡b¢ ¶  ¢ · ¤²i¹Vºkµ ¡h£ ¶  £ · ¥ ¥ ¥ ²i§ ¹[ºkµ ¡ ¦ ¶  ¦ · 
Example Let «#»9Q¼ ¥  , ¬½»91 ¥  ¥ 9 ¥ 9 . Then ¯° ± V} 99 9~i
 ¥ 'I and  ° ¸ }V99 9~¾2Q¼ ¥  ¥ 9 ¥ 'I99 .
¿

2.100 Definition For n , let À}Ár~ denote the number of integers in the interval Â 8oÃ which
are relatively prime to  . The function À is called the Euler phi function (or the Euler totient
function).
2.101 Fact (properties of Euler phi function)
(i) If is a prime, then ÀÄ}Á~i<Ån .
(ii) The Euler phi function is multiplicative. That is, if ¯° ± }tÆr~JÇ , then
ÀÄ}tÆ~ ¥ ÀÄ}Ár~ .
(iii) If B ¡ ¢ ¤¡ £ ¥ ¥Q¥ §¡ ¦ is the prime factorization of  , then



ÀÄ}tr~ÉB

½Å 



JÅ  ¤

¥ ¥Q¥ JÅ  §

ÀÄ}tÆ+r~È



Fact 2.102 gives an explicit lower bound for ÀÄ}tr~ .
2.102 Fact For all integers nÊ ,

À}Ár~É ÉY g] 
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2.4.2 Algorithms in
Let Ë and Ì be non-negative integers, each less than or equal to Í . Recall (Example 2.51)
that the number of bits in the binary representation of Í is ÎÐÏgÑpÍÒ'ÓCÔ , and this number is
approximated by ÏYÑ¾Í . The number of bit operations for the four basic integer operations of
addition, subtraction, multiplication, and division using the classical algorithms is summarized in Table 2.1. These algorithms are studied in more detail in Õ 14.2. More sophisticated
techniques for multiplication and division have smaller complexities.
Operation
Addition
Subtraction
Multiplication
Division

Bit complexity

Ë½ÓÖÌ
ËÈÜ<Ì
Ë3ÝÌ
Ë1ÛIßÌeÓà

×'ØVÏYÑ-Ë½ÓÙÏYÑ4ÌXÚiÛ2×'ØVÏYÑÍrÚ
×'ØVÏYÑ-Ë½ÓÙÏYÑ4ÌXÚiÛ2×'ØVÏYÑÍrÚ
×'ØVØ\ÏgÑË8Ú\ØVÏYÑ4ÌXÚ\ÚÉÛ2×'Ø\ØVÏYÑÍrÚÁÞ8Ú
×'Ø\ØVÏYÑ4ßlÚ\Ø\ÏgÑ-ÌXÚ\ÚiÛI×'Ø\Ø\ÏgÑÍrÚÁÞ8Ú
á

Table 2.1: Bit complexity of basic operations in .

The greatest common divisor of two integers Ë and Ì can be computed via Fact 2.98.
However, computing a gcd by first obtaining prime-power factorizations does not result in
an efficient algorithm, as the problem of factoring integers appears to be relatively difficult. The Euclidean algorithm (Algorithm 2.104) is an efficient algorithm for computing
the greatest common divisor of two integers that does not require the factorization of the
integers. It is based on the following simple fact.
2.103 Fact If Ë and Ì are positive integers with Ë1â2Ì , then ÑãQä)ØVË%å

ÌhÚiÛÑãQä)ØVÌ å Ëæ#ç%äÌXÚ .

2.104 Algorithm Euclidean algorithm for computing the greatest common divisor of two integers
INPUT: two non-negative integers Ë and Ì with Ëè2Ì .
OUTPUT: the greatest common divisor of Ë and Ì .
é ê do the following:
1. While Ì1Û
1.1 Set àKëÙËæ#ç%ä#Ì , ËZë<Ì , Ì ëìà .
2. Return( Ë ).
2.105 Fact Algorithm 2.104 has a running time of ×'Ø\ØVÏYÑÍrÚÁÞ9Ú bit operations.
2.106 Example (Euclidean algorithm) The following are the division steps of Algorithm 2.104
for computing Ñ9ã ä)ØVíîï9í9å ðíñ9îÚÛIðî :

í9îïíòÛ
ð9íñîòÛ
Ô9íêïòÛ
ïíïòÛ
ÔÔíòÛ
ôïõÛ

ÔJÝlðí9ñî-Ó<Ô9íê9ï
óJÝlÔí9êï-Ó<ï9íï
óJÝlïí9ï4ÓÙÔÔ9í
ñJÝlÔÔ9í4ÓÙôï
ÔJÝlôïÓÙðî
óJÝlðîÓÙê9ö

ø c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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The Euclidean algorithm can be extended so that it not only yields the greatest common
divisor ú of two integers û and ü , but also integers ý and þ satisfying ûQý ÿÖü=þ ú .



2.107 Algorithm Extended Euclidean algorithm



INPUT: two non-negative integers û and ü with û
ü.
Vû ü and integers ý , þ satisfying ûQý ÿÖü=þ ú .
OUTPUT: ú
1. If ü
then set ú <û , ý
, þ
, and return( ú ,ý ,þ ).
, ý
, þ
, þ
.
2. Set ý
3. While ü
do the following:
û 9ü , Ùû ü , ý ìý
[ý , þ þ
[þ .
3.1
, ý
ý , ý ìý , þ þ , and þ ìþ .
3.2 û <ü , ü
4. Set ú <û , ý
ý , þ þ , and return( ú ,ý ,þ ).

  


  
      

!#" %$ '& () +*, -  ,
*  .  * 
 /( 0   -1   

   . 

2.108 Fact Algorithm 2.107 has a running time of

23465798:  

bit operations.

2.109 Example (extended Euclidean algorithm) Table 2.2 shows the steps of Algorithm 2.107
with inputs û
and ü
. Hence
and
iÿ
.

<;=?>;
4A;?B=?4G*+;?BHIA?=
T

K

L

[]
]
Z
[]

@<A;?B=

M

N

O

 C4;?=>?;?DA?;B?=E<A=
P

T
T
T U V1WXU XY U Z1V
[4U \ W
[] T[ 4Y U Z V X[ U \1W
W4U W T
Y 4[ U \ W 4W U W
[1[XU ] Z T^ 4W U W 1[ [4U
^ W T ^] Y1V 1[ [XU
1^ W
Y V Y 9T U ] Z
^W
1Y V
\ T_ [ [ V
YV
\

4;?=>;?46AF

J

MRQ M.S N%Q NCS
[
\
\
[
\
[]
[ T[
[ T
T[
Y
T ] ]Z
Y T^
Z T ^ T^ Y V
T ] ^] Y ] Y V 9T U ] Z
Y T_1[ 9T U Z [ V

Table 2.2: Extended Euclidean algorithm (Algorithm 2.107) with inputs

Oa` U V W4U , Pb` Y4U Z V .
c

Efficient algorithms for gcd and extended gcd computations are further studied in 14.4.

2.4.3 The integers modulo d
Let

8

be a positive integer.

û and ü are integers, then û is said to be congruent to ü modulo 8 , written
ûfeCüg4hji a8: , if 8 divides Vû*ü . The integer 8 is called the modulus of the congruence.

2.110 Definition If

F ;keIlm6hji%nB? since F?;o*lAqprB .
*+kest4hji @s? since *+o*?s3#*+;opus .
J
2.112 Fact (properties of congruences) For all û , û  , ü , ü  , vw/x , the following are true.
e üy6hji%j8: if and only if û and ü leave the same remainder when divided by 8 .
(i) ûf2
(ii) (reflexivity) ûaC
e ûz6hai a8: .
e üg4hji f8: then ü2
e û{4hji j8: .
(iii) (symmetry) If ûE2

2.111 Example (i)
(ii)
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|a}I~4j a: and ~b}I6a a: , then |E}Ig4j a: .
| }| g4j f: and ~{}~ 6j%a: , then |j~t}| ~g4j a: and

| ~b}I| D~ y6a j: .
The equivalence class of an integer | is the set of all integers congruent to | modulo
 . From properties (ii), (iii), and (iv) above, it can be seen that for a fixed  the relation of
congruence modulo  partitions  into equivalence classes. Now, if |{G{, , where
 z , then |f},4j a: . Hence each integer | is congruent modulo  to a unique

integer between and an , called the least residue of | modulo  . Thus | and  are in the
same equivalence class, and so  may simply be used to represent this equivalence class.
2.113 Definition The integers modulo  , denoted 9 , is the set of (equivalence classes of) in? D%  /  . Addition, subtraction, and multiplication in - are performed
tegers  
modulo  .
? D% D¢  . In G , ?£f?¤¥ ¢ , since £E¤¥ ?¦ } ¢
2.114 Example G ¡ 


§
4j   . Similarly, £o¨u?¤+© in G .
ª
2.115 Definition Let |¬«  . The multiplicative inverse of | modulo  is an integer I«  
such that |{} {4j a: . If such an  exists, then it is unique, and | is said to be invert
ible, or a unit; the inverse of | is denoted by |C® .


2.116 Definition Let | ~b«¯  . Division of | by ~ modulo  is the product of | and ~ ® modulo
 , and is only defined if ~ is invertible modulo  .

2.117 Fact Let |f«/9 . Then | is invertible if and only if °?±CG| : .
 ¢ §
¢ 
2.118 Example The invertible elements in ² are  , , , , ³ , and © . For example, ® ´³
¢
¦
because ¨!³}It4j   .
ª
(iv) (transitivity) If
(v) If

The following is a generalization of Fact 2.117.

µn¶°± C6|  :
µ
~

| I}¶~4j a: has a  solution  if
µ solutions between and   ;

2.119 Fact Let
. The congruence equation
and only if divides , in which case there are exactly
these solutions are all congruent modulo
.

¸·µ

¹       9º

2.120 Fact (Chinese remainder theorem, CRT) If the integers
tively prime, then the system of simultaneous congruences

 }

are pairwise rela-

|»
 4j j ¹
|  4j j   

 }
..
.

 } | º 4j a º 
has a unique solution modulo {  
 ¹¨¨ ¨¼ º .
2.121 Algorithm (Gauss’s algorithm) The solution  to the simultaneous congruences in the
º½¿¾  | ½4À½6Á¬½ j%+ ,
ChineseÀremainder
theorem
(FactÀ 2.120) may½ be computed as /
½
½
¬
Á
½
¸·D and  ½ ®  j + . These computations can be performed in
where
Ã 44ÄÅ°9:   Â
bit operations.
Æ c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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Another efficient practical algorithm for solving simultaneous congruences in the Chinese
remainder theorem is presented in 14.5.

È

ÉzÊËtÌ4ÍjÎ ÏnÐÑ , ÉÊÐtÌ6ÍjÎ%ÏnÒ?ËÑ has a unique soluÉmÊÓ?ÔmÌ6ÍaÎ ÏnÔÒ?Ñ
Õ
2.123 Fact If Ö×Ï ÌÙØ¹ÚÛXØÜÑÝÒ , then the pair of congruences ÉtÊÞ{Ì4ÍjÎ ÏaØ¹ÚDÑ , ÉtÊÞÌ4ÍjÎ ÏfØÜ?Ñ
has a unique solution ÉmÊÞzÌ6ÍaÎ ÏaØ¹Ú¼ØÜ?Ñ .
2.124 Definition The multiplicative group of ß9à is ßà á Ýãâ!ÞåäæßHàèçÖ× Ï Ì6Þ Û'Ø:ÑtÝéÒ%êë In
particular, if Ø is a prime, then ß à á Ýåâ!Þaç ÒkìIÞaì{Ø¬íÒ%ê .
2.125 Definition The order of ßà á is defined to be the number of elements in ßà á , namely çîßà á ç .
from the definition of the Euler phi function (Definition 2.100) that çïßà á çÝ
ð ÌÙØ:Ñ It. follows
Note also that if Þ{äß à á and ñäß à á , then Þaò ñyäß à á , and so ß à á is closed under

2.122 Example The pair of congruences
tion
.

multiplication.

Øó ô

2.126 Fact Let
be an integer.
(i) (Euler’s theorem) If
, then
.
(ii) If is a product of distinct primes, and if
, then
for all integers . In other words, when working modulo such an , exponents can
be reduced modulo
.

Þfä/ß à á

Ø

Þ ð
ÌÙØ:Ñ

Þuõ ö Cà ÷ 
Ê ÒtÌ4ÍjÎ ÏaØ:Ñ
øyÊù¯Ì6ÍjÎ%Ï ð ÌúØ:Ñ6Ñ

Þrû3ÊÞuü¯Ì4ÍjÎ ÏaØ:Ñ
Ø

A special case of Euler’s theorem is Fermat’s (little) theorem.

ý

2.127 Fact Let be a prime.
(i) (Fermat’s theorem) If
, then
.
(ii) If
, then
for all integers . In other words,
.
when working modulo a prime , exponents can be reduced modulo
(iii) In particular,
for all integers .

?Ö ×Ï Ì6Þ ÛXý0Ñ:ÝÒ
Þuþuÿ Ú ÊIÒmÌ6ÍaÎ Ïaý0Ñ
ø¥Êù¯Ì4ÍjÎ ÏaýgíIÒ?Ñ
ÞuûmÊÞrü/Ì4ÍjÎ Ïaý0Ñ
Þ
ý
ýfíÒ
Þ þ ÊÞ{Ì4ÍjÎ Ïaý0Ñ
Þ

2.128 Definition Let ÞEä¬ß à á . The order of Þ , denoted ÎGÏCÌ6Þ%Ñ , is the least positive integer such
that Þ¹ÊÒtÌ4ÍjÎ ÏaØ:Ñ .


2.129 Fact If the order of Þ¥äß à á is , and Þ ü Ê ÒmÌ6ÍjÎ%ÏaØ:Ñ , then divides ù . In particular,
 ð
ç ÌúØ:Ñ .
2.130 Example Let Ø¶ÝôÒ . Then ß Üuá Ú Ý â!Ò?Ûô?Û %ÛDÓ%Û ?ÛÒ %ÛDÒÒ%ÛDÒ?ËÛDÒ ÛDÒ?ÐÛDÒ?ÔÛDô ?ê . Note that
ð Ì6ôÒ?ÑÝ ð Ì4Ð?Ñ ð Ì4Ë?Ñ:ÝIÒ?ô3Ý#çîß Ürá Ú ç . The orders of elements in ß Ürá Ú are listed in Table 2.3. Õ
Þfä/ßÜuá Ú Ò ô  Ó  Ò  Ò?Ò Ò?Ë Ò ÒÐ ÒÔ ô 
order of Þ
Ò
Ë
ô
ô Ë
ô
Table 2.3: Orders of elements in  .

ä#ß à á . If the order of  is ð ÌúØ:Ñ , then  is said to be a generator or a
ßà á . If ßà á has a generator, then ßà á is said to be cyclic.

2.131 Definition Let 
primitive element of
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2.132 Fact (properties of generators of   )
(i)    has a generator if and only if   ! or ! , where  is an odd prime and
"$#&%
. In particular, if  is a prime, then  '  has a generator.
%ED
(ii) If ( is a generator of )  , then )  *+(-,/.103246537986:)8<;>=?A@CB
.
(iii) Suppose that ( is a generator of    . Then FGH(-,/.10E2G is also a generator of   
%
if and only if I J2!=K:LM;>=?A@N@O
. It follows that if    is cyclic, then the number of
generators is ; =P;>=?A@N@ .
WVYXZ'\ [ %
=.10E2OA@ for each prime
(iv) (RQS   is a generator of    if and only if (>T!U
divisor  of ;>=?A@ .
%
%
2.133 Example ]_ ^ is not cyclic
since it does not contain an element of order ;>=N @`
 (see
%
Table 2.3); note that  does not satisfy the condition of Fact 2.132(i). On the other hand,
 ] a is cyclic, and has a generator (b .
c
2.134 Definition Let dOQe  . d is said to be] a quadratic residue modulo  , or a square modulo
 , if there exists an fgQe  such that f \ d6=.10E2OA@ . If no such f exists, then d is called
a quadratic non-residue modulo  . The set of all quadratic residues modulo  is denoted
by h  and the set of all quadratic non-residues is denoted by h  .
[
[
[
Note that by definition 7 Qi   , whence 7 Qjh  and 7 Q h  .
2.135 Fact Let  be an odd prime and let ( be a generator of '  . Then dkQ<)'  is a quadratic
residue modulo  if and only if dlH(>,`.O0324 , where : is an even integer. It follows that
%
%
5mh ' 5-R=?nB
@o and 5 h ' 5-p=?$B
@Po+ ; that is, half of the elements in  '  are quadratic
residues and the other half are quadratic non-residues.
2.136 Example (bq is a generator of  K^ r . The powers of ( are listed in the following table.
%
%
%%
:
7

s

t
q
u
v
w
7
%
%
%
%
%%
(>,/.1032 s
q
7
v
w


u
s
t

%
% % D
% E
% D
Hence h ^Kr * s EwE 7E  and h ^?r x*_EtEq u v 
.
c

2.137 Fact Let  be a product of two distinct odd primes  and y , xR>y . Then dgQ<   is a
quadratic residue modulo  if and only if dzQ{h ' and dzQ{h}| . It follows that 5~h  5
%
%
%
%
5mh ' 5+ 5mh}|53<=KB @N=Py)B @Po+ and 5 h  5!<s =?B @N=PyB @o+ .
%
%
% D
% %% % % %
D
7   s  u  w 7 .
2.138 Example Let k< . Then h ]_^ x*   q and h ]^ x*_EtEv  E
c
2.139 Definition Let dbQh  . If fzQ  satisfies f
root of d modulo  .

] \

d=N.1032A@ , then f is called a square

2.140 Fact (number of square roots)
(i) If  is an odd prime and d9Qjh ' , then d has exactly two square roots modulo  .
#
(ii) More generally, let k!M^ !] M M where the  are distinct odd primes and 
,
,
%
. If dOQgh  , then d has precisely  distinct square roots modulo  .
%
% %
2.141 Example The square roots of  modulo su are u and s7 . The square roots of  modulo
%
%%
% % % % %
%
%
s t are , u , 7 , t , q ,   ,  , and s7  .
c
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2.4.4 Algorithms in 
Let
As before, the elements of C will be represented by the integers
_  be
 M apositive
>
3integer.

. 
i
Observe that if 
 , then

)¥


`¡O¢3£
 
 if  ¦  
}
j¤

b

if 
Hence modular addition (and subtraction) can be performed without the need of a long division.
 Modular multiplication of  and may be accomplished by simply multiplying 
and as integers, and then taking the remainder of the result after division by  . Inverses
in C can be computed using the extended Euclidean algorithm as next described.
2.142 Algorithm Computing multiplicative inverses in §©¨

  ¡1
INPUT: 
. ¢3£
 , provided that it exists.
OUTPUT: Wª©«
1. Use the extended Euclidean algorithm
£!  (Algorithm 2.107) to find integers ¬ and  such
that M¬ng®¯¤±° , where °²¤³´   .

¡O¢3£
 does not exist. Otherwise, return(¬ ).
2. If °µ
, then Wª¶«
Modular exponentiation can be performed efficiently with the repeated square-andmultiply algorithm (Algorithm 2.143), which is crucial for many cryptographic protocols.
One version of this algorithm
observation. Let the binary repre ¹ is based on thegfollowing
+ E
sentation of · be ¸¹º3»¼· ¹ , where each · ¹
. Then
_½¤

¸
¹º3»

_½¾À¿ ¾ ¤






¿MÁ ½ Á  ¿+Â ½ Â-ÃÃMÃ M¿Ä ½ Ä

2.143 Algorithm Repeated square-and-multiply algorithm for exponentiation in §©¨

9Å
¥
INPUT: 
/¡O
 ,¢3and
·
 whose binary representation is ·¤
£ integer
OUTPUT:  ½
 .
MÈ


. If ·O¤
then return( ).
1. Set
È
2. Set É
 .

È
 .
then set
3. If · » ¤
4. For Ê from 1 to Ë do the following:
È
¡O¢3£
É
 .
4.1 Set É
 ¿
È
¡1¢E£
4.2 If · ¹ ¤
then set
É Ã
 .

5. Return( ).

 ¹
¸¹Æº3»Ç· ¹ .

2.144 Example
exponentiation)
Table 2.4 shows the steps involved in the computation
¡1¢31
£ (modular
Ð Ñ
 Ð
of ÌÍPÎÏ
¤
.
Ò
The number of bit operations for the basic operations in / is summarized in Table 2.5.
Efficient algorithms for performing modular multiplication and exponentiation are further
examined in Ó 14.3 and Ó 14.6.
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á

Ô
ßà

Õ

ã
Ö

Ö
Õ
Ú

×Ú

×
Õ

Û×MÚ
Û×MÚ
Ö

Ø
Ö

ÛMÝÖ
ÛM×Ú

Ù
Õ

ÖÕÖMÖ
ÛMÜ

Ú
Ö

ØMÛÞ
ÛÜ

Û
Õ

Table 2.4: Computation of

Ù ×MÖ
!
ÖÕMÚÞ

Ö

Ü
ÜÜMÞ
ÖMÕÚMÞ

ÚMäåæ¶çGè_é$Ö×ØâÙ

Operation

Ý
Õ

Þ
Õ

âÞ Ù!Ü
ÖMÕÚÞ

ÞM×Ú
ÖÕMÖØ

Ö

.

Bit complexity

Modular addition
Modular subtraction
Modular multiplication
Modular inversion
Modular exponentiation

êPë}ìíLî`ï1ð3ñ4ò
êPë4÷øíLî`ï1ð3ñ4ò
êëGù_íLî`ï1ð3ñúò
ëWü©ýï1ð3ñúò
ë_þ9ï1ð3ñ4ò , ÿ ò



óGêNôöõ©òAî
óGêNôöõ©òAî
óGêêNôöõ©òAîÆû î
óGêêNôöõ©òAîÆû î
óGêêNôöõ©òAî î

Table 2.5: Bit complexity of basic operations in



 .

2.4.5 The Legendre and Jacobi symbols
The Legendre symbol is a useful tool for keeping track of whether or not an integer ë is a
quadratic residue modulo a prime .



2.145 Definition Let
to be



be an odd prime and ë an integer. The Legendre symbol




ë
÷







is defined


 
   

if më
if ë
if ë

 . Then the Leg î  ü¶ý û . Hence

2.146 Fact (properties of Legendre symbol) Let be an odd prime and ë í
endre symbol has the following properties:
and ü©ý
(i)
êP÷
ë ü©ý û6êNï1ð3ñ î . In particular, ý
÷
if
êNï1ð3ñ î , and ÷
if
êNï1ð3ñ î .



       
     %$  #"
!   
#"
(ii) '&
 & . Hence if ë) ( , then +*  .
& .
(iii) If ë  í êNï1ð3ñ î , then 


 if    or .jêNï1ð3ñ#/î , and û ÷  if  0$
êZ÷ î, * ü¶ý  - . Hence û
(iv) û
1 êNï1ð3ñ#/ î .
or k
(v) (law of quadratic reciprocity) If 2 is an odd prime distinct from  , then

2 êP÷  î   ü©ý34 ü©ý 5 
2


4 unless both  and 2 are congruent to $ modulo " , in which
In other words,

4
case
4 ÷ 4 .

The Jacobi symbol is a generalization of the Legendre symbol to integers ò which are
odd but not necessarily prime.

6 c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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8:90;

2.147 Definition Let
be odd with prime factorization
symbol
is defined to be

ML

Observe that if

8

8

N

<

8<>=@?BC A =@FH
?ED GEGIG =@K?EJ . Then the Jacobi

N I? A N '? D
N ?EJPO
G
E
I
G
G
=C
=F
=K

is prime, then the Jacobi symbol is just the Legendre symbol.

QR9S; 8:90;

2.148 Fact (properties of Jacobi symbol) Let
,
be odd integers, and
the Jacobi symbol has the following properties:
(i)
or
. Moreover,
if and only if
.

N@TEUWVX

. Then

]_^I`a N@T 8cbe< d [
ML <ZY T'[ T \ [
ML <0Y
(ii) 'L fM < M L M f . Hence if NgVX)M h , then L M D < [ .
(iii) i)L M < i L M L .
(iv) If Nj0U alkm@`8cb , then ML < M f .
C
(v) M < [ .
C
C
C
(vi) n M
<Ha\ [ bo M n Cpq F . Hence n M < [ if 8 jZ[ alkm@`srb , and n M <t\ [ if 8 j ;
aF km `#rb . M Cpq v
F
F
(vii) M <ua\ [ b,o D n
. Hence M < [ if 8 jw[ or xyalkm@`#z_b , and M <{\ [ if
8 i j ; orM |a km@`}i zb .Cp M C p~ql
i
M
. In other words, M < i unless both Q and 8 are
(viii) M < i a\ [ b,o n o n
i
M
congruent to ; modulo r , in which case M <H\ i .
By properties of the Jacobi symbol it follows that if 8 is odd and N < ? N C where N C
is odd, then
N
 ? N C <  ? 8ykm@` N C a\ [ b o L A n Cp o M n C p~ql O
<
NC
8
8 8
8
This observation yields the following recursive algorithm for computing ML , which does
not require the prime factorization of 8 .

2.149 Algorithm Jacobi symbol (and Legendre symbol) computation

N 8

N Y N  8

JACOBI( , )
INPUT: an odd integer
, and an integer ,
.
(and hence the Legendre symbol when is prime).
OUTPUT: the Jacobi symbol
1. If
then return(0).
then return(1).
2. If
, where is odd.
3. Write
4. If is even then set
. Otherwise set
if
or
, or set
if
or
.
5. If
and
then set
.
6. Set
.
7. If
then return( ); otherwise return( JACOBI( , )).

8y90;

N <ZY
N < [
N <0 ? N C


8 j ; |!alkm@`szb
8 j ;!alkm@`#r_b
8 C }8ykm@` N C
NC < [


ML

[

NC

8

j [ !
 [ 8 0
x alkm@`szb
N C j ;yalkm@`#r_b
\>
 G
8 C NC

2.150 Fact Algorithm 2.149 has a running time of

F
ala ]8cb b

P\ [

bit operations.
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2.151 Remark (finding quadratic non-residues modulo a prime ) Let denote an odd prime.
Even though it is known that half of the elements in
are quadratic non-residues modulo
(see Fact 2.135), there is no deterministic polynomial-time algorithm known for finding
one. A randomized algorithm for finding a quadratic non-residue is to simply select random
integers
until one is found satisfying
. The expected number iterations
before a non-residue is found is , and hence the procedure takes expected polynomial-time.

W 



  

 e



    , Algorithm 2.149 com§¨
§_§
¥¦®,¯ ®
_



¤

 §_¨
  ª©e_« _§ ¨ ©e«¬
¯®
©e« ¬£°  ¬ ¤  §_ § He±
²

2.152 Example (Jacobi symbol computation) For
putes the Jacobi symbol
as follows:

¥¡£¢¦ ¤

_
 

¢

_§_¨ 
_§ §




 0_

and

³



Unlike the Legendre symbol, the Jacobi symbol
does not reveal whether or not
is a quadratic residue modulo . It is indeed true that if
, then
. However,
does not imply that
.


 !µ ³

³ Z

´¶µ ³

³ ·

 ¥ ¡

2.153 Example (quadratic residues and non-residues) Table 2.6 lists the elements in
and
their Jacobi symbols. Recall from Example 2.138 that
. Observe that
but
.

¥¢ Z
¾ µ ¥¡
¡   ¿!
ÀÆÒeÁÃÓÂÅÔÄ Æ Ç Õ È
À
È
Ö×
È
ÖÙ
È
È
ÆÖÇ

µ ¥ ¡ ¹¸+ºE»º'¼ ½

É

Ê
ØWÈ

Ê
IÈ Ï
È

ØWÈ

È

È

È

Ë

Ê
ØWÈ
WØ È
È

Ì

ÈBÍ
BÈ Ï

È

ØWÈ
È

È
WØ È
WØ È

ØWÈ

ÈBÈ
BÈ Ï
WØ È
ØWÈ

È

ÈIÎ

ÈIÏ
Ê

È

È
WØ È
WØ È

Table 2.6: Jacobi symbols of elements in

È
È
È

ÈIÐ
IÈ Ï
WØ È
WØ È
È

ÈBÑ
Ê

ÉBÍ

²

È

ØWÈ
WØ È

È
ØWÈ
WØ È
È

Â ÄÆ Ç .

Û ³ Ü¸ }Ý)³:
 Þ ³ ß@½ . The set of
³

Û  µ ³.
2.155 Fact Let   áà be a product of two distinct odd primes. Then Þ µ ³ Þ  Þ µ ³ Þ â©  
_«l© à _« ã_» ; that is, half of the elements in Û ³ are quadratic residues and the other half are
ZÚ

2.154 Definition Let
be an odd integer, and let
pseudosquares modulo , denoted
, is defined to be the set

µ ³

pseudosquares.

2.4.6 Blum integers
2.156 Definition A Blum integer is a composite integer of the form
distinct primes each congruent to modulo .

»

  áà , where 

à

and are

:tµ ³ . Then  has precisely four square
µ ³.
be a Blum integer and let g!µ ³ . The unique square root of  in µ ³ is
called the principal square root of  modulo  .
å c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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2.158 Definition Let 

2.157 Fact Let
be a Blum integer, and let
roots modulo , exactly one of which is also in
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çÜèuéê ë ìHè{íê î'ïîEðîEê_ñîEê_ò î'é_ó@ô and
é ð ê_ñ
êø , of which only ê_ñ is
ê_ñ
ï
_é ê
ü
ùIf çZèþýáÿ is a Blum integer, then the function  õ 
2.160 Fact
ì  õ ì defined by  eè
ç is a permutation. The
û inverse function
û û of
 "!#is:$ 
  
è   
&ç %
õ ì´èHíð î'ê_ò î'éó ô
õúùPû

2.159 Example (Blum integer) For the Blum integer
,
. The four square roots of
are , , , and
also in
. Thus is the principal square root of modulo .

ö÷èZï

2.5 Abstract algebra
This section provides an overview of basic algebraic objects and their properties, for reference in the remainder of this handbook. Several of the definitions in 2.5.1 and 2.5.2 were
presented earlier in 2.4.3 in the more concrete setting of the algebraic structure .

'

'

+

,

'

,.-/,

,

(*ì )

+

2.161 Definition A binary operation on a set is a mapping from
to . That is, is a
rule which assigns to each ordered pair of elements from an element of .

2.5.1 Groups

0î1+2

,

0

+

,

0

2.162 Definition A group
consists of a set with a binary operation on satisfying
the following three axioms.
for all
.
(i) The group operation is associative. That is,
(ii) There is an element
, called the identity element, such that
for all
.
(iii) For each
there exists an element
, called the inverse of , such that
.
A group is abelian (or commutative) if, furthermore,
(iv)
for all
.

ö3+45+768 è9 ö3+748"+6

ê=;0
ö@;A0
û B
ö ;Cû 0
öD+Wö  èZö  W+ ö÷è0ê

0

öD+E4 èF4G+Wö

û
ö C
; 0

@ö î:4'î6*;<0
ö>+Wêètê?+úöÃè ö
ö

ö@î:4E;H0

Note that multiplicative group notation has been used for the group operation. If the
group operation is addition, then the group is said to be an additive group, the identity element is denoted by , and the inverse of is denoted
.
Henceforth, unless otherwise stated, the symbol will be omitted and the group operation will simply be denoted by juxtaposition.

ó

ö

2.163 Definition A group
called its order.

0

is finite if

(

+

ö

I0I is finite. The number of elements in a finite group is

2.164 Example The set of integers with the operation of addition forms a group. The identity
element is and the inverse of an integer is the integer
.

ó

(ì

ö

ö

ü

ç

2.165 Example The set
, with the operation of addition modulo , forms a group of order
. The set
with the operation of multiplication modulo is not a group, since not all
elements have multiplicative inverses. However, the set
(see Definition 2.124) is a group
of order
under the operation of multiplication modulo , with identity element .

ç

(ì
JK3ç3

( ì)

ç

ç

ê ü
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L

M

M if L is itself a group
LOP N M , then L is called a

2.166 Definition A non-empty subset of a group is a subgroup of
with respect to the operation of . If is a subgroup of and
proper subgroup of .

M

M

L

M

M is cyclic if there is an element Q<RAM such that for each STRHM there
S P KQ V . Such an element Q is called a generator of M .
2.168 Fact If M is a group and W@RAM , then the set of all powers of W forms a cyclic subgroup of
M , called the subgroup generated by W , and denoted by XYWZ .
2.169 Definition Let M be a group and W@RAM . The order of W is defined to be the least positive
integer [ such that W2\ P^] , provided that such an integer exists. If such a [ does not exist,
then the order of W is defined to be _ .
2.170 Fact Let M be a group, and let W=R`M be an element of finite order [ . Then abXYWZa , the size
of the subgroup generated by W , is equal to [ .
2.171 Fact (Lagrange’s theorem) If M is a finite group and L is a subgroup of M , then abLAa divides
aMa . Hence, if WcRHM , the order of W divides aMa .
2.172 Fact Every subgroup of a cyclic group M is also cyclic. In fact, if M is a cyclic group of
order d , then for each positive divisor e of d , M contains exactly one subgroup of order e .
2.173 Fact Let M be a group.
(i) If the order of WcR<M is [ , then the order of W2f is [:g3hji:k"lm[:n:o"p .
(ii) If M is a cyclic group of order d and ea d , then M has exactly q5lrejp elements of order
e . In particular, M has qKl d3p generators.
2.174 Example Consider the multiplicative group s*ut v PFw2] nyxzn{:{{Kn ]j|} of order ]z| . The group
is cyclic (Fact 2.132(i)), and a generator is Q P x . The subgroups of s ut v , and their gener~
ators, are listed in Table 2.7.
Subgroup
Generators
Order




1
1
r

:1r1111
r

:1r1r11 1r111

1r18r11
1rY"1 
2.167 Definition A group
is an integer with

U

Table 2.7: The subgroups of

2.5.2 Rings

lDnyn"&p


5  .



2.175 Definition A ring
consists of a set with two binary operations arbitrarily denoted (addition) and (multiplication) on , satisfying the following axioms.
(i)
is an abelian group with identity denoted .



lDn:>p
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*B¡8¢G£9¤8¢3¡ for all ¥::¥:¡T¦A§ .
¨
¨ª£9
© « , such that ¨¬=>£F@¨D£F
@¦A§

®
¤r¯®¡8¢G£9B8¢K®<rcB¡8¢ and
®°¡8¢*±£9¬±z¢®²r¡?³´¢
¥:y¥¡*¦<§
³*£9µ±
¥:T¦H§ .
2.176 Example The set of integers ¶ with the usual operations of addition and multiplication is
a commutative ring.
·
2.177 Example The set ¶ ¸ with addition and multiplication performed modulo ¹ is a commu·
tative ring.
2.178 Definition An element  of a ring § is called a unit or an invertible element if there is an
element T¦H§ such that =³*£9¨ .
2.179 Fact The set of units in a ring § forms a group under multiplication, called the group of
units of § .
2.180 Example The group of units of the ring ¶ ¸ is ¶E¸ º (see Definition 2.124).
·
(ii) The operation is associative. That is,
(iii) There is a multiplicative identity denoted , with
for all
.
(iv) The operation is distributive over . That is,
for all
.
The ring is a commutative ring if
for all

2.5.3 Fields
2.181 Definition A field is a commutative ring in which all non-zero elements have multiplicative inverses.

H» ¼ ½ ¾G¿ÁÀ
2.182 Definition The characteristic of a field is « if ¨T®C¨T®°ÂÂ:Â®C¨ is never equal to « for any
ÃÅ»ÆÈÄÇÉ ¨ . Otherwise, the characteristic of the field is the least positive integer Ã such that
¨ equals « .

2.183 Example The set of integers under the usual operations of addition and multiplication is
not a field, since the only non-zero integers with multiplicative inverses are and . However, the rational numbers , the real numbers , and the complex numbers form fields
of characteristic under the usual operations.

¶¸

«

Ë

Ì

¨

Í

Ê¨

·

¹
¶¸
¹
2.185 Fact If the characteristic Ã of a field is not « , then Ã is a prime number.
2.186 Definition A subset Î of a field Ï is a subfield of Ï if Î is itself a field with respect to
the operations of Ï . If this is the case, Ï is said to be an extension field of Î .

2.184 Fact
is a field (under the usual operations of addition and multiplication modulo ) if
and only if is a prime number. If is prime, then
has characteristic .

¹

¹
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2.5.4 Polynomial rings

Ð

2.187 Definition If is a commutative ring, then a polynomial in the indeterminate
ring is an expression of the form

Ð

Ñ

over the

ÒÓ Ñ7Ô3Õ9Ö×zÑ ×cØ°ÙÙ:Ù2Ø Ö1ÚyÑ ÚµØ Ö"ÛÁÑ Ø Ö1Ü
ÒÓ
where each Ö2Ý±ÞßÐ and àâáOã . The element Ö2Ý is called the coefficient of Ñ Ý in Ñ Ô .

Ò
Ó

Ò
The largest integer ä for which Ö2åçÕè
æ Òã Ó is calledÒÓ the degree of Ñ7Ô , denoted éê:ë Ó Ñ7Ô ;
Ö å is called ÒtheÓ leading coefficient of Ñ7Ô . If Ñ7ÔAÕçÒÓ Ö Ü (a constantÒpolynomial)
and
Ö Ü Õ9æ ã , then Ñ Ô has degree ã . If all the coefficients of Ñ Ô are ã , then Ó Ñ7Ô is called the
zero polynomial
ÒÓ and its degree, for mathematical convenience, is defined to be ì>í . The
polynomial Ñ7Ô is said to be monic if its leading coefficient is equal to î .
2.188 Definition If Ð is a commutative ring, the polynomial ring Ðï Ñð is the ring formed by the
set of all polynomials in the indeterminate Ñ having coefficients from Ð . The two operations are the standard polynomial addition and multiplication, with coefficient arithmetic
performed in the ring Ð .
ÒÓ
Ø Ñ Ø î and ó Ó Ñ Ô¬ÕñÑ Ú Ø Ñ be elements of
2.189 Example (polynomial ring) Let Ñ7Ô¬ÕñÑ5ò
the polynomial ring ôÚKï Ñð . Working in ôÚKï Ñð ,
ÒÓ Ñ7Ô Ø ó Ó Ñ7Ô3Õ.Ñ ò Ø Ñ ÚµØ î
ÒÓ Ñ Ô Ù ó Ó Ñ GÔ Õ.ÑKõ Ø ÑKö Ø Ñ ò Ø Ñ ÷
ø
For the remainder of this section, ù will denote an arbitrary field. The polynomial ring
ùï Ñð has many properties in common with the integers (more precisely, ùï Ñð and ô are both

and

Euclidean domains, however, this generalization will not be pursued here). These similarities are investigated further.

ÒÓ Ñ7Ô*ÞAùï Ñð
ù

î

ÒÓ Ñ7Ô

2.190 Definition Let
be a polynomial of degree at least . Then
is said to be
irreducible over if it cannot be written as the product of two polynomials in
, each
of positive degree.

ùï Ñð

Ó Ñ7Ôrú:û Ó Ñ Ô/Þüùï Ñð , with û Ó Ñ7Ô.Õ
Óó Ñ7Ô û Ó Ñ ó Ô yields
Ó
Óæ ã,
polynomials ý Ñ Ô and þ Ñ Ô*Þ
ùï Ñð
ó Ó Ñ7Ô3Õ9ý Ó Ñ Ôû Ó Ñ7Ô Ø þ Ó Ñ7Ôrú where éêë¯þ Ó Ñ Ô ÿñéê:ë&û Ó Ñ Ôr÷
Ó
þ Ó Ñ7Ô are unique. The polynomial ý Ó Ñ7Ô is called the quotient,Ó while
Moreover,
Óþ Ñ7Ô is calledý Ñ7theÔ and
remainder. The remainder of the
division
is sometimes denoted ó Ñ7Ô  é
Óû Ñ Ô , and the quotient
Ó
Ó


û Ñ7Ô (cf. Definition 2.82).
is sometimes denoted ó Ñ7Ô é
Ó Ñ  Ø Ñ õ Ø ÑKò Ø Ñ Ú Ø Ñ Ø î
2.192 Example
(polynomial division) Consider the polynomials ó Ñ Ô3Õ.
Ó
Ø
Ø
Ñ ò î in ô Ú ï Ñð . Polynomial long division of ó Ó Ñ7Ô by û Ó Ñ7Ô yields
and û Ñ7Ô3Õ²Ñ ö
ó Ó Ñ7Ô3Õ²Ñ Ú û Ó Ñ7Ô Ø Ó Ñ ò Ø Ñ Ø îjÔ÷
Ó
Ó
Ø Ñ Ø î and ó Ó Ñ7Ô é   û Ó Ñ7Ô3Õ²Ñ Ú .
Hence ó Ñ Ô  é=û Ñ7Ô&Õ.ÑKò
ø
2.191 Definition (division algorithm for polynomials) If
then ordinary polynomial long division of
by
such that

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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2.193 Definition If
.

('*)
Let +!
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then



divides

 , written   , if !#"$&%

  . As with the integers (Definition 2.110), one
 , based on division by +! .
2.194 Definition If !- , , then  is said to be congruent to  modulo +!
if +! divides !./ . This is denoted by 1023"$&%4+!3 .
2.195 Fact (properties of congruences) For all 5678!89:;<= , , the folbe a fixed polynomial in
can define congruences of polynomials in

lowing are true.
(i)
upon division by
(ii) (reflexivity)
(iii) (symmetry) If
(iv) (transitivity) If

!>0?@5"$A%>+!3 if and only if  and  leave the same remainder
+! .
!B0C!5"$A%4+!5 .
!B0*@3"$&%D+!5 , then 10E!@3"$&%D+!5 .
!1023"$&%>+!5 and 10*:;@5"$A%>+!3 , then
!F0*:;3"$&%4+!5 .
(v) If !F0/ 8 @5"$A%>+!3 and G0H 8 @3"$&%>+!3 , then !JIKG0
8LIM!8L@3"$&%>+!3 and F0C8L5!8@5"$A%>+!3 .
Let +! be a fixed polynomial in  , . The equivalence class of a polynomial B
  is the set of all polynomials in  , congruent to  modulo +! . From properties
(ii), (iii), and (iv) above, it can be seen that the relation of congruence modulo +! partitions  , into equivalence classes. If !NO , , then long division by +! yields
unique polynomials PQ7RSGT , such that ('UPQ5+!INRS , where %,V6WXRS
Y %,V6W1+! . Hence every polynomial ! is congruent modulo +! to a unique polynomial of degree less than %,V6WB+! . The polynomial RS will be used as representative of
the equivalence class of polynomials containing ! .
2.196 Definition  ,[Z\+!3 denotes the set of (equivalence classes of) polynomials in  
of degree less than ]^'2%,VWF+! . Addition and multiplication are performed modulo +! .
2.197 Fact  7Z_5+!3 is a commutative ring.
2.198 Fact If +! is irreducible over  , then  ,[Z\+!3 is a field.
2.5.5 Vector spaces

`

bdc2e<`f.Jgh`

5`9Ia

, together with a
2.199 Definition A vector space over a field is an abelian group
multiplication operation
(usually denoted by juxtaposition) such that for
all
and
, the following axioms are satisfied.
(i)
.
.
(ii)
(iii)
.
(iv)
.
The elements of are called vectors, while the elements of are called scalars. The group
operation is called vector addition, while the multiplication operation is called scalar
multiplication.

i&6jFT
kl7mOT`
iAkInmoB'Hi6koIKi6m
5i-IKjLkp'Ui6koIKjqk
5i&jLk<'Hirjqk!
s9k<'k
`
I
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v

t

u

t
w6xNy v

xDy v

2.200 Definition Let be a vector space over a field . A subspace of is an additive subgroup
of which is closed under scalar multiplication, i.e.,
for all
and
.

t

wzy^u

2.201 Fact A subspace of a vector space is also a vector space.

{^|H}Lx~9[x\A6l[xrl
{
w#y^u
{
3{B
t
v
t
{
{
u
w ~ x ~ 2w  x  H6&Hw  x  |
u

2.202 Definition Let

t
u
wS~qx~BKw;x\-6\wrxr
{
{
3{B| v
w ~ 6w  6l6w 
{
t
t

be a finite subset of a vector space over a field .
(i) A linear combination of is an expression of the form
,
.
where each
(ii) The span of , denoted
, is the set of all linear combinations of . The span of
is a subspace of .
(iii) If is a subspace of , then is said to span if
.
, not all
(iv) The set is linearly dependent over if there exist scalars
zero, such that
. If no such scalars exist, then is
linearly independent over .
(v) A linearly independent set of vectors that spans is called a basis for .

v

t

2.203 Fact Let be a vector space.
(i) If has a finite spanning set, then it has a basis.
(ii) If has a basis, then in fact all bases have the same number of elements.

t
t

t has a basis, then the number of elements in a basis is called
,Mt .
2.205 Example If u is any field, then the  -fold Cartesian product tU|Uu>un6nu is a
vector space over u of dimension  . The standard basis for t is }_~9A6lLl , where
 is a vector with a  in the q coordinate and  ’s elsewhere.

2.206 Definition Let  be an extension field of u . Then  can be viewed as a vector space
over the subfield u , where vector addition and scalar multiplication are simply the field
operations of addition and multiplication in  . The dimension of this vector space is called
the degree of  over u , and denoted by  u1 . If this degree is finite, then  is called a
finite extension of u .
2.207 Fact Let u ,  , and be fields. If is a finite extension of  and  is a finite extension
of u , then is also a finite extension of u and
 Tu1|¡ EF 2u17
2.204 Definition If a vector space
the dimension of , denoted

t

2.6 Finite fields

2.6.1 Basic properties
2.208 Definition A finite field is a field
of is the number of elements in

u

u
u

which contains a finite number of elements. The order
.
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2.209 Fact (existence and uniqueness of finite fields)
(i) If is a finite field, then contains
elements for some prime and integer
.
(ii) For every prime power order , there is a unique (up to isomorphism) finite field of
order
. This field is denoted by
, or sometimes by
.

¤

¤

&¥ ¦
¥¦
«¬;®

¥¦

¥

§©¨ª

¯a¤±°¥ ¦³²

Informally speaking, two fields are isomorphic if they are structurally the same, although the representation of their field elements may be different. Note that if is a prime
is a field, and hence every field of order is isomorphic to . Unless otherwise
then
stated, the finite field
will henceforth be identified with .

´¬

¥

«#¬

«(µ
«(µ
´¬

´¬

¶<·¥ ¦ ¥

¥

´¬

«µ ¥

2.210 Fact If
is a finite field of order
, a prime, then the characteristic of
is .
Moreover, contains a copy of
as a subfield. Hence
can be viewed as an extension
field of
of degree .

§

´¬

«#µ

«µ

¶-·/¥ ¦
¥&¸

2.211 Fact (subfields of a finite field) Let be a finite field of order
. Then every subfield
has order , for some that is a positive divisor of . Conversely, if is a positive
of
divisor of , then there is exactly one subfield of
of order ; an element
is in
the subfield
if and only if
.

«#µ

§

¥S¸

¹

« ¬;¼

º ¬ ¼ ·Uº

«(µ

§

¹

º<»<«#µ

« µ form a group under multiplication called the mul«¾µ ½
µ
2.213 Fact «¾µ ½ is a cyclic group of order ¶G¿/ª . Hence º ·2º for all º»@« µ .
2.214 Definition A generator of the cyclic group «Àµ ½ is called a primitive element or generator
of «µ .
2.215 Fact If º&ÁÂÀ»«(µ , a finite field of characteristic ¥ , then
°5º-ÃMÂ ² ¬Ä ·2º ¬Ä ÃKÂ ¬Ä for all Å¾¨ÆAÇ
2.212 Definition The non-zero elements of
tiplicative group of , denoted by .

«µ

2.6.2 The Euclidean algorithm for polynomials

´¬
´ ¬È É,Ê

¥

Let
be the finite field of order . The theory of greatest common divisors and the Euclidean algorithm for integers carries over in a straightforward manner to the polynomial
ring
(and more generally to the polynomial ring
, where is any field).

¤ È É,Ê
¤
2.216 Definition Let Ë!° É ² ÁÌ° É ² »4´ ¬È É,Ê , where not both are Æ . Then the greatest common divisor of Ë!° É ² and Ì° É ² , denoted Í_ÎÏ°Ë!° É ² ÁÌ° É ²3² , is the monic polynomial of greatest degree
in ´ ¬È É,Ê which divides both Ë° É ² and Ì° É ² . By definition, Í_Î6Ï,°3ÆAÁ9Æ ² ·*Æ .
2.217 Fact ´ ¬È É,Ê is a unique factorization domain. That is, every non-zero polynomial Ð!° É ² »
´¬ È É,Ê has a factorization
Ð!° É ² ·Hº&Ð_Ñ9° É ²ÓÒ6Ô ÐLÕ_° É ²qÒ9ÖJ×6×× ÐØS° É ²qÒÙ Á
where the ÐÚ7° É ² are distinct monic irreducible polynomials in ´¬ È É,Ê , the ÛÚ are positive integers, and ºz»n´¬ . Furthermore, the factorization is unique up to rearrangement of factors.
The following is the polynomial version of the Euclidean algorithm (cf. Algorithm 2.104).
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!Ü Ý;Þ ßAà
INPUT: two polynomials áâãä5å6æâãäGç>èéê ã,ë .
OUTPUT: the greatest common divisor of áâãä and æâãä .
ì î do the following:
1. While æâãä±íH
1.1 Set ïSâãäðTá!âãä#ñò&ó@æâãä , áâãäð/æâãä , æâãäðnïSâãä .
2. Return(á!âãä ).

2.218 Algorithm Euclidean algorithm for

èé

2.219 Definition A -operation means either an addition, subtraction, multiplication, inversion, or division in .

èé
2.220 Fact Suppose that ó,ôõJáâãä1öC÷ and óôõ1æâãä1öE÷ . Then Algorithm 2.218 has a running
time of ø±â÷NùAäJèé -operations, or equivalently, ø±â÷NùAâ3úõXûäùAä bit operations.
As with the case of the integers (cf. Algorithm 2.107), the Euclidean algorithm can be
extended so that it also yields two polynomials
and
satisfying

ü;âãä ý9âãä
ü;âãäá!âãäJþTý9âãäæâãä í õ_ÿ6ó,âá!âãä5å6æâãä3ä

2.221 Algorithm Extended Euclidean algorithm for

Ü!Ý;Þ ßAà

áâãä5å6æâãäGç>è é ê ã,ë .
â ãä í õrÿí ó,âáâãäåæâãä5ä and polynomials ü;âãä , ý9âãä çè é ê ãë which satisfy
ü6âãäáâãäJþTý9âãä5æâãä âã ä .

1. If æâãä í2î then set âãäðnáâãä , ü;âãäð , ý9âãäð î , and return( âãä , ü;âãä ,ý9âãä ).
2. Set ü âãä
ð  , ü 9âãäð î , ý ù âãäð î , ý Lâãä
ð .
ù
ì î do the following:
3. While æâãä±íH
ä /æâãä Qâãä .
3.1 Qâãäðnáâãäó Dæâãä , ï&âãäðTáâã
3.2 ü6âãäð/ü âã
ä
Qâãä
ü
âãä , ý9âãäðný âã
ù
ù ä Qâãäý 9âãä .
3.3 áâãäðMæâãä , æâãäðnï&âãä .
3.4 ü âãäðMü Lâãä , ü 9âãäðMü6âãä , ý âãäðný 9âãä , and ý âãäðný9âãä .
ù
 ù
4. Set âãäðná!âãä , ü;âãäðMü ù âãä , ý9âãäðný ù âãä .

5. Return( âãä , ü;âãä ,ý9âãä ).

INPUT: two polynomials

OUTPUT:


2.222 Fact (running time of Algorithm 2.221)
and
given by Algorithm 2.221 have small degree; that is,
(i) The polynomials


they satisfy
and
.
(ii) Suppose that
and
. Then Algorithm 2.221 has a running
time of
-operations, or equivalently,
bit operations.

ü6âãä ý9âãä
ó ôõBü;âãä 2ó,ôõBæâãä ó,ôõJý9âãä *ó,ô6õlá!âãä
óôõXá!âãäBöC÷
ó,ô6õBæâãäFöC÷
ø±â÷Dùräèé
ø±âD
÷ ùAâ3úõXûä ù_ä

áâãä í ã þKã þMã þ/ã zþKã oþKã zþ
ã ¾þTã ¾þTã þnã ¾þnãùþ
è ù ê ãë
Initialization
ü ù âãäð , üâãäð î , ý ù âãäð î , ý9âãäð .

æâãä í

2.223 Example (extended Euclidean algorithm for polynomials) The following are the steps of





  and
Algorithm 2.221 with inputs




 in
.
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Iteration 1

"#$&%'($*)+
, , #$&%'-$./)($10)-$2/)-$34)($ ,
56#$&%'+
#8$%'($*)+
,7
,
9:#$%;'($</)-$ 2 )-$=>)($?>)-$ 3 )+
, @ #$&%'A$ . )-$ 0 )($ 2 )($ 3 )+
5 #8$%'B 5CD#$&%'+
#$&%'+
CE#$%;'($*)+
,
,73
,7
.
3

,

Iteration 2

"#$&%'($*)+
, , #$&%'-$=/)($ 3 )-$*)+ ,
56#$&%'($*)+
, 7 #$&%'($ 3 ,
9:#$%;'($ . )-$ 0 )-$ 2 )($ 3 )+
, @ #8$%;'A$=/)-$ 3 )-$*)+
5 #8$%'+ 5CD#$&%'($F)G+
#$%;'($*)+
,
,73
, 7 CE#8$%'($ 3 .
3

,

Iteration 3

"#$&%'($?4)($ 3 )-$*)+
, , #$%;'($?/)-$*)+ ,
56#$&%'($H
#$&%'($=/)I$H/)($?/)-$ 3 )-$*)+
,7
,
9:#$%;'($=/)-$ 3 )-$*)+
, @ #$&%'($?/)-$*)+ ,
5 #8$%'-$F)+ 5CE#$%;'-$H
,
, 7 3 #8$%'($ 3 , 7 CE#$%;'($=/)-$H/)-$?4)($ 3 )-$*)+
3

.

Iteration 4

"#$&%'($ 3 )+
, , #8$%;'B ,
56#$&%'($ 2 )-$H4)($J)+
) $*)+
, 7 #8$%;'A$ 0 )-$ 2 )-$ 3 (
,
9:#$%;'($?/)-$*)+
#$%;'B
, @
,
5 #8$%'-$H 5CE#$%;'($ 2 )-$H/)-$*)+
,
,
3
#$%;'($=/)-$H/)-$?>)($ 3 )($J)+
) $ 3 )-$*)+
7 3
, 7 C # $&%'($ 0 )($ 2 -

Hence KMLDN

#9:#$&%PO
@

#8$%Q%R$?/)-$*)+

.

and

#$ H %89#8$%S)#$ = )-$ H )I$ ? )($ 3 )($J)+M%
@

#$%1R$ ? )($*)+MT
U

2.6.3 Arithmetic of polynomials
A commonly used representation for the elements of a finite field VXW , where ">RY[Z and Y
is a prime, is a polynomial basis representation. If \ R]+ , then V1W is just ^&_ and arithmetic
is performed modulo Y . Since these operations have already been studied in Section 2.4.2,
it is henceforth assumed that \a`cb . The representation is based on Fact 2.198.
2.224 Fact Let d #8$%/e ^ _f $ g be an irreducible polynomial of degree \ . Then ^ _f $hgjik# d #$&%Q% is
a finite field of order Y[Z . Addition and multiplication of polynomials is performed modulo
#$%
.
d
The following fact assures that all finite fields can be represented in this manner.
2.225 Fact For each \l` + , there exists a monic irreducible polynomial of degree \
Hence, every finite field has a polynomial basis representation.

over ^

_

.

An efficient algorithm for finding irreducible polynomials over finite fields is presented
in m 4.5.1. Tables 4.6 and 4.7 list some irreducible polynomials over the finite field ^ 3 .
Henceforth, the elements of the finite field V_6n will be represented by polynomials in
$ g
^_ f
of degree oc\ . If 9:#$&%PO @ #$&%4e V1_6n , then addition is the usual addition of polynomials in ^_ f $ g . The product 9#8$% @ #8$% can be formed by first multiplying 9#8$% and @ #8$% as
polynomials by the ordinary method, and then taking the remainder after polynomial division by d #$&% . Multiplicative inverses in V_ n can be computed by using the extended Euclidean algorithm for the polynomial ring ^&_ f $hg .
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2.226 Algorithm Computing multiplicative inverses in prqts
INPUT: a non-zero polynomial uv8wxy{z1| s . (The elements of the field zX| s are represented
as } |~ w v:vwxPx , where :vwxy(} |:~ w  is an irreducible polynomial of degree  over } | .)
OUTPUT: u:vwxtS/y{z | s .
1. Use the extended Euclidean algorithm for polynomials (Algorithm 2.221) to find two
polynomials 6v8wx and Evw&xy}| ~ w  such that 6vwx8uv8wx(Ev8wxP:v8wxX .
2. Return( 6vw&x ).
Exponentiation in z| s can be done efficiently by the repeated square-and-multiply algorithm (cf. Algorithm 2.143).
2.227 Algorithm Repeated square-and-multiply algorithm for exponentiation in p

qts

INPUT: uv8wxIyzX| s and an integer ]a[ whose binary representation is


[  . (The field z1| s is represented as }| ~ whjkvP:vw&xQx , where :vw&xy(}| ~ w  is an
irreducible polynomial of degree  over }| .)
OUTPUT: u:vwx¢¡£¥¤[¦F:v8wx .
1. Set 6v8wx§ . If ¥ then return( v8wx ).
2. Set ¨©v8wx;§Au:vw&x .
3. If    then set 6vw&x§(u:vwx .
4. For ª from  to  do the following:
4.1 Set ¨©vw&x§¨©vw&x8«£¥¤[¦¬:vw&x .
4.2 If   ] then set 6vw&x§¨©vw&x6vw&xX£{¤[¦{:v8wx .
5. Return( 6vw&x ).
The number of
ble 2.8.

}|

-operations for the basic operations in z1|
Number of }

Operation
Addition
Subtraction
Multiplication
Inversion
Exponentiation

u:vw&xS®vw&x

|

s

-operations

¯©v°x

u:vw&x®vw&x

¯©v°x

u:vw&x®vw&x

¯©v8±«²x

u:vw&x;r
u:vwx¢¡

, {[

is summarized in Ta-

¯©v8±«²x
¯©vQvQ³µ´x·¶kx

Table 2.8: Complexity of basic operations in p q;s .

In some applications (cf. ¸ 4.5.3), it may be preferable to use a primitive polynomial to define
a finite field.
2.228 Definition An irreducible polynomial :vw&x¹yº}| ~ w  of degree  is called a primitive
polynomial if w is a generator of z/| » s , the multiplicative group of all the non-zero elements
in z | s ]} |~ w v:vw&xQx .
2.229 Fact The irreducible polynomial :vw&x¼yG}| ~ wh of degree  is a primitive polynomial if
and only if :vwx divides w½¡¾¿ for ¥¿ÀÁ and for no smaller positive integer  .
Â
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2.230 Fact For each ÄÆÅcÇ , there exists a monic primitive polynomial of degree Ä
fact, there are precisely ÊË8Ì[Í]Î¿ÇMÏPÐtÄ such polynomials.

over ÈÉ . In

2.231 Example (the finite field Ñ&ÒÓ of order ÇkÔ ) It can be verified (Algorithm 4.69) that the polynomial Õ:ËÖ&Ï×ÖØ4Ù(Ö±ÙGÇ is irreducible over È Ò . Hence the finite field ÑÒ Ó can be represented as the set of all polynomials over Ñ Ò of degree less than Ú . That is,
Ñ&Ò Ó

Þ

×ÜÛkÝ6ÞEÖ

For convenience, the polynomial
ËPÝ6ÞMÝ Ò ÝÀßDÝà²Ï of length Ú , and
Ñ&Ò Ó

ÙÝ Ò Ö
Ý6ÞEÖ

Þ

Ò

ÙGÝ[ßjÖ*ÙGÝà¥áÀÝâ1ãIÛäMåDÇ²ækækç
Ò
ÙÝ Ò Ö
ÙÝÀß¢Ö¹ÙÝ6à is represented

by the vector

×èÛËPÝ6ÞMÝ Ò ÝÀßDÝàMÏáÀÝâXãIÛäMåDÇ²æMæç

The following are some examples of field arithmetic.
(i) Field elements are simply added componentwise: for example, ËPÇkäMÇkÇkÏrÙéËQÇkäMäkÇMÏ×
ËQäMäkÇMäkÏ .
(ii) To multiply the field elements ËQÇMÇkäkÇMÏ and ËPÇkäkäMÇkÏ , multiply them as polynomials and
then take the remainder when this product is divided by Õ:ËÖÏ :
ËÖ

Þ

Ù-Ö

Ò

ÙÇkÏrêËÖ

Þ

ÙÇMÏë×
î

Ò
Öì/Ù(Öí/Ù-Ö
ÙÇ
Ò
Þ
Ö
Ù(Ö
Ù-Ö*ÙÇïËPð¥ñ[òAÕ:Ë8ÖÏQÏç

Hence ËQÇkÇMäkÇMÏ½êËQÇMäkäkÇMÏ×ËQÇMÇkÇMÇkÏ .
(iii) The multiplicative identity of ÑÒ6Ó is ËQäMäkäkÇMÏ .
(iv) The inverse of ËPÇkäkÇMÇkÏ is ËQäkÇMäkÇMÏ . To verify this, observe that
ËÖ

Þ

Ù(Ö*ÙÇkÏrêËÖ

Ò

ÙÇMÏë×
î

Ö í Ù-Ö

Ò

Ù-Ö*ÙÇ

ÇïËPð¥ñ[òÕ:ËÖ&ÏQÏå

whence ËQÇMäkÇMÇkÏSêËQäMÇkäMÇkÏ×]ËPäkäMäkÇkÏ .
Õ:ËÖÏ is a primitive polynomial, or, equivalently, the field element ÖI×]ËPäkäkÇMäkÏ is a generator of Ñ/Ò ó Ó . This may be checked by verifying that all the non-zero elements in Ñ&Ò Ó can be
obtained as a powers of Ö . The computations are summarized in Table 2.9.
ô
A list of some primitive polynomials over finite fields of characteristic two is given in
Table 4.8.

2.7 Notes and further references
õ

2.1

õ

A classic introduction to probability theory
is the first volume of the book by Feller [392].
õ
The material on the birthday problem ( 2.1.5) is summarized from Nishimura and Sibuya
[931].
See also Girault, Cohen, and Campana [460]. The material on random mappings
õ
( 2.1.6) is summarized from the excellent article by Flajolet and Odlyzko [413].
2.2
The concept of entropy was introduced in the seminal paper of Shannon [1120]. These ideas
were then applied to develop a mathematical theory of secrecy systems by Shannon [1121].
Hellman [548] extended the Shannon theory approach to cryptography, and this work was
further generalized by Beauchemin and Brassard [80]. For an introduction to information
theory see the books by Welsh [1235] and Goldie and Pinch [464]. For more complete treatments, consult Blahut [144] and McEliece [829].
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÷ SþF÷ Sþ



÷ Sþ

Table 2.9: The powers of

 2.3
 2.4

 2.5
 2.6

÷

















vector notation

modulo

  ÷÷

.

ý þ¬÷ÿþ

Among the many introductory-level books on algorithms are those of Cormen, Leiserson,
and Rivest [282], Rawlins [1030], and Sedgewick [1105]. A recent book on complexity
theory is Papadimitriou [963]. Example 2.58 is from Graham, Knuth, and Patashnik [520,
p.441]. For an extensive list of NP-complete problems, see Garey and Johnson [441].
Two introductory-level books in number theory are Giblin [449] and Rosen [1069]. Good
number theory books at a more advanced level include Koblitz [697], Hardy and Wright
[540], Ireland and Rosen [572], and Niven and Zuckerman [932]. The most comprehensive
works on the design and analysis of algorithms, including number theoretic algorithms, are
the first two volumes of Knuth [691, 692]. Two more recent books exclusively devoted to
this subject are Bach and Shallit [70] and Cohen [263]. Facts 2.96 and 2.102 are due to
Rosser and Schoenfeld [1070]. Shallit [1108] describes and analyzes three algorithms for
computing the Jacobi symbol.
Among standard references in abstract algebra are the books by Herstein [556] and Hungerford [565].
An excellent introduction to finite fields is provided in McEliece [830]. An encyclopedic
treatment of the theory and applications of finite fields is given by Lidl and Niederreitter
[764]. Two books which discuss various methods of representing the elements of a finite
field are those of Jungnickel [646] and Menezes et al. [841].
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3.1 Introduction and overview
The security of many public-key cryptosystems relies on the apparent intractability of the
computational problems studied in this chapter. In a cryptographic setting, it is prudent to
make the assumption that the adversary is very powerful. Thus, informally speaking, a computational problem is said to be easy or tractable if it can be solved in (expected) polynomial time, at least for a non-negligible fraction of all possible inputs. In other words, if there
is an algorithm which can solve a non-negligible fraction of all instances of a problem in
polynomial time, then any cryptosystem whose security is based on that problem must be
considered insecure.
The computational problems studied in this chapter are summarized in Table 3.1. The
true computational complexities of these problems are not known. That is to say, they are
widely believed to be intractable, although no proof of this is known. Generally, the only
lower bounds known on the resources required to solve these problems are the trivial linear
bounds, which do not provide any evidence of their intractability. It is, therefore, of interest to study their relative difficulties. For this reason, various techniques of reducing one

¬



® For simplicity, the remainder of the chapter shall generally not distinguish between deterministic polynomialtime° algorithms and randomized algorithms (see ¯ 2.3.4) whose expected running time is polynomial.
More precisely, these problems are intractable if the problem parameters are carefully chosen.
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Problem
FACTORING

RSAP

QRP

SQROOT

DLP

GDLP

DHP
GDHP
SUBSET-SUM

Description
Integer factorization problem: given a positive integer , find
its prime factorization; that is, write
where
.
the are pairwise distinct primes and each
RSA problem (also known as RSA inversion): given a positive
integer that is a product of two distinct odd primes and , a
positive integer such that
, and an
integer , find an integer such that
.
Quadratic residuosity problem: given an odd composite integer and an integer having Jacobi symbol
, decide
whether or not is a quadratic residue modulo .
Square roots modulo : given a composite integer and
(the set of quadratic residues modulo ), find a square root of
modulo ; that is, an integer such that
.
Discrete logarithm problem: given a prime , a generator of
, and an element
, find the integer ,
,
such that
.
Generalized discrete logarithm problem: given a finite cyclic
group of order , a generator of , and an element
,
find the integer ,
, such that
.
Diffie-Hellman problem: given a prime , a generator of ,
and elements
and
, find
.
Generalized Diffie-Hellman problem: given a finite cyclic group
, a generator of , and group elements
and , find
.
Subset sum problem: given a set of positive integers
and a positive integer , determine whether or
not there is a subset of the that sums to .

±
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ÎVâ
á

Table 3.1: Some computational problems of cryptographic relevance.

computational problem to another have been devised and studied in the literature. These reductions provide a means for converting any algorithm that solves the second problem into
an algorithm for solving the first problem. The following intuitive notion of reducibility
(cf. 2.3.3) is used in this chapter.

ã

ä
äDÚ?æå

å

ä

3.1 Definition Let and be two computational problems. is said to polytime reduce to
, written
, if there is an algorithm that solves which uses, as a subroutine, a
hypothetical algorithm for solving , and which runs in polynomial time if the algorithm
for does.

å

å

ä

å

ç

ä

å

å

ä

Informally speaking, if polytime reduces to , then is at least as difficult as ;
equivalently, is no harder than . Consequently, if is a well-studied computational
problem that is widely believed to be intractable, then proving that
provides strong
evidence of the intractability of problem .

ä

å

ä

äxÚ?æ~å

å

ä

å

ä|Ú æ å
ä Ë æ å .

3.2 Definition Let and be two computational problems. If
and are said to be computationally equivalent, written

ä

å

è In the literature, the hypothetical polynomial-time subroutine for é

and

åÚ æ ä

, then

is sometimes called an oracle for
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ìDí?îï

Informally speaking, if
tractable, as the case may be.

then

ì

and

ï

are either both tractable or both in-

Chapter outline
The remainder of the chapter is organized as follows. Algorithms for the integer factorization problem are studied in 3.2. Two problems related to factoring, the RSA problem and
the quadratic residuosity problem, are briefly considered in 3.3 and 3.4. Efficient algorithms for computing square roots in , a prime, are presented in 3.5, and the equivalence of the problems of finding square roots modulo a composite integer and factoring
is established. Algorithms for the discrete logarithm problem are studied in 3.6, and
the related Diffie-Hellman problem is briefly considered in 3.7. The relation between the
problems of factoring a composite integer and computing discrete logarithms in (cyclic
subgroups of) the group
is investigated in 3.8. The tasks of finding partial solutions
to the discrete logarithm problem, the RSA problem, and the problem of computing square
roots modulo a composite integer are the topics of 3.9. The -lattice basis reduction
algorithm is presented in 3.10, along with algorithms for the subset sum problem and for
simultaneous diophantine approximation. Berlekamp’s -matrix algorithm for factoring
polynomials is presented in 3.11. Finally, 3.12 provides references and further chapter
notes.
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3.2 The integer factorization problem
The security of many cryptographic techniques depends upon the intractability of the integer factorization problem. A partial list of such protocols includes the RSA public-key
encryption scheme ( 8.2), the RSA signature scheme ( 11.3.1), and the Rabin public-key
encryption scheme ( 8.3). This section summarizes the current knowledge on algorithms
for the integer factorization problem.
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3.3 Definition The integer factorization problem (FACTORING) is the following: given a
positive integer , find its prime factorization; that is, write
where the
are pairwise distinct primes and each
.

ô

ó



3.4 Remark (primality testing vs. factoring) The problem of deciding whether an integer is
composite or prime seems to be, in general, much easier than the factoring problem. Hence,
before attempting to factor an integer, the integer should be tested to make sure that it is
indeed composite. Primality tests are a main topic of Chapter 4.



 

  



ô

3.5 Remark (splitting vs. factoring) A non-trivial factorization of is a factorization of the
where
and
; and are said to be non-trivial factors
form
of . Here and are not necessarily prime. To solve the integer factorization problem, it
suffices to study algorithms that split , that is, find a non-trivial factorization
. Once
found, the factors and can be tested for primality. The algorithm for splitting integers can
then be recursively applied to and/or , if either is found to be composite. In this manner,
the prime factorization of can be obtained.

ô

ôú



ô

ô



ô

ôú



3.6 Note (testing for perfect powers) If ô  , it can be efficiently checked as follows whether
 ,   . For each prime
or not ô is a perfect power, i.e., ô-ú for some integers 
ô
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  , an integer approximation ! of #"%$& is computed. This can be done by performing
a binary search for ! satisfying (' ! & in the interval ) *,+* - . /10 $&32546"87 . The entire procedure
takes 9;:3: =<>@?1@A#A6@? bit operations. For the remainder of this section, it will always



be assumed that is not a perfect power. It follows that if is composite, then has at least
two distinct prime factors.



Some factoring algorithms are tailored to perform better when the integer being factored is of a special form; these are called special-purpose factoring algorithms. The running times of such algorithms typically depend on certain properties of the factors of . Examples of special-purpose factoring algorithms include trial division ( 3.2.1), Pollard’s rho
algorithm ( 3.2.2), Pollard’s
algorithm ( 3.2.3), the elliptic curve algorithm ( 3.2.4),
and the special number field sieve ( 3.2.7). In contrast, the running times of the so-called
general-purpose factoring algorithms depend solely on the size of . Examples of generalpurpose factoring algorithms include the quadratic sieve ( 3.2.6) and the general number
field sieve ( 3.2.7).
Whenever applicable, special-purpose algorithms should be employed as they will generally be more efficient. A reasonable overall strategy is to attempt to find small factors
first, capitalize on any particular special forms an integer may have, and then, if all else
fails, bring out the general-purpose algorithms. As an example of a general strategy, one
might consider the following.
1. Apply trial division by small primes less than some bound .
2. Next, apply Pollard’s rho algorithm, hoping to find any small prime factors smaller
than some bound , where
.
3. Apply the elliptic curve factoring algorithm, hoping to find any small factors smaller
.
than some bound , where
4. Finally, apply one of the more powerful general-purpose algorithms (quadratic sieve
or general number field sieve).

;CED

B

B

B

B

FHG
F<

3.2.1 Trial division

F"

FHGJIKF "
F < IKFHG


Once it is established that an integer is composite, before expending vast amounts of time
with more powerful techniques, the first thing that should be attempted is trial division by
all “small” primes. Here, “small” is determined as a function of the size of . As an extreme
case, trial division can be attempted by all primes up to
. If this is done, trial division
will completely factor but the procedure will take roughly
divisions in the worst case
when is a product of two primes of the same size. In general, if the factors found at each
stage are tested for primality, then trial division to factor completely takes
divisions, where is the second-largest prime factor of .
Fact 3.7 indicates that if trial division is used to factor a randomly chosen large integer
, then the algorithm can be expected to find some small factors of relatively quickly, and
expend a large amount of time to find the second largest prime factor of .
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3.7 Fact Let be chosen uniformly at random from the interval
.
(i) If
, then the probability that the largest prime factor of is
is
approximately
. Thus, for example, the probability that has a prime factor
is
.
is about .
(ii) The probability that the second-largest prime factor of is
(iii) The expected total number of prime factors of is
. (If
, the
total number of prime factors of is
.)
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3.2.2 Pollard’s rho factoring algorithm
Pollard’s rho algorithm is a special-purpose factoring algorithm for finding small factors of
a composite integer.
Let
be a random function, where is a finite set of cardinality . Let
be a random element of , and consider the sequence
defined by
for
. Since is finite, the sequence must eventually cycle, and consists of a
tail of expected length
followed by an endlessly repeating cycle of expected length
(see Fact 2.37). A problem that arises in some cryptanalytic tasks, including integer
factorization (Algorithm 3.9) and the discrete logarithm problem (Algorithm 3.60), is of
finding distinct indices and such that
(a collision is then said to have occurred).
An obvious method for finding a collision is to compute and store for
and look for duplicates. The expected number of inputs that must be tried before a duplicate
is detected is
(Fact 2.27). This method requires
memory and
time,
assuming the are stored in a hash table so that new entries can be added in constant time.

zc{ q rtsvu>wxs s
qU zU  
s
> yVe
>yVe
 

z  >yV

s zc{|Hz~}5|Hz^|

z>Wz>

; y 

Uz y % }

z>   |5,|,|
; y 

3.8 Note (Floyd’s cycle-finding algorithm) The large storage requirements in the above technique for finding a collision can be eliminated by using Floyd’s cycle-finding algorithm.
In this method, one starts with the pair
, and iteratively computes
from
the previous pair
, until
for some . If the tail of the sequence
has length and the cycle has length , then the first time that
is when
. Note that
, and consequently the expected running time of
this method is
.

z}|Hzc^
 z>3|OzclO
z U8 }|Hz8^ zU vzcl
 z>z



@ h¡ l ¢   £¥¤ 
;¦ y
Now, let § be a prime factor of a composite integer y . Pollard’s rho algorithm for factoring y attempts to find duplicates
of integers zc{|Hz~}5|Hz^| defined by
zc{¨ , zU% }© qU z>Otz  ª¬«¨in® §theforsequence
¯ . Floyd’s cycle-finding algorithm is utilized to find zU and z such that z>°¦zcl  «±® §  . Since § divides y but is unknown,
this is done by computing the terms zU modulo y and testing if ²,³ ®  zU u z¨| y ¨´ .
If also ²e³ ®  z> u zcl[| y  £vy , then a non-trivial factor of y is obtained. (The situation
²e³ ®  zU u zµ| y ~ y occurs with negligible probability.)

3.9 Algorithm Pollard’s rho algorithm for factoring integers

y

¶ y


·j¸ ^|5¹,¸ |

·¸º·  »® ¼«±® | y  ¹¸¹  º;«±® y ¹¸W¹  º¬«±® y
 £ ¶J£W¶ y ²,³ g·©uº¹ ¶y
¶ y
3.10 Example (Pollard’s rho algorithm for finding a non-trivial factor of y ½e¾,¾e½,¾e¿ ) The
following table lists the values of variables · , ¹ , and ¶ at the end of each iteration of step 2
INPUT: a composite integer that is not a prime power.
OUTPUT: a non-trivial factor of .
,
.
1. Set
2. For
do the following:
2.1 Compute
,
,
.
2.2 Compute
.
2.3 If
then return( ) and terminate with success.
2.4 If
then terminate the algorithm with failure (see Note 3.12).

of Algorithm 3.9.
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À
Á
Â
Ã
ÄÆÅ Ç
ÄÅ ÄÈÆÉÇ Ç
ÅÉÆÉ ÇÆÉÊÆÅÈÆÃ Ç
ÄÆÈÉÆÇ ÇÆÃÃÆÄÅÆË Ç
ÌÆÌÍÆÈË ÌjÇÅÆÄÃÆË Ç
ÇÆÉÊÆÅÆÈÃ ÌÍÆÅÆÉË Ç
ÇÆÄÇÆÅÆÍOÌ ÇÆÅOÌÆÌËÆÍ Ç
ÇÆÃÃÆÄÆÅË ÄÌÉÆÊOÌÆÌ Ç
ÌÆÌÃÆÅÉ ÅÈÆÍÌÍ ÉOÌjÍ
Ø
Hence two non-trivial factors of ÎeÏ,ÏeÎeÏ,Ð are Ñ,ÎeÒ and Î,ÏeÏ,ÎeÏeÐ^ÓÔÑ,ÎeÒhÕ Ö,×eÒ .
3.11 Fact Assuming that the function ÙUÚÜÛÞÝhÕÛcß¼à×¼á±âã¼ä behaves like a random function,
the expected time for Pollard’s rho algorithm to find a factor ä of å is æ;Úç äcÝ modular multiplications. This implies that the expected time to find a non-trivial factor of å is æ;ÚÜå#èêé3ë^Ý
modular multiplications.

Ù
ÙUÚÜÛÞÝJÕÛcß¬àKî

3.12 Note (options upon termination with failure) If Pollard’s rho algorithm terminates with
failure, one option is to try again with a different polynomial having integer coefficients
. For example, the polynomial
may be used as
instead of
long as
.

UÙ ÚìÛíÝ¬ÕÛß¬à ×
î[ÕKï ð,ñò¼ó

ô õ÷ö factoring algorithm
Pollard’s ä#òø× factoring algorithm is a special-purpose factoring algorithm that can be used
to efficiently find any prime factors ä of a composite integer å for which äNòª× is smooth
(see Definition 3.13) with respect to some relatively small bound ù .
3.13 Definition Let ù be a positive integer. An integer å is said to be ù -smooth, or smooth
with respect to a bound ù , if all its prime factors are úù .
The idea behind Pollard’s äûò× algorithm is the following. Let ù be a smoothness
bound. Let ü be the least common multiple
of all powers of primes úù that are úå . If
ý5þ úå , then ÿ  ý ú å , and so ÿU
ú   . Thus
ü Õ ý   é   ñ

where the product is over all distinct primes ý úù . If ä is a prime factor of å such that äò¨×
× `ü , and consequently for any  satisfying ã1Ú ^ñOäcÝ~Õ× , Fermat’s
is ù -smooth, then ä[ò(
Õ "ã #Ú ºò×,ñOå@Ý , then
theorem (Fact 2.127) implies that   × Úá±âã¨äcÝ . Hence if !û
ä ! . It is possible that !JÕå , in which case the algorithm fails; however, this is unlikely to
occur if å has at least two large distinct prime factors.

3.2.3 Pollard’s

$
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3.14 Algorithm Pollard’s &('*) algorithm for factoring integers
INPUT: a composite integer + that is not a prime power.
OUTPUT: a non-trivial factor , of + .
1. Select a smoothness bound - .
2. Select a random integer . , /10.203+5476 , and compute ,98;:"<>=@?#.AB+DC . If ,*EF/
then return( , ).
3. For each prime GH0- do the following:
O
3.1 Compute I 8JK L M .
KL N

3.2 Compute .PQ. NSRUTWV =H+ (using Algorithm 2.143).
4. Compute ,X8Y:"<>=?#.Z4[6\AB+DC .
5. If ,]86 or ,]8[+ , then terminate the algorithm with failure. Otherwise, return( , ).
3.15 Example (Pollard’s ^_4[6 algorithm for finding a non-trivial factor of +`836"ab"cd"e"fg )
1. Select the smoothness bound -h8Y6a .
2. Select the integer .]8Yi and compute :<S=@?#iAB+DCj836 .
3. The following table lists the intermediate values of the variables G , I , and . after each
iteration of step 3 in Algorithm 3.14:
k
l
m
n

npo
r
s
w

)>)
r

)

w
)
)

q

)s
) u
t
v
v
s
s

nn>qrnoo
r
q
) s>ss>tt
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)) uv v)
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ss s>uv

4. Compute ,X8Y:"<>=?pee"c"eb"fx4[6\AB+DCy83e"/"d6 .
5. Two non-trivial factors of + are ^z8e"/d"6 and G(8Q+|{}^~8if"bg (these factors are in
fact prime).
Notice that ^X46X8Ye"/d"bH8Y/>i]e6"6 , and G|46X83i"f"bf8Y/ ifb"6 . That
is, ^_46 is 6a -smooth, while G46 is not 6"a -smooth.

3.16 Fact Let + be an integer having a prime factor ^ such that ^476 is - -smooth. The running time of Pollard’s ^_46 algorithm for finding the factor ^ is Z?#-y+|{j-C modular
multiplications.
3.17 Note (improvements) The smoothness bound - in Algorithm 3.14 is selected based on the
amount of time one is willing to spend on Pollard’s ^~46 algorithm before moving on to
more general techniques. In practice, - may be between 6bS and 6"b> . If the algorithm
terminates with ,86 , then one might try searching over prime numbers G>SASGp\A>SS A>G#
larger than - by first computing .@PQ. NTV =H+ for 60 ~0I , and then computing ,28
:"<S=@?.z4h6A+DC . Another variant is to start with a large bound - , and repeatedly execute
step 3 for a few primes G followed by the gcd computation in step 4. There are numerous
other practical improvements of the algorithm (see page 125).
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3.2.4 Elliptic curve factoring
The details of the elliptic curve factoring algorithm are beyond the scope of this book; nevertheless, a rough outline follows. The success of Pollard’s x9 algorithm hinges on 9
being smooth for some prime divisor  of ; if no such  exists, then the algorithm fails.
Observe that ][ is the order of the group ¡£¤ ¢ . The elliptic curve factoring algorithm is a
generalization of Pollard’s Q algorithm in the sense that the group ¡£¤ ¢ is replaced by a
random elliptic curve group over ¡ ¤ . The order of such a group is roughly uniformly distributed in the interval ¥ §¦~W¨ª© «B§¦~¬¦~¨© ® . If the order of the group chosen is smooth
with respect to some pre-selected bound, the elliptic curve algorithm will, with high probability, find a non-trivial factor of . If the group order is not smooth, then the algorithm
will likely fail, but can be repeated with a different choice of elliptic curve group.
The elliptic curve algorithm has an expected running time of ¯ ¤ ¥±² ° « © ¨}® (see Example 2.61 for definition of ¯ ¤ ) to find a factor  of . Since this running time depends on
the size of the prime factors of , the algorithm tends to find small such factors first. The
elliptic curve algorithm is, therefore, classified as a special-purpose factoring algorithm. It
is currently the algorithm of choice for finding ³ -decimal digit prime factors, for ³x´µ"¶ , of
very large composite integers.
In the hardest case, when is a product of two primes of roughly the same size, the
expected running time of the elliptic curve algorithm is ¯§·j¥¸² ° «¹¹® , which is the same as that
of the quadratic sieve ( º 3.2.6). However, the elliptic curve algorithm is not as efficient as
the quadratic sieve in practice for such integers.

3.2.5 Random square factoring methods
The basic idea behind the random
of methods
Suppose »
²½ square
²¾p¿family
ÀÁ
½ÆÅ is ¾pthe
¿Àfollowing.
Á
¼
»
¼
DÂ
Ä
»
Ã
¼
DÂ
and
are
integers
such
that
but
.
Then
²
²XÇY¾
¾
¾
¾
Á¾ divides
» ¼
»|¼ Â »j¦¼ Â but does not divide either »|¼ Â or »j¦(¼ Â . Hence, È"É »|x¼ «DÂ
must be a non-trivial factor of . This result is summarized next.
3.18 Fact Let » , ¼ , and be integers. If »
¼ «DÂ is a non-trivial factor of .

² ½
¼

²

¾#¿WÀÁ

½YÅ
DÂ but »7Ã
¼

¾#¿WÀÁ

DÂ , then ÈÉ

Á¾

»D

²½

The
square methods attempt to find integers » and ¼ at random so that » ½YÅ ¼
¾p¿Àrandom
Á
DÂ
¼
.
Then,
as shown
in Fact 3.19, with probability at least ² ° it is the case that »ÊÃ
¾p¿ÀÁ
Á@¾
DÂ , whence ÈÉ » 1¼U«DÂ will yield a non-trivial factor of .

²

3.19 Fact Let be an odd composite
integer
²h½
²¾p¿ÀÁ that is divisible by Ë distinct odd primes. If Ì Í
¡ · ¢ , then theÇ congruence
»
Ì
DÂ has exactly ¨Î solutions modulo , two of
Ç
which are »
Ì and »
ZÌ .
Ç3Ï"Ð

3.20 ExampleÇ Let
Ï . Then
Ï"Ï there are four solutions to the congruence »
namely »
¨ ,"
 ¨ , ¨ , and .

²]½
µ

¾#¿WÀÁ9Ï"Ð
Ñ

Â,

A common strategy
² ½ employed
² ¾p¿ÀÁ by the random square algorithms for finding » and ¼ at
random
satisfying
»
¼
DÂ is the following. A set consisting of the first ³ primes
Ò ÇhÓ
² «>ÔSÔSÔ «ÕÖ is chosen; Ò is called the factor base. Proceed to find pairs of integers

B
«

¾
°
Ì×p«>Øp×BÂ satisfying
² ½
¾#¿À\Á
Ø ×
DÂ ; and
(i) Ì ×
Ù
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(ii) ÛpÜyÝ
Þß}àUáâ@ßã}äæå , çÜ ßHèÊé ; that is, ÛpÜ is â -smooth.
Þ
Next find a subset of the ÛpÜ ’s whose product is a perfect square. Knowing the factorizations of the ÛpÜ ’s, this is possible by selecting a subset of the ÛpÜ ’s such that the power of
each prime â ß appearing in their product is even. For this purpose, only the parity of the
non-negative integer exponents ç Ü ß needs to be considered.
Thus, to simplify matters, for
ò
áSî ë Üðï îSñ>ñSñ î ë Ü with the integer exponent vector
ë
3
Ý
í
ì
ë
each ê , associate the
binary
vector
Ü
Ü
ò
ò
Þ
ì#ç Ü áSî ç Üóï î>ñSñSñ î ç Ü such that ë Ü ß Ýôç Ü ßõö÷ø . If ù|úÊû pairs ì#ü Ü î Û Ü are obtained, then the
Þ
á must be linearly dependent over þ ï . That is, there
ù -dimensional vectors ë á>î ë ï îSñ>ñSñSî ë
ÞBý îSøî>ñSñSñ î
û
ùúû such that Ü
ë Ü Ý é over þ ï , and
must exist a non-empty subset ÿ
Û Ü is a perfect square. The set ÿ can be found using ordinary linear algebra over
hence Ü
ï
þUï . Clearly, Ü
ü Ü is also a perfect square. Thus settingò 7Ý
üÜ and to be the
Ü
ò
ï
ï õö÷
integer square root of Ü
ÛpÜ yields a pairò of integers ì î
satisfying
ì
.
ò
î
If this pair also satisfies
, then ÷ ì
yields a non-trivial factor
ì õWò ö÷
of . Otherwise, some of the ì#üÜ î ÛpÜ pairs may be replaced by some new such pairs, and
the process is repeated. In practice, there will be several dependencies among
the vectors
ò
á , and with high probability at least one will yield an ì î
pair
satisfying
ë á î ë ï îSñ>ñSñ î ë
ò
ò
ÞBý
; hence, this last step of generating new ìüÜ î ÛpÜ pairs does not usually
ì õö\÷
occur.
This description of the random square methods is incomplete for two reasons. Firstly,
the optimal choice of ù , the size of the factor base, is not specified; thisò is addressed in
Note 3.24. Secondly, a method for efficiently generating the pairs ì#ü Ü î Û Ü is not specified.
Several techniques have been proposed. In the simplest of these, called Dixon’s algorithm,
ï
ü Ü is chosen at random, and Û Ü Ýôü Ü õö÷
is computed. Next, trial division by elements
in the factor base is used to test whether ÛpÜ is â -smooth. If not, then another integer üÜ is
Þ
chosen at random, and the procedure is repeated.
The more efficient techniques strategically select an üÜ such that ÛpÜ is relatively small.
Since the proportion of â -smooth integers in the interval ø\î
becomes larger as deÞ
creases, the probability of such Û#Ü being â -smooth is higher. The most efficient of such
Þ
techniques is the quadratic sieve algorithm, which is described next.

 


 






  





  

 
  









! #"

3.2.6 Quadratic sieve factoring



ò
$
Ý%'& )( , and consider the polynomial *ì Ý
+$  
*ì ò Ý, ï ú ø $-ú+$ ï  /. ï ú ø $0 î
(3.1)
which is small (relativeò to  ) if is small in absolute value.
ò ï The quadratic sieve algorithm
Û
Ý

ì
[ú
1
$
  is â -smooth. Noteò that
selects ü Ü Ý ò ì [ú1$
and tests
whether
Ü
ò
ï
ï3
õö÷ . Note also that if a prime â divides Û Ü Þ then ì ú2$ ï3 
ü Ü Ýªì 9ú2
$
Û
ì
Ü
ò
ì õö÷ â , and hence  is a quadratic residue modulo â . Thus the factor base need only
contain those primes â for which the Legendre symbol 45 is û (Definition 2.145). Furthermore, since ÛpÜ may be negative, H
 û is included in the factor base. The steps of the quadratic

Supposeò an integer is to be factored. Let
ï
. Note that
ì ú

sieve algorithm are summarized in Algorithm 3.21.
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3.21 Algorithm Quadratic sieve algorithm for factoring integers

6
7 6
819;:=<?>=@<A@CBDBCB)@E<GFIH
<?>J9;K L <GM N+OQP
R NSKTLVUWX
<
6
<
Y9Z'[ 6)\ RIacb b
]_^`L
@Dd U e
f@hg L@Cg Pi@DBCBDB
jDkTL
jmln]oR ^`L R A
dp9rq esUt9 e ^3Y2U K6
8
d <GF
acb k R e^nYe U d b kzd { b 9
dR b b<F b dJ9 b FM=u)> b<GMv=wyx
{ >D@{ A@DBCBDB)@{ FIU
{ M|9r} M~3P LJlnNl]
jkjs^`L
:cLi@P@CBDBCB@]^rLiH
b   { b 9f  A
e9 b  acb ~3 6 R b  b
N LSlnNF ln]
M9
} M UP
G
<


x
3
~



6
7. Compute 9
.
R M=u)> M
8. If erg b~6tU , then find another non-empty subset :cLi@P@CBDBCB@]i^0LiH such
b  { 9f , and goRItoa b stepb 5. (In the unlikely case such a subset  does not
that
@Dd U pairs with new pairs (step 3), and go to step 4.)
exist, replace a few of the
R
9. Compute 79rVC e0K)@E6tU and return( 7 ).

INPUT: a composite integer that is not a prime power.
OUTPUT: a non-trivial factor of .
, where
and (
) is the
1. Select the factor base
prime for which is a quadratic residue modulo .
2. Compute
.
pairs
. The values are chosen in the order
.)
3. (Collect
Set
. While
do the following:
3.1 Compute
, and test using trial division (cf. Note 3.23)
by elements in whether is -smooth. If not, pick a new and repeat step 3.1.
3.2 If is -smooth, say
, then set
,
, and
, where
for
.
3.3
.
4. Use linear algebra over
to find a non-empty subset
such
.
that
.
5. Compute
6. For each ,
, compute
.

629rPVVVL )
]£9Q ¤ LL , L¤ and LV

3.22 Example (quadratic sieve algorithm for finding a non-trivial factor of
1. Select the factor base
of size
.( ,
omitted from since
for these primes.)

8`9:K L@DP@¡i@¢i@LV¡i@P¡iH
are
8
¥¦ 9K L
2. Compute Y9Z [ PVVL=\9LV¢¤ .
R
3. Following is the data collected for the first ]p^L values of e for which q e_U is P¡ smooth. §
¨ ©iª«¨¬
©ª«¨¬ ®°¯
±V¯
² ³ ´¶µC²h· factorization
´¶·h¸ ¹hµt¹hof²Cµ ²hºh» ªª ² ¼I² ¼½² ¼I³ ¼½² ¼I³ ¬¬
· ² µ
µ
²hºh¾ ª ³ ¼I³ ¼½² ¼I³ ¼½³ ¼I³ ¬
µ ´¶² ´¶¿C·hº
´¶ºDÀ
²hºh¿ ª ² ¼I³ ¼½³ ¼I³ ¼½³ ¼I³ ¬
Á · µC·h³
·hÂs¹Cº
²hºhÃ ³ ¼I³ ¼½³ ¼I² ¼½³ ¼I³
º ´¶· ´¶ÃCµh¿
´¶· ¸ ¹DµhÄ_¹C²hµ ²hºhº ªª ² ¼I² ¼½³ ¼I³ ¼½² ¼I³ ¬¬
¿ Á ÃC¿h³
·hÂs¹CµÅ¹Dº
²h¿h² ª ³ ¼I³ ¼½² ¼I² ¼½³ ¼I³ ¬
» ´¶¿ ´¶·h²C¿h³
´¶· À ¹hµ ¸ ¹Cº ²hºh² ² ¼I³ ¼½² ¼I² ¼½³ ¼I³
4. By inspection, {Æ>?^0{At^{ÇJ9rf . (In the notation of Algorithm 3.21, È9È:L@DP@¢H .)
RIa > a A a Ç~3£6tUÉ9¡V .
5. Compute e9
6. Compute  > 9rL ,  A 9¡ ,  Ê9P ,  Ë9f ,  Ç 9L ,  Ì9rf .
ÊÍ ¡ A R Í L¡£~ 69rPVfVP¢ .
7. Compute 9K P
8. Since ¡VrK PVfVP¢ ~36tU , another linear dependency must be found.
9. By inspection, {Ê^+{Ì^+{ÆÎp9rf ; thus È9È:¡@D@¤H .
RIa Ê a Ì a Î ~3£6tUÉ9P¡VfV¢ .
10. Compute e9
11. Compute  > 9rL ,  A 9¢ ,  Ê9P ,  Ë9¡ ,  Ç 9f ,  Ì9rf .
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ÑÒÓÔ CÕ Ö× ØDÙ × ÚDÛÜ3ÝÞ ßtàÉÒráØVâVÕÕ
ÕVØVãäVÚæå ç áVØ âVÕÕÓèÜ3ÝÞßtà
éêDÞ°ÓëÅÔ¶Ñ)ìEßtàtÒréVêCÞ°ÓèâãVíVØiìÕãVâVîáVà)Ò
Vá äâ
ÕVãâVîá áVäâ and ÕÕVâ .
ï

12. Compute
.
13. Now,
, so compute
. Hence, two non-trivial factors of
are

ð

3.23 Note (sieving) Instead of testing smoothness by trial division in step 3.1 of Algorithm 3.21,
a more efficient technique known as sieving is employed in practice. Observe first that if
is an odd prime in the factor base and divides
, then also divides
for every
integer . Thus by solving the equation
for (for example, using the
algorithms in 3.5.1), one knows either one or two (depending on the number of solutions
to the quadratic equation) entire sequences of other values for which divides
.
The sieving process is the following. An array
indexed by ,
, is
created and the
entry is initialized to  
be the solutions to
  . Let  ,
, where is an odd prime in the factor base. Then the value   is subtracted
from those entries
in the array for which
and
.
 or
This is repeated for each odd prime in the factor base. (The case of
and prime
with
powers can be handled in a similar manner.) After the sieving, the array entries
values near are most likely to be -smooth (roundoff errors must be taken into account),
and this can be verified by factoring
by trial division.

ó

ð

õ

ñ Ó ë_à ð
ñ Óësà æ äÓèÜ3ÝÞðà ë
Ñ
ö÷Dø
ë
é ñ Ó ë_à ë ë Ù
ë æ ë ë Ù ÓIÜÝÞðÆà
ð

ëþ ÿ

ÓèÜ3ÝÞðÆà

ð

ö÷ ë°ø

ä

ð

ñ Ó ësà

ð

ñ Óëòôóyðà

ñ Ó Ñà
Ô£ùûúüëýúù æ
ñ Óësà ä
éð
Ô£ù úýë2ú1ù
ðrÒ Õ
ö÷ ë#ø

3.24 Note (running time of the quadratic sieve) To optimize the running time of the quadratic
sieve, the size of the factor base should be judiciously chosen. The optimal selection of
 

(see Example 2.61) is derived from knowledge concerning the distribution
of smooth integers close to  . With this choice, Algorithm 3.21 with sieving (Note 3.23)
 
has an expected running time of
, independent of the size of the factors of .

÷Ù ì Ù ø

ß

÷ Ù ìáø

ß
3.25 Note (multiple polynomial variant) In order to collect a sufficient number of Ó Iì Eà pairs,
the sieving interval must be quite large. From equation (3.1) it can be seen that ñ Óësà increases linearly with ë , and consequently the probability of smoothness decreases. To
overcome this problem, a variant (the multiple polynomial quadratic sieve) was proposed
whereby many appropriately-chosen quadratic polynomials can be used instead of just ñ Ó ë_à ,
each polynomial being sieved over an interval of much smaller length. This variant also has
÷ Ù ìá=ø , and is the method of choice in practice.
an expected running time of
 




 

 



3.26 Note (parallelizing the quadratic sieve) The multiple polynomial variant of the quadratic
sieve is well suited for parallelization. Each node of a parallel computer, or each computer
in a network of computers, simply sieves through different collections of polynomials. Any
  pair found is reported to a central processor. Once sufficient pairs have been collected, the corresponding system of linear equations is solved on a single (possibly parallel)
computer.

Ó èì Eà
õ

3.27 Note (quadratic sieve vs. elliptic curve factoring) The elliptic curve factoring algorithm
( 3.2.4) has the same expected (asymptotic) running time as the quadratic sieve factoring
algorithm in the special case when is the product of two primes of equal size. However,
for such numbers, the quadratic sieve is superior in practice because the main steps in the
algorithm are single precision operations, compared to the much more computationally intensive multi-precision elliptic curve operations required in the elliptic curve algorithm.


ß

This does not take into account the different !#"%$ terms in the two expressions &' (*,
) + "- .
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3.2.7 Number field sieve factoring
For several years it was believed by some people that a running time of ./10346
2 58789 was, in
fact, the best achievable by any integer factorization algorithm. This barrier was broken in
1990 with the discovery of the number field sieve. Like the quadratic sieve, the number field
sieve is an algorithm in the random
square
family of methods
( : 3.2.5).
That is, it attempts
4>=
4@?ACB DFEHG
=LK
?ACB DMEHG
to find integers ; and < such that ;
and ;JI
. To achieve this
<
<
goal, two factor bases are used, one consisting of all prime numbers less than some bound,
and the other consisting of all prime ideals of norm less than some bound in the ring of
integers of a suitably-chosen algebraic number field. The details of the algorithm are quite
complicated, and are beyond the scope of this book.
A special
version of the algorithm
(the
special number field sieve) applies to integers
EONJPRQTSOU
P
U
V V , and has an expected running time of . / 0 W 2 5XY9 ,
for
small
and
of the form
Wba
NZ?[R\ ],^_G
\_f
7_ced
where X
.
2`
The general version of the algorithm, sometimes called the general number
field sieve,
NZ?f_h_],^_G
W a
. / 0 Wg
applies
to
all
integers
and
has
an
expected
running
time
of
2 5X9 , where X
2`
^R\R[
7_c
. This is, asymptotically, the fastest algorithm known for integer factorization. The
primary reason why the running time of the number field sieve is smaller than that of the
quadratic sieve is that the candidate smooth numbers in the former are much smaller than
those in the latter.
The general number field sieve was at first believed to be slower than the quadratic
sieve for factoring integers having fewer than 150 decimal digits. However, experiments
in 1994–1996 have indicated that the general number field sieve is substantially faster than
the quadratic sieve even for numbers in the 115 digit range. This implies that the crossover
point between the effectiveness of the quadratic sieve vs. the general number field sieve
may be 110–120 digits. For this reason, the general number field sieve is considered the
current champion of all general-purpose factoring algorithms.

3.3 The RSA problem
The intractability of the RSA problem forms the basis for the security of the RSA public-key
encryption scheme ( : 8.2) and the RSA signature scheme ( : 11.3.1).
3.28 Definition The RSA problem (RSAP) is the following: given a positive integer
Dn?
?
k such that lRm
k 5 i
product
of two distinct odd primes i and j , a positive integer
Q =
GG1N
?ACB DMEHG
7
7 , and an integer X , find an integer o
X
such that o
.
E

E
S

that
is a
G? S
7

j

In other words, the RSA problem is that of finding kEprq roots modulo a composite integer
. The conditions
imposed on the problem parameters and k EO
ensure
that for each integer
ExS
S
Qx=
Xtsvu,w_57_5ccc65
7 y there is exactly one o
szu,w_587 5ccc65
7 y such that o
X
Q ACB DE
?ACB DMEHG
S
?
GTN
~ / defined as { o
o
. Equivalently, the function {}|~ /
is a
permutation.
S

7 is even, it follows that k is odd. In
3.29 Remark (SQROOT
vs. RSA problems) Since i
N\
particular, kI
, and hence the SQROOT problem (Definition 3.43) is not a special case
of the RSA problem.
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As is shown in  8.2.2(i), if the factors of  are known then the RSA problem can be
easily solved. This fact is stated next.
3.30 Fact RSAP  FACTORING. That is, the RSA problem polytime reduces to the integer
factorization problem.
It is widely believed that the RSA and the integer factorization problems are computationally equivalent, although no proof of this is known.

3.4 The quadratic residuosity problem
The security of the Goldwasser-Micali probabilistic public-key encryption scheme (  8.7)
and the Blum-Blum-Shub pseudorandom bit generator (  5.5.2) are both based on the apparent intractability of the quadratic residuosity problem.
Recall from  2.4.5 that if  is an odd integer, then R is the set of all O 
having Jacobi symbol 1. Recall also that T is the set of quadratic residues modulo  and
that the set of pseudosquares modulo  is defined by TRM .
3.31 Definition The quadratic residuosity problem (QRP) is the following: given an odd composite integer  and F  , decide whether or not  is a quadratic residue modulo  .
3.32 Remark (QRP with a prime modulus) If  is a prime, then it is easy to decide whether
F   is a quadratic residue modulo  since, by definition, M  if and only if 
¢¡ ,
and the Legendre symbol  can be efficiently calculated by Algorithm 2.149.
Assume now that  is a product of two distinct odd primes £ and ¤ . It follows from
Fact 2.137 that if CR , then FT if and only if ¥ ¡ . Thus, if the factorization of
 is known, then QRP can be solved simply by computing the Legendre symbol ¥ . This
observation can be generalized to all integers  and leads to the following fact.
3.33 Fact QRP
problem.



FACTORING. That is, the QRP polytime reduces to the FACTORING

On the other hand, if the factorization of  is unknown, then there is no efficient procedure known for solving QRP, other than by guessing the answer. If ¦£6¤ , then the
probability of a correct guess is ¨ § since ©ª  ©v©   © (Fact 2.155). It is believed that the
QRP is as difficult as the problem of factoring integers, although no proof of this is known.

3.5 Computing square roots in


The operations of squaring modulo an integer  and extracting square roots modulo an integer  are frequently used in cryptographic functions. The operation of computing square
roots modulo  can be performed efficiently when  is a prime, but is difficult when  is a
composite integer whose prime factors are unknown.
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3.5.1 Case (i):
«

prime

Recall from Remark 3.32 that if ¬ is a prime, then it is easy to decide if F®¯± ° is a quadratic
residue modulo ¬ . If  is, in fact, a quadratic residue modulo ¬ , then the two square roots
of  can be efficiently computed, as demonstrated by Algorithm 3.34.
3.34 Algorithm Finding square roots modulo a prime ²
INPUT: an odd prime ¬ and an integer  , ³b´LM´@¬Mµ³ .
OUTPUT: the two square roots of  modulo ¬ , provided  is a quadratic residue modulo ¬ .
1. Compute the Legendre symbol ¶± using Algorithm 2.149. If ¶± · µ¸³ then return( 
does not have a square root modulo ¬ ) and terminate.
2. Select integers ¹ , ³C´º¹T´»¬Mµ»³ , at random until one is found with ± ¼ · µ¸³ . ( ¹ is
a quadratic non-residue modulo ¬ .)
3. By repeated division by ½ , write ¬Mµ³ · ½¾¿ , where ¿ is odd.
4. Compute nÀÂÁÃCÄ Å¸¬ by the extended Euclidean algorithm (Algorithm 2.142).
5. Set ÆÇ¹ÈHÃCÄ Å¸¬ and ÉÊÇ»ÌËÍÈÏÎÐÁÑÍÒÓÔÃCÄ Å¬ (Algorithm 2.143).
6. For Õ from 1 to Öµt³ do the following:
6.1 Compute × ·¢Ø ÉÓ¸ÙnÀÂÁ8Ú#Ó ¾ÀnÛYÀÂÁ ÃMÄ Å¸¬ .
6.2 If ×>ÜZµ¸³ Ø ÃMÄ ÅM¬ÝÚ then set ÉÊÇÉ>ÙÆÃMÄ
6.3 Set ÆÇ»ÆÏÓÔÃCÄ Å¬ .
7. Return(É , µÉ ).

Å¸¬

.

Algorithm 3.34 is a randomized algorithm because of the manner in which the quadratic
non-residue ¹ is selected in step 2. No deterministic polynomial-time algorithm for finding
a quadratic non-residue modulo a prime ¬ is known (see Remark 2.151).
3.35 Fact Algorithm 3.34 has an expected running time of Þ

ØØßeà ¬ÝÚ3á_Ú

bit operations.

This running time is obtained by observing that the dominant step (step 6) is executed
times, each iteration involving a modular exponentiation and thus taking Þ ØØßâà ¬gÚ#ãRÚ bit
operations (Table 2.5). Since in the worst case Ö · Þ Øßeà ¬ÝÚ , the running time of Þ ØØßâà ¬ÝÚ#á_Ú
follows. When Ö is small, the loop in step 6 is executed only a small number of times, and
the running time of Algorithm 3.34 is Þ ØØßeà ¬ÝÚ ã Ú bit operations. This point is demonstrated
next for the special cases Ö · ³ and Ö · ½ .
Specializing Algorithm 3.34 to the case Ö · ³ yields the following simple deterministic
algorithm for finding square roots when ¬äÜxå Ø ÃMÄ ÅçæRÚ .
ÖRµÔ³

3.36 Algorithm Finding square roots modulo a prime ² where ²>èêéìëâíîïCðÌñ
INPUT: an odd prime ¬ where ¬äÜJå Ø ÃCÄ Åæ_Ú , and a square F®}ò
OUTPUT: the two square roots of  modulo ¬ .
±
1. Compute É ·  Ë ÎÂÁÑÍÒá ÃCÄ Å¬ (Algorithm 2.143).
2. Return(É , µÉ ).

±

.

Specializing Algorithm 3.34 to the case Ö · ½ , and using the fact that ½ is a quadratic
non-residue modulo ¬ when ¬ÜLó Ø ÃCÄ Åçô_Ú , yields the following simple deterministic algorithm for finding square roots when ¬äÜxó Ø ÃMÄ ÅçôRÚ .
õ
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3.37 Algorithm Finding square roots modulo a prime ù where ù>úêûìüâýþÿ



   , and a square  .
 modulo  .
#

%
"
'
$
)
&
+
(
*
,- 3!(Algorithm
1. Compute !
45&)(+6 - 2.143).
2. If .0/ then compute 12
#"=#&).(+6 > .
3. If .789/ then compute 1;:,, <,
4. Return(1 , 8?1 ).
4
3.38 Fact Algorithms 3.36 and 3.37 have running times of @>+ ACBDE  bit operations.
Algorithm 3.39 for finding square roots modulo  is preferable to Algorithm 3.34 when
87/;:F+G with H large.
INPUT: an odd prime where
OUTPUT: the two square roots of

3.39 Algorithm Finding square roots modulo a prime ù



 

INMO8P<,

INPUT: an odd prime and a square
.
OUTPUT: the two square roots of modulo .
1. Choose random
until
is a quadratic non-residue modulo , i.e.,
.
2. Let be the polynomial
in
.
3. Compute
using Algorithm 2.227. (Note: will be an integer.)
4. Return( , ).



IKJL
Q'R "*TS U

8
/

V
WEM-89IXWZY[ J E\ W^]
12_W` 53%$+&a( M.2bV
1 8?1

3.40 Fact Algorithm 3.39 has an expected running time of



1

@> +AcBDd 4 

bit operations.

3.41 Note (computing square roots in a finite field) Algorithms 3.34, 3.36, 3.37, and 3.39 can be
extended in a straightforward manner to find square roots in any finite field of odd order
, prime,
. Square roots in finite fields of even order can also be computed
efficiently via Fact 3.42.

h [i 

3.42 Fact Each element

3.5.2 Case (ii):

egf

jlkm/

r

e M5n

has exactly one square root, namely

oM ngpq .

composite

discussion in this subsection is restricted to the case of computing square roots modulo
sThe
, where s is a product of two distinct odd primes  and h . However, all facts presented
here generalize to the case where s is an arbitrary composite integer.
Unlike the case where s is a prime, the problem of deciding whether a given tJvw u
is a quadratic residue modulo a composite integer s , is believed to be a difficult problem.
S
Certainly, if the Jacobi symbol w x8-/ , then  is a quadratic non-residue. On the other
S
y/ , then deciding whether or not  is a quadratic residue is precisely the
hand, if w
quadratic residuosity problem, considered in z 3.4.
3.43 Definition The square root modulo s problem (SQROOT) is the following: given a composite integer s and a quadratic residue  modulo s (i.e. [ w ), find a square root of 
modulo s .
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{

| }

}

If the factors and of are known, then the SQROOT problem can be solved efficiently by first finding square roots of modulo and modulo , and then combining them
using the Chinese remainder theorem (Fact 2.120) to obtain the square roots of modulo
. The steps are summarized in Algorithm 3.44, which, in fact, finds all of the four square
roots of modulo .

~

~

{

|

~

}

3.44 Algorithm Finding square roots modulo

}

{



given its prime factors

|

~



and



INPUT: an integer , its prime factors and , and
.
OUTPUT: the four square roots of modulo .
1. Use Algorithm 3.39 (or Algorithm 3.36 or 3.37, if applicable) to find the two square
roots and
of modulo .
2. Use Algorithm 3.39 (or Algorithm 3.36 or 3.37, if applicable) to find the two square
roots and
of modulo .
3. Use the extended Euclidean algorithm (Algorithm 2.107) to find integers and such
.
that
4. Set
and
.
5. Return(
,
).

~

}



?  ~
{
 > ~
|
X{[,|
`9^|v[5X{d`>} Dt!,|9N{d`}
?,-} ?,-}

3.45 Fact Algorithm 3.44 has an expected running time of

}

> +cD{d¢¡





bit operations.

Algorithm 3.44 shows that if one can factor , then the SQROOT problem is easy.
FACTORING. The converse of this statement is also true,
More precisely, SQROOT
as stated in Fact 3.46.

£¥¤

£¥¤

3.46 Fact FACTORING
SQROOT. That is, the FACTORING problem polytime reduces
to the SQROOT problem. Hence, since SQROOT
FACTORING, the FACTORING
and SQROOT problems are computationally equivalent.

£¥¤

¦



Justification. Suppose that one has a polynomial-time algorithm for solving the SQROOT problem. This algorithm can then be used to factor a given composite integer as
, and compute
.
follows. Select an integer at random with
Next, algorithm is run with inputs and , and a square root of modulo is returned.
If
, then the trial fails, and the above procedure is repeated with a new
chosen at random. Otherwise, if
, then
is guaranteed to
be a non-trivial factor of (Fact 3.18), namely, or . Since has four square roots modulo (
and
with
), the probability of success for each attempt
is . Hence, the expected number of attempts before a factor of is obtained is two, and
consequently the procedure runs in expected polynomial time.

¦
±°²?U+22}®
¯¶

} ?

>´



¨§©ª¬«}®x

~ }
9°m
³ ?U }®
}
{ |
>´t°µ
³ ?U+22}®

 ~
¨§o!%«N}®
~
}

}
~0E¯,-}
}

·

3.47 Note (strengthening of Fact 3.46) The proof of Fact 3.46 can be easily modified to establish the following stronger result. Let
be any constant. If there is an algorithm
which, given , can find a square root modulo in polynomial time for a
fraction
of all quadratic residues
, then the algorithm can be used to factor in expected
polynomial time. The implication of this statement is that if the problem of factoring is
difficult, then for almost all
it is difficult to find square roots modulo .

}

O¸¹

~
~

}

¦

º » ¼ ¶ ^½¾
}
}

¦

}

The computational equivalence of the SQROOT and FACTORING problems was the
basis of the first “provably secure” public-key encryption and signature schemes, presented
in 8.3.

¿
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3.6 The discrete logarithm problem
The security of many cryptographic techniques depends on the intractability of the discrete
logarithm problem. A partial list of these includes Diffie-Hellman key agreement and its
derivatives ( 12.6), ElGamal encryption ( 8.4), and the ElGamal signature scheme and its
variants ( 11.5). This section summarizes the current knowledge regarding algorithms for
solving the discrete logarithm problem.
Unless otherwise specified, algorithms in this section are described in the general setting of a (multiplicatively written) finite cyclic group of order with generator (see
Definition 2.167). For a more concrete approach, the reader may find it convenient to think
of as the multiplicative group
of order
, where the group operation is simply
multiplication modulo .

Â

Â

Ã

Â

Ã

ÆÈÉ Ç

Ê

Ä

Å

ÊËÌ

Ã
Ä
Å beÍ a generator of Ã , and let
Í7Î Ã
Í
Å
C
Ï
Ð¨Ñ#Ò , is the unique integer Ó ,
ÍtÖ ÅE×
ÔÕ Ó Õ Ä Ë_Ì
ÖØ¨Ù
Ä ÖØ¨Ü . A generator of Æ Ú#Ç Û is
3.49 Example
ÖÅ ;Ý . SinceLetÝoÞ+Ê ß.à0á¨Ý. Then
â ã Ðä Æ Ø¨Ú5Ç ÙÛ å is, ÏCÐ¨aÑcyclic
áæ ¨Ý>Ö0group
áç in ofÆ Ú#Ç order
Û.
è

3.48 Definition Let be a finite cyclic group of order . Let
. The discrete logarithm of to the base , denoted
, such that
.

The following are some elementary facts about logarithms.

Ã ã of order Ä , andâÍgletì5å`Í Ö , é Î Ã 7
. Let ê be an

â
Í
®
å
0
Ö
â

Í
ë
`
å
ÏcÐÑÒ é
ÏcÐÑ5Ò ÏCÐ¨Ñ5Òvé Ð ä-Ä and ÏCÐ¨Ñ#Ò
êLÏCÐ¨ÑÒ Í ã Ð ä-Ä .
The groups of most interest in cryptography are the multiplicative group í î Ç of the finite
field í î ( Â 2.6), including the particular cases of the multiplicative group Æ É Ç of the integers
modulo a prime Ê , and the multiplicative group í ß5Ç ï of the finite field í ß5ï of characteristic
two. Also of interest are the group of units Æ ð Ç where Ä is a composite integer, the group
Å

3.50 Fact Let be a generator of a cyclic group
integer. Then

of points on an elliptic curve defined over a finite field, and the jacobian of a hyperelliptic
curve defined over a finite field.

ÍUÎ Æ É Ç

Ó ÔÕ Ó Õ ÊË ç

Ê

3.51 Definition The discrete logarithm problem (DLP) is the following: given a prime , a
generator of , and an element
, find the integer ,
, such that
.

ÅE×

à7Íñâ+ã Å

Æ ÉÇ
Ð,ä2Ê å

Í_Î Ã

3.52 Definition The generalized discrete logarithm problem (GDLP) is the following: given a
finite cyclic group of order , a generator of , and an element
, find the integer
,
, such that
.

Ã
Ó ÔÕ Ó Õ ÄË_Ì

Ä
òÅ × Ö_Í

Å

Ã

The discrete logarithm problem in elliptic curve groups and in the jacobians of hyperelliptic curves are not explicitly considered in this section. The discrete logarithm problem
in
is discussed further in 3.8.

Æ ðÇ

Â

two generators
Í_Î Ã
Ö ÏCÐ¨Ñ Ò Í ó Å Ö ÏCÐ¨Ñ#ô é Í be, and
Ã
Ä
Ó
õ Ö ÏCÐ¨Ñ Ò é .
9
Ö
t
Í
Ö
Ö
0
â
å
Ö
ã
ÅE×
%é ö òÅ ÷ ö
Ó ©õ ó Ð,ä>Ä
7
Í
0
Ö
â
ø
Í
®
å
ÏCÐ¨Ñ ô
ÏcÐÑ Ò â ÏCÐ¨Ñ Ò é úå ù%û¥ã Ðä-Äøü
This means that any algorithm which computes logarithms to the base Å can be used to
compute logarithms to any other base é that is also a generator of Ã .

3.53 Note (difficulty of the GDLP is independent of generator) Let and
of a cyclic group of order , and let
. Let
,
Then
. Consequently
, and
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3.54 Note (generalization of GDLP) A more general formulation of the GDLP is the following:
given a finite group and elements ,
, find an integer such that
, provided
that such an integer exists. In this formulation, it is not required that be a cyclic group,
and, even if it is, it is not required that be a generator of . This problem may be harder to
solve, in general, than GDLP. However, in the case where is a cyclic group (for example
if is the multiplicative group of a finite field) and the order of is known, it can be easily
recognized whether an integer satisfying
exists. This is because of the following
, then there exists
fact: if is a cyclic group, is an element of order in , and
an integer such that
if and only if
.

þ 
ÿ ý
þ

ý

ý

ý

þ
þ  _ÿ





ý

ý

þ _
 ÿ

ÿ 




ý

ý

þ

ý

þ_ÿ

ÿ ý



3.55 Note (solving the DLP in a cyclic group of order is in essence computing an isomorphism between and
) Even though any two cyclic groups of the same order are isomorphic (that is, they have the same structure although the elements may be written in different representations), an efficient algorithm for computing logarithms in one group does
not necessarily imply an efficient algorithm for the other group. To see this, consider that
every cyclic group of order is isomorphic to the additive cyclic group , i.e., the set of
integers
where the group operation is addition modulo . Moreover,
the discrete logarithm problem in the latter group, namely, the problem of finding an integer such that
given
, is easy as shown in the following. First
note that there does not exist a solution if
does not divide (Fact 2.119).
Otherwise, if divides , the extended Euclidean algorithm (Algorithm 2.107) can be used
to find integers and such that
. Multiplying both sides of this equation by
the integer
gives
. Reducing this equation modulo yields
and hence
is the desired (and easily obtainable)
solution.

ý




 !#"%$'&%)(
'*+
 ,%.-/&0!1'2)(
,
3 4
3657489,
:;,
!13<=:,;(>5?)!@4:;,(AB
!C3<=:;,(DEF!#"%$'&)(
GH!13<=:,;(I"%$'&J





The known algorithms for the DLP can be categorized as follows:
1. algorithms which work in arbitrary groups, e.g., exhaustive search ( 3.6.1), the babystep giant-step algorithm ( 3.6.2), Pollard’s rho algorithm ( 3.6.3);
2. algorithms which work in arbitrary groups but are especially efficient if the order of
the group has only small prime factors, e.g., Pohlig-Hellman algorithm ( 3.6.4); and
3. the index-calculus algorithms ( 3.6.5) which are efficient only in certain groups.

K

K

K

K

K

3.6.1 Exhaustive search

þML þON

The most obvious algorithm for GDLP (Definition 3.52) is to successively compute , ,
until is obtained. This method takes
multiplications, where is the order
of , and is therefore inefficient if is large (i.e. in cases of cryptographic interest).

þQP
þ

ÿ

R8!@)(





3.6.2 Baby-step giant-step algorithm

STVUXW ZY

ÿm
 þ
>ÿ !+þIhie`(jdOþkg

þ

Let
, where is the order of . The baby-step giant-step algorithm is a timememory trade-off of the method of exhaustive search and is based on the following observa, then one can write
, where
. Hence,
,
tion. If
which implies
. This suggests the following algorithm for computing .

+\[]S^5`_

ba[=_%cS
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3.56 Algorithm Baby-step giant-step algorithm for computing discrete logarithms

n

o
tGuHvxwy{z|q
@n<

p

qsr+o

INPUT: a generator of a cyclic group of order , and an element
.
OUTPUT: the discrete logarithm
.
.
1. Set
2. Construct a table with entries
for
. Sort this table by second
component. (Alternatively, use conventional hashing on the second component to
store the entries in a hash table; placing an entry, and searching for an entry in the
table takes constant time.)
and set
.
3. Compute
4. For from 0 to
do the following:
4.1 Check if is the second component of some entry in the table.
4.2 If
then return(
).
4.3 Set
.

}\~X pZ


nIi

}


Xun 
)~A;n Q

H}

I~Gq

tu]}X

8\ pI
8 p%vxyp)
8 p)
vfy7p

8\ p)

Algorithm 3.56 requires storage for
group elements. The table takes
multiplications to construct, and
comparisons to sort. Having constructed this
multiplications and
table look-ups. Under the assumptable, step 4 takes
tion that a group multiplication takes more time than
comparisons, the running time of
Algorithm 3.56 can be stated more concisely as follows.

8 p)

3.57 Fact The running time of the baby-step giant-step algorithm (Algorithm 3.56) is
group multiplications.

8  p)

6C @ Fu;¡ 
q¤u¢¥;¦
vfw;y ¥;¦

 C @

3.58 Example (baby-step giant-step algorithm for logarithms in
) Let
. The element
is a generator of
of order
. Consider
. Then
is
computed as follows.
1. Set
.
for
:
2. Construct a table whose entries are

nu¡
p^u¢;£
}\~  ;£=§u^

® ¯ ° ¨± nkª©%² w'«JM³ ´ ¬\µ E¶  · ¯®
±=¸7¹Jº» ¯{¯{± ¯ ± · °µ ¶¯ ¯µ ³¯ ²'® µ °¯ ´±
and sort the table by second component:

® ¯ ¶ ° ³ · ± µ ´ ¯® ²
±=¸7¹Jº» ¯{¯{± ¯ ± µ · ¯{µ °{¯ °{µ ²0® ³¯ ´± ¶¯
 uT¡   ©w'«¼;¡EuT¡½ and then compute
3. Using Algorithm
2.142, compute n 
1


nIiu¡;½ ©%w'«%;;¡8u¥;½ .
4. Next, ¾uq>n i6¿ ©%w'«%;¡ for \uÀ£ÁÁÁ is computed until a value in the
second row of the table is obtained. This yields:
Â
® ¯ ° ± ² ³ ´ µ ¶ ·
ÃÅÄ ³{µDÆ³{¶Ç¹8º»Å¯{¯± ³µ °· ¯®{® ±{µ ¯{¯° ³³ °´ ±· ° ±

¨Ê1Ê and, therefore, vxwy  ¥¦§u^; .
Finally, since q>n 0ÈÉ u¡8u¤n , qu¤n
Ë
|Ì 

3.59 Note (restricted exponents) In order to improve performance, some cryptographic protocols which use exponentiation in
select exponents of a special form, e.g. having small
Hamming weight. (The Hamming weight of an integer is the number of ones in its binary
representation.) Suppose that is a -bit prime, and only exponents of Hamming weight
are used. The number of such exponents is
. Algorithm 3.56 can be modified to search
the exponent space in roughly
steps. The algorithm also applies to exponents that are
restricted in certain other ways, and extends to all finite groups.

ÒÑ#ÏÐ Ó

Í

ÏÐ
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3.6.3 Pollard’s rho algorithm for logarithms
Pollard’s rho algorithm (Algorithm 3.60) for computing discrete logarithms is a randomized
algorithm with the same expected running time as the baby-step giant-step algorithm (Algorithm 3.56), but which requires a negligible amount of storage. For this reason, it is far
preferable to Algorithm 3.56 for problems of practical interest. For simplicity, it is assumed
in this subsection that is a cyclic group whose order is prime.
The group is partitioned into three sets , , and
of roughly equal size based
on some easily testable property. Some care must be exercised in selecting the partition; for
example,
. Define a sequence of group elements
by
and

Ô

Ô

Õ

ÖØ× Ö0Ù

0Ö Ú
ÛFÝ Ü Ö Ù
ÞMß'àÞ × à2Þ Ù àááá ÞMß¬â^Û
íXî Þ7ã#à if Þ7ã Ý ÖØ×=à
(3.2)
Þ7ãåä×âçæè@Þã#é7êâ ëì Þ ï Ùã î à if Þ7ã ÝÝ ÖiÙà
Þã1à if Þ7ã ÖiÚà
for ðEñóò . This sequence of group elements in turn
two sequences of integers
ô ß à ô ×=à ô Ùàááá and õ ß àõ×=àõ2Ùàááá satisfying ÞãIâ ïö÷ í ø ÷ defines
for ð|ñ^ò : ô ß âò , õ ß âHò , and for
ð|ñEò ,
Ý
ô
ô ãåäZ×ùâ ú ã2ô à ã û%ü'ýJÕDà ifif ÞÞãã Ý ÖÖ0Ù×àà
(3.3)
ô ãþÿÛ8ûü'ý8ÕDà if Þã Ý Ö0Úà
and
õ#ã7þsÛ8û%ü'ýªÕDà if Þã ÝÝ Ö×à
ú
õ#ã û%üýJÕDà if Þã Ý Ö0Ù'à
(3.4)
õ#ãåä×|â
if Þã
õ#ã#à
Ö0Ú'á
Floyd’s cycle-finding algorithm (Note 3.8) can then be utilized to find two group elements
Þã and ÞkÙÉã such that ÞãAâ ÞMÙ ï ã . Hence ïö÷ í ø ÷ â ïö ÷ í ø ÷ , and so í ø ÷ ø ÷ â ïkö ÷ Qö÷ .
Taking logarithms to the base of both sides of this last equation yields
è1õ#ã õÙ ã#é î ü í è ô Ù ã ô ãé è1ûü'ýÕ)é1á
Provided õ#ãªÜ õÙ ãè#û%ü'ýÕ)é (note: õ#ã
õÙ ã occurs with
í . negligible probability), this equation can then be efficiently solved to determine ü




















3.60 Algorithm Pollard’s rho algorithm for computing discrete logarithms

ï

Ô
GÞ â ü í

 

Õ

í Ý Ô

INPUT: a generator of a cyclic group
of prime order , and an element
.
OUTPUT: the discrete logarithm
.

1. Set  ,  ,  .
2. For
do the following:
2.1 Using the quantities 
computed previ
 , and



ously, compute
and
using equations (3.2), (3.3), and (3.4).
2.2 If
, then do the following:
Set   
.
If 
then terminate the algorithm with failure; otherwise, compute



and return( ).

Þ ß Û úô ß ò õß ò
ð|âÛà àááá
Þ ã × à ô ã × àõ ôã × Þ Ù ã Ù à ô ÉÙ ã Ù àõ ÙÉã Ù
ô
Þ ã à ã àõ ã Þ ÙÉã à Ù ã àõ Ù ã
Þ ã âsÞ Ù ã
õ#ã sõÙÉã û%ü'ýJÕ
.âÀ× ò ô ô
ÞXâ è Ù ã ã é)û%ü'ýJÕ
Þ
ô ß õß

In the rare case that Algorithm 3.60 terminates with failure, the procedure can be repeated by selecting random integers , in the interval    , and starting with


. Example 3.61 with artificially small parameters illustrates Pollard’s rho algorithm.

ïö íø


ÛàÕ +Û
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3.61 Example (Pollard’s rho algorithm for logarithms in a subgroup of   ! ) The element "$#
%
%% .
is a generator of the subgroup & of '!   of order (#*) + ) . Suppose ,-#
. Partition
the elements of & into three subsets according to the rule /10324 if /156)1798;:<>= ? , /@0A2CB
%
if /A5ED@798;:<F= ? , and /1032  if /A5
798;:<>= ? . Table 3.2 shows the values of /HG , IJG , K9G ,
/ BG , I BLG , and K BG at the end of each iteration of step 2 of Algorithm 3.60. Note that / 4NM #
%V
%V
4
4
/ B  #O) P P . Finally, compute Q>#OK 4NMSR K B  8;:<;) + )T#U)
W
8;:<T) +)Y#
, QXW #O)
% % .
4
) = Z , and Q[W
7 I B  R I 4NM ?\8;:<;) + )S#]) ) D . Hence, ^_: ` B
#]) ) D .
a
b

cHd

efd

ghd

cjikd

eXikd

l

m m n

o

l

m phq

o

m

m p q

o

m

l nsr

l

t

gikd
m
r

q m

o

r

lsr

l

u

l n9r

l

r

m vhu

m

p

v

m o v

l

v

t osr

t

n

u

l9r

l

u

l mhl

u

l n

p

m n

m

u

l9rhr

lhm

t n

n

m v u

m

p

m thv

rn

lhv m

r

q

l v m

m

n

phm

rn

lhv9r

l o

t o9r

t

n

lsr

qhu

lhl n

l l

t p m

t

q

m vhu

qhp

lhl q

l m

l m l

u

l n

t osr

qhn

lhm o

l t

l m

u

l q

l mhl

v

v l

l9r

l9r r

l m

t n

l9rhr

lho

lho9r

Table 3.2: Intermediate steps of Pollard’s rho algorithm in Example 3.61.

3.62 Fact Let & be a group of order ( , a prime. Assume that the function wyx'& Rz & defined by equation (3.2) behaves like a random function. Then the expected running time of
Pollard’s rho algorithm for discrete logarithms in & is {S7| (\? group operations. Moreover,
the algorithm requires negligible storage.

3.6.4 Pohlig-Hellman algorithm
Algorithm 3.63 for computing logarithms takes advantage of the factorization of the order (
of the group & . Let (1#}C~h4  }CB
~ h } ~ be the prime factorization of ( . If /$#^:` ', , then
the approach is to determine /jG# /38;:<}C~G  for )Q , and then use Gauss’s algorithm
(Algorithm 2.121) to recover /$8;:<( . Each integer / G is determined by computing the
4
digits   ,  4hj 
4 in turn of its } G -ary representation: / G # H 4 } G  h 
4 } G~ W ,
~  W
~  W
where D]} GR ) .
To see that the output of Algorithm 3.63 is correct, observe first that in step 2.3 the
order of " is  . Next, at iteration  of step 2.4, $#"H¡¢f ¤£ ¢¥¦¥¦¥ ¢f_§9¨ ©£ §s¨  . Hence,
,

§k® 

#¯7 "H° Wf¡Wf ©£ W±¥¦¥¦¥¦Wf_§s¨ N£

#

7©,'ª?«¬ £
#

7 "H«¬ £
#

7 "H«¬ £
#

7 "H«¬ £ ?  § ¢¥¦¥¦¥ ¢X©² ¨  £

§k® 
§k® 

?°  Wf¤WX ¤£ W¥¦¥¦¥ Wf_§9¨ N£
?  § £

§

¢±¥¦¥¦¥ ¢X©² ¨  £
² ¨  ¨J§

§9¨ 

?k«¬ £

§® 

§s¨ 

² ¨ 
#¯7 "±?  § 

the last equality being true because " has order  . Hence, ^_:

` 

,

is indeed equal to  .
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3.63 Algorithm Pohlig-Hellman algorithm for computing discrete logarithms
INPUT: a generator ³ of a cyclic group ´ of order µ , and an element ¶ ·A´ .
OUTPUT: the discrete logarithm ¸$¹º»¼ ½'¶ .
¿Â ÄÄhÄ ¾ Æ¿Å , where ÇÈÊÉEË .
1. Find the prime factorization of µ : µ1¹¾C¿hÁ À ¾CÃ
2. For Ì from 1 to Í do the following:
Á
Á ¾ ¿ÓÕÔ , where ¸ È ¹¸AÖY»×¾ ¿Ó )
(Compute ¸ È ¹Î ÏÑÐÒÎ Á ¾ È Ð ÄhÄÄ ÐÒÎ
È
È
¿ÓÔ
2.1 (Simplify the notation) Set ØÙF¾ È and ÇJÙ-Ç È .
2.2 Set ÚÊÙË and Î Á Ù-Û .
Ô
2.3 Compute ³Ù ³HÜÝLÞ .
2.4 (Compute the Îß ) For à from Û to Ç'áË do the following:
À Þ

ã9ä À

Áæ

and ¶'ÙåN¶Ú Ô ÜÝLÞ ãç À .
¶ (e.g., using Algorithm 3.56; see Note 3.67(iii)).
Á
Á
Á Ø

Ä
h
Ä
Ä
2.5 Set ¸ È Ù Î ÏÐyÎ ØéÐ
ÐÒÎ
¿Ô .
¿Ô
3. Use Gauss’s algorithm (Algorithm
2.121) to compute the integer ¸ , Ûê¸AêµFá-Ë ,
æ
such that ¸Aë¸ È å9Ö;»×Y¾ ¿È Ó for ËêÌêÍ .
4. Return(¸ ).
Compute Ú\Ù$Ú³Hâ_ãsä
Compute ÎßJÙèº_» ¼ ½

Example 3.64 illustrates Algorithm 3.63 with artificially small parameters.
3.64 Example (Pohlig-Hellman algorithm for logarithms in ì'Ã!í îÁ ) Let ¾>¹*ï ð Ë . The element
³1¹òñ Ë is a generator of ìÃ!í îÁ of order µ-¹òïð Û . Consider ¶ ¹òïË Û . Then ¸¹òº_» ¼ó Á ïË Û
is computed as follows.
1. The prime factorization of µ is ïð Û¹]ï Ä ðô .
2. (a) (Compute ¸ Á ¹¸3Ö;
»×;ï )
Ã
Ã
Compute ³y¹õ³öÜ Ý ÖY»×¾A¹èïð Û and ¶¹¶÷ÜÝ Ö;»×ø¾@¹èï ðÛ . Then ¸ Á ¹
º»¼ Ã!î Ï ïð ÛS¹Ë .
Ã
(b) (Compute ¸ Ã ¹¸3Ö;»×;ðôù¹Î Ï ÐyÎ Á ðÐyÎ Ã ð )
î
i. Compute ³$¹ú³öÜÝ Ö;»×¾û¹]ïÛ .Áæ î
ii. Compute
Úü¹ýË and ¶õ¹ýåN¶Ú Ô
ÜÝ
Ö;»×S¾E¹ýËþ ÿ . Using exhaustive
î
search, compute Î Ïù
¹]º»¼ Ã Ï Ë þÿø¹ï .
Ã
Áæ
Ã î

Ö;»×S¾]¹
ËË .
iii. Compute ÚU¹ Ú\³ ÖY»×S¾¹ ï Ë and ¶ ¹ å©¶Ú Ô ÜÝ

Using exhaustive search,
compute Î Á ¹]º_» ¼ Ã Ï ËË ¹Áþ æ. Á ÁNÃ î
î
iv. Compute Ú6¹*Ú\³ Ö;»×S¾@¹õËË ð and ¶¹õåN¶Ú Ô
Ý
Ö;»×S¾@¹
Ô
Ë þ ÿ . Using exhaustive search, compute Î Ã ¹º»¼ Ã Ï Ë þÿS¹]ï .
Ã
Hence, ¸ Ã ¹]ïÐyþ Ä ðÐyï Ä ð ¹ ñ ï .
æ
æ
3. Finally, solve the pair of congruences ¸*ë Ë@å9Ö;»×>ï , ¸*ë ñïAå ÖY»×>Ë ïð to get
¸3¹]º»¼ó Á ï ËÛø¹Ë ÿñ .
3.65 Fact Given the factorization
of µ , the running
time of the Pohlig-Hellman algorithm (AlÆ
æ9æ
gorithm 3.63) is Så È Á Ç È å9º_¼jµFÐ
 ¾ È group multiplications.
3.66 Note (effectiveness of Pohlig-Hellman) Fact 3.65 implies that the Pohlig-Hellman algorithm is efficient only if each prime divisor ¾ È of µ is relatively small; that is, if µ is a smooth





Exhaustive search is preferable to Algorithm 3.56 when the group is very small (here the order of  is  ).
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integer (Definition 3.13). An example of a group in which the Pohlig-Hellman algorithm
is effective follows. Consider the multiplicative group   where  is the 107-digit prime:

  ! " " # $ % "&  "$!#%  '#$ ' ($"$% ( !% $ !$(" ( (! ( ' % &(% " ((
%& ' ( # & % $ " % % "#$$'  ' ( $(% & '$$  &&'  $ # %& ( !"##% #  )
The order of    is *+,.-/$021435$!'  %26735 ' #26832# (! #91 . Since the largest prime
divisor of :-;$ is only # (!#  , it is relatively easy to compute logarithms in this group
using the Pohlig-Hellman algorithm.
3.67 Note (miscellaneous)
(i) If * is a prime, then Algorithm 3.63 (Pohlig-Hellman) is the same as baby-step giantstep (Algorithm 3.56).
(ii) In step 1 of Algorithm 3.63, a factoring algorithm which finds small factors first (e.g.,
Algorithm 3.9) should be employed; if the order * is not a smooth integer, then Algorithm 3.63 is inefficient anyway.
(iii) The storage required for Algorithm 3.56 in step 2.4 can be eliminated by using instead
Pollard’s rho algorithm (Algorithm 3.60).

3.6.5 Index-calculus algorithm
The index-calculus algorithm is the most powerful method known for computing discrete
logarithms. The technique employed does not apply to all groups, but when it does, it often gives a subexponential-time algorithm. The algorithm is first described in the general
setting of a cyclic group < (Algorithm 3.68). Two examples are then presented to illustrate
how the index-calculus algorithm works in two kinds of groups that are used in practical
applications, namely    (Example 3.69) and = >5 ? (Example 3.70).
The index-calculus algorithm requires the selection of a relatively small subset @ of
elements of < , called the factor base, in such a way that a significant fraction of elements
of < can be efficiently expressed as products of elements from @ . Algorithm 3.68 proceeds
to precompute a database containing the logarithms of all the elements in @ , and then reuses
this database each time the logarithm of a particular group element is required.
The description of Algorithm 3.68 is incomplete for two reasons. Firstly, a technique
for selecting the factor base @ is not specified. Secondly, a method for efficiently generating
relations of the form (3.5) and (3.7) is not specified. The factor base @ must be a subset of
< that is small (so that the system of equations to be solved in step 3 is not too large), but
not too small (so that the expected number of trials to generate a relation (3.5) or (3.7) is
not too large). Suitable factor bases and techniques for generating relations are known for
some cyclic groups including    (see A 3.6.5(i)) and = >  ? (see A 3.6.5(ii)), and, moreover, the
multiplicative group = B  of a general finite field = B .
3.68 Algorithm Index-calculus algorithm for discrete logarithms in cyclic groups
INPUT: a generator C of a cyclic group < of order * , and an element DFEG< .
OUTPUT: the discrete logarithm HIJLK M5N8D .
1. (Select a factor base @ ) Choose a subset @GPOQSR2TU > T2)2)9)VTUXWZY of < such that a “significant proportion” of all elements in < can be efficiently expressed as a product of
elements from @ .
2. (Collect linear relations involving logarithms of elements in @ )
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2.1 Select a random integer [ , \^]_[`]badcfe , and compute gih .
2.2 Try to write gSh as a product of elements in j :

m

g hlk

sZt
n uxw nzy \ {
v

noVprq

(3.5)

If successful, take logarithms of both sides of equation (3.5) to obtain a linear
relation

m

[`|

n}o~p

w nL 5
q

n

 az{

(3.6)

2.3 Repeat steps 2.1 and 2.2 until  w relations of the form (3.6) are obtained ( w
is a small positive integer, e.g. w k e\ , such that the system of equations given
by the  w relations has a unique solution with high probability).
3. (Find the logarithms of elements in j ) Working modulo a , solve the linear system
of  w equations (in  unknowns) of the form (3.6) collected in step 2 to obtain the
values of L 5 n , e^]f8]f .
q
4. (Compute  )
4.1 Select a random integer [ , \^]_[`]badcfe , and compute dgih .
4.2 Try to write Ggih as a product of elements in j :

m

Gg hk

noVpq

 t
n ux n y \{


If the attempt is unsuccessful then repeat step 4.1.
L    k 
of both sides of equation
m (3.7) yields
L


5



n
n

}
n
~
o
p
cF[X  a
thus, compute  k

q

(3.7)

Otherwise,
taking logarithms
m
noVp  nX  n cF[X  a ;
q
and return( ).

(i) Index-calculus algorithm in  
For the field   , a prime, the factor base j can be chosen as the first  prime numbers. A
q
relation (3.5) is generated
by computing gih 
and then using trial division to check
q
whether this integer is a product of primes in j . Example
3.69 illustrates Algorithm 3.68
in    on a problem with artificially small parameters.
3.69 Example (Algorithm 3.68 for logarithms in    ) Let k¢¡¡ £ . The element g k¢¤ is
a generator of    of order a k¥¡ ¡¦ . Consider  k qe§ . Then 5¨ e§ is computed as
follows, using the index-calculus technique.
1. The factor base is chosen to be the first © primes: j kª¡ u § u © u¬«u ee .
2. The following six relations involving elements of the factor base are obtained (unsuccessful attempts are not shown):

p¯®®
p²±
¤
p²
¤
¨
¤
p
¤ ´·
® ¨
¤

¸

¤








¡ ¡£vk e
¡ ¡£vk e
¡ ¡£vk e
¡ ¡£vk e
¡ ¡£vk e
¡ ¡£vk°¡

 
¦ \ °
k ¡ r§ r©
« ¤³k°¡9´ ree
¤ © k §µ©µee
©¶ k°¡  « ee

£¦³k°¡ § e e
e\ k°¡ §µ©µ « {
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These relations yield the following six equations involving the logarithms of elements in the factor base:

º» »
º Ê
º ½
Ð ½
ºÌ Ã
½» Ð

¼

½z¾¿À2Áz½4ÂF½7¾L¿ À2ÁzÃ4ÂÄ¾L¿ À2ÁzÅÇÆÈ¿É:½ ½ÊË
Ìz¾¿À2Áz½4ÂF¾¿À5Ázº ºÍÆÈ¿É:½ ½ÊË
¾¿À9ÁzÃ4ÂF¾¿À9ÁzÅ4ÂÄ¾L¿ À2Á7º ºÎÆÈ¿ÉÏ½ ½Ê Ë
¾¿À9Áz½4ÂF¾¿À9ÁzÑ4ÂÄ¾L¿ À2Á7º ºÎÆÈ¿ÉÏ½ ½Ê Ë
¾¿À9Áz½4ÂF½7¾L¿ À2ÁzÃ4ÂÄ¾L¿ À2Ázº ºÎÆÈ¿ÉÏ½ ½Ê Ë
¾¿À9Áz½4ÂF¾¿À9ÁzÃ4ÂÄ¾L¿ À2Á7Å4ÂÄ¾¿À2Á7ÑÍÆÈ¿É:½ ½ÊËÒ

¼
¼
¼
¼
¼

3. Solving the linear system of six equations in five unknowns (the logarithms ÓSÔ:Õ
¾¿À5Á×Ö
¾L¿ À2Áz½
½ º ¾L¿ À2ÁzÃ
½ »Ê ¾L¿ À9ÁzÅ
Ê ¾L¿ À2ÁzÑ
º »Ñ
,
,
,
Õ
Õ
ÕÙØ ,
Õ
¾¿Ô À )Á yields
ºº
ºthe
Ð½ solutions
and
.
Õ
Ñ Ñ
ºÃ Ðß8
ß È¿É½ ½
Ü
ØdÕ
4. Suppose that the integer ÚbÕ
is selected. Since ÛFÜXÝiÞbÕ
ºÌ Ñ
Ã Ñ9à
Õ
Ü , it follows that

¾¿À Á ºÃ

Õ

Æ¾¿À Á Ã4ÂÄ½z¾¿À Á Ñµá,ÑÑ ËâÈ¿É½ ½Ê

Õ

º ºÑÒ

ã

(ii) Index-calculus algorithm in ä4à5å æ
The elements of the finite field ä à æ are represented as polynomials in ç àSè Óé of degree at
áIº
Æ Ë
most ê
, where multiplication is performed modulo a fixed irreducible polynomial ë Ó
of degree ê in ç àiè Óé (see ì 2.6). The factor base í can be chosen as the set of all irreducible
polynomials in ç àSè Óé of degree at most some prescribed bound î . A relation (3.5) is generÈ¿É Æ Ë
ated by computing ÝSÞ
ë Ó and then using trial division to check whether this polynomial is a product of polynomials in í . Example 3.70 illustrates Algorithm 3.68 in ä à å æ
on a problem with artificially small parameters.

Æ Ë

ß7Â

Âðº

3.70 Example (Algorithm 3.68 for logarithms in ä àrå ï ) The polynomial ë Ó Õ;Ó
is
Ó
º½Ê
irreducible over ç à . Hence, the elements of the finite field ä à ï of order
can be repreÐ
sented as the set of all polynomials in ç à è Óé of degree at most , where multiplication is
Æ Ë
½ßâá,º
º½ Ñ
performed modulo ë Ó . The order of ä àå ï is ñ/Õ
, and ÝòÕ,Ó is a generator
Â
Â à Â
Â/º
¾L¿ À5Õ ø
of ä à å ï . Suppose ÛfÕfÓió
.
Then
can
be computed as follows,
Óõô Ó
Ó
ö÷Õ
Û
using the index-calculus technique.
1. The factor base is chosen to be the set of all irreducible polynomials in ç àSè Óé of degree
ÂFº à4Â
ÂÄº
Â
ÂÄº
Â àüÂÄºý
Ã
úUÓ
Ó
úûÓ ô Ó
úûÓ ô Ó
at most : í+ÕPùQÓúûÓ
.
2. The following five relations involving elements of the factor base are obtained (unsuccessful attempts are not shown):

È¿É
Óâþ¯ÿ
 È¿É
Ó þ

ß¯à È¿É
Ó
 È¿É
Ó ó
à È¿É
Ó þ þ
ë

ë

ë

ë

ë

Æ Ë
Ó
Æ Ë
Ó
Æ Ë
Ó
Æ Ë
Ó
Æ Ë
Ó

Á

Â
Õ,Ó Á Ó ó
Â  Â
Õ Ó Á Ó
,
Ó
Â  Â
Õ Ó
,
Ó
Ó
 Â
à Â
Õ Ó Á Ó
,
Ó
Â  Â
Õ Ó
,
Ó
Ó

Â

ó

ô

ó

Æ ÂÄºË à
ó Ó
Æ ÂFº Ë à Æ Â
Ó
Ó ô
à
à Æ ÂÄºË à Æ à
Ó
Ó
Æ ÂÄºË à Æ Â
Õ Ó
Ó ô
Â à Â
ÂFº
Æ Â
ÂFº ËÆ
ô Ó
Ó
Õ Ó ô Ó
Ó
ÕFÓ
Õ Ó
F
Õ Ó
F

Â
Ó
Â º
Ä
Â

Ó

Ó

à ÂÄºË
Â
ÂÄºË
Ó
ÂÄºË
Ó
Â à Â`ºËÒ
ô Ó
Ó

These relations yield the following five equations involving the logarithms of eleÖ
¾L¿ À5ø Ö à
¾¿rÀ øXÆ Â
Ó , Õ
Ó
ments in the factor base (for convenience of notation, let Õ

þ
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3. Solving the linear system of five equations in five unknowns yields the values 
7;

6

"5 ,  
,   < , and  ! = .

;;
4. Suppose >?
is selected. Since
@BA,C



&'
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it follows that
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3.71 Note (running time of Algorithm 3.68) To optimize the running time of the index-calculus
algorithm, the size R of the factor base should be judiciously chosen. The optimal selection

0T
relies on knowledge concerning the distribution of smooth integers in the interval S L  O
for the case of UWX V , and for the case of YV on the distribution of smooth polynomials (that
$Z
is, polynomials all of whose irreducible factors have relatively small degrees) among polyT
nomials in Y S  of degree less than [ . With an optimal choice of R , the index-calculus al
T
+
gorithm as described above for U X V and Y V has an expected running time of \-]%S L_^ where
6
 Z

`
`
is a constant.
J or
.a , and ^Wb
3.72 Note (fastest algorithms known for discrete logarithms in U X V and Y V ) Currently, the best
Z
algorithm known for computing logarithms in Y V is a variation of the index-calculus algoT
 Z
+
S  L_^ for some
rithm called Coppersmith’s algorithm, with an expected running time of \
 Z
:d7(
5 . The best algorithm known for computing logarithms in UWX V is a variaconstant ^'c
tion of the index-calculus algorithm called the number field sieve, with an expected running
T
+ :
time of \ X S  L =.< . The latest efforts in these directions are surveyed in the Notes section
( e 3.12).
3.73 Note (parallelization of the index-calculus algorithm)
(i) For the optimal choice of parameters, the most time-consuming phase of the indexcalculus algorithm is usually the generation of relations involving factor base logarithms (step 2 of Algorithm 3.68). The work for this stage can be easily distributed
among a network of processors by simply having the processors search for relations
independently of each other. The relations generated are collected by a central processor. When enough relations have been generated, the corresponding system of linear equations can be solved (step 3 of Algorithm 3.68) on a single (possibly parallel)
computer.
(ii) The database of factor base logarithms need only be computed once for a given finite field. Relative to this, the computation of individual logarithms (step 4 of Algorithm 3.68) is considerably faster.

f
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hi

The discrete logarithm problem in subgroups of jlm k has special interest because its presumed
intractability is the basis for the security of the U.S. Government NIST Digital Signature
Algorithm ( n 11.5.1), among other cryptographic techniques.
Let o be a prime and p a prime divisor of o?qIr . Let s be the unique cyclic subgroup
of j km of order p , and let t be a generator of s . Then the discrete logarithm problem in s is
the following: given o , p , t , and uJvs , find the unique integer w , xzy{wyp|qr , such that
t}~u93?o . The powerful index-calculus algorithms do not appear to apply directly
in s . That is, one needs to apply the index-calculus algorithm in the group jWm k itself in order
to compute logarithms in the smaller group s . Consequently, there are two approaches one
could take to computing logarithms in s :
1. Use a “square-root” algorithm directly in s , such as Pollard’s rho algorithm (Algorithm 3.60). The running time of this approach is  p .
2. Let  be a generator of jWm k , and let Ko3qIrFp . Use an index-calculus algorithm
in j m k to find integers  and  such that t and u . Then wP$lu
92|?Hp . (Since  and  are both divisible by  ,  and  are indeed
 ¢_£¥¤ if the number field sieve is
integers.) The running time of this approach is  m ¡
used.
Which of the two approaches is faster depends on the relative size of  p and  m ¡  ¢N£¥¤ .

3.7 The Diffie-Hellman problem
The Diffie-Hellman problem is closely related to the well-studied discrete logarithm problem (DLP) of n 3.6. It is of significance to public-key cryptography because its apparent intractability forms the basis for the security of many cryptographic schemes including DiffieHellman key agreement and its derivatives ( n 12.6), and ElGamal public-key encryption
( n 8.4).
3.74 Definition The Diffie-Hellman problem (DHP) is the following: given a prime o , a generator t of jlm k , and elements t¦§3¨o and t,©ª3¨o , find t,¦0©ª3«o .
3.75 Definition The generalized Diffie-Hellman problem (GDHP) is the following: given a finite cyclic group s , a generator t of s , and group elements t ¦ and t © , find t ¦0© .
Suppose that the discrete logarithm problem in jWm k could be efficiently solved. Then
given t , o , t ¦ ?«o and t © 3«o , one could first find ¬ from t , o , and t ¦ 3¨o by
solving a discrete logarithm problem, and then compute 9t ©  ¦ t ¦0© 3«o . This establishes the following relation between the Diffie-Hellman problem and the discrete logarithm
problem.
3.76 Fact DHP yª® DLP. That is, DHP polytime reduces to the DLP. More generally, GDHP
yª® GDLP.
The question then remains whether the GDLP and GDHP are computationally equivalent. This remains unknown; however, some recent progress in this regard is summarized
in Fact 3.77. Recall that ¯ is the Euler phi function (Definition 2.100), and an integer is
°
°
-smooth if all its prime factors are y
(Definition 3.13).
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3.77 Fact (known equivalences between GDHP and GDLP)
(i) Let ± be a prime where the factorization of ±³²3´ is known. Suppose also that µE¶±·²´¸
is ¹ -smooth, where ¹º"»¶9¶2¼½·±E¸¿¾_¸ for some constant À . Then the DHP and DLP in
ÁlÂ
Ã are computationally equivalent.
(ii) More generally, let Ä be a finite cyclic group of order Å where the factorization of
Å is known. Suppose also that µ¶Å³¸ is ¹ -smooth, where ¹ºÆ»¶2¶2¼½·Å³¸¿¾N¸ for some
constant À . Then the GDHP and GDLP in Ä are computationally equivalent.
(iii) Let Ä be a finite cyclic group of order Å where the factorization of Å is known. If for
each prime divisor ± of Å either ±Ç²È´ or ± É´ is ¹ -smooth, where ¹º»¶2¶9¼#½³Å³¸¥¾_¸
for some constant À , then the GDHP and GDLP in Ä are computationally equivalent.

3.8 Composite moduli
ÁKÊ

Á

ÊÂ

The group of units of , namely , has been proposed for use in several cryptographic
mechanisms, including the key agreement protocols of Yacobi and McCurley (see Ë 12.6
notes on page 538) and the identification scheme of Girault (see Ë 10.4 notes on page 423).
There are connections of cryptographic interest between the discrete logarithm and DiffieÁ ÊÂ
Hellman problems in (cyclic subgroups of) , and the problem of factoring Å . This section
summarizes the results known along these lines.
3.78 Fact Let Å be a composite integer. If the discrete logarithm problem in
in polynomial time, then Å can be factored in expected polynomial time.
Á

ÁªÊ Â

can be solved

ÊÂ

is at least as difficult as the probIn other words, the discrete logarithm problem in
lem of factoring Å . Fact 3.79 is a partial converse to Fact 3.78 and states that the discrete
Á ÊÂ
logarithm in
is no harder than the combination of the problems of factoring Å and comÁ Â
puting discrete logarithms in Ã for each prime factor ± of Å .
ÁWÊ Â

3.79 Fact Let Å be a composite integer. The discrete logarithm problem in
polytime reduces
to the combination of the integer factorization problem and the discrete logarithm problem
Á Â
in Ã for each prime factor ± of Å .
Fact 3.80 states that the Diffie-Hellman problem in
lem of factoring Å .

Á

ÊÂ

is at least as difficult as the probÁ ÊÂ

3.80 Fact Let Åº/±Ì where ± and Ì are odd primes. If the Diffie-Hellman problem in
can
Á ÊÂ
be solved in polynomial time for a non-negligible proportion of all bases Í/Î
, then Å
can be factored in expected polynomial time.

3.9 Computing individual bits
Á

Â

While the discrete logarithm problem in Ã ( Ë 3.6), the RSA problem ( Ë 3.3), and the problem
of computing square roots modulo a composite integer Å ( Ë 3.5.2) appear to be intractable,
when the problem parameters are carefully selected, it remains possible that it is much easier to compute some partial information about the solution, for example, its least significant bit. It turns out that while some bits of the solution to these problems are indeed easy
Ï
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to compute, other bits are equally difficult to compute as the entire solution. This section
summarizes the results known along these lines. The results have applications to the construction of probabilistic public-key encryption schemes ( Ñ 8.7) and pseudorandom bit generation ( Ñ 5.5).
Recall (Definition 1.12) that a function Ò is called a one-way function if Ò,ÓÔKÕ is easy
to compute for all Ô in its domain, but for essentially all Ö in the range of Ò , it is computationally infeasible to find any Ô such that Ò,ÓÔKÕ×Ö .
Three (candidate) one-way functions
Although no proof is known for the existence of a one-way function, it is widely believed
that one-way functions do exist (cf. Remark 9.12). The following are candidate one-way
functions (in fact, one-way permutations) since they are easy to compute, but their inversion requires the solution of the discrete logarithm problem in ØWÚ Ù , the RSA problem, or the
problem of computing square roots modulo Û , respectively:
1. exponentiation modulo Ü . Let Ü be a prime and let Ý be a generator of Ø ÙÚ . The funcÙ àâá
tion is ÒßÞ Ø ÚÇ
Ø Ú Ù defined as Ò,ÓÔKÕ×"Ý,ã?ä3åæ«Ü .
2. RSA function. Let Ü and ç be distinct odd primes, Û×Üç , and let è be an integer
such that éê_æ%Ó9èëNÓÜ à ì Õ2ÓFç àPì Õ9ÕÇ× ì . The function is Ò/Þ³Ø-í à|á ØKí defined as
Ò,ÓÔ-Õ³×IÔ,î¨ä3åæ«Û .
3. Rabin function. Let Ûï×ðÜç , where Ü and ç are distinct primes each congruent to
ñ
modulo ò . The function is ÒóÞªôí àá ôí defined as Ò,ÓÔKÕ3×õÔEö ä3åæÛ . (Recall from Fact 2.160 that Ò is a permutation, and from Fact 3.46 that inverting Ò ,
i.e., computing principal square roots, is difficult assuming integer factorization is
intractable.)
The following definitions are used in Ñ 3.9.1, 3.9.2, and 3.9.3.
3.81 Definition Let Ò/ÞW÷ à|á ÷ be a one-way function, where ÷ is a finite set. A Boolean
predicate øÞù÷ àáûúü ë ìý is said to be a hard predicate for Ò if:
(i) øzÓÔKÕ is easy to compute given Ôþÿ÷ ; and
(ii) an oracle which computes øzÓÔKÕ correctly with non-negligible advantage given only
Ò,ÓÔ-Õ (where Ôþÿ÷ ) can be used to invert Ò easily.
Informally, ø is a hard predicate for the one-way function Ò if determining the single
bit øÇÓÔKÕ of information about Ô , given only Ò,ÓÔKÕ , is as difficult as inverting Ò itself.


3.82 Definition
Let ÒÞù÷ à|á  ÷ be a one-way function,
where ÷ is a finite set. A -bit predi

Þù÷ àáûú ü ë ìý
cate ø
is said to be a hard -bit predicate for Ò if:

ÓÔ-Õ is easy to compute given Ôþÿ÷ ; and
(i) ø

àâá
úü ë ìý , an oracle which computes
(ii) for every
Boolean predicate ø Þ úü ë ìý

øzÓFø
ÓÔ-Õ2Õ correctly with non-negligible advantage given only Ò,ÓÔKÕ (where Ôÿþ÷ )
can be used to invert Ò easily.



If such a ø
exists, then Ò is said to hide bits, or the bits are said to be simultaneously
secure.



Informally, ø
is a hard -bit predicate
for the one-way function Ò if determining any

ÓÔKÕ , given only Ò,ÓÔKÕ , is as difficult as inverting
partial information whatsoever about ø
Ò itself.
In Definitions 3.81 and 3.82, the probability is taken over all choices of
oracle.



and random coin tosses of the
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3.9.1 The discrete logarithm problem in

— individual bits


Let  be an odd prime and  a generator of   . Assume that the discrete logarithm problem
in    is intractable. Let    , and let !#"%$ . Recall from Fact 2.135 that  is
a quadratic residue modulo  if and only if  is even. Hence, the least significant bit of
is equal to &('*)
can be efficiently computed

+
+
,.-/ , where the Legendre symbol
(Algorithm 2.149). More generally, the following is true.
3.83 Fact Let  be an odd prime, and let  be a generator of    . Suppose that *)0'1 /%2.3 ,
where 3 is odd. Then there is an efficient algorithm which, given 45  , computes the 6
least significant bits of 708" $  .
3.84 Fact Let  be a prime and  a generator of   . Define the predicate 9;:<= 
9G&H
,

by

if 'GIJKI0&HL)5' ,M-/ C
if &HN)5' ,M-/ O KIPN)5'#Q

B#C


)?>A@B#CD'FE

'#C

Then 9 is a hard predicate for the function of exponentiation modulo  . In other words,
given  ,  , and  , computing the single bit 9R&H , of the discrete logarithm 1S8" $  is as
difficult as computing the entire discrete logarithm.
3.85 Fact Let  be a prime and  a generator of   . Let T*VUW&.!"X!"Y , be an integer. Let the
interval Z '#C[\)N'^] be partitioned into /%_ intervals `DaFC[`FbcCDQDQcQdCe`DfgDh b of roughly equal lengths.
Define the T -bit predicate 9Li _j :k   )?>l@mB#CD'FE _ by 9Li _j &H , on if pq`%r . Then 9Li _j is
a hard T -bit predicate for the function of exponentiation modulo  .

3.9.2 The RSA problem — individual bits
Let s be a product of two distinct odd primes  and t , and let u be an integer such that
(for some V;  ), some
"vDwx&MuyC^&Hq)z' , &.t
)4' ,.,
{' . Given s , u , and |}~FwWs
information about  is easily obtainable. For example, since u is an odd integer,
|




s



s






s



C
s

and hence the single bit of information  can be obtained simply by computing the Jacobi
symbol   (Algorithm 2.149). There are, however, other bits of information about  that
are difficult to compute, as the next two results show.
3.86 Fact Define the predicate 9{:)d>@B#C^'E by 9R& , V1w / ; that is, 9R&H , is the
least significant bit of  . Then 9 is a hard predicate for the RSA function (see page 115).
3.87 Fact Let T*VUW&(8"X8"?s , be an integer. Define the T -bit predicate 9 i _j :  )Y>@mB#CD'FE _
by 9Li _j &H , 51w /%_ . That is, 9Ni _j & , consists of the T least significant bits of  . Then
9Li _j is a hard T -bit predicate for the RSA function.



Thus the RSA function has 8"8"ds simultaneously secure bits.
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3.9.3 The Rabin problem — individual bits
Let Kk , where  and  are distinct primes each congruent to  modulo  .
3.88 Fact Define the predicate  d¡£¢¤#¥^¦§ by R¨©
least significant bit of the quadratic residue © . Then 
function (see page 115).

; that is, R¨H©ª is the
is a hard predicate for the Rabin

ªRV©1«N¬®

3.89 Fact Let ¯}±°W¨.²!³X²!³Yª be an integer. Define the ¯ -bit predicate L´µ¶k  ?¡l¢m¤#¥D¦F§cµ
by N´µ¶·¨© ª¸¹©º«N¬®%µ . That is, L´µ¶»¨H©ª consists of the ¯ least significant bits of the
quadratic residue © . Then L´µ¶ is a hard ¯ -bit predicate for the Rabin function.
Thus the Rabin function has ²!³X²!³? simultaneously secure bits.

3.10 The subset sum problem
The difficulty of the subset sum problem was the basis for the (presumed) security of the
first public-key encryption scheme, called the Merkle-Hellman knapsack scheme ( ¼ 8.6.1).
3.90 Definition The subset sum problem (SUBSET-SUM) is the following: given a set ¢½x¾D¥D½%¿ ,
ÀDÀDÀ ¥c½md§
of positive integers, called a knapsack set, and a positive integer Á , determine
whether or not there is a subset of the ½mÂ that sum to Á . Equivalently, determine whether

or not there exist ©ÃÄK¢m¤F¥^¦§ , ¦RÅPÆÇÅJ , such that ÃÉÈY¾ ½mÃÊ©dÃ\4Á .
The subset sum problem above is stated as a decision problem. It can be shown that
the problem is computationally equivalent to its computational version which is to actually

determine the ©dÃ such that ÃÉÈY¾ ½mÃÊ©dÃ\4Á , provided that such ©Ã exist. Fact 3.91 provides
evidence of the intractability of the subset sum problem.
3.91 Fact The subset sum problem is NP-complete. The computational version of the subset
sum problem is NP-hard (see Example 2.74).
Algorithms 3.92 and 3.94 give two methods for solving the computational version of
the subset sum problem; both are exponential-time algorithms. Algorithm 3.94 is the fastest
method known for the general subset sum problem.
3.92 Algorithm Naive algorithm for subset sum problem
INPUT: a set of positive integers ¢½ ¾ ¥c½ ¿ ¥ ÀcÀDÀ ¥c½  § and a positive integer Á .

OUTPUT: © Ã Äº¢¤#¥^¦§ , ¦RÅpÆ=ÅJ , such that Ã»È?¾ ½ Ã © Ã 4Á , provided such ©

1. For each possible vector ¨H© ¾ ¥[© ¿ ¥ ÀcÀDÀ ¥e©  ªÄº¨[Ë ¿ ª do the following:

1.1 Compute Ì
ÃÉÈ?¾ ½yÃH©Ã .
1.2 If ÌkSÁ then return(a solution is ¨©\¾c¥e©k¿F¥ ÀDÀDÀ ¥[©ª ).
2. Return(no solution exists).
3.93 Fact Algorithm 3.92 takes °W¨.®


ª

Ã

exist.

steps and, hence, is inefficient.
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3.94 Algorithm Meet-in-the-middle algorithm for subset sum problem
INPUT: a set of positive integers ÍÎxÏÑÐcÎ%Ò#ÐDÓcÓDÓ?ÐcÎmÔdÕ and a positive integer Ö .
Ô
OUTPUT: ×ØÙºÍÚ#Ð^ÛÕ , ÛRÜpÝ=ÜJÞ , such that Ø»ß Ï ÎmØÊ×dØ\à4Ö , provided such ×dØ exist.
1. Set ácâäã!ÞåæDç .
ê(ê
ê
for è×\ÏcÐe×kÒ#ÐDÓcÓDÓ?Ð[×
2. Construct
a table with entries è éØÉß Ï Î Ø × Ø Ð^è×\ÏcÐe×kÒ#ÐDÓcÓDÓ?Ð[×
Ù
ê
é
é
è[ë Ò
é . Sort this table by first component.
ê
ê Ôîí
3. For each èH×
ÏDÐ[×
ÒÐDÓcÓDÓdÐ[×Ô
Ùºè[ë?Ò
é , do the following:
éeì
éeì
Ô
3.1 Compute ïàSÖð
Ø»ß
Ï Î Ø × Ø and check, using a binary search, whether ï is
éeì
the first component of some
entry in the table.
ê
3.2 If ïkà
).
éØÉß Ï Î Ø × Ø then return(a solution is èH×\ÏcÐe×kÒFÐcÓDÓcÓdÐe×Ô
4. Return(no solution exists).
3.95 Fact Algorithm 3.94 takes ñWèÞæ

ê

Ôò.Ò

steps and, hence, is inefficient.

3.10.1 The óLô -lattice basis reduction algorithm
The õYö -lattice basis reduction algorithm is a crucial component in many number-theoretic
algorithms. It is useful for solving certain subset sum problems, and has been used for cryptanalyzing public-key encryption schemes which are based on the subset sum problem.
ê

ê

3.96 Definition Let ×1à4è× Ï Ðe× Ò ÐcÓDÓDÓdÐ[× Ô and ÷øà4è÷
inner product of × and ÷ is the real number
ú

ÐcÓDÓDÓdÐ[÷
Ò

Ô

be two vectors in ù

Ô

. The

×\Ðe÷qû0à×Ï·÷kÏü7×kÒ^÷ÒüoýDýcýyüº×ÔF÷FÔÓ
ê

3.97 Definition Let ÷*àSèH÷Ï^Ðe÷#Ò#ÐDÓcÓDÓ?Ð[÷FÔ
þ

Ï Ð[÷

þ
÷

à

ÿ

ú

be a vector in ù

÷?Ðe÷qûlà

÷

Ò
Ï

Ô

üº÷
Ò

. The length of ÷ is the real number
Ò

üýcýDýyüº÷
Ô

Ò
Ó

Ô

3.98 Definition Let à ÍDÏÑÐeÒ#ÐcÓDÓcÓdÐNÕ be a set of linearly independent vectors in ù
(so
that  ÜPÞ ). The set õ of all integer linear combinations of  Ï Ð Ò ÐcÓDÓDÓdÐ  is called a lattice
of dimension  ; that is, õ àäë Ï ü ë  Ò ü0ýcýDýüë   . The set is called a basis for the
lattice õ .
A lattice can have many different bases. A basis consisting of vectors of relatively
small lengths is called reduced. The following definition provides a useful notion of a reduced basis, and is based on the Gram-Schmidt orthogonalization process.
Ô

3.99 Definition Let VàÍDÏÑÐeÒ#ÐcÓDÓcÓdÐ(ÔdÕ be a basis for a lattice õ Sù . Define the vectors
ú
Ø ( ÛGÜJÝÇÜJÞ ) and the real numbers  Ø  ( ÛGÜ
Ý=ÜJÞ ) inductively by
ú

 Ø  
à

(Ø[Ð
  Ð 

ú

û



ÐAÛRÜ
û

ú

ÝÇÜPÞÐ

(3.8)

Ø í?Ï



The basis

Ø

à

(Ødð

Ñß

 Ø   

ÐÛGÜpÝÜpÞÓ

Ï

is said to be reduced (more precisely, Lovász-reduced) if


Û
ú
 Ø  Ü
Ð
for ÛRÜ
ÝÜpÞ
æ
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(where     denotes the absolute value of   ), and
!#"$ !&%('


)*,+

%
   -/.

!#"$ !&%10
-/.

for 2436587:9 ;

(3.10)

Fact 3.100 explains the sense in which the vectors in a reduced basis are relatively short.
" 0" 0
0" B
3.100 Fact Let <=?>@ be a lattice with a reduced basis A . % ;;;
.
!#" !
!
!
%
@
-/.KJML
(i) For every non-zero C:DE< , . 0 7G0 FIH @ 0 B C .
(ii) More generally, for any set AON . N % ;;; N P of linearly independent vectors in < ,
!Q" !
!#0Y! !#0
0I! !KZK0
-/.KJML %TSVUQW/X !
for 2(7[V7\;
 7RF H @
NI.
N % ;;;
N P
The </] -lattice basis reduction algorithm (Algorithm 3.101) is a polynomial-time algorithm (Fact 3.103) for finding a reduced basis, given a basis for a lattice.
3.101 Algorithm ^_ -lattice basis reduction algorithm
X " 0" 0
0" Z
'
INPUT: a basis . % ;;;
for a lattice < in >` , a
9 .
@
OUTPUT: a reduced basis for < .
" $ "
" $ 0" $
1. .cb . , d . b 3 . .fe .
2. For 5 from
" $ " F to 9 do the following:
2.1  b  .
+
" 0" $
" $ " $ +
" $
2 , set    b 3   ehg d  and  b 
    .
2.2 For [ from
" $ 02 " $ to 5
2.3 d  b 3  4e .
3. i b F .
+
4. Execute subroutine
RED(
i ,i
2 ) to possibly update some   .
X +
Z
%
5. If d8jk3 ]l
 j1 jO-/. d8jO-m. then do the following:
%
5.1 Set  b j1 jO-/. , d b d jonp d8jO-m. , j1 jO-/. b  d jO-m. g d , d j b d8jO-/.d j g d ,
and d8jO-m. " b d . "
5.2 Exchange j and jO-m. .
0 0
0 +
F .
5.3 If i e F then exchange
0
0  j10   and  jO-/.Q  for [rqs2 F ;;; i
5.4 For 5qsitnu2 ivnuF ;;; 9 :
+
Set \  j ,  j b  j1-/.
w\ , and  jO-/. b \xnyj1 jO-/.z j .
SVUQWwX b 0 +
Z
5.5 i b
F i
2 .
5.6 Go to step 4.
+
0 +
0
0
) ;;; 2 , execute RED( i , { ), and finally set i b i~u
F i
n 2 .
Otherwise, for {|q}i
" 0" 0
0"
6. If i79 then go to step 4. Otherwise, return( . % ;;;
).
@
.
RED( i , { ) If   j1   e % then do the following:
"
" + "
1.  b& ;nyj1  , + j b j
 .
+
2. For [ from + 1 to {
2 , set j1  b j1 
  .
3. j1  b j1 
 .
3.102 Note (explanation of selected steps of Algorithm 3.101)
" $
(i) Steps 1 and 2 initialize the algorithm by computing  ( 247587" 9 $ )0" and
  ( 247[k3
$
5879 ) as defined in equations (3.9) and
(3.8),
and
also
d
x


q
3
(275879 ).

t

e
" 0" 0
0"
(ii) i is a variable such that the vectors . % ;;; " jO-m. are reduced
(initially
ihqF in
" 0" 0
0"
step 3). The algorithm then attempts to modify j , so that . % ;;; j are reduced.
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(iii) In step 4, the vector  is modified appropriately so that  1 1/cw  , and the 1 
are updated for VR6 .
(iv) In step 5, if the condition of equation (3.10) is violated for  , then vectors 
and  O/ are exchanged and their corresponding parameters are updated. Also,  is
decremented by 1 since then it is only guaranteed that ¢¡  ¡£££w¡O  are reduced.

Otherwise,  is modified appropriately so that  1    for 1¡¤1¡£££|¡( ¤ ,
while keeping (3.10) satisfied.  is then incremented because now ¡  ¡£££¡ are
reduced.

It can be proven that the ¥/¦ -algorithm terminates after a finite number of iterations.
Note that if ¥ is an integer lattice, i.e. ¥¨§ª©« , then the ¥/¦ -algorithm only operates on
rational numbers. The precise running time is given next.

3.103 Fact Let ¥6§R©« be a lattice with basis ¬  ¡  ¡£££/¡ , and let ®¯y° , ®²±}¤ , be such
«
that ³# ´c³ µ® for o¶·¡¢¤1¡£££¸¡z¹ . Then the number of arithmetic operations needed by
Algorithm 3.101 is ºt»¼¹/½ ¾¿OÀ®tÁ , on integers of size ºt»¼¹¾¿OÀ®tÁ bits.

3.10.2 Solving subset sum problems of low density
The density of a knapsack set, as defined below, provides a measure of the size of the knapsack elements.

3.104 Definition Let ÂpÃ¬ÄYQ¡Ä  ¡£££/¡Ä
be a knapsack set. The density of Â is defined to be
«
Å
¹
 £
 ÆkÇ¢È
¬ ¾À Ä ´TI(8¹

Algorithm 3.105 reduces the subset sum problem to one of finding a particular short
vector in a lattice. By Fact 3.100, the reduced basis produced by the ¥  ¦ -algorithm includes
/KÊMË
a vector of length which is guaranteed to be within a factor of ¤·É «
of the shortest nonzero vector of the lattice. In practice, however, the ¥/¦ -algorithm usually finds a vector
which is much shorter than what is guaranteed by Fact 3.100. Hence, the ¥m¦ -algorithm
can be expected to find the short vector which yields a solution to the subset sum problem,
provided that this vector is shorter than most of the non-zero vectors in the lattice.
3.105 Algorithm Solving subset sum problems using ÌÍ -algorithm


INPUT: a set of positive
 integers ¬Ä  ¡Ä ¡£££/¡Ä « and an integer Î .
OUTPUT: Ï ´ ¯y¬Ð1¡¢ , 8:¹ , such that «´&Ñ/ Ä ´ Ï ´ }Î , provided such Ï ´ exist.

1. Let ÒªÔÓ ¨Õ ¹/Ö .
2. Form an »¼¹4×hOÁ -dimensional lattice ¥ with basis consisting of the rows of the matrix


Ð
Ð

Ø


Ð

Ð
Ð

..
.
Ð


â

Ð



..
.
Ð


..
.
Ð


ÙÙÙÚÐ
ÙÙÙÚÐ
ÙÙÙÚÐ
.
..
. ..

ÒÄY
ÒÄ 
ÒÄ
¦
..
.

ÙÙÙÚÛÒ:Ä
«

ÙÙÙ 
Ò:Î

3. Find a reduced basis Ü of ¥ (use Algorithm 3.101).
4. For each vector ÝÞ}»ßÝ  ¡zÝ  ¡ £££w¡Ý
 Á in Ü , do the following:
«áà
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ç ç
4.1 If ä·åáæ/ç èsé and ä·êTëyì1í î¸ï î|ð for all ñè}ò ïó1ïôôôwïzõ
ç
For ñèsò ïó1ïôôô|ïõ , set öwê ÷øä·ê|ù î .
å
If ê&ú/çwû ê¼ö|êxè²ü , then return(a solution is ýßöxç ï
ç
For ñèsò ïó1ïôôô|ïõ , set ö ê ÷ªíÿä ê ù î .
å
If ê&ú/ç û ê¼ö|êxè²ü , then return(a solution is ýßöxç ï

, then do the following:
ö î ïôôô/ï ö|å¸þ ).

ö î ïôôô/ï ö|å¸þ ).
5. Return(FAILURE). (Either no solution exists, or the algorithm has failed to find one.)

Justification. Let the rows of the matrix be  ç ï  î ïôôôwï  åáæ/ç , and let  be the ý õ ùGòOþ dimensional lattice generated by these vectors. If ý¼öxç ï ö î ïôôômï ö|å¸þ is a solution to the subset
å
ç ç
sum problem, the vector äÔè
í åáæ/ç is in  . Note that äIêyë ì1í î¸ï î|ð for
ê&ú/ç öwê ê
î
î
î
ñèò ï¢ó·ïôôô|ïõ and ä å æ/ç èé . Since &
ä  è
ä ç ùyä î 
ù   ùyä åáæmç the vector ä is a
vector of short length in  . If the density of the knapsack set is small, i.e. the û ê are large,
then most vectors in  will have relatively large lengths, and hence ä may be the unique
shortest non-zero vector in  . If this is indeed the case, then there is good possibility of the
 -algorithm finding a basis which includes this vector.
Algorithm 3.105 is not guaranteed to succeed. Assuming that the  -algorithm always
produces a basis which includes the shortest non-zero lattice vector, Algorithm 3.105 succeeds with high probability if the density of the knapsack set is less than é ô  é  .

3.10.3 Simultaneous diophantine approximation
Simultaneous diophantine approximation is concerned with approximating a vector ý  ï  ,


ôôôwï  þ of rational numbers (more generally, a vector ýxç ï  î ïôôô/ï ¸å¸þ of real numbers)

by a vector ý  ï  ïôôôwï  þ of rational numbers with a smaller denominator  . Algorithms



for finding simultaneous
diophantine
approximation have been used to break some knapsack public-key encryption schemes (  8.6).
3.106 Definition Let be a real number. The vector ý   ï   ïôôôwï   þ of rational numbers is said



to be a simultaneous diophantine approximation of -quality to the vector ý   ï   ïôôôwï   þ



of rational numbers if "!$# and


#Kê
#

í% ê

#')(
&

for ñ èRò ï¢ó1ïôôôwïõ ô

(The larger is, the better is the approximation.) Furthermore, it is an unusually good siç
multaneous diophantine approximation (UGSDA) if +* å .
Fact 3.107 shows that an UGSDA is indeed unusual.
3.107 Fact For õ-,Ró , the set
.

å¸ý/#þ è

#cç
#

ï

î
#
#

ïôôômï

å
#
#

0

é
&

ï 254 6 /ý #ç
# 1
ê !$# 3

ï # î ï ôôôwï K# å ï # þ è}ò

ç å
å)8ßç
æ/ç
has at least î # members. Of these, at most 7tý#
þ members have at least one '9( :
ç
quality simultaneous diophantine approximation. Hence, for any fixed +* å , the fraction
.
of members of å¸ý #þ having at least one UGSDA approaches é as #<;>= .

Algorithm 3.108 reduces the problem of finding a -quality simultaneous diophantine
approximation, and hence also a UGSDA, to the problem of finding a short vector in a lattice. The latter problem can (usually) be solved using the  -lattice basis reduction.
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3.108 Algorithm Finding a ? -quality simultaneous diophantine approximation
K

INPUT: a vector @BA$CD E DG
of rational numbers, and a rational number L<MON .
DJ
K
D+F D+F H H HIF D
OUTPUT: a L -quality simultaneous diophantine approximation CPQE PG
of @ .
PJ
P

F P

F H H HIF

P

1. Choose an integer R"SUTWV .
K
2. Use Algorithm 3.101 to find a reduced basis X for the CZY\[^] -dimensional lattice _
which is generated by the rows of the matrix

`

RaT

N

N

b b b

N

N

N

RaT

N

b b b

N

N

N

N

RaT

b b b

N

..
.

..

A

c

..
.
N
c

RaT d

3. For each jkAUCZjgd jQe
j5i
F
F H H H F
F
3.1 oqprj5i)l d .
3.2 For s from 1 to Y , set outp
w

..
.

j5i)l d

N
RaTfe
K

in X

c

N

b b b
b b b

c

such that j5i9l

v w
x [yoqTt
d

D

.

RgTh

N

..
.

..
.

RaT

N

RgT/i

]

dnU
mA T

, do the following:

.
K

3.3 If z o1D c o t zg{|T})V for each s , ]~{-s{^Y , then return CPE PG
PJ .
D
PF PF H H HIF P
4. Return(FAILURE). (Either no L -quality simultaneous diophantine approximation exists, or the algorithm has failed to find one.)
`

fe
i)l d . Suppose that
KF H H H F
PJ . Then the vector
D F D F H H H F D
P F P F H H H F P

A
oqd  d[ o5e5fe[b b b[ oiqi~[ oai9l d
K
K
K
K
A
CRgCZoId T c oaT d
R9Co5eT c oaTe
RgCZouiIT c oqTi
o
F
F H H K HIF
F
is in _ and has length less than approximately C- Y[] T . Thus  is short compared to Kthe
dl
j i9l d is
original basis vectors, which are of length roughly T V . Also, if jkK AUCZj d j e
F
F H H H F
a vector in _ of length less than T , then the vector C PQE PG
defined
in
step 3 is a L PJ
P F P F H H HF P h
quality approximation. Hence there is a good possibility that the _ -algorithm will produce

Justification. Let
the rows of the matrix be denoted by
K
has a L -quality approximation CPQE PG
CD E DG
DJ

 d

F

a reduced basis which includes a vector j that corresponds to a L -quality approximation.

3.11 Factoring polynomials over finite fields
K




)
qC
The problem considered in this sectionK is the following:
given a polynomial
,

 K
 K
 K
D K
qC
AB d C

C
b
b

b



C

f
t
C
with TAo , find its factorization
,
where
each
is
e
E
G

 )
an irreducible
polynomial in
and each t1|] . ( t is called the multiplicity of the facK
D
tor  t C  .) Several situations 
call
for the factoring of polynomials over finite fields, such as

index-calculus algorithms in e (Example 3.70) and Chor-Rivest public-key encryption
(  8.6.2). This section presents an algorithm for square-free factorization, and Berlekamp’s
classical deterministic algorithm for factoring polynomials which is efficient if the underlying field is small. Efficient randomized algorithms are known for the case of large T ; references are provided on page 132.
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3.11.1 Square-free factorization
Observe first that ¢q£Z¤¥ may be divided by its leading coefficient. Thus, it may be assumed
that ¢q£Z¤¥ is monic (see Definition 2.187). This section shows how the problem of factoring
a monic polynomial ¢q£¤¦¥ may then be reduced to the problem of factoring one or more
monic square-free polynomials.
3.109 Definition Let ¢q£Z¤¥§©¨«ª)¬ ¤9 . Then ¢q£Z¤¦¥ is square-free if it has no repeated factors, i.e.,
there is no polynomial ®q£Z¤¦¥ with ¯)° ± ®q£Z¤¦¥³²U´ such that ®q£Z¤¦¥¶µ divides ¢q£Z¤¥ . The square¹
free factorization of ¢q£Z¤¦¥ is ¢q£Z¤¥·
¸¹º »¢ ¹ £¤¦¥ , where each ¢ ¹ £¤¦¥ is a square-free polynomial and ±5¼ ¯u£¢ ¹ £¤¦¥½ ¢ ¾£Z¤¥¥¿·À´ for Án
Â· Ã . (Some of the ¢ ¹ £¤¦¥ in the square-free factorization of ¢q£Z¤¥ may be 1.)
¹

Ä¹¶ºÅÆ ¹ ¤
be a polynomial of degree ÇO²´ . The (formal) derivative of
Let ¢q£Z¤¥·
»
¹
¢q£Z¤¦¥ is the polynomial ¢uÈ£¤¦¥«·
¹ÄgºÉ ÅrÆ ¹Ê » £Á¦Ë´¥¤ . If ¢uÈ£¤¦¥·$Ì , then, because Í is the
¹
characteristic of ¨1ª , in each term Æ ¹ ¤ of ¢q£¤¦¥ for which Æ ¹ Î
Â·
Ì , the exponent of ¤ must
¹
ª
¹ÄQº
Ò ÅÐ Æ ¹ Ò Ð ¤ ,
be a multiple of Í . Hence, ¢q£Z¤¦¥ has the form ¢q£Z¤¥·ÏÆ5£¤¦¥Ð , where ÆÑ£Z¤¦¥³·
Ð
and the problem of finding the square-free factorization of ¢q£Z¤¥ is reduced to finding that
of Æ5£¤¦¥ . Now, it is possible that ÆÈ¶£Z¤¥¿·ÀÌ , but repeating this process as necessary, it may
be assumed that ¢uÈ£¤¦¥U
Â· Ì .
Next, let ®q£Z¤¦¥¿·À±¼ ¯u£¢q£¤¦¥½ ¢uÈ£Z¤¦¥¥ . Noting that an irreducible factor of multiplicity Ó
in ¢q£Z¤¥ will have multiplicity ÓÕÔ´ in ¢uÈ£¤¦¥ if ±¼ ¯u£/Ó)½ÖÍa¥·À´ , and will retain multiplicity
Ó in ¢uÈ¶£Z¤¦¥ otherwise, the following conclusions may be drawn. If ®q£Z¤¦¥©·>´ , then ¢q£Z¤¥
has no repeated factors; and if ®a£¤¦¥ has positive degree, then ®a£¤¦¥ is a non-trivial factor
of ¢q£Z¤¥ , and ¢q£Z¤¦¥/×®q£Z¤¥ has no repeated factors. Note, however, the possibility of ®q£Z¤¥
having repeated factors, and, indeed, the possibility that ®uÈ£¤¦¥«·UÌ . Nonetheless, ®q£Z¤¥ can
be refined further as above. The steps are summarized in Algorithm 3.110. In the algorithm,
Ø
denotes the square-free factorization of a factor of ¢q£¤¦¥ in factored form.

3.110 Algorithm Square-free factorization
SQUARE-FREE(¢q£Z¤¥ )
INPUT: a monic polynomial ¢q£¤¦¥§¨1ª)¬ ¤) of degree ²Ù´ , where ¨Úª has characteristic Í .
OUTPUT: the square-free factorization of ¢q£¤¦¥ .
Ø
1. Set Á Û3´ , Û3´ , and compute ¢ È £Z¤¦¥ .
Ø
»
2. If ¢uÈ¶£Z¤¥«·UÌ then set ¢q£¤¦¥/Û¢q£¤¦¥ Ò Ð and ÛÜ£ SQUARE-FREE£/¢q£Z¤¥¥¥ Ð .
Â· Ì ) do the following:
Otherwise (i.e. ¢uÈ¶£Z¤¥$
2.1 Compute ®a£¤¦¥/ÛÝ±¼ ¯u£¢q£¤¦¥½ ¢ È £Z¤¦¥¥ and Þ9£¤¦¥Û3¢q£¤¦¥×W®a£¤¦¥ .
2.2 While Þg£Z¤¥O
Â· ´ do the following:
Compute Þ9£¤¦¥/ÛÝ±¼ ¯)£Þg£Z¤¥½f®a£¤¦¥¥ and ßZ£Z¤¥/ÛÞg£Z¤¦¥/× Þg£Z¤¥ .
Ø
Øà
¹
ßZ£Z¤¥ , Á ÛÁ¦Ë´ , Þg£Z¤¥/Û Þ9£¤¦¥ , and ®a£¤¦¥Ûr®q£Z¤¥× Þ9£¤¦¥ .
Set Û
Ø
ØÙà
»
2.3 If ®a£¤¦¥U
Â· ´ then set ®a£¤¦¥/Ûy®q£Z¤¥ Ò Ð and Û
£ SQUARE-FREE£Z®q£Z¤¥¥¥ Ð .
Ø
3. Return( ).
¹

Once the square-free factorization ¢q£Z¤¥«·
¸¹º » ¢ ¹ £Z¤¥ is found, the square-free polynomials ¢ » £Z¤¦¥ , ¢ £Z¤¦¥/½ á á á½ ¢ £Z¤¥ need to be factored in order to obtain the complete facµ
¸
torization of ¢q£¤¦¥ .
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3.11.2 Berlekamp’s â -matrix algorithm
Let ãqäå¦æç
èéê ë ã é äZåæ be a monic polynomial in ìÚígî å9ï of degree ð having distinct irreducible factors ã é äå¦æ , ñkòUóòUô . Berlekamp’s õ -matrix algorithm (Algorithm 3.111) for
factoring ãqäZå¦æ is based on the following facts. The set of polynomials
ö



íÕý
çB÷øäZåæùúì«í9î å)ïfûQäãqäå¦ææüuøäå¦æ
øäå¦æþäÿ
ö
of dimension ô over ìÚí . consists of precisely

is a vector space
space of the matrix õ



, where õ

is the ð

úð



ãqäZåææ

those vectors in the null
specified by

uæ -entry  é

matrix with äZó

 ë 
 é å Õò^ó³ò-ðÜñ
 ê

and where  is the ðrð identity matrix. A basis  ç ÷ ë äZåæ!#"ÑäZåæ!%$&$&$' äZåæ( for
ö
è
can thus be found by standard techniques from linear algebra. Finally, for each pair of
distinct factors ã é äå¦æ and ã  äå¦æ of ãqäZå¦æ there exists some *)äZåæù+ and some ,Àù3ì í
such that ã é äå¦æ divides *)uäZå¦æ-.,  but ã  äZåæ does not divide *)äå¦æ/, ; these two factors
can thus be split by computing 0*1 ä/ãqäZå¦æ( ) äZå¦æ23
, æ . In Algorithm
3.111, a vector 4 ç
ä54  64 ë &$%$&$764  ë æ is identified with the polynomial Õ
4 äå¦æç é¶ê ë 4 é å é .
å



éí

ÿ

ãqäå¦æ1ç

8

3.111 Algorithm Berlekamp’s -matrix algorithm for factoring polynomials over finite fields
INPUT: a square-free monic polynomial ãqäå¦æ of degree ð in ì1í9î å9ï .
OUTPUT: the factorization of ãqäå¦æ into monic irreducible polynomials.



Üñ , compute the polynomial
 ë 
éí

å
ÿ
ãqäZå¦æ ç
 é å $
 ê9


1. For each ó , Õò-ó³ò-ð

2.
3.
4.
5.

 

Note that each é is an element of ì í .
Form the ð
ð matrix õ whose äó uæ -entry is é .
Determine a basis ë
for the null space of the matrix äõ
æ , where
è
is the ð ð identity matrix. The number of irreducible factors of ãqäZå¦æ is precisely ô .
Set ÷ãqäZåæ . ( is the set of factors of ãqäZå¦æ found so far; their product is equal
to ãqäå¦æ .)
For ó from 1 to ô do the following:
5.1 For each polynomial gäZå¦æ¿ù
such that
gäZå¦æ |ñ do the following: comé äå¦æ
ä gäZåæ
¦æ for each yùì í , and replace gäZåæ in
pute
by all those
polynomials in the gcd computations whose degrees are Oñ .
Return(the polynomials in are the irreducible factors of ãqäZåæ ).
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3.112 Fact The running time of Algorithm 3.111 for factoring a square-free polynomial of degree
ð over ì í is äZð
-ô /ð ægì í -operations, where ô is the number of irreducible factors of
ãqäZå¦æ . The method is efficient only when is small.
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3.12 Notes and further references

N 3.1

N 3.2

Many of the topics discussed in this chapter lie in the realm of algorithmic number theory. Excellent references on this subject include the books by Bach and Shallit [70], Cohen
[263], and Pomerance [993]. Adleman and McCurley [15] give an extensive survey of the
important open problems in algorithmic number theory. Two other recommended surveys
are by Bach [65] and Lenstra and Lenstra [748]. Woll [1253] gives an overview of the reductions among thirteen of these problems.
A survey of the integer factorization problem is given by Pomerance [994]. See also Chapters 8 and 10 of Cohen [263], and the books by Bressoud [198] and Koblitz [697]. Brillhart
et al. [211] provide extensive listings of factorizations of integers of the form
for
.
“small” and

V

OQPSRUT

ODWYX*Z&[*Z&\*Z]Z^ZT`_ZT*T*ZT*X

Bach and Sorenson [71] presented some algorithms for recognizing perfect powers
(cf. Note 3.6), one having a worst-case running time of
bit operations, and a second having an average-case running time of
bit operations. A more recent algorithm of Bernstein [121] runs in essentially linear time
. Fact 3.7 is from
Knuth [692]. Pages 367–369 of this reference contain explicit formulas regarding the expected sizes of the largest and second largest prime factors, and the expected total number
of prime factors, of a randomly chosen positive integer. For further results, see Knuth and
Trabb Pardo [694], who prove that the average number of bits in the
largest prime factor of a random -bit number is asymptotically equivalent to the average length of the
longest cycle in a permutation on objects.

aKb!cdfh;V-g

r

aKb!cdfe;V-g
aKbQb!cd'V-g(i(jCk l5i(mng
o#p5q

r

osp5q

Floyd’s cycle-finding algorithm (Note 3.8) is described by Knuth [692, p.7]. Sedgewick,
Szymanski, and Yao [1106] showed that by saving a small number of values from the
sequence, a collision can be found by doing roughly one-third the work as in Floyd’s cyclefinding algorithm. Pollard’s rho algorithm for factoring (Algorithm 3.9) is due to Pollard
[985]. Regarding Note 3.12, Cohen [263, p.422] provides an explanation for the restriction
. Brent [196] presented a cycle-finding algorithm which is better on average
than Floyd’s cycle-finding algorithm, and applied it to yield a factorization algorithm which
is similar to Pollard’s but about 24 percent faster. Brent and Pollard [197] later modified
this algorithm to factor the eighth Fermat number
. Using techniques from
algebraic geometry, Bach [67] obtained the first rigorously proven result concerning the
expected running time of Pollard’s rho algorithm: for fixed , the probability that a prime
factor is discovered before step is at least
as
.

t;u

vYWx
w _*Z yzX

{}|W~X h D T
o

o
h    aKb; e h g <
 
The y.T algorithm (Algorithm 3.14) is due to Pollard [984]. Several practical improvements have been proposed for the y:T algorithm, including those by Montgomery [894]
and Montgomery and Silverman [895], the latter using fast Fourier transform techniques.
Williams [1247] presented an algorithm for factoring V which is efficient if V has a prime
factor  such that   T is smooth. These methods were generalized by Bach and Shallit [69]
to techniques that factor V efficiently provided V has a prime factor  such that the o p5q cyclotomic polynomial  b5g is smooth. The first few cyclotomic polynomials are  b}g-W
yST ,  h b5g/W:  T ,   e b5g/W: h'   T , /*b5g/W: h' T , /`b5g/W:    e   h i   T ,
and /*b}g/W  h y  T .
N
The elliptic curve factoring algorithm (ECA) of 3.2.4 was invented by Lenstra [756].
Montgomery [894] gave several practical improvements to the ECA. Silverman and
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Wagstaff [1136] gave a practical analysis of the complexity of the ECA, and suggested optimal parameter selection and running-time guidelines. Lenstra and Manasse [753] implemented the ECA on a network of MicroVAX computers, and were successful in finding 35decimal digit prime factors of large (at least 85 digit) composite integers. Later, Dixon and
Lenstra [350] implemented the ECA on a 16K MasPar (massively parallel) SIMD (single
instruction, multiple data) machine. The largest factor they found was a 40-decimal digit
prime factor of an 89-digit composite integer. On November 26 1995, Peter Montgomery
reported finding a 47-decimal digit prime factor of the 99-digit composite integer
with the ECA.

&(!

YY

Hafner and McCurley [536] estimated the number of integers
that can be factored
with probability at least using at most arithmetic operations, by trial division and the
elliptic curve algorithm. Pomerance and Sorenson [997] provided the analogous estimates
for Pollard’s
algorithm and Williams’
algorithm. They conclude that for a given
running time bound, both Pollard’s
and Williams’
algorithms factor more integers
than trial division, but fewer than the elliptic curve algorithm.

<





¡¢

D 

;£

[994] credits the idea of multiplying congruences to produce a solution to }¥¤
¦Pomerance
¨§!©ª«-¬ for the purpose of factoring  (  3.2.5) to some old work of Kraitchik circa

1926-1929. The continued fraction factoring algorithm, first introduced by Lehmer and
Powers [744] in 1931, and refined more than 40 years later by Morrison and Brillhart [908],
was the first realization of a random square method to result in a subexponential-time algorithm. The algorithm was later analyzed by Pomerance [989] and conjectured to have
an expected running time of
. If the smoothness testing in the algorithm is done
with the elliptic curve method, then the expected running time drops to
. Morrison
and Brillhart were also the first to use the idea of a factor base to test for good
pairs.
The continued fraction algorithm was the champion of factoring algorithms from the mid
1970s until the early 1980s, when it was surpassed by the quadratic sieve algorithm.

®°¯°± ; ²

³ ´µ

µ
®°¯°± ¶ ²  ¹
§!·s¸ ² ¸6¬



The quadratic sieve (QS) ( 3.2.6) was discovered by Pomerance [989, 990]. The multiple
polynomial variant of the quadratic sieve (Note 3.25) is due to P. Montgomery, and is described by Pomerance [990]; see also Silverman [1135]. A detailed practical analysis of
the QS is given by van Oorschot [1203]. Several practical improvements to the original
algorithms have subsequently been proposed and successfully implemented. The first serious implementation of the QS was by Gerver [448] who factored a 47-decimal digit number. In 1984, Davis, Holdridge, and Simmons [311] factored a 71-decimal digit number
with the QS. In 1988, Lenstra and Manasse [753] used the QS to factor a 106-decimal digit
number by distributing the computations to hundreds of computers by electronic mail; see
also Lenstra and Manasse [754]. In 1993, the QS was used by Denny et al. [333] to factor
a 120-decimal digit number. In 1994, the 129-decimal digit (425 bit) RSA-129 challenge
number (see Gardner [440]), was factored by Atkins et al. [59] by enlisting the help of about
1600 computers around the world. The factorization was carried out in 8 months. Table 3.3
shows the estimated time taken, in mips years, for the above factorizations. A mips year is
equivalent to the computational power of a computer that is rated at 1 mips (million instructions per second) and utilized for one year, or, equivalently, about
instructions.

º¼»f*½ ¾

The number field sieve was first proposed by Pollard [987] and refined by others. Lenstra et
al. [752] described the special number field sieve (SNFS) for factoring integers of the form
for small positive and . A readable introduction to the algorithm is provided by
Pomerance [995]. A detailed report of an SNFS implementation is given by Lenstra et al.
[751]. This implementation was used to factor the ninth Fermat number
,
which is the product of three prime factors having 7, 49, and 99 decimal digits. The general number field sieve (GNFS) was introduced by Buhler, Lenstra, and Pomerance [219].
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´
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Year
1984
1988
1993
1994

Number of digits
71
106
120
129

mips years
0.1
140
825
5000

Table 3.3: Running time estimates for numbers factored with QS.

Coppersmith [269] proposed modifications to the GNFS which improve its running time
, however, the method is not practical; another modification (also impracto
tical) allows a precomputation taking
time and
storage, following which all integers in a large range of values can be factored in
time. A
detailed report of a GNFS implementation on a massively parallel computer with 16384
processors is given by Bernstein and Lenstra [122]. See also Buchmann, Loho, and Zayer [217], and Golliver, Lenstra, and McCurley [493]. More recently, Dodson and Lenstra
[356] reported on their GNFS implementation which was successful in factoring a 119decimal digit number using about 250 mips years of computing power. They estimated that
this factorization completed about 2.5 times faster than it would with the quadratic sieve.
Most recently, Lenstra [746] announced the factorization of the 130-decimal digit RSA130 challenge number using the GNFS. This number is the product of two 65-decimal digit
primes. The factorization was estimated to have taken about 500 mips years of computing
power (compare with Table 3.3). The book edited by Lenstra and Lenstra [749] contains
several other articles related to the number field sieve.

É°Ê/ËÍÎ¶Ì ÏÐÑÓÒ*Ô`Õ×Ö

É°Ê°Ë Î Ì ÏÕ*ÑÔ`Ô*Ø×Ö

É'ÊË Î Ì Ï&Ð*ÑÙ`Ú`ÒÖ
É°Ê°ËnÎ Ì ÏÐ*ÑÙ`Ú*Ò×Ö

The ECA, continued fraction algorithm, quadratic sieve, special number field sieve, and
general number field sieve have heuristic (or conjectured) rather than proven running times
because the analyses make (reasonable) assumptions about the proportion of integers generated that are smooth. See Canfield, Erdös, and Pomerance [231] for bounds on the pro. Dixon’s algorithm [351] was the first
portion of -smooth integers in the interval
rigorously analyzed subexponential-time algorithm for factoring integers. The fastest rigorously analyzed algorithm currently known is due to Lenstra and Pomerance [759] with
. These algorithms are of theoretical interest only, as
an expected running time of
they do not appear to be practical.

Ë Õ*Ï6ÜCÖ

Û

É'Ê/ËnÝ Ì Ï&Ð×Ö

Þ 3.3
Þ 3.4
Þ 3.5

The RSA problem was introduced in the landmark 1977 paper by Rivest, Shamir, and Adleman [1060].
The quadratic residuosity problem is of much historical interest, and was one of the main
algorithmic problems discussed by Gauss [444].

ß

An extensive treatment of the problem of finding square roots modulo a prime , or more
generally, the problem of finding
roots in a finite field, can be found in Bach and Shallit
[70]. The presentation of Algorithm 3.34 for finding square roots modulo a prime is derived from Koblitz [697, pp.48-49]; a proof of correctness can be found there. Bach and
Shallit attribute the essential ideas of Algorithm 3.34 to an 1891 paper by A. Tonelli. Algorithm 3.39 is from Bach and Shallit [70], who attribute it to a 1903 paper of M. Cipolla.

à%á5â

The computational equivalence of computing square roots modulo a composite
toring (Fact 3.46 and Note 3.47) was first discovered by Rabin [1023].

ã

ã

and fac-
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ä 3.6
A survey of the discrete logarithm problem is given by McCurley [827]. See also Odlyzko
[942] for a survey of recent advances.
Knuth [693] attributes the baby-step giant-step algorithm (Algorithm 3.56) to D. Shanks.
The baby-step giant-step algorithms for searching restricted exponent spaces (cf. Note 3.59)
are described by Heiman [546]. Suppose that is a -bit prime, and that only exponents of
Hamming weight are used. Coppersmith (personal communication, July 1995) observed
steps by dividing the exponent into two
that this exponent space can be searched in

å

ç

æ

æ/è é ì !ê ê!ë ë
equal pieces so that the Hamming weight of each piece is ç&í`î ; if æ

is much smaller than

this is an improvement over Note 3.59.

î ì ê!ë ,

Pollard’s rho algorithm for logarithms (Algorithm 3.60) is due to Pollard [986]. Pollard also
presented a lambda method for computing discrete logarithms which is applicable when ,
the logarithm sought, is known to lie in a certain interval. More specifically, if the interval is
of width , the method is expected to take
group operations and requires storage for
only
group elements. Van Oorschot and Wiener [1207] showed how Pollard’s rho
algorithm can be parallelized so that using processors results in a speedup by a factor of
. This has particular significance to cyclic groups such as elliptic curve groups, for which
no subexponential-time discrete logarithm algorithm is known.
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The Pohlig-Hellman algorithm (Algorithm 3.63) was discovered by Pohlig and Hellman
[982]. A variation which represents the logarithm in a mixed-radix notation and does not
use the Chinese remainder theorem was given by Thiong Ly [1190].
According to McCurley [827], the basic ideas behind the index-calculus algorithm (Algorithm 3.68) first appeared in the work of Kraitchik (circa 1922-1924) and of Cunningham
(see Western and Miller [1236]), and was rediscovered by several authors. Adleman [8] described the method for the group and analyzed the complexity of the algorithm. Hellman
and Reyneri [555] gave the first description of an index-calculus algorithm for extension
fields
with fixed.

øú ù

û úü

å

Coppersmith, Odlyzko, and Schroeppel [280] presented three variants of the index-calculus
method for computing logarithms in : the linear sieve, the residue list sieve, and the

Gaussian integer method. Each has a heuristic expected running time of
(cf.

Note 3.71). The Gaussian integer method, which is related to the method of ElGamal [369],
was implemented in 1990 by LaMacchia and Odlyzko [736] and was successful in computing logarithms in
with a 192-bit prime. The paper concludes that it should be feasible
to compute discrete logarithms modulo primes of about 332 bits (100 decimal digits) using
the Gaussian integer method. Gordon [510] adapted the number field sieve for factoring integers to the problem of computing logarithms in ; his algorithm has a heuristic expected

  , where
running time of
 . Schirokauer [1092] subsequently pre  algorithm that has a heuristic expected running time of
sented a modificationof Gordon’s
 
  , where
(Note 3.72). This is the same running time as
 


 number field sieve for factoring integers (see 3.2.7). Recently, Weber
conjectured
for the
[1232] implemented the algorithms of Gordon and Schirokauer and was successful in com
puting logarithms in , where is a 40-decimal digit prime such that 
is divisible by a
38-decimal digit (127-bit) prime. More recently, Weber, Denny, and Zayer (personal communication, April 1996) announced the solution of a discrete logarithm problem modulo a

75-decimal digit (248-bit) prime with 
prime.
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Blake et al. [145] made improvements to the index-calculus technique for
and computed logarithms in
. Coppersmith [266] dramatically improved the algorithm and
 "!
showed that under reasonable
assumptions the expected running time of his improved al-

#

û ëù
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gorithm is %'&)(+*"-
, ./10 for some constant / 2435678 (Note 3.72). Later, Odlyzko [940] gave
several refinements to Coppersmith’s algorithm, and a detailed practical analysis; this paper provides the most extensive account to date of the discrete logarithm problem in 9;& : ( .
A similar practical analysis was also given by van Oorschot [1203]. Most recently in 1992,
Gordon and McCurley [511] reported on their massively parallel implementation of Coppersmith’s algorithm, combined with their own improvements. Using primarily a 1024 processor nCUBE-2 machine with 4 megabytes of memory per processor, they completed the
precomputation of logarithms of factor base elements (which is the dominant step of the
algorithm) required to compute logarithms in 9;&=: <"<1> , 9 &@: ?BAC? , and 9D&F: E1GBA . The calculations for
9;& : E1GBA were estimated to take 5 days. Gordon and McCurley also completed most of the precomputations required for computing logarithms in 9 &@: H"G1? ; the amount of time to complete
this task on the 1024 processor nCUBE-2 was estimated to be 44 days. They concluded that
computing logarithms in the multiplicative groups of fields as large as 9 &@H1I"? still seems to
be out of their reach, but might be possible in the near future with a concerted effort.
It was not until 1992 that a subexponential-time algorithm for computing discrete logarithms over all finite fields 9KJ was discovered by Adleman and DeMarrais [11]. The expected running time of the algorithm is conjectured to be %LJM* & , ./10 for some constant / . Adleman [9] generalized the number field sieve from algebraic number fields to algebraic function fields which resulted in an algorithm, called the function field sieve, for computing discrete logarithms in 9;N : ( ; the algorithm has a heuristic expected running time of % N (+*1-O
, .F/10
Q
/
S
P
R
for some constant
when TVUW'XZY\[^])_a`cb , and where d is any function such that
Re2 dfC[hg 2iR5j7 and TkVl
R
`nmeo dOf [pgrq . The practicality of the function field sieve has
not yet been determined. It remains an open problem to find an algorithm with a heuristic
expected running time of % J *"- , ./s0 for all finite fields 9 J .
The algorithms mentioned in the previous three paragraphs have heuristic (or conjectured)
rather than proven running times because the analyses make some (reasonable) assumptions about the proportion of integers or polynomials generated that are smooth, and also
because it is not clear when the system of linear equations generated has full rank, i.e., yields
a unique solution. The best rigorously analyzed algorithms known for the discrete logarithm problem in t N : and 9 &): ( are due to Pomerance [991] with expected running times of
% N *"& , .vu wx0 and %y&@(+*1& , .u wx0 , respectively. Lovorn [773] obtained rigorously analyzed algoN
rithms for
- the fields 9 N < and 9 ( with TUWzX 2 [|{} ~ , having expected running times of
% N < * & , . & 0 and % N (+* & , . u wx0 , respectively.
The linear system of equations collected in the quadratic sieve and number field sieve factoring algorithms, and the index-calculus algorithms for computing discrete logarithms in
t N : and 9 & : ( , are very large. For the problem sizes currently under consideration, these systems cannot be solved using ordinary linear algebra techniques, due to both time and space
constraints. However, the equations generated are extremely sparse, typically with at most
50 non-zero coefficients per equation. The technique of structured or so-called intelligent
Gaussian elimination (see Odlyzko [940]) can be used to reduce the original sparse system
to a much smaller system that is still fairly sparse. The resulting system can be solved using either ordinary Gaussian elimination, or one of the conjugate gradient, Lanczos (Coppersmith, Odlyzko, and Schroeppel [280]), or Wiedemann algorithms [1239] which were
also designed to handle sparse systems. LaMacchia and Odlyzko [737] have implemented
some of these algorithms and concluded that the linear algebra stages arising in both integer
factorization and the discrete logarithm problem are not running-time bottlenecks in practice. Recently, Coppersmith [272] proposed a modification of the Wiedemann algorithm
which allows parallelization of the algorithm; for an analysis of Coppersmith’s algorithm,
see Kaltofen [657]. Coppersmith [270] (see also Montgomery [896]) presented a modifiHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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cation of the Lanczos algorithm for solving sparse linear equations over  ; this variant
appears to be the most efficient in practice.
As an example of the numbers involved, Gordon and McCurley’s [511] implementation for
computing logarithms in  @ " produced a total of  equations from a factor base consisting of the  irreducible polynomials in  O M of degree at most 19. The system of
equations had  non-zero entries. Structured Gaussian elimination was then applied
to this system, the result being a   system of equations having  nonzero entries, which was then solved using the conjugate gradient method. Another example
is from the recent factorization of the RSA-129 number (see Atkins et al. [59]). The sieving
step produced a sparse matrix of  rows and  columns. Structured Gaussian
elimination was used to reduce this to a dense p system, which was then
solved using ordinary Gaussian elimination.
There are many ways of representing a finite field, although any two finite fields of the same
order are isomorphic (see also Note 3.55). Lenstra [757] showed how to compute an isomorphism between any two explicitly given representations of a finite field in deterministic
polynomial time. Thus, it is sufficient to find an algorithm for computing discrete logarithms in one representation of a given field; this algorithm can then be used, together with
the isomorphism obtained by Lenstra’s algorithm, to compute logarithms in any other representation of the same field.
Menezes, Okamoto, and Vanstone [843] showed how the discrete logarithm problem for an
elliptic curve over a finite field K can be reduced to the discrete logarithm problem in some
extension field  @ . For the special class of supersingular curves,  is at most  , thus providing a subexponential-time algorithm for the former problem. This work was extended
by Frey and Rück [422]. No subexponential-time algorithm is known for the discrete logarithm problem in the more general class of non-supersingular elliptic curves.
Adleman, DeMarrais, and Huang [12] presented a subexponential-time algorithm for finding logarithms in the jacobian of large genus hyperelliptic curves over finite fields. More
precisely, there exists a number  , ei; , such that for all sufficiently large ¢¡£
and all odd primes ¤ with ¥¦§z¤¨\©|ª¨«"¬® ¯±° , the expected running time of the algorithm for computing logarithms in the jacobian of a genus hyperelliptic curve over ²L³ is
conjectured to be ´ ³)µ1¶¸·  "
¹ º .
McCurley [826] invented a subexponential-time algorithm for the discrete logarithm problem in the class group of an imaginary quadratic number field. See also Hafner and McCurley [537] for further details, and Buchmann and Düllmann [216] for an implementation
report.
In 1994, Shor [1128] conceived randomized polynomial-time algorithms for computing discrete logarithms and factoring integers on a quantum computer, a computational device
based on quantum mechanical principles; presently it is not known how to build a quantum
computer, nor if this is even possible. Also recently, Adleman [10] demonstrated the feasibility of using tools from molecular biology to solve an instance of the directed Hamiltonian
path problem, which is NP-complete. The problem instance was encoded in molecules of
DNA, and the steps of the computation were performed with standard protocols and enzymes. Adleman notes that while the currently available fastest supercomputers can exe
cute approximately  ¹ operations per second, it is plausible for a DNA computer to ex
ecute  ¬ or more operations per second. Moreover such a DNA computer would be far
more energy-efficient than existing supercomputers. It is not clear at present whether it is
feasible to build a DNA computer with such performance. However, should either quantum
computers or DNA computers ever become practical, they would have a very significant

»
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impact on public-key cryptography.

½

3.7
Fact 3.77(i) is due to den Boer [323]. Fact 3.77(iii) was proven by Maurer [817], who also
proved more generally that the GDHP and GDLP in a group ¾ of order ¿ are computationally equivalent when certain extra information of length ÀcÁÂVÃ'¿rÄ bits is given. The extra
information depends only on ¿ and not on the definition of ¾ , and consists of parameters
that define cyclic elliptic curves of smooth order over the fields ÅLÆ@Ç where the ÈÊÉ are the
prime divisors of ¿ .

½

Waldvogel and Massey [1228] proved that if Ë and Ì are chosen uniformly and randomly
from the interval Í®ÎÏÐÏÑFÑÑÏ¸ÈrÒÐÊÓ , the values ÔÕÖ;×ØÊÙÚÈ are roughly uniformly distributed
(see page 537).

½

3.8
Facts 3.78 and 3.79 are due to Bach [62]. Fact 3.80 is due to Shmuely [1127]. McCurley
[825] refined this result to prove that for specially chosen composite ¿ , the ability to solve
the Diffie-Hellman problem in ÅnÜ Û for the fixed base ÔÞÝßÐà implies the ability to factor ¿ .
3.9
The notion of a hard Boolean predicate (Definition 3.81) was introduced by Blum and Micali [166], who also proved Fact 3.84. The notion of a hard á -bit predicate (Definition 3.82)
was introduced by Long and Wigderson [772], who also proved Fact 3.85; see also Peralta
[968]. Fact 3.83 is due to Peralta [968]. The results on hard predicates and á -bit predicates
for the RSA functions (Facts 3.86 and 3.87) are due to Alexi et al. [23]. Facts 3.88 and 3.89
are due to Vazirani and Vazirani [1218].

½

Yao [1258] showed how any one-way length-preserving permutation can be transformed
into a more complicated one-way length-preserving permutation which has a hard predicate. Subsequently, Goldreich and Levin [471] showed how any one-way function â can be
transformed into a one-way function ã which has a hard predicate. Their construction is as
follows. Define the function ã by ãÁCÈÏ¸äLÄåÝ£ÁCÈÏâÁ äLÄÄ , where È is a binaryÜ string of the same
length as ä , say ¿ . Then ã is also a one-way function and æçÁCÈÏ¸äLÄnÝ
É"è'é ÈÊÉCäÉê×ØÊÙë is
a hard predicate for ã .
Håstad, Schrift, and Shamir [543] considered the one-way function âÁCäLÄìÝíÔî×ØÙÚ¿ ,
where ¿ is a Blum integer and ÔìïÞÅðÜ Û . Under the assumption that factoring Blum integers
is intractable, they proved that all the bits of this function are individually hard. Moreover,
the lower half as well as the upper half of the bits are simultaneously secure.
3.10
The subset sum problem (Definition 3.90) is sometimes confused with the knapsack problem which is the following: given two sets Í®ËñéòÏFËFóÏÑFÑÑ'ÏFË Ü Ó and Í®ÌéÏÌ¸óÏÑÑFÑzÏÌ Ü Ó of positive integers, and given two positive integers ô and õ , determine whether or not there is a
subset ö of Í=ÐÏëÏFÑÑFÑOÏB¿Ó such that É1÷)ø Ë Éåù ô and É1÷)ø Ì Énú õ . The subset sum problem is actually a special case of the knapsack problem when Ë É ÝûÌ É for üýÝþÐÏëÏÑFÑÑzÏ¸¿
and ô Ýÿõ . Algorithm 3.94 is described by Odlyzko [941].

The  -lattice basis reduction algorithm (Algorithm 3.101) and Fact 3.103 are both due to
Lenstra, Lenstra, and Lovász [750]. Improved algorithms have been given for lattice basis
reduction, for example, by Schnorr and Euchner [1099]; consult also Section 2.6 of Cohen
[263]. Algorithm 3.105 for solving the subset sum problem involving knapsacks sets of low
density is from Coster et al. [283]. Unusually good simultaneous diophantine approximations were first introduced and studied by Lagarias [723]; Fact 3.107 and Algorithm 3.108
are from this paper.
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3.11
A readable introduction to polynomial factorization algorithms is given by Lidl and Niederreiter [764, Chapter 4]. Algorithm 3.110 for square-free factorization is from Geddes, Czapor, and Labahn [445]. Yun [1261] presented an algorithm that is more efficient than Algorithm 3.110 for finding the square-free factorization of a polynomial. The running time of
the algorithm is only   -operations when  is a polynomial of degree  in   .
A
 lucid presentation of Yun’s algorithm is provided by Bach and Shallit [70]. Berlekamp’s
-matrix algorithm (Algorithm 3.111) was first discovered by Prange [999] for the purpose
of factoring polynomials of the form  over finite fields. The algorithm was later and
independently discovered by Berlekamp [117] who improved it for factoring general polynomials over finite fields.
There is no deterministic polynomial-time algorithm known for the problem of factoring
polynomials over finite fields. There are, however, many efficient randomized algorithms
that work well even when the underlying field is very large, such as the algorithms given
by Ben-Or [109], Berlekamp [119], Cantor and Zassenhaus [232], and Rabin [1025]. For
recent work along these lines, see von zur Gathen and Shoup [1224], as well as Kaltofen
and Shoup [658].
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4.1 Introduction
The efficient generation of public-key parameters is a prerequisite in public-key systems.
A specific example is the requirement of a prime number to define a finite field
for
use in the Diffie-Hellman key agreement protocol and its derivatives ( 12.6). In this case,
an element of high order in
is also required. Another example is the requirement of
primes and for an RSA modulus
( 8.2). In this case, the prime must be of
sufficient size, and be “random” in the sense that the probability of any particular prime
being selected must be sufficiently small to preclude an adversary from gaining advantage
through optimizing a search strategy based on such probability. Prime numbers may be
required to have certain additional properties, in order that they do not make the associated
cryptosystems susceptible to specialized attacks. A third example is the requirement of an
irreducible polynomial
of degree over the finite field
for constructing the finite
field
. In this case, an element of high order in
is also required.
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The remainder of 4.1 introduces basic concepts relevant to prime number generation and
summarizes some results on the distribution of prime numbers. Probabilistic primality tests,
the most important of which is the Miller-Rabin test, are presented in 4.2. True primality
tests by which arbitrary integers can be proven to be prime are the topic of 4.3; since these
tests are generally more computationally intensive than probabilistic primality tests, they
are not described in detail. 4.4 presents four algorithms for generating prime numbers,
strong primes, and provable primes. 4.5 describes techniques for constructing irreducible
and primitive polynomials, while 4.6 considers the production of generators and elements
of high orders in groups. 4.7 concludes with chapter notes and references.
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4.1.1 Approaches to generating large prime numbers
To motivate the organization of this chapter and introduce many of the relevant concepts,
the problem of generating large prime numbers is first considered. The most natural method
is to generate a random number of appropriate size, and check if it is prime. This can
be done by checking whether is divisible by any of the prime numbers
. While
more efficient methods are required in practice, to motivate further discussion consider the
following approach:
1. Generate as candidate a random odd number of appropriate size.
2. Test for primality.
3. If is composite, return to the first step.
A slight modification is to consider candidates restricted to some search sequence start. Using from ; a trivial search sequence which may be used is
ing specific search sequences may allow one to increase the expectation that a candidate is
prime, and to find primes possessing certain additional desirable properties a priori.
In step 2, the test for primality might be either a test which proves that the candidate
is prime (in which case the outcome of the generator is called a provable prime), or a test
which establishes a weaker result, such as that is “probably prime” (in which case the outcome of the generator is called a probable prime). In the latter case, careful consideration
must be given to the exact meaning of this expression. Most so-called probabilistic primality tests are absolutely correct when they declare candidates to be composite, but do not
provide a mathematical proof that is prime in the case when such a number is declared to
be “probably” so. In the latter case, however, when used properly one may often be able to
draw conclusions more than adequate for the purpose at hand. For this reason, such tests are
more properly called compositeness tests than probabilistic primality tests. True primality
tests, which allow one to conclude with mathematical certainty that a number is prime, also
exist, but generally require considerably greater computational resources.
While (true) primality tests can determine (with mathematical certainty) whether a typically random candidate number is prime, other techniques exist whereby candidates are
specially constructed such that it can be established by mathematical reasoning whether a
candidate actually is prime. These are called constructive prime generation techniques.
A final distinction between different techniques for prime number generation is the use
of randomness. Candidates are typically generated as a function of a random input. The
technique used to judge the primality of the candidate, however, may or may not itself use
random numbers. If it does not, the technique is deterministic, and the result is reproducible;
if it does, the technique is said to be randomized. Both deterministic and randomized probabilistic primality tests exist.
In some cases, prime numbers are required which have additional properties. For example, to make the extraction of discrete logarithms in
resistant to an algorithm due to
Pohlig and Hellman ( 3.6.4), it is a requirement that
have a large prime divisor. Thus
techniques for generating public-key parameters, such as prime numbers, of special form
need to be considered.
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4.1.2 Distribution of prime numbers
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Let
denote the number of primes in the interval
. The prime number theorem
(Fact 2.95) states that
. In other words, the number of primes in the interval

Ë(ÌÍRÏ Ò Ô Õ Ó Ó Ö

× If Ø<ÙÚ9Û and Ü`ÙÚ9Û are two functions, then Ø<ÙÝÚ9ÛÞ^Ü`ÙÝÚ9Û means that ßàá%â1ãäåUè æ âç .
æ âçéê
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is approximately equal to
. The prime numbers are quite uniformly distributed, as
the following three results illustrate.

û

4.1 Fact (Dirichlet theorem) If
to modulo .

ù

õ`ö÷<øúù ïû(üHýþ , then there are infinitely many primes congruent

A more explicit version of Dirichlet’s theorem is the following.

ÿ(ø ðû 1ï ûAï ù ü

õö÷9ø ù ïû(üHýþ
ÿ(ø ð ï ûAï ù ü

4.2 Fact Let
denote the number of primes in the interval
. Then
to modulo , where
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which are congruent

In other words, the prime numbers are roughly uniformly distributed among the
gruence classes in , for any value of .
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4.3 Fact 
(approximation
for the th prime number) Let


. More explicitly,

ûû



ø û(ü

con-

û

denote the th prime number. Then
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ø

for

û 

4.2 Probabilistic primality tests
The algorithms in this section are methods by which arbitrary positive integers are tested to
provide partial information regarding their primality. More specifically, probabilistic pri
mality tests have the following framework. For each odd positive integer , a set 
is defined such that the following properties hold:
(i) given  , it can be checked in deterministic polynomial time whether  
;
"!
(ii) if is prime, then 
(the empty set); and
$ %
(iii) if is composite, then #
.
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4.4 Definition If is composite, the elements of 
are called witnesses to the compos(' 
iteness of , and the elements of the complementary set &
are called
liars.

û

Iø û(ü

ù

û

Iø û(ü

A probabilistic primality test utilizes these properties of the sets 
in the following
manner. Suppose that is an integer whose primality is to be determined. An integer 
is chosen at random, and it is checked if )*
. The test outputs “composite” if
, and outputs “prime” if (,
. If indeed -.
, then is said to fail the
 
+ 
primality test for the base ; in this case, is surely composite. If ( + 
, then is said
%
to pass the primality test for the base ; in this case, no conclusion with absolute certainty
can be drawn about the primality of , and the declaration “prime” may be incorrect.
Any single execution of this test which declares “composite” establishes this with certainty. On the other hand, successive independent runs of the test all of which return the answer “prime” allow the confidence that the input is indeed prime to be increased to whatever
level is desired — the cumulative probability of error is multiplicative over independent trials. If the test is run / times independently on the composite number , the% probability
that
32
is declared “prime” all / times (i.e., the probability of error) is at most 10 .

ù

ù

ûù

ù
Iû ø (û ü

Iø û(ü
ù

Iø û(ü

ù

û
Iø û(ü

û

4

ù

û

ø ü

This discussion illustrates why a probabilistic primality test is more properly called a compositeness test.
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4.5 Definition An integer 5 which is believed to be prime on the basis of a probabilistic primality test is called a probable prime.
Two probabilistic primality tests are covered in this section: the Solovay-Strassen test
( 6 4.2.2) and the Miller-Rabin test ( 6 4.2.3). For historical reasons, the Fermat test is first
discussed in 6 4.2.1; this test is not truly a probabilistic primality test since it usually fails
to distinguish between prime numbers and special composite integers called Carmichael
numbers.

4.2.1 Fermat’s test
Fermat’s theorem (Fact 2.127) asserts that if 5 is a prime and 7 is any integer, 8:9;7-9<5=>8 ,
then 7@?BADCE;8,FHGJILK-5NM . Therefore, given an integer 5 whose primality is under question,
finding any integer 7 in this interval such that this equivalence is not true suffices to prove
that 5 is composite.
4.6 Definition Let 5 be an odd composite integer. An integer 7 , 89O7.9*5<=P8 , such that
7Q?RADC:E
S 8 FHG-I1K-5NM is called a Fermat witness (to compositeness) for 5 .
Conversely, finding an integer 7 between 8 and 5<=P8 such that 7@?BADCJET8,FUGJI1K-5NM
makes 5 appear to be a prime in the sense that it satisfies Fermat’s theorem for the base 7 .
This motivates the following definition and Algorithm 4.9.
4.7 Definition Let 5 be an odd composite integer and let 7 be an integer, 8)9V7<9W5<=8 .
Then 5 is said to be a pseudoprime to the base 7 if 7@?BAXC:EY8,FUGJI1K5NM . The integer 7 is
called a Fermat liar (to primality) for 5 .
4.8 Example (pseudoprime) The composite integer 5PZ\[^]_8 ( Z\8^8`.[_8 ) is a pseudoprime
to the base a since acbHdfe:E8 FHG-I1K([^]_8^M .
g
4.9 Algorithm Fermat primality test
FERMAT(5 ,h )
INPUT: an odd integer 5)i[ and security parameter hji8 .
OUTPUT: an answer “prime” or “composite” to the question: “Is 5 prime?”
1. For k from 8 to h do the following:
1.1 Choose a random integer 7 , a:9l79<5=ma .
1.2 Compute n-Z*7@?BADC GJI1K5 using Algorithm 2.143.
1.3 If n.Zl
S 8 then return(“composite”).
2. Return(“prime”).
If Algorithm 4.9 declares “composite”, then 5 is certainly composite. On the other
hand, if the algorithm declares “prime” then no proof is provided that 5 is indeed prime.
Nonetheless, since pseudoprimes for a given base 7 are known to be rare, Fermat’s test
provides a correct answer on most inputs; this, however, is quite distinct from providing
a correct answer most of the time (e.g., if run with different bases) on every input. In fact,
it does not do the latter because there are (even rarer) composite numbers which are pseudoprimes to every base 7 for which o^pqKrFf71st5NMuZ"8 .

v
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4.10 Definition A Carmichael number x is a composite integer such that y@zB{X|};~,UJ1-xN
for all integers y which satisfy ^crHy1txNu"~ .
If x is a Carmichael number, then the only Fermat witnesses for x are those integers
y , ~Yyx ~ , for which ^cHy1xN~ . Thus, if the prime factors of x are all large,
then with high probability the Fermat test declares that x is “prime”, even if the number of
iterations  is large. This deficiency in the Fermat test is removed in the Solovay-Strassen
and Miller-Rabin probabilistic primality tests by relying on criteria which are stronger than
Fermat’s theorem.
This subsection is concluded with some facts about Carmichael numbers. If the prime
factorization of x is known, then Fact 4.11 can be used to easily determine whether x is a
Carmichael number.
4.11 Fact (necessary and sufficient conditions for Carmichael numbers) A composite integer
x is a Carmichael number if and only if the following two conditions are satisfied:
(i) x is square-free, i.e., x is not divisible by the square of any prime; and
(ii) -m~ divides x.m~ for every prime divisor  of x .
A consequence of Fact 4.11 is the following.
4.12 Fact Every Carmichael number is the product of at least three distinct primes.
4.13 Fact (bounds for the number of Carmichael numbers)
(i) There are an infinite number of Carmichael numbers. In fact, there are more than
xD Carmichael numbers in the interval  _x , once x is sufficiently large.
(ii) The best upper bound known for xN , the number of Carmichael numbers <x , is:

xN <x | {X¡f|f¢£c¤|H¥¦c§ ¨R§ ¨©§ ¨z^L§ ¨©§ ¨z

for xª¬«®

The smallest Carmichael number is x\°¯_±^~,²(³<~^~´³<~_µ . Carmichael numbers are
relatively scarce; there are only ~_¶^¯^_~^ Carmichael numbers ~^¶L|· .

4.2.2 Solovay-Strassen test
The Solovay-Strassen probabilistic primality test was the first such test popularized by the
advent of public-key cryptography, in particular the RSA cryptosystem. There is no longer
any reason to use this test, because an alternative is available (the Miller-Rabin test) which
is both more efficient and always at least as correct (see Note 4.33). Discussion is nonetheless included for historical completeness and to clarify this exact point, since many people
continue to reference this test.
Recall ( ¸ 2.4.5) that ¹ denotes the Jacobi symbol, and is equivalent to the Legendre
symbol if x is prime. Thez Solovay-Strassen test is based on the following fact.
4.14 Fact (Euler’s criterion) Let x be an odd prime. Then yr¤ºzB{D|f¥ºH}
integers y which satisfy _qfy1txNu"~ .

z

¹

UJ1-xN for all

Fact 4.14 motivates the following definitions.
4.15 Definition Let x be an odd composite integer and let y be an integer, ~:yx´m~ .
(i) If either ^cHy1xNN;~ or yr¤ºzR{D|f¥ºH} » ¹ UJ1-xN , then y is called an Euler witness
z
(to compositeness) for x .
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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(ii) Otherwise, i.e., if ¼^½c¾¿HÀ1ÁÂNÃ$ÄÆÅ and ÀrÇºÈBÉXÊHËÍÌUÎÏ
Ð ¿UÑJÒ1¾-ÂNÃ , then Â is said to be
È like a prime in that it satisfies
an Euler pseudoprime to the base À . (That is, Â acts
Euler’s criterion for the particular base À .) The integer À is called an Euler liar (to
primality) for Â .
4.16 Example (Euler pseudoprime) The composite integer Ó^Å ( ÄlÔ-Õ(Å_Ö ) is an Euler pseudoÚ
prime to the base Ó since Óc×HØ:Ï;Å)¿UÑJÒ1¾Ó_Å^Ã and Ù ÄÅ .

Ù Ê

Euler’s criterion (Fact 4.14) can be used as a basis for a probabilistic primality test because of the following result.
4.17 Fact Let Â be an odd composite integer. Then at most Û©¿ÂNÃfÜÞÝ of all the numbers À , Åß
Ààß®Â ámÅ , are Euler liars for Â (Definition 4.15). Here, Û is the Euler phi function (Definition 2.100).
4.18 Algorithm Solovay-Strassen probabilistic primality test
SOLOVAY-STRASSEN(Â ,â )
INPUT: an odd integer Â)ãÖ and security parameter âjãÅ .
OUTPUT: an answer “prime” or “composite” to the question: “Is Â prime?”
1. For ä from Å to â do the following:
1.1 Choose a random integer À , Ý:ßlÀß<ÂámÝ .
1.2 Compute å-Ä*ÀrÇºÈBÉDÊfËºÌHÎ>ÑJÒ1¾æÂ using Algorithm 2.143.
ç Å and å Ä®
ç Â´ámÅ then return(“composite”).
1.3 If å.Äl
1.4 Compute the Jacobi symbol èjÄ
Ð using Algorithm 2.149.
È
ç è´¿UÑJÒ1¾-ÂNÃ then return (“composite”).
1.5 If å.Ï
2. Return(“prime”).
If ¼^½c¾r¿HÀ1ÁtÂNÃÄYé , then é is a divisor of åÄWÀrÇºÈBÉXÊHËºÌHÎ>ÑJÒ1¾Â . Hence, testing whether
åêÄë
ç Å is step 1.3, eliminates the necessity of testing whether ¼_½q¾r¿fÀLÁÂNÃPÄë
ç Å . If Algorithm 4.18 declares “composite”, then Â is certainly composite because prime numbers do
not violate Euler’s criterion (Fact 4.14). Equivalently, if Â is actually prime, then the algorithm always declares “prime”. On the other hand, if Â is actually composite, then since the
bases À in step 1.1 are chosen independently during each iteration of step 1, Fact 4.17 can be
used to deduce the following probability of the algorithm erroneously declaring “prime”.
4.19 Fact (Solovay-Strassen error-probability bound) Let Â be an odd composite integer. The
probability that SOLOVAY-STRASSEN(Â ,â ) declares Â to be “prime” is less than ¿ Ê Ãíì .

Î

4.2.3 Miller-Rabin test
The probabilistic primality test used most in practice is the Miller-Rabin test, also known
as the strong pseudoprime test. The test is based on the following fact.
4.20 Fact Let Â be an odd prime, and let ÂálÅ.ÄîÝQïHå where å is odd. Let À be any integer
ò such that
ò ¼^½c¾¿HÀ1ÁtÂNÃÄYÅ . Then either À@ðàÏÅ)¿UÑJÒ1¾ÂNÃ or ÀcÎcñíðàÏYáÅ,¿UÑJÒ1¾ÂNÃ for some
, ó:ß
ßlè$ámÅ .
Fact 4.20 motivates the following definitions.

ô
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4.21 Definition Let ö be an odd composite integer and let ö.÷mø:ù"úQûHü where ü is odd. Let ý
be an integer in the interval þ øLÿtö÷ø .

(i) If ý  ø  -ö and if ý  ÷ø  Jö for all  , j÷ø , then ý is
called a strong witness (to compositeness) for ö .
(ii) Otherwise, i.e., if either ý  ø  !-ö or ý"  ÷ø  ö for some  , 
#j÷ø , then ö is said to be a strong pseudoprime to the base ý . (That is, ö acts
like a prime in that it satisfies Fact 4.20 for the particular base ý .) The integer ý is
called a strong liar (to primality) for ö .

4.22 Example (strong pseudoprime) Consider the composite integer ö)ù%$^ø ( ù'&)(ø+* ). Since

$^ø÷®ø:ù,$+:ù ú-(#.0/ , ù ø and üù,.0/ . Since $>ù,$"1 2
ø3  4$_ø0 , $^ø is a strong
pseudoprime to the base $ . The set of all strong liars for $^ø is:
5

øLÿ$Lÿ ø0Lÿ ø_ú_ÿ ø+6_ÿqø0&_ÿqúÞú_ÿqú7$_ÿ*78_ÿ/7*_ÿ6^ú_ÿ60$^ÿ&0.^ÿ&0/^ÿ&0$^ÿ8^ø^ÿ8^ú^ÿ$7!9:

Notice that the number of strong liars for $^ø is ø08<ù<;= $_ø0?>7. , where ; is the Euler phi
@
function (cf. Fact 4.23).
Fact 4.20 can be used as a basis for a probabilistic primality test due to the following result.
4.23 Fact If ö is an odd composite integer, then at most A of all the numbers ý , øBý-)öJ÷ø ,
1
are strong liars for ö . In fact, if öCùC
 $ , the number of strong liars for ö is at most ;=ö >0. ,
where ; is the Euler phi function (Definition 2.100).
4.24 Algorithm Miller-Rabin probabilistic primality test
MILLER-RABIN(ö ,D )
INPUT: an odd integer ö3EF* and security parameter DGEø .
OUTPUT: an answer “prime” or “composite” to the question: “Is ö prime?”
1. Write ö÷mø>ùúûHü such that ü is odd.
2. For H from ø to D do the following:
2.1 Choose a random integer ý , úIlýJ<ö÷mú .
2.2 Compute Kù*ýL ö using Algorithm 2.143.
 ø and KNùm
 ö÷ø then do the following:
2.3 If KMùl
POmø .
While QF ÷ø and KMùm
 ö´÷mø do the following:
Compute KROSKTU !ö .
If Kù"ø then return(“composite”).
VOXW®ø .
 ö´÷mø then return (“composite”).
If KMù®
3. Return(“prime”).
Algorithm 4.24 tests whether each base ý satisfies the conditions of Definition 4.21(i).
In the fifth line of step 2.3, if Kù*ø , then ý  ø  -ö . Since it is also the case that
^
ý""ZY [\]F

ø  Jö , it follows from Fact 3.18 that ö is composite (in fact _+`Tfý""ZY [aX÷
ø_ÿtö is a non-trivial factor of ö ). In the seventh line of step 2.3, if Kùl
 ö ÷ø , then ý is a
strong witness for ö . If Algorithm 4.24 declares “composite”, then ö is certainly composite because prime numbers do not violate Fact 4.20. Equivalently, if ö is actually prime,
then the algorithm always declares “prime”. On the other hand, if ö is actually composite,
then Fact 4.23 can be used to deduce the following probability of the algorithm erroneously
declaring “prime”.
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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4.25 Fact (Miller-Rabin error-probability bound) For any odd composite integer b , the probability that MILLER-RABIN(b ,c ) declares b to be “prime” is less than d fhe gji .
4.26 Remark (number of strong liars) For most composite integers b , the number of strong
liars for b is actually much smaller than the upper bound of k=d\b g l7m given in Fact 4.23.
Consequently, the Miller-Rabin error-probability bound is much smaller than d f e g i for most
positive integers b .
4.27 Example (some composite integers have very few strong liars) The only strong liars for
the composite integer bn%o0p+q ( nFr-s#q-sSt ) are o and o+p m . More generally, if uQvFw and
b is the product of the first u odd primes, there are only w strong liars for b , namely o and
bxNo .
y
4.28 Remark (fixed bases in Miller-Rabin) If z and z{ are strong liars for b , their product
e
z z{ is very likely, but not certain, to also be a strong liar for b . A strategy that is somee
times employed is to fix the bases z in the Miller-Rabin algorithm to be the first few primes
(composite bases are ignored because of the preceding statement), instead of choosing them
at random.
| denote the first c primes. Then  i is defined to be the small4.29 Definition Let | | {
e}
}~"~~} i
| i .
est positive composite integer which is a strong pseudoprime to all the bases | | {
e}

}"~~~R}

The numbers  i can be interpreted as follows: to determine the primality of any integer
b3 i , it is sufficient to apply the Miller-Rabin algorithm to b with the bases z being the
first c prime numbers. With this choice of bases, the answer returned by Miller-Rabin is
always correct. Table 4.1 gives the value of  i for oBMcF .














ZT
""
"""
"""
""""  
   TZT"""
  """"
  """"


Table 4.1: Smallest strong pseudoprimes. The table lists values of , the smallest positive composite
G  

integer that is a strong pseudoprime to each of the first prime bases, for
.

4.2.4 Comparison: Fermat, Solovay-Strassen, and Miller-Rabin
Fact 4.30 describes the relationships between Fermat liars, Euler liars, and strong liars (see
Definitions 4.7, 4.15, and 4.21).
4.30 Fact Let b be an odd composite integer.
(i) If z is an Euler liar for b , then it is also a Fermat liar for b .
(ii) If z is a strong liar for b , then it is also an Euler liar for b .
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4.31 Example (Fermat, Euler, strong liars) Consider the composite integer 0 ( 4
0
!¢£+¢0¤!¢0¥!¢+£+¢¤++¢¤7¦+¢7+¢7¥+¢7£+¢¥7¥+¢¥7¦+¢ +¢ 0¢ ¦0¢ ¥+§
). The Fermat liars for 0 are ¡
.




+¢£+¢+¥+¢0£+¢¥0¦!¢ !¢ ¦0¢ ¥ §
The Euler liars for + are ¡
, while the strong liars for + are



+¢£+¢0£+¢¥0¦!¢ ¦!¢ ¥!§
.
¡


¨
For a fixed composite candidate  , the situation is depicted in Figure 4.1. This setFermat liars for ©
Euler liars for ©
strong liars for ©

Figure 4.1: Relationships between Fermat, Euler, and strong liars for a composite integer © .

tles the question of the relative accuracy of the Fermat, Solovay-Strassen, and Miller-Rabin
tests, not only in the sense of the relative correctness of each test on a fixed candidate  , but
also in the sense that given  , the specified containments hold for each randomly chosen
base ª . Thus, from a correctness point of view, the Miller-Rabin test is never worse than the
Solovay-Strassen test, which in turn is never worse than the Fermat test. As the following
result shows, there are, however, some composite integers  for which the Solovay-Strassen
and Miller-Rabin tests are equally good.
4.32 Fact If «

¬  ® ¯4¥+°

, then ª is an Euler liar for  if and only if it is a strong liar for  .

What remains is a comparison of the computational costs. While the Miller-Rabin test
may appear more complex, it actually requires, at worst, the same amount of computation
as Fermat’s test in terms of modular multiplications; thus the Miller-Rabin test is better than
Fermat’s test in all regards. At worst, the sequence of computations defined in MILLER-® ¯
 . It is also the case that
RABIN( ,1) requires the equivalent of computing ªT±³²h´µ?¶³· ¸
MILLER-RABIN( ,1) requires less computation than SOLOVAY-STRASSEN( ,1), the
 ® ¯
 and possibly a further Jacobi symbol
latter requiring the computation of ª ±¹²V´µ?¶³· ¸
computation. For this reason, the Solovay-Strassen test is both computationally and conceptually more complex.
4.33 Note (Miller-Rabin is better than Solovay-Strassen) In summary, both the Miller-Rabin
and Solovay-Strassen tests are correct in the event that either their input is actually prime,
or that they declare their input composite. There is, however, no reason to use the SolovayStrassen test (nor the Fermat test) over the Miller-Rabin test. The reasons for this are summarized below.
(i) The Solovay-Strassen test is computationally more expensive.
(ii) The Solovay-Strassen test is harder to implement since it also involves Jacobi symbol
computations.
¬ °º
(iii) The error probability for Solovay-Strassen is bounded above by µ , while the error
¬ ° º
¸
probability for Miller-Rabin is bounded above by » µ .
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(iv) Any strong liar for ¼ is also an Euler liar for ¼ . Hence, from a correctness point of
view, the Miller-Rabin test is never worse than the Solovay-Strassen test.

4.3 (True) Primality tests
The primality tests in this section are methods by which positive integers can be proven
to be prime, and are often referred to as primality proving algorithms. These primality
tests are generally more computationally intensive than the probabilistic primality tests of
½
4.2. Consequently, before applying one of these tests to a candidate prime ¼ , the candidate
should be subjected to a probabilistic primality test such as Miller-Rabin (Algorithm 4.24).
4.34 Definition An integer ¼ which is determined to be prime on the basis of a primality proving algorithm is called a provable prime.

4.3.1 Testing Mersenne numbers
Efficient algorithms are known for testing primality of some special classes of numbers,
such as Mersenne numbers and Fermat numbers. Mersenne primes ¼ are useful½ because
the arithmetic in the field ¾À¿ for such ¼ can be implemented very efficiently (see 14.3.4).
The Lucas-Lehmer test for Mersenne numbers (Algorithm 4.37) is such an algorithm.
4.35 Definition Let ÁXÂÃ be an integer. A Mersenne number is an integer of the form Ã ÁÅÄÆ .
If Ã ÁÇÄNÆ is prime, then it is called a Mersenne prime.
The following are necessary and sufficient conditions for a Mersenne number to be prime.
4.36 Fact Let ÁIÂÉÈ . The Mersenne number ¼ÊÉÃ ÁXÄËÆ is prime if and only if the following
two conditions are satisfied:
(i) Á is prime; and
(ii) the sequence of integers defined by Ì=ÍJÊ,Î and ÌÐÏ0ÑÒÊ,Ó\Ì=ÔÏ Ä Ã0ÕÖ × ØX¼ for Ù]Â%Ú
satisfies ÌÐÛ"Ü Ê%Ú .
Ô

Fact 4.36 leads to the following deterministic polynomial-time algorithm for determining (with certainty) whether a Mersenne number is prime.
4.37 Algorithm Lucas-Lehmer primality test for Mersenne numbers
INPUT: a Mersenne number ¼3ÊFÃ ÁLÄNÆ with ÁLÂFÈ .
OUTPUT: an answer “prime” or “composite” to the question: “Is ¼ prime?”
1. Use trial division to check if Á has any factors between Ã and ÝÞ Á ß . If it does, then
return(“composite”).
2. Set ÌàNÎ .
3. For Ù from 1 to Á Ä Ã do the following: compute ÌàÓ\Ì=Ô Ä Ã+ÕÖ-× ØX¼ .
4. If ÌÊ%Ú then return(“prime”). Otherwise, return(“composite”).
It is unknown whether there are infinitely many Mersenne primes. Table 4.2 lists the
È0È known Mersenne primes.
á
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è
ê
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ì
ë
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í
æï
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æç
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æì
æë

ãä
ç
è
é
æ"è
æ ë
"
æ í
"
è æ
"
ì æ
"
î í
"
æï"ë
æç"ë
éç"æ
ìï"ë
æçë"í
ççï"è
ççî"æ

ë

decimal
digits
æ
æ
ç
è
ê
ì
ì
æ"ï
æ"í
ç"ë
è"è
è"í
æé"ë
æî"è
èî"ì
ììZê
ìî"ë

Index
å
æî
æí
çï
çæ
çç
çè
ç ê
çé
çì
çë
çî
çí
èï
èæ
èçð
èèð

ãä
è"çæ"ë
ê 
ç é"è
ê"êTç"è
í"ìî"í
í"í ê æ
ææ"çæ"è
æí"íè"ë
çæ"ëï"æ
çè"çï"í
êê"êTí"ë
îì"ç ê è
ææ"ïéï"è
æè"çï ê í
çæ"ìïí"æ
ëé"ìîè"í
îé"í êTè"è

decimal
digits
íì"í
æ"çî"æ
æ"èè"ç
ç"íæ"ë
ç"íí"è
è"èë"ì
ì"ïï"ç
ì"éè"è
ì"íî"ë
æ"èèí"é
ç"éíì"ç
è"èçì"é
è"íëé"æ
ì"éïé"ï
çç"ëîè"ç
çé"îëæ"ì

èè
æGñ å ñèè
Table 4.2: Known Mersenne primes. The table shows the known exponents ãä ,
, for
çòó=ôQæ
çòóÐôQæ
which
is a Mersenne prime, and also the number of decimal digits in
. The question
åXõ è"ç
åLõ èè
marks after
and
indicate that it is not known whether there are any other exponents ö
ç ô#æ
between ã÷ ø and these numbers for which ö
is prime.

4.3.2 Primality testing using the factorization of ù'úüû
This section presents results which can be used to prove that an integer ý is prime, provided
that the factorization or a partial factorization of ý)þ ÿ is known. It may seem odd to consider
a technique which requires the factorization of ýþÿ as a subproblem — if integers of this
size can be factored, the primality of ý itself could be determined by factoring ý . However,
the factorization of ý þQÿ may be easier to compute if ý has a special form, such as a Fermat
ÿ . Another situation where the factorization of ýþ ÿ may be easy to
number ý
compute is when the candidate ý is “constructed” by specific methods (see 4.4.4).

 


   
!"#%$"&('* ) %+ 

4.38 Fact Let ý
be an integer. Then ý is prime if and only if there exists an integer
satisfying:
(i)
Fÿ
ý ; and
(ii)
ÿ
-ý for each prime divisor of #
ý þMÿ .

-.
 



,

This result follows from the fact that
has an element of order ýþÿ (Definition 2.128)
if and only if ý is prime; an element satisfying conditions (i) and (ii) has order ý#þMÿ .

/0 1

4.39 Note (primality test based on Fact 4.38) If ý is a prime, the number of elements of order
ýSþÿ is precisely ý#þÿ . Hence, to prove a candidate ý prime, one may simply choose
an integer
at random and uses Fact 4.38 to check if has order ýNþ ÿ . If this is
the case, then ý is certainly prime. Otherwise, another
is selected and the test is
repeated. If ý is indeed prime, the expected number of iterations before an element of
ý ; this follows since ýþ ÿ
ýþ ÿ
ý for
order ýþËÿ is selected is

324- 

678:9;8:9 


25- 

 <%=1/0 1;>@?8:9A8B9
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(Fact 2.102). Thus, if such an is not found after a “reasonable” number (for example,
) of iterations, then is probably composite and should again be subjected
to a probabilistic primality test such as Miller-Rabin (Algorithm 4.24). This method is, in
effect, a probabilistic compositeness test.

CQP I

O

The next result gives a method for proving primality which requires knowledge of only
.
a partial factorization of

C3P I

CRDTS

W WYU Z[]\^_a`(b[

CU4V7WQX I

W

H

4.40 Fact (Pocklington’s theorem) Let
be an integer, and let
(i.e. divides
) where the prime factorization of is
. If there exists an integer
satisfying:
(i)
; and
(ii)
for each ,
,
,
then every prime divisor of is congruent to 1 modulo . It follows that if
then is prime.

H cd ^ e I^qp"fr(gs b hP i C j C juU
k<limf%H!n"cod
I1t C I
v Ixw3vyw{z W
W4} ~ CP I
|
C
If C is indeed prime, then the following result establishes that most integers H satisfy
~ C3P I are
conditions (i) and (ii) of Fact 4.40, provided that the prime divisors of W}
sufficiently large.

TC UV7WX I ^
W} ~ C{P I k1limf V t W7jU I
W _ _  t t _ Z ^e
^qp"r(s b P
CP I

C
j
H
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I
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h
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1
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l
m
i
q
f
!
H
"
n

c
d
1I t C jU I
v Ixw3vwRz []Z \^ f I P I1 _ [ jD I P Z[]\^ I+ _ [
~ CP I of CP I is known then to test C for
Thus, if the factorization of a divisor W5}
primality, one may simply choose random integers H in the interval  J+t CP Ja until one is
found satisfying conditions (i) and (ii) of Fact 4.40, implying that C is prime. If such an H
is not found after a “reasonable” number of iterations, then C is probably composite and

4.41 Fact Let
be an odd prime with
and
. Let the
distinct prime factors of be ,
. Then the probability that a randomly selected
base ,
, satisfies both: (i)
; and (ii)
for each ,
, is
.

this could be established by subjecting it to a probabilistic primality test (footnote 3 also
applies here). This method is, in effect, a probabilistic compositeness test.
The next result gives a method for proving primality which only requires the factorization of a divisor of
that is greater than
. For an example of the use of Fact 4.42,
see Note 4.63.

W C P I

 ~C
4.42 Fact Let CDGS be an odd integer.
Let CU J VW5X I , and suppose^%prqthat
y
^
e
Cj ; and (ii) k<limf%H!n"cd s P there
Cjexists
U I foran

I
%
f

g

h
i
1
I
t
integer H satisfying both: (i) Hcod
each prime divisor _  of W . Let  DE and  be defined by J V5U  WX  and  w W .
If W4D  ~ C and if  P¢¡  is neither  nor a perfect square, then C is prime.
4.3.3 Jacobi sum test

The Jacobi sum test is another true primality test. The basic idea is to test a set of congruences which are analogues of Fermat’s theorem (Fact 2.127(i)) in certain cyclotomic
rings. The running time of the Jacobi sum test for determining the primality of an integer
is
bit operations for some constant . This is “almost” a polynomialtime algorithm since the exponent
acts like a constant for the range of values for

C 7£ f%fK:M Cj¥¤§¦ ¨o¦ ¨o¦ ¨ c j
©
C
:
K
M
B
K
M
:
K
M
ª
«
¬  ®¯±°³<² ´ ²¶µ·µ
{¸º¹»¼¾½ ¿ ² °À¹»¹aÁ¥Â ¾ ´
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Another approach is to run both algorithms in parallel (with an unlimited number of iterations), until one of
them stops with a definite conclusion “prime” or “composite”.
The number of iterations may be taken to be where
, and where
.
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of interest. For example, if
, then
. The version of the Jacobi sum primality test used in practice is a randomized algorithm which terminates within
steps with probability at least
for every
, and always
gives a correct answer. One drawback of the algorithm is that it does not produce a “certificate” which would enable the answer to be verified in much shorter time than running the
algorithm itself.
The Jacobi sum test is, indeed, practical in the sense that the primality of numbers that
are several hundred decimal digits long can be handled in just a few minutes on a computer. However, the test is not as easy to program as the probabilistic Miller-Rabin test
(Algorithm 4.24), and the resulting code is not as compact. The details of the algorithm are
complicated and are not given here; pointers to the literature are given in the chapter notes
on page 166.

Ô7Õ%Ö!Õ ÍBÎ Å×ÙØÚ ÛoÚ Û0Ú Û0ÜÝ×

Ö3à Ð

4.3.4 Tests using elliptic curves
Elliptic curve primality proving algorithms are based on an elliptic curve analogue of Pocklington’s theorem (Fact 4.40). The version of the algorithm used in practice is usually referred to as Atkin’s test or the Elliptic Curve Primality Proving algorithm (ECPP). Under
heuristic arguments, the expected running time of this algorithm for proving the primality
of an integer has been shown to be
bit operations for any
. Atkin’s
test has the advantage over the Jacobi sum test ( 4.3.3) that it produces a short certificate of
primality which can be used to efficiently verify the primality of the number. Atkin’s test
has been used to prove the primality of numbers more than 1000 decimal digits long.
The details of the algorithm are complicated and are not presented here; pointers to the
literature are given in the chapter notes on page 166.

Ô7Õ%Õ Í:Î Å×Àáâmãa×
ç

Å

äxåGæ

4.4 Prime number generation
This section considers algorithms for the generation of prime numbers for cryptographic
purposes. Four algorithms are presented: Algorithm 4.44 for generating probable primes
(see Definition 4.5), Algorithm 4.53 for generating strong primes (see Definition 4.52), Algorithm 4.56 for generating probable primes and suitable for use in the Digital Signature
Algorithm (DSA), and Algorithm 4.62 for generating provable primes (see Definition 4.34).

è

ç

é

ç

4.43 Note (prime generation vs. primality testing) Prime number generation differs from primality testing as described in 4.2 and 4.3, but may and typically does involve the latter.
The former allows the construction of candidates of a fixed form which may lead to more
efficient testing than possible for random candidates.

4.4.1 Random search for probable primes

Ð1ì ÍBÎ ê

Æëê
Æíê
È1ì ÍBÎ ê Õï Õ
È1Ö ì Ð1Èð Í:Î È<×%× ñÐ1ì<Ð<Ò<Ò

By the prime number theorem (Fact 2.95), the proportion of (positive) integers
that
are prime is approximately
. Since half of all integers
are even, the proportion
of odd integers
that are prime is approximately
. For instance, the proportion
of all odd integers
that are prime is approximately
. This
suggests that a reasonable strategy for selecting a random -bit (probable) prime is to repeatedly pick random -bit odd integers until one is found that is declared to be “prime”

Æê

ÆîÈÊËÀÌ
Ö

Å
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ó

òó

by MILLER-RABIN( , ) (Algorithm 4.24) for an appropriate value of the security parameter (discussed below).
If a random -bit odd integer is divisible by a small prime, it is less computationally
expensive to rule out the candidate by trial division than by using the Miller-Rabin test.
Since the probability that a random integer has a small prime divisor is relatively large,
before applying the Miller-Rabin test, the candidate should be tested for small divisors
below a pre-determined bound . This can be done by dividing by all the primes below
, or by computing greatest common divisors of and (pre-computed) products of several
of the primes
. The proportion of candidate odd integers not ruled out by this trial

division is
which, by Mertens’s theorem, is approximately 
(here
 
ranges over prime values). For example, if
, then only 20% of candidate odd
integers pass the trial division stage, i.e., 80% are discarded before the more costly MillerRabin test is performed.

ô

õ

ò

ò

ò

ò

õ
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÷øùøú %û üýoù þ ÿ

ò

ò

ò

õ

ò
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4.44 Algorithm Random search for a prime using the Miller-Rabin test

ô

ôó

ó

RANDOM-SEARCH( , )
INPUT: an integer , and a security parameter (cf. Note 4.49).
OUTPUT: a random -bit probable prime.
1. Generate an odd -bit integer at random.
2. Use trial division to determine whether is divisible by any odd prime
Note 4.45 for guidance on selecting ). If it is then go to step 1.
3. If MILLER-RABIN( , ) (Algorithm 4.24) outputs “prime” then return( ).
Otherwise, go to step 1.

ô

ô

ò

õ

òó

ò

ò

õ

ö õ

(see

ô

4.45 Note (optimal trial division bound ) Let  denote the time for a full -bit modular exponentiation, and let  denote the time required for ruling out one small prime as divisor
of a -bit integer. (The values  and  depend on the particular implementation of longinteger arithmetic.) Then the trial division bound that minimizes the expected running

time of Algorithm 4.44 for generating a -bit prime is roughly   . A more accurate
estimate of the optimum choice for can be obtained experimentally. The odd primes up
to can be precomputed and stored in a table. If memory is scarce, a value of that is
smaller than the optimum value may be used.

ô

õ

õ

ô

õ

õ

õ

ò

Since the Miller-Rabin test does not provide a mathematical proof that a number is indeed prime, the number returned by Algorithm 4.44 is a probable prime (Definition 4.5).
It is important, therefore, to have an estimate of the probability that is in fact composite.

ò

ôó

4.46 Definition The probability that RANDOM-SEARCH( , ) (Algorithm 4.44) returns a
composite number is denoted by   .
4.47 Note (remarks
on estimating   ) It is tempting to conclude directly from Fact 4.25 that

 
 . This reasoning is flawed (although typically the conclusion will be correct in
practice) since it does not take into account the distribution of the primes. (For example, if
all candidates were chosen from a set  of composite numbers, the probability of error is
1.) The following discussion elaborates on this point. Let  represent the event that is
composite, and let   denote the event than
 MILLER-RABIN( , ) declares to be prime.
 . What is relevant, however, to the estimation of
Then Fact 4.25 states that    
  is the quantity      . Suppose that candidates are drawn uniformly and randomly

ö5û+þ ÿ

ò

!
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7û
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from a set # of odd numbers, and suppose $ is the probability that % is prime (this depends
on the candidate set # ). Assume also that &(')$*'+ . Then by Bayes’ theorem
(Fact 2.10):
3
,.-8/94,.-:230 /94
,.-23:0 /94
,.- /10235476
+
+<
=
,.-2 3 4
;
,.-:2 3 4
;
$
3
,.-234?>
,.- /10234
-@ 4
$ . Thus the probability
since
may be considerably larger than A 3 if $ is
- @ 4
(see
small. However, the error-probability of Miller-Rabin is usually far smaller than A
,.-:230 /94
3
Remark 4.26). Using better estimates for 3
and estimates on the
number of B -bit
- @ 4
prime numbers, it has been shown that $CD is, in fact, smaller than A
for all sufficiently
large B . A more concrete result is the following: if candidates % are
chosen at random from
3
,.- /102 3 4
- @ 4
>
the set of odd numbers in the interval E F =HGJI , then
for all G
+&LK:M .
; A
3
,.-2 3 0 /94
Further refinements for
allow the following explicit upper bounds on $CD for
various values of B and N . O

3
4.48 Fact (some upper
< bounds on $CD in Algorithm 4.44)
>VW
U C for< B
(i) $ CD @ 'PBRQ QTSV
3 .
3
W 3 @
6W
>P\ \
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< + ).
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For example, if B
, then Fact 4.48(ii) gives $ @ D ;
. In other
+ and N
O Q K
Q
words, the probability that RANDOM-SEARCH(512,6) returns a 512-bit composite
3 integer
-@ 48h:h
. Using more advanced techniques, the upper bounds on $CD given by
is less than
Fact 4.48 haveQ been improved. These upper bounds arise from complicated formulae which
3
are not given here. Table 4.3 lists some improved upper bounds on $CD for some sample
values of B and N . As an example, the probability that RANDOM-SEARCH(500,6) returns
-@ 48i
3
3 Q . Notice
3
a composite number is ;
that the values of $ CD implied by the table are
-@ Q 4 6-@ 4
Q .
considerably smaller than A
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lvlZt
pZpvu
qvp
rZm
rZt
svq
tvn
lZuvu
lZuvr
lZlvn
lvlZt
lvmZq
qZuvu
rvp
sZm
sZs
tvp
lZuvm
lZuvs
lZlvp
lZmvl
lvmZr
lvnZn
Table 4.3: Upper bounds on wJxzy { for sample values of
implies w xzy {~})R
  .

k

j

and . An entry | corresponding to

k

and

j

The estimates of  xzy { presented in the remainder of this subsection were derived for the situation where Algorithm 4.44 does not use trial division by small primes to rule out some candidates  . Since trial division never
rules out a prime, it can only give a better chance of rejecting composites. Thus the error probability  xzy { might
actually be even smaller than the estimates given here.
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4.49 Note (controlling the error probability) In practice, one is usually willing to tolerate an error probability of   when using Algorithm 4.44 to generate probable primes. For sample values of  , Table 4.4 lists the smallest value of  that can be derived from Fact 4.48
for which  f
  : . For example, when generating 1000-bit probable primes, MillerRabin with  repetitions suffices. Algorithm 4.44 rules out most candidates  either
by trial division (in step 2) or by performing just one iteration of the Miller-Rabin test (in
step 3). For this reason, the only effect of selecting a larger security parameter  on the running time of the algorithm will likely be to increase the time required in the final stage when
the (probable) prime is chosen.


ZZ
Z£Z
¡ZZ
¡Z£Z
¥ZZ
¥Z£Z
§Z
§£Z


¡Z¢
Z ¤
Z £
Z ¡

¨

¢

¤

¦


£Zv
£Z£v
¨Zv
¨Z£v
¢Zv
¢Z£v
¤Zv
¤Z£v



¨
£
£
§
§
§

§
¥


¦Zv
¦Z£v
ZvZ
Zv£Z
ZvZ
Zv£Z
Z¡vZ
Z¡v£Z
¥

¥

¥

¥

¥

¥

¥

¥




Z¥vZ
Z¥v£Z
5§Z
5§£Z
Z£vZ
Z£v£Z
Z¨vZ
Z¨v£Z
¡

¡

¡

¡

¡

¡

¡

¡




v¢ZZ
v¢Z£Z
v¤ZZ
v¤Z£Z
v¦ZZ
v¦Z£Z
¡vZZ
¡vZ£Z


¡
¡
¡
¡
¡
¡
¡
¡



Table 4.4: For sample , the smallest from Fact 4.48 is given for which ©ªz« ¬~)®°R¯ ±³²³´ .

4.50 Remark (Miller-Rabin test with base µ¶¸· ) The Miller-Rabin test involves exponentiating the base µ ; this may be performed using the repeated square-and-multiply algorithm
(Algorithm 2.143). If µ(· , then multiplication by µ is a simple procedure relative to multiplying by µ in general. One optimization of Algorithm 4.44 is, therefore, to fix the base
µ(P· when first performing the Miller-Rabin test in step 3. Since most composite numbers
will fail the Miller-Rabin test with base µ¶¸· , this modification will lower the expected
running time of Algorithm 4.44.
4.51 Note (incremental search)
(i) An alternative technique to generating candidates  at random in step 1 of Algorithm 4.44 is to first select a random  -bit odd number   , and then test the ¹ numbers
79 º  ¼» · º  ¼»¶½ºL¾L¾v¾bº  » · ¹À¿ÂÁ  for primality. If all these ¹ candidates are

found to be composite, the algorithm is said to have failed. If ¹ÃÄ8ÅÇÆÈ· where Ã is a
constant, the probability É  5 Ê that this incremental search variant of Algorithm 4.44
returns a composite number has been shown to be less than ËRTÌ ·Í[Î  for some constant Ë . Table 4.5 gives some explicit bounds on this error probability for ÏÑÐ Ò Ò and
the probability of the algoÓ[ÁÒ . Under reasonable number-theoretic assumptions,
cÕ
rithm failing has been shown to be less than ·ÔTÍ
for large  (here, ÔÖP· ¾× ÁØ · Ø ).
(ii) Incremental search has the advantage that fewer random bits are required. Furthermore, the trial division by small primes in step 2 of Algorithm 4.44 can be accomplished very efficiently as follows. First the values ÙÛÚ TÜV ÞÝÛßà  are computed
for each odd prime *Pá . Each time · is added to the current candidate, the values
in the table Ù are updated as ÙâÚ TÜ5ãä:ÙâÚ  Ü » ·  ÝÛßà  . The candidate passes the trial
division stage if and only if none of the ÙâÚ TÜ values equal Ò .
(iii) If
the trial division is to initialize a table
å á is large, an alternative method for doing
å
Ú æçÜHã9Ò for Ò¶fæÛè¹é¿[Á  ; the entry Ú æçÜ corresponds to the candidate  .» ·Læ .
For each odd prime êëá ,  (ÝÛßà  is computed. Let ì be the smallest index for

í
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ñ
ñ

ñZú

õ

ñZ÷
Zñ ó
Zñ ñ

ò
óv÷
vó ò
vó ú

ó
õZñ
ôö
ôZô

ô
Zö ó
Zõ ø
Zõ ö

õ
÷vò
vö ø
vö ö

ï
ö

÷

øvñ
v÷ ÷
v÷ õ

øZù
Zø õ
Zø ó

ø
Zù ö
Zù ò
Zù ú

ù
ñvúZó
ùZù
ùZ÷

Zñ ú
ñvñZú
ñvúZõ
ñvúZó

Table 4.5: Upper bounds on the error probability of incremental search (Note 4.51) for ûýü õZúvú
ï
ï
 , where
and sample values of ð and . An entry þ corresponding to ð and implies ÿ  
 ü ð
 ò  .

which !#"%$&(')*,+.-0/1$ . Then 243 "65 and each /879 entry after it are set to : . A
candidate ;<#= then passes the trial division stage if and only if 243 =>54?@' . Note
that the estimate for the optimal trial division bound A given in Note 4.45 does not
apply here (nor in (ii)) since the cost of division is amortized over all candidates.

4.4.2 Strong primes
The RSA cryptosystem ( B 8.2) uses a modulus of the form C?</ED , where / and D are distinct odd primes. The primes / and D must be of sufficient size that factorization of their
product is beyond computational reach. Moreover, they should be random primes in the
sense that they be chosen as a function of a random input through a process defining a pool
of candidates of sufficient cardinality that an exhaustive attack is infeasible. In practice, the
resulting primes must also be of a pre-determined bitlength, to meet system specifications.
The discovery of the RSA cryptosystem led to the consideration of several additional constraints on the choice of / and D which are necessary to ensure the resulting RSA system safe
from cryptanalytic attack, and the notion of a strong prime (Definition 4.52) was defined.
These attacks are described at length in Note 8.8(iii); as noted there, it is now believed that
strong primes offer little protection beyond that offered by random primes, since randomly
selected primes of the sizes typically used in RSA moduli today will satisfy the constraints
with high probability. On the other hand, they are no less secure, and require only minimal
additional running time to compute; thus, there is little real additional cost in using them.
4.52 Definition A prime number / is said to be a strong prime if integers F , G , and H exist such
that the following three conditions are satisfied:
(i) /0IJ: has a large prime factor, denoted F ;
(ii) /KC: has a large prime factor, denoted G ; and
(iii) FKIL: has a large prime factor, denoted H .
In Definition 4.52, a precise qualification of “large” depends on specific attacks that should
be guarded against; for further details, see Note 8.8(iii).
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4.53 Algorithm Gordon’s algorithm for generating a strong prime
SUMMARY: a strong prime M is generated.
1. Generate two large random primes N and O of roughly equal bitlength (see Note 4.54).
2. Select an integer PQ . Find the first prime in the sequence R#PSOUT<V , for PXWYPQ ZPQ[T
V Z\PQT!R8Z^]^]_] (see Note 4.54). Denote this prime by `0WaR#PSObTCV .
3. Compute M8QcWdRfegNih6j%kcl0m.no`%pNUqLV .
4. Select an integer r Q . Find the first prime in the sequence M Q TsR#r`tN , for r0WJr Q Z\r Q T
V Z\riQuT!R8Z^]_]^] (see Note 4.54). Denote this prime by MvWLM8QuT!R^r`%N .
5. Return(M ).
Justification. To see that the prime M returned by Gordon’s algorithm is indeed a strong
prime, observe first (assuming `)x
wW N ) that N hjy{z V|el0m.n0`%p ; this follows from Fermat’s
theorem (Fact 2.127). Hence, M8Q z V}el,m.n0`.p and M Q z qoV|el0m.n~N6p . Finally (cf. Definition 4.52),
(i) M0qJV;WJM8QT!R^r6`tNUqLV zd el,m8n,`%p , and hence MqJV has the prime factor ` ;
(ii) MKTCV;WJM Q T!R^r6`tNT!V zd el,m8nN6p , and hence M[TV has the prime factor N ; and
(iii) `KqLV;WaR#PSO zd el,m.nO#p , and hence `[qLV has the prime factor O .
4.54 Note (implementing Gordon’s algorithm)
(i) The primes N and O required in step 1 can be probable primes generated by Algorithm 4.44. The Miller-Rabin test (Algorithm 4.24) can be used to test each candidate
for primality in steps 2 and 4, after ruling out candidates that are divisible by a small
prime less than some bound  . See Note 4.45 for guidance on selecting  . Since the
Miller-Rabin test is a probabilistic primality test, the output of this implementation
of Gordon’s algorithm is a probable prime.
(ii) By carefully choosing the sizes of primes N , O and parameters PQ , riQ , one can control
the exact bitlength of the resulting prime M . Note that the bitlengths of ` and N will
be about half that of M , while the bitlength of O will be slightly less than that of ` .
4.55 Fact (running time of Gordon’s algorithm) If the Miller-Rabin test is the primality test used
in steps 1, 2, and 4, the expected time Gordon’s algorithm takes to find a strong prime is only
about 19% more than the expected time Algorithm 4.44 takes to find a random prime.

4.4.3 NIST method for generating DSA primes
Some public-key schemes require primes satisfying various specific conditions. For example, the NIST Digital Signature Algorithm (DSA of 11.5.1) requires two primes M and 
satisfying the following three conditions:
Q
(i) R8yg[<odR.y ; that is,  is a V   -bit prime;
(ii) R6 jy sM<R6 for a specified  , where }Wd VfRUT!   for some K  ( ; and
(iii)  divides MqJV .
This section presents an algorithm for generating such primes M and  . In the following,

denotes the SHA-1 hash function (Algorithm 9.53) which maps bitstrings of bitlength
(R g to V   -bit hash-codes. Where required, an integer  in the range K |dR6 whose
R jy TL
R6 j.k Td^_fT} R k T} R4T} Q should be
binary representation is !Wd
 jy
 j.k
k
y

^_S   Q p , and vice versa.
converted to the  -bit sequence e
 jy



 j%k

k

y
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4.56 Algorithm NIST method for generating DSA primes
INPUT: an integer  , K(d¡ .
OUTPUT: a ¢ £f -bit prime ¤ and an ¥ -bit prime ¦ , where ¥}§<¨f¢ ©«ªC£f¬8 and ¤®°¯¦0±J¢f² .
1. Compute ¥}§d¨ ¢f©«ªJ£ ¬  . Using long division of ¯g¥~±s¢f² by ¢ £f , find ³ , ´ such that
¥±J¢c§d¢f£ #³µªC´ , where Kd´U¶d¢ £f .
2. Repeat the following:
2.1 Choose a random seed · (not necessarily secret) of bitlength ¸X¹d¢f£f .
2.2 Compute º<§¼»~¯g·_²¾½o»~¯¯g·ªC¢f²À¿,Á.Â,©6Ãf² .
2.3 Form ¤ from º by setting to ¢ the most significant and least significant bits of
º . (Note that ¤ is a ¢ £f -bit odd integer.)
2.4 Test ¤ for primality using MILLER-RABIN( ¤ ,Ä ) for Ä¹d¢f¡ (see Note 4.57).
Until ¤ is found to be a (probable) prime.
3. Set Å^ÆJ , ÇÈÆJ© .
4. While Å«¶d¬ffÉ £ do the following:
4.1 For Ê from  to ³ do the following: set Ë8ÌÈÆJ»~¯¯·ªÍÇoªCÊt²À¿0Á.Â,©6Ãf² .
4.2 For the integer Î defined below, let ÏÐ§<ÎÑªC©6ÒÓÔ . (Ï is an ¥ -bit integer.)
Ö
ØÖ
ÖÝ°Ü
ÖiÜáà
ÓÔgÞ ªC¯Ë.ÜX¿,Á8Â,©ß#²© Ô×
© Ô× ªCË Ø8©^Ù
ªÛÚ^Ú_ÚªCË.Ü
© Ô×
Ô
ÓÔ
4.3 Compute â«§!Ïã¿,Á.Âä© ¤ and set ¦v§JÏd±K¯â±[¢ ² . (Note that ¦Xå(¢)¯¿,Á.Âæ© ¤² .)
4.4 If ¦X¹Û©ÒÓÔ then do the following:
ÎÕ§¼ËfÖuªË

Test ¦ for primality using MILLER-RABIN(¦ ,Ä ) for Ä¹(¨ (see Note 4.57).
If ¦ is a (probable) prime then return( ¤ ,¦ ).
4.5 Set Å^ÆæÅçªC¢ , ÇÈÆ~ÇoªÍ³æªC¢ .
5. Go to step 2.
4.57 Note (choice of primality test in Algorithm 4.56)
(i) The FIPS 186 document where Algorithm 4.56 was originally described only specifies that a robust primality test be used in steps 2.4 and 4.4, i.e., a primality test where
Ö
the probability of a composite integer being declared prime is at most ¯ Ø Ô ²è . If the
heuristic assumption is made that ¤ is a randomly chosen ¢f£f -bit integer then, by Table 4.4, MILLER-RABIN(¤ ,¢ ¡ ) is a robust test for the primality of ¤ . If ¦ is assumed
to be a randomly chosen ¥ -bit integer, then by Table 4.4, MILLER-RABIN(¦ , ¨ ) is
a robust test for the primality of ¦ . Since the Miller-Rabin test is a probabilistic primality test, the output of Algorithm 4.56 is a probable prime.
(ii) To improve performance, candidate primes ¤ and ¦ should be subjected to trial division by all odd primes less than some bound é before invoking the Miller-Rabin test.
See Note 4.45 for guidance on selecting é .
4.58 Note (“weak” primes cannot be intentionally constructed) Algorithm 4.56 has the feature
that the random seed · is not input to the prime number generation portion of the algorithm
itself, but rather to an unpredictable and uncontrollable randomization process (steps 2.2
and 4.1), the output of which is used as the actual random seed. This precludes manipulation
of the input seed to the prime number generation. If the seed · and counter Å are made public,
then anyone can verify that ¤ and ¦ were generated using the approved method. This feature
prevents a central authority who generates ¦ and ¤ as system-wide parameters for use in the
DSA from intentionally constructing “weak” primes ¤ and ¦ which it could subsequently
exploit to recover other entities’ private keys.
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4.4.4 Constructive techniques for provable primes
Maurer’s algorithm (Algorithm 4.62) generates random provable primes that are almost
uniformly distributed over the set of all primes of a specified size. The expected time for
generating a prime is only slightly greater than that for generating a probable prime of equal
size using Algorithm 4.44 with security parameter êæëãì . (In practice, one may wish to
choose êUí<ì in Algorithm 4.44; cf. Note 4.49.)
The main idea behind Algorithm 4.62 is Fact 4.59, which is a slight modification of
Pocklington’s theorem (Fact 4.40) and Fact 4.41.
4.59 Fact Let îLïdð be an odd integer, and suppose that î)ë<ìòñ|ó ô;õ where õ is an odd prime.
Suppose further that õoíaô .

ì î ÿÀë<ì ,
(i) If there exists an integer ö satisfying ö÷Èøùú(ì)ûü,ý.þ0î ÿ and  þÈûö
then î is prime.

a randomly
selected base ö , ì <ö sî
(ii) If î is prime, the probability that
ì , satisfies

ö÷Èøùúdì)ûü,ý.þ,î ÿ and   þtûgö
ìî ÿòë<ì is ûì
ìf
 õÿ .
Algorithm 4.62 recursively generates an odd prime õ , and then chooses random integers ô ,
using Fact 4.59(i) for some base ö . By
ô õ , until î ë ó ô;õ{ñdì can be proven prime

Fact 4.59(ii) the proportion of such bases is ì
ì f
 õ for prime î . On the other hand, if î is
composite, then most bases ö will fail to satisfy the condition ö÷1øùúÛì}ûü0ý.þ0î ÿ .
4.60 Note (description of constants  and  in Algorithm 4.62)
(i) The optimal value of the constant  defining the trial division bound  ë in
step 2 depends on the implementation of long-integer arithmetic, and is best determined experimentally (cf. Note 4.45).
(ii) The constant  ë ó ensures that  is at least ó  bits long and hence the interval
from which ô is selected, namely  ä
 ñÛì#ó  , is sufficiently large (for the values of
 of practical interest) that it most likely contains at least one value ô for which î)ë
ó ô;õñ!ì is prime.
4.61 Note (relative size  of õ with respect to î in Algorithm 4.62) The relative size  of õ with
respect to î is defined to be 0ë   õ!"  î . In order to assure that the generated prime î is
chosen randomly with essentially
uniform distribution from the set of all  -bit primes, the

ì must be chosen according to the probability distribution
size of the prime factor õ of î
of the largest prime factor of a randomly selected  -bit integer. Since õ must be greater than
ô in order for Fact 4.59 to apply, the relative size  of õ is restricted to being in the interval
 ù #ì . It can be deduced from Fact 3.7(i) that the cumulative probability distribution of the

relative
size  of the largest prime factor of a large random integer, given that  is at least
ù , is ûìñ#  %
 ÿ for ù $%(ì . In step 4 of Algorithm 4.62, the relative size  is generated


according
to this distribution
by selecting a random number &(')  ^ì* and then setting 0
 ë
ó^+ øù . If ,aó- then  is chosen to be the smallest permissible value, namely ù , in order
to ensure that the interval from which ô is selected is sufficiently large (cf. Note 4.60(ii)).

.
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4.62 Algorithm Maurer’s algorithm for generating provable primes
PROVABLE PRIME(0 )
INPUT: a positive integer 0 .
OUTPUT: a 0 -bit prime number 1 .
1. (If 0 is small, then test random integers by trial division. A table of small primes may
be precomputed for this purpose.)
If 032546 then repeatedly do the following:
1.1 Select a random 0 -bit odd integer 1 .
1.2 Use trial division by all primes less than 7 1 to determine whether 1 is prime.
1.3 If 1 is prime then return(1 ).
2. Set 89:6;=< and >?9@46 (see Note 4.60).
3. (Trial division bound) Set A 9B8"C0!D (see Note 4.60).
4. (Generate E , the size of F relative to 1 — see Note 4.61) If 0HGI4> then repeatedly
do
S the following: select a random number J in the interval K 6 L-<*M , set EN9B4O-PRQ , until
0UTVEW0YXZG:> . Otherwise (i.e. 032[4> ), set EN9:6;=\ .
S!m
5. Compute F9@]Z^`_Za`b(cedgf ]Z^ihkjlf EnC0!oqpB< X .
m
S
6. Set rs9 4t PsQu 4FvXwo .
7. success9:6 .
8. While (success x56 ) do the following:
8.1 (select a candidate integer 1 ) Select a random integer y in the interval K rHp
< L4-rM and set 1z9:4y{Fzp#< .
8.2 Use trial division to determine whether 1 is divisible by any prime number | A .
If it is not then do the following:
Select a random integer } in the interval K 4 L~1T@4*M .
Compute -9@}!NPRQe{1 .
If ex< then do the following:
S
Compute -9@}D*@{1 and 9 - T@< L~1X .
If Ux< then success9:< .
9. Return(1 ).
4.63 Note (improvements to Algorithm 4.62)
(i) A speedup can be achieved by using Fact 4.42 instead of Fact 4.59(i) for proving
1$x4y{FRp< prime in step 8.2 of Maurer’s algorithm — Fact 4.42 only requires that
F be greater than 7 1 .
(ii) If a candidate 1 passes the trial division (in step 8.2), then a Miller-Rabin test (Algorithm 4.24) with the single base }Vx4 should be performed on 1 ; only if 1 passes
this test should the attempt to prove its primality (the remainder of step 8.2) be undertaken. This leads to a faster implementation due to the efficiency of the Miller-Rabin
test with a single base }Ux4 (cf. Remark 4.50).
(iii) Step 4 requires the use of real number arithmetic when computing 4O-PRQ . To avoid
these computations, one can precompute and store a list of such values for a selection
of random numbers J{#K 6 L-<*M .
4.64 Note (provable primes vs. probable primes) Probable primes are advantageous over provable primes in that Algorithm 4.44 for generating probable primes with ,x< is slightly
faster than Maurer’s algorithm. Moreover, the latter requires more run-time memory due
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to its recursive nature. Provable primes are preferable to probable primes in the sense that
the former have zero error probability. In any cryptographic application, however, there
is always a non-zero error probability of some catastrophic failure, such as the adversary
guessing a secret key or hardware failure. Since the error probability of probable primes
can be efficiently brought down to acceptably low levels (see Note 4.49 but note the dependence on  ), there appears to be no reason for mandating the use of provable primes over
probable primes.

4.5 Irreducible polynomials over


Recall (Definition 2.190) that a polynomial g35¡£¢ N¤ of degree ¥§¦¨ is said to be
irreducible over  if it cannot be written as a product of two polynomials in  ¢ W¤ each
having degree less than ¥ . Such a polynomial ¡ can be used to represent the elements
of the finite field © ª as © ªI«  ¢ N¤k¬wg® , the set of all polynomials in  ¢ W¤ of degree less than ¥ where the addition and multiplication of polynomials is performed modulo
g (see ¯ 2.6.3). This section presents techniques for constructing irreducible polynomials
over g , where  is a prime. The characteristic two finite fields ©¡° ª are of particular interest for cryptographic applications because the arithmetic in these fields can be efficiently
performed both in software and in hardware. For this reason, additional attention is given
to the special case of irreducible polynomials over s° .
The arithmetic in finite fields can usually be implemented more efficiently if the irreducible polynomial chosen has few non-zero terms. Irreducible trinomials, i.e., irreducible
polynomials having exactly three non-zero terms, are considered in ¯ 4.5.2. Primitive polynomials, i.e., irreducible polynomials ¡ of degree ¥ in ¡±¢ W¤ for which  is a generator
of ©i² ª , the multiplicative group of the finite field © ª «  ¢ N¤k¬wg® (Definition 2.228),
are the topic of ¯ 4.5.3. Primitive polynomials are also used in the generation of linear feedback shift register sequences having the maximum possible period (Fact 6.12).

4.5.1 Irreducible polynomials
If ¡ZV ¢ W¤ is irreducible over  and ³ is a non-zero element in  , then ³£´w¡ is also
irreducible over  . Hence it suffices to restrict attention to monic polynomials in  ¢ W¤ ,
i.e., polynomials whose leading coefficient is 1. Observe also that if ¡ is an irreducible
polynomial, then its constant term must be non-zero. In particular, if wg )g°£¢ W¤ , then
its constant term must be 1.
There is a formula for computing exactly the number of monic irreducible polynomials in ¡£¢ N¤ of a fixed degree. The Möbius function, which is defined next, is used in this
formula.
4.65 Definition Let ¥
µw¥ «

be a positive integer. The Möbius function µ is defined by
·

¨ ¶

¶
¹¸{¨ »º¶

if ¥
if ¥
if ¥

« ¨¶
is divisible by the square of a prime¶
is the product of ¼ distinct primes½

4.66 Example (Möbius function) The following table gives the values of the Möbius function
µ¥$ for the first 10 values of ¥ :
¾
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Ä
Ð{Ã

Å
Ð{Ã
Ì

Æ

Ç
Ð{Ã
Ã

È

É
Ð{Ã
Ì

Ê

Ë
Ì

ÃÌ
Ã
Ñ

4.67 Fact (number of monic irreducible polynomials) Let Ò be a prime and Â a positive integer.
(i) The number Ó{Ô ÎwÂÏ of monic irreducible polynomials of degree Â in ¡
Õ Ô£Ö ×NØ is given
by the following formula:
ÜeÞßÚ
Ã

Î
$
Â
$
Ï
Ù

Í

Î
Ý
Ï
à
Ó(Ô
Ò
Â ÚÛ Ü
where the summation ranges over all positive divisors Ý of Â .
(ii) The probability of a random monic polynomial of degree Â in ÕgÔÖ ×WØ being irreducible
Ü
over ÕgÔ is roughly á . More specifically, the number Ó{Ô ÎwÂÏ satisfies
Ã
Ã
Ó(Ô ÎÜ Â$Ï ã
ÄÂ
â
Âåä
Ò
Testing irreducibility of polynomials in ÕgÔ±Ö ×WØ is significantly simpler than testing primality of integers. A polynomialÜ can be tested for irreducibility by verifying that it has no
irreducible factors of degree âæ çè . The following result leads to an efficient method (Algorithm 4.69) for accomplishing this.
4.68 Fact Let Ò be a prime and let é be a positive integer.
(i) The product of all monic irreducible polynomials in Õ Ô Ö ×WØ of degree dividing é is
equal to × Ôvê Ð × .
(ii) Let ë Î × Ï be a polynomial of degree Â in Õ Ô Ö ×WØ . Then ë Î × Ü Ï is irreducible over Õ Ô if
Ôï Ð
× ÏZÙ5Ã for each ð , Ã â ð âñæ çè .
and only if ì í-î Î ë Î × Ï à ×
4.69 Algorithm Testing a polynomial for irreducibility
INPUT: a prime Ò and a monic polynomial ë Î × Ï of degree Â in Õ¡Ô£Ö ×NØ .
OUTPUT: an answer to the question: “Is ë Î × Ï irreducible over ÕgÔ ?”
1. Set ò Î × Ï¹ó × . Ü

2. For ð from 1 to æ ç è do the following:
Ônôõ î3ë Î × Ï
2.1 Compute ò Î × Ï¹ó ò Î × Ï
using Algorithm 2.227. (Note that ò Î × Ï is a
polynomial in Õ Ô Ö ×WØ of degree less than Â .)
2.2 Compute ÝÎ × ÏÙ ìíî Î ë Î × Ï à ò Î × ÏgÐ × Ï (using Algorithm 2.218).
2.3 If ÝÎ × Ï÷Ù ö Ã then return(“reducible”).
3. Return(“irreducible”).

Fact 4.67 suggests that one method for finding an irreducible polynomial of degree Â
in ÕgÔÖ ×WØ is to generate a random monic polynomial of degree Â in ÕÔ±Ö ×WØ , test it for irreducibility, and continue until an irreducible one is found (Algorithm 4.70). The expected
number of polynomials to be tried before an irreducible one is found is approximately Â .
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4.70 Algorithm Generating a random monic irreducible polynomial over øù
INPUT: a prime ú and a positive integer û .
OUTPUT: a monic irreducible polynomial üýþ¡ÿ of degree û in  þ .
1. Repeat the following:
1.1 (Generate a random monic polynomial of degree û in  þ )
Randomly select integers     between  and ú with 
 . Let üýwþgÿ be the polynomial üýþ¡ÿ ! þ #" kþ  "#$ $$%"  -þ " &þ "
1.2 Use Algorithm 4.69 to test whether üýþ¡ÿ is irreducible over  .
Until üýwþgÿ is irreducible.
2. Return(üýþ¡ÿ ).



!
.

It is known that the expected degree of the irreducible factor of least degree of a random
polynomial of degree û in   þ' is (÷ý*)%+Rû$ÿ . Hence for each choice of üýwþgÿ , the expected
number of times steps 2.1 – 2.3 of Algorithm 4.69 are iterated is (÷ý*)%+sû$ÿ . Each iteration
 ÿ  -operations. These observations, together with Fact 4.67(ii), detertakes (÷ý®*ý )%+gú±ÿû ,
mine the running time for Algorithm 4.70.
4.71 Fact Algorithm 4.70 has an expected running time of (÷ýû.-ý*)%+sû$ÿ®ý*)%+sú£ÿ®ÿ -operations.
Given one irreducible polynomial of degree û over  , Note 4.74 describes a method,
which is more efficient than Algorithm 4.70, for randomly generating additional such polynomials.
4.72 Definition Let /10 be a finite field of characteristic ú , and let 2435/60 . A minimum polynomial of 2 over  is a monic polynomial of least degree in   þ' having 2 as a root.
4.73 Fact
(i)
(ii)
(iii)
(iv)



Let / 0 be a finite field of order 7 ! ú , and let 2435/ 0 .
The minimum polynomial of 2 over  , denoted û8sýþ¡ÿ , is unique.
û 8 ýwþgÿ is irreducible over  .
The degree of 9
û 8 ýwþgÿ is a divisor of û .
 ; ! 2 . (Note that such a : exists
Let : be the smallest positive integer such that 2

<
!
since, by Fact 2.213, 2
2 .) Then
û98 ýwþgÿ

!

= 
>@?

ýþ.A2

 B Cÿ 

(4.1)

4.74 Note (generating new irreducible polynomials from a given one) Suppose that üýED ÿ is a
given irreducible polynomial of degree û over  . The finite field /  < can then be repre  D GFý¹üEý D ÿ®ÿ . A random monic irreducible polynomial of degree û over
sented as /  < !
 can be efficiently generated as follows. First generate a random element 2H3I/  < and
then, by repeated exponentiation by ú , determine the smallest positive integer : for which
2  ; ! 2 . If :KJ:û , then generate a new random element 2L3M/  < and repeat; the probabilNRC . If indeed : ! û , then compute û 8 ýþ¡ÿ
ity that :NJ@û is known to be at most Cý )O+RûPÿ FQ7
using the formula (4.1). Then û 8 ýþ¡ÿ is a random monic irreducible polynomial of degree
û in  
þ  . This method has an expected running time of (÷ýwû -*ý )%+sú£ÿ®
ÿ  -operations (compare with Fact 4.71).

S
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4.5.2 Irreducible trinomials
If a polynomial XZYE[\ in ]^Z_ [` has an even number of non-zero terms, then XZY*a \1bdc , whence
YE[9efa \ is a factor of XZYE[\ . Hence, the smallest number of non-zero terms an irreducible
polynomial of degree gfh in ]^i_ ['` can have is three. An irreducible trinomial of degree j
in ]^i_ ['` must be of the form [iklem[inoepa , where arqdsMqtjvuLa . Choosing an irreducible
trinomial XZYE[\wx]^i_ ['` of degree j to represent the elements of the finite field y^{z|b
]^W_ [`G}~YCXZY[\C\ can lead to a faster implementation of the field arithmetic. The following
facts are sometimes of use when searching for irreducible trinomials.
4.75 Fact
(i)
(ii)
(iii)

Let j be a positive integer, and let s denote an integer in the interval _ ajuAa` .
If the trinomial [ k eL[ n ea is irreducible over ]^ then so is [ k eL[ kn ea .
If jdcpY*5&  \ , there is no irreducible trinomial of degree j in ]^Z_ ['` .
Suppose that either jd4YC#&.Q\ or jflY*5&.Q\ . Then a necessary condition
for [ k eH[ n eda to be irreducible over ] ^ is that either s or jus must be of the
form h for some positive divisor  of j .

Tables 4.6 and 4.7 list an irreducible trinomial of degree j
for which such a trinomial exists.

over ]^ for each jqfa

QQ

4.5.3 Primitive polynomials
Primitive polynomials were introduced at the beginning of  4.5. Let XZYE[\w]W_ ['` be an
irreducible polynomial of degree j . If the factorization of the integer  k ua is known, then
Fact 4.76 yields an efficient algorithm (Algorithm 4.77) for testing whether or not XZYE[\ is
a primitive polynomial. If the factorization of  k ua is unknown, there is no efficient
algorithm known for performing this test.
4.76 Fact Let  be a prime and let the distinct prime factors of  k uta be G ^& i . Then
an irreducible polynomial XZY[\,w9]W_ ['` is primitive if and only if for each , arqtNqH¡ :

[1¢ 

z

(That is, [ is an element of order 

P£¥¤§¦¨ªf
© a«YC#&XZYE[\*\P

k uAa

in the field ]

 _ [`G}~YPXZYE[\C\ .)

4.77 Algorithm Testing whether an irreducible polynomial is primitive
INPUT: a prime  , a positive integer j , the distinct prime factors &  ^  i{ of 
and a monic irreducible polynomial XZYE[\ of degree j in ]  _ [` .
OUTPUT: an answer to the question: “Is XZY[\ a primitive polynomial?”
1. For from 1 to ¡ do the following:
 z P£¥¤§¦ ¨ 5MXZY[\ (using Algorithm 2.227).
1.1 Compute ¬EYE[\obH[ ¢
1.2 If ¬EY[\1ba then return(“not primitive”).
2. Return(“primitive”).

k uLa

,

There are precisely ®WYE k uAaQ\C}j monic primitive polynomials of degree j in ]W_ ['`
(Fact 2.230), where ® is the Euler phi function (Definition 2.100). Since the number of
monic irreducible polynomials of degree j in ]_ [` is roughly  k }j (Fact 4.67(ii)), it follows that the probability of a random monic irreducible polynomial of degree j in ]W_ ['`
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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¯
2
3
4
5
6
7
9
10
11
12
14
15
17
18
20
21
22
23
25
28
29
30
31
33
34
35
36
39
41
42
44
46
47
49
52
54
55
57
58
60
62
63
65
66
68
71
73
74
76
79
81
84
86
87
89
90
92

°

¯

°

¯

°

¯

°

¯

°

¯

°

¯

°

1
1
1
2
1
1
1
3
2
3
5
1
3
3
3
2
1
5
3
1
2
1
3
10
7
2
9
4
3
7
5
1
5
9
3
9
7
4
19
1
29
1
18
3
9
6
25
35
21
9
4
5
21
13
38
27
21

93
94
95
97
98
100
102
103
105
106
108
110
111
113
118
119
121
123
124
126
127
129
130
132
134
135
137
140
142
145
146
147
148
150
151
153
154
155
156
159
161
162
166
167
169
170
172
174
175
177
178
180
182
183
185
186
191

2
21
11
6
11
15
29
9
4
15
17
33
10
9
33
8
18
2
19
21
1
5
3
17
57
11
21
15
21
52
71
14
27
53
3
1
15
62
9
31
18
27
37
6
34
11
1
13
6
8
31
3
81
56
24
11
9

193
194
196
198
199
201
202
204
207
209
210
212
214
215
217
218
220
223
225
228
231
233
234
236
238
239
241
242
244
247
249
250
252
253
255
257
258
260
263
265
266
268
270
271
273
274
276
278
279
281
282
284
286
287
289
292
294

15
87
3
9
34
14
55
27
43
6
7
105
73
23
45
11
7
33
32
113
26
74
31
5
73
36
70
95
111
82
35
103
15
46
52
12
71
15
93
42
47
25
53
58
23
67
63
5
5
93
35
53
69
71
21
37
33

295
297
300
302
303
305
308
310
313
314
316
318
319
321
322
324
327
329
330
332
333
337
340
342
343
345
346
348
350
351
353
354
358
359
362
364
366
367
369
370
372
375
377
378
380
382
383
385
386
388
390
391
393
394
396
399
401

48
5
5
41
1
102
15
93
79
15
63
45
36
31
67
51
34
50
99
89
2
55
45
125
75
22
63
103
53
34
69
99
57
68
63
9
29
21
91
139
111
16
41
43
47
81
90
6
83
159
9
28
7
135
25
26
152

402
404
406
407
409
412
414
415
417
418
420
422
423
425
426
428
431
433
436
438
439
441
444
446
447
449
450
455
457
458
460
462
463
465
468
470
471
473
474
476
478
479
481
484
486
487
489
490
492
494
495
497
498
500
503
505
506

171
65
141
71
87
147
13
102
107
199
7
149
25
12
63
105
120
33
165
65
49
7
81
105
73
134
47
38
16
203
19
73
93
31
27
9
1
200
191
9
121
104
138
105
81
94
83
219
7
17
76
78
155
27
3
156
23

508
510
511
513
514
516
518
519
521
522
524
526
527
529
532
534
537
538
540
543
545
550
551
553
556
558
559
561
564
566
567
569
570
574
575
577
580
582
583
585
588
590
593
594
596
599
601
602
604
606
607
609
610
612
614
615
617

9
69
10
26
67
21
33
79
32
39
167
97
47
42
1
161
94
195
9
16
122
193
135
39
153
73
34
71
163
153
28
77
67
13
146
25
237
85
130
88
35
93
86
19
273
30
201
215
105
165
105
31
127
81
45
211
200

618
620
622
623
625
626
628
631
633
634
636
639
641
642
646
647
649
650
651
652
654
655
657
658
660
662
663
665
668
670
671
673
676
679
682
684
686
687
689
690
692
694
695
697
698
700
702
705
708
711
713
714
716
718
719
721
722

295
9
297
68
133
251
223
307
101
39
217
16
11
119
249
5
37
3
14
93
33
88
38
55
11
21
107
33
147
153
15
28
31
66
171
209
197
13
14
79
299
169
177
267
215
75
37
17
15
92
41
23
183
165
150
9
231

Table 4.6: Irreducible trinomials ±Z²9³´±µ6³L¶ over ·¸ . For each ¹ , ¶ªº.¹»ºt¼ ½ ½ , for which an
irreducible trinomial of degree ¹ in ·¸¾ ±¿ exists, the table lists the smallest À for which ± ² ³Á± µ ³M¶
is irreducible over · ¸ .
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Æ

Ç

Æ

Ç

Æ

Ç

Æ

Ç

Æ

Ç

Æ

Ç

Æ

Ç

724
726
727
729
730
732
735
737
738
740
742
743
745
746
748
750
751
753
754
756
758
759
761
762
767
769
772
774
775
777
778
780
782
783
785
791
793
794
798
799
801
804
806
807
809
810
812
814
815
817
818
820
822
823
825
826
828

207
5
180
58
147
343
44
5
347
135
85
90
258
351
19
309
18
158
19
45
233
98
3
83
168
120
7
185
93
29
375
13
329
68
92
30
253
143
53
25
217
75
21
7
15
159
29
21
333
52
119
123
17
9
38
255
189

831
833
834
838
839
841
842
844
845
846
847
849
850
852
855
857
858
860
861
862
865
866
868
870
871
873
876
879
881
882
884
887
889
890
892
894
895
897
898
900
902
903
905
906
908
911
913
916
918
919
921
924
926
927
930
932
935

49
149
15
61
54
144
47
105
2
105
136
253
111
159
29
119
207
35
14
349
1
75
145
301
378
352
149
11
78
99
173
147
127
183
31
173
12
113
207
1
21
35
117
123
143
204
91
183
77
36
221
31
365
403
31
177
417

937
938
942
943
945
948
951
953
954
956
959
961
964
966
967
969
972
975
977
979
982
983
985
986
988
990
991
993
994
996
998
999
1001
1007
1009
1010
1012
1014
1015
1020
1022
1023
1025
1026
1028
1029
1030
1031
1033
1034
1036
1039
1041
1042
1044
1047
1049

217
207
45
24
77
189
260
168
131
305
143
18
103
201
36
31
7
19
15
178
177
230
222
3
121
161
39
62
223
65
101
59
17
75
55
99
115
385
186
135
317
7
294
35
119
98
93
68
108
75
411
21
412
439
41
10
141

1050
1052
1054
1055
1057
1058
1060
1062
1063
1065
1071
1078
1079
1081
1082
1084
1085
1086
1087
1089
1090
1092
1094
1095
1097
1098
1100
1102
1103
1105
1106
1108
1110
1111
1113
1116
1119
1121
1122
1126
1127
1129
1130
1134
1135
1137
1138
1140
1142
1145
1146
1148
1151
1153
1154
1156
1158

159
291
105
24
198
27
439
49
168
463
7
361
230
24
407
189
62
189
112
91
79
23
57
139
14
83
35
117
65
21
195
327
417
13
107
59
283
62
427
105
27
103
551
129
9
277
31
141
357
227
131
23
90
241
75
307
245

1159
1161
1164
1166
1167
1169
1170
1174
1175
1177
1178
1180
1182
1183
1185
1186
1188
1190
1191
1193
1196
1198
1199
1201
1202
1204
1206
1207
1209
1210
1212
1214
1215
1217
1218
1220
1223
1225
1226
1228
1230
1231
1233
1234
1236
1238
1239
1241
1242
1246
1247
1249
1252
1255
1257
1260
1263

66
365
19
189
133
114
27
133
476
16
375
25
77
87
134
171
75
233
196
173
281
405
114
171
287
43
513
273
118
243
203
257
302
393
91
413
255
234
167
27
433
105
151
427
49
153
4
54
203
25
14
187
97
589
289
21
77

1265
1266
1268
1270
1271
1273
1276
1278
1279
1281
1282
1284
1286
1287
1289
1294
1295
1297
1298
1300
1302
1305
1306
1308
1310
1311
1313
1314
1319
1321
1324
1326
1327
1329
1332
1334
1335
1337
1338
1340
1343
1345
1348
1350
1351
1353
1354
1356
1358
1359
1361
1362
1364
1366
1367
1369
1372

119
7
345
333
17
168
217
189
216
229
231
223
153
470
99
201
38
198
399
75
77
326
39
495
333
476
164
19
129
52
337
397
277
73
95
617
392
75
315
125
348
553
553
237
39
371
255
131
117
98
56
655
239
1
134
88
181

1374
1375
1377
1380
1383
1385
1386
1388
1390
1391
1393
1396
1398
1399
1401
1402
1404
1407
1409
1410
1412
1414
1415
1417
1420
1422
1423
1425
1426
1428
1430
1431
1433
1434
1436
1438
1441
1442
1444
1446
1447
1449
1452
1454
1455
1457
1458
1460
1463
1465
1466
1468
1470
1471
1473
1476
1478

609
52
100
183
130
12
219
11
129
3
300
97
601
55
92
127
81
47
194
383
125
429
282
342
33
49
15
28
103
27
33
17
387
363
83
357
322
395
595
421
195
13
315
297
52
314
243
185
575
39
311
181
49
25
77
21
69

Table 4.7: Irreducible trinomials ÈZÉÊ,ÈËÊÍÌ over ÄÎ . For each Ï , Ð Ñ ÒÓ.ÏÔÓtÌ*ÕÐ Ö , for which an
irreducible trinomial of degree Ï in ÄÎ× ÈØ exists, the table gives the smallest Ù for which È É ÊKÈ Ë ÊrÌ
is irreducible over Ä Î .
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being primitive is approximately ÚWÛEÜÝfÞHß àCáÜ&Ý . Using the lower bound for the Euler phi
function (Fact 2.102), this probability can be seen to be at least ßá~ÛCâoãOäNã%ä6Ü Ý à . This suggests the following algorithm for generating primitive polynomials.
4.78 Algorithm Generating a random monic primitive polynomial over åæ
INPUT: a prime Ü , integer çèfß , and the distinct prime factors é&ê ëé ìë íííiëGé{î of ÜÝdÞAß .
OUTPUT: a monic primitive polynomial ïZÛEðà of degree ç in ñòó ðô .
1. Repeat the following:
1.1 Use Algorithm 4.70 to generate a random monic irreducible polynomial ïZÛEðà
of degree ç in ñòZó ð'ô .
1.2 Use Algorithm 4.77 to test whether ïZÛEðà is primitive.
Until ïZÛðà is primitive.
2. Return( ïZÛEðà ).
For each ç , ß5õöç÷õøQø ù , Table 4.8 lists a polynomial of degree ç that is primitive
over ñ ì . If there exists a primitive trinomial ïZÛðàoúAðZÝûðiüªûAß , then the trinomial with
the smallest ý is listed. If no primitive trinomial exists, then a primitive pentanomial of the
form ïZÛEðàoúHðiÝû4ðZüQþû4ðZüÿ1ûLðiü6ûöß is listed.
If Ü&Ý Þ ß is prime, then Fact 4.76 implies that every irreducible polynomial of degree ç in ñòó ðô is also primitive. Table 4.9 gives either a primitive trinomial or a primitive
pentanomial of degree ç over ñì where ç is an exponent of one of the first 27 Mersenne
primes (Definition 4.35).

4.6 Generators and elements of high order


Recall
(Definition 2.169) that if is a (multiplicative) finite group, the order of an element
  is the least positive integer  such that  î úvß . If there are  elements in  , and if
  is an element of order  , then  is said to be cyclic and  is called a generator or a

primitive element of (Definition 2.167). Of special interest for cryptographic applications
are the multiplicative group ñ ò of the integers modulo a prime Ü , and the multiplicative
group ì of the finite field ì of characteristic two; these groups are cyclic (Fact 2.213).
Also of interest is the group ñ  (Definition 2.124), where  is the product of two distinct
odd primes. This section deals with the problem of finding generators and other elements
of high order in ñ ò , ì , and ñ  . See  2.5.1 for background in group theory and  2.6 for
background in finite fields.
Algorithm 4.79 is an efficient method for determining the order of a group element,
given the prime factorization of the group order  . The correctness of the algorithm follows
from the fact that the order of an element must divide  (Fact 2.171).



c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.



4.6 Generators and elements of high order


2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58


or
  
1
1
1
2
1
1
6, 5, 1
4
3
2
7, 4, 3
4, 3, 1
12, 11, 1
1
5, 3, 2
3
7
6, 5, 1
3
2
1
5
4, 3, 1
3
8, 7, 1
8, 7, 1
3
2
16, 15, 1
3
28, 27, 1
13
15, 14, 1
2
11
12, 10, 2
6, 5, 1
4
21, 19, 2
3
23, 22, 1
6, 5, 1
27, 26, 1
4, 3, 1
21, 20, 1
5
28, 27, 1
9
27, 26, 1
16, 15, 1
3
16, 15, 1
37, 36, 1
24
22, 21, 1
7
19


59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115

161


or
 ! 
22, 21, 1
1
16, 15, 1
57, 56, 1
1
4, 3, 1
18
10, 9, 1
10, 9, 1
9
29, 27, 2
16, 15, 1
6
53, 47, 6
25
16, 15, 1
11, 10, 1
36, 35, 1
31, 30, 1
20, 19, 1
9
38, 37, 1
4
38, 35, 3
46, 45, 1
13
28, 27, 1
13, 12, 1
13
72, 71, 1
38
19, 18, 1
84, 83, 1
13, 12, 1
2
21
11
49, 47, 2
6
11
47, 45, 2
37
7, 6, 1
77, 76, 1
9
11, 10, 1
16
15
65, 63, 2
31
7, 6, 1
13, 12, 1
10
45, 43, 2
9
82, 81, 1
15, 14, 1




or
  



or
 "#

116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172

71, 70, 1
20, 18, 2
33
8
118, 111, 7
18
60, 59, 1
2
37
108, 107, 1
37, 36, 1
1
29, 27, 2
5
3
48, 47, 1
29
52, 51, 1
57
11
126, 125, 1
21
8, 7, 1
8, 5, 3
29
32, 31, 1
21
21, 20, 1
70, 69, 1
52
60, 59, 1
38, 37, 1
27
110, 109, 1
53
3
66, 65, 1
1
129, 127, 2
32, 31, 1
116, 115, 1
27, 26, 1
27, 26, 1
31
19, 18, 1
18
88, 87, 1
60, 59, 1
14, 13, 1
31, 30, 1
39, 38, 1
6
17, 15, 2
34
23
19, 18, 1
7

173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229

100, 99, 1
13
6
119, 118, 1
8
87
34, 33, 1
37, 36, 1
7, 6, 1
128, 127, 1
56
102, 101, 1
24
23, 22, 1
58, 57, 1
74, 73, 1
127, 126, 1
18, 17, 1
9
28, 27, 1
15
87
10, 9, 1
66, 65, 1
62, 61, 1
65
34
42, 41, 1
14
55
8, 7, 1
74, 73, 1
30, 29, 1
29, 28, 1
43
62, 59, 3
6
35, 32, 3
46, 45, 1
105
8, 7, 1
49, 48, 1
23
196, 195, 1
45
11
19, 18, 1
15, 14, 1
35, 34, 1
92, 91, 1
33
31, 30, 1
32
58, 57, 1
46, 45, 1
148, 147, 1
64, 63, 1


Table 4.8: Primitive polynomials over $ . For each % , &(')%*',+ +.- , an exponent / is given for

which
trinomial 021435076839& is primitive over $ . If no such trinomial exists, a triple of exponents
: <; the
; #=

/ / /
is given for which the pentanomial 0 1 3>0 6 ? 3@0 6BA 3C0 6BD 3)& is primitive over $ .
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E
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

F
2
3
5
7
13
17
19
31
61
89
107
127
521
607
1279
2203
2281
3217
4253
4423
9689
9941
11213
19937
21701
23209
44497

G5HIG8JBK#GL#K GM#N
1
1
2
1, 3
none (4,3,1)
3, 5, 6
none (5,2,1)
3, 6, 7, 13
none (43,26,14)
38
none (82,57,31)
1, 7, 15, 30, 63
32, 48, 158, 168
105, 147, 273
216, 418
none (1656,1197,585)
715, 915, 1029
67, 576
none (3297,2254,1093)
271, 369, 370, 649, 1393, 1419, 2098
84, 471, 1836, 2444, 4187
none (7449,4964,2475)
none (8218,6181,2304)
881, 7083, 9842
none (15986,11393,5073)
1530, 6619, 9739
8575, 21034

L
F
Table 4.9: Primitive polynomials of degree over O , P.QSRUT a Mersenne prime. For each exponent
FWVYX)Z
G
G
F^]
of the first 27 Mersenne primes, the table lists all values of , T\[
[
P , for which
L
the trinomial _ Qa` _7b ` T is irreducible over O . If no such trinomial exists, a triple of exponents
HIG8J<K GLK GM#N
L
is listed such that the pentanomial _ Q ` _ b#c ` _ bd ` _ b<e ` T is irreducible over O .

4.79 Algorithm Determining the order of a group element
INPUT: a (multiplicative) finite group f of order g , an element hjikf , and the prime faco d r.rtr m votu .
torization galnmo p c mqs
OUTPUT: the order w of h .
1. Set w.xyg .
2. For z from 1 to { do the following:
2.1 Set w.xywt|#m}o~ .
2.2 Compute h p xh .

2.3 While h pl
do the following: compute h p xh p ~ and set w.x^w r m  .
3. Return(w ).
Suppose now that f is a cyclic group of order g . Then for any divisor  of g the number
of elements of order  in f is exactly 8 (Fact 2.173(ii)), where  is the Euler phi function
(Definition 2.100). In particular, f has exactly g generators, and hence the probability
of a random element in f being a generator is g|#g . Using the lower bound for the Euler phi function (Fact 2.102), this probability can be seen to be at least |Bg . This
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suggests the following efficient randomized algorithm for finding a generator of a cyclic
group.
4.80 Algorithm Finding a generator of a cyclic group
¢ ¡ £t£t£  ¦t ¥ .
INPUT: a cyclic group  of order  , and the prime factorization k}. }¤
OUTPUT: a generator § of  .
1. Choose a random element § in  .
2. For ¨ from 1 to © do the following:
2.1 Compute ªt«§2¬ ® ¯ .
2.2 If ª ±° then go to step 1.
3. Return( § ).

4.81 Note (group elements of high order) In some situations it may be desirable to have an element of high order, and not a generator. Given a generator § in a cyclic group  of order
 , and given a divisor ² of  , an element ³ of order ² in  can be efficiently obtained as
follows: ³a¤§2¬ ´ . If µ is a prime divisor of the order  of a cyclic group  , then the following method finds an element ³s¶, of order µ without first having to find a generator
» ° .
of  : select a random element ·¸¶) and compute ³n¹· ¬8º ; repeat until ³¤±
4.82 Note (generators of ¼U¢½ ¾ ) There are two basic approaches to finding a generator of ¼5¢ ½ ¾ .
Both techniques require the factorization of the order of ¼ ¢ ½ ¾ , namely ¿ÀÂÁ° .

(i) Generate a monic primitive polynomial Ã2ÄÅÇÆ of degree È over É ¢ (Algorithm 4.78).
The finite field ¼ ¢ ¾ can then be represented as É ¢2Ê ÅÌËÎÍ8ÄBÃ2ÄÅÏÆ<Æ , the set of all polynomials over É ¢ modulo Ã2ÄÅÏÆ , and the element §yÅ is a generator.
(ii) Select the method for representing elements of ¼ ¢ ¾ first. Then use Algorithm 4.80
with ±n¼5¢½ ¾ and ks¿ À±Án° to find a generator § of ¼U¢½ ¾ .

Ð

If )¹µ , where  and µ are distinct odd primes, then É ½ is a non-cyclic group of order
¬
ÄÆ9*ÄÁÑ°Æ<ÄµÒÁÂ°8Æ . The maximum order of an element in É ½ is ÓÔtÕ\ÄÁÂ°Ö.µSÁÑ°Æ .
¬

Algorithm 4.83 is a method for generating such an element which requires the factorizations
of jÁn° and µ Á° .
4.83 Algorithm Selecting an element of maximum order in ×ÙØ Ú , where ÛÝÜ^Þß
INPUT: two distinct odd primes,  , µ , and the factorizations of Á° and µÁ° .
OUTPUT: an element § of maximum order ÓÔtÕ\ÄÁ°Ö.µ Á°8Æ in É ½ , where a2µ .
¬
1. Use Algorithm 4.80 with sÂÉ ½ and a¹jÁn° to find a generator à of É ½ .
®
®
2. Use Algorithm 4.80 with sÂÉ5½ and a¤µ Á° to find a generator ª of É ½ .
º
º
3. Use Gauss’s algorithm (Algorithm 2.121) to find an integer § , °áâ§*áãÑÁ¤° ,
satisfying §åäàæÄ<Õ\ç}èÙÆ and §)äÂªÄ<Õ\ç}è^µÆ .
4. Return( § ).
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4.6.1 Selecting a prime é and generator of

ëê

In cryptographic applications for which a generator of ì î í is required, one usually has the
flexibility of selecting the prime ï . To guard against the Pohlig-Hellman algorithm for computing discrete logarithms (Algorithm 3.63), a security requirement is that ïðñ should contain a “large” prime factor ò . In this context, “large” means that the quantity ó ò represents
an infeasible amount of computation; for example, òjôöõ÷øù . This suggests the following
algorithm for selecting appropriate parameters úï2ûtüÏý .
4.84 Algorithm Selecting a þ -bit prime ÿ and a generator

of



INPUT: the required bitlength  of the prime and a security parameter  .
OUTPUT: a  -bit prime ï such that ï9ðnñ has a prime factor ô , and a generator ü of ì î í .
1. Repeat the following:
1.1 Select a random  -bit prime ï (for example, using Algorithm 4.44).
1.2 Factor ïjðñ .
Until ïjðñ has a prime factor ô .
2. Use Algorithm 4.80 with Âì î í and ¹ïjðnñ to find a generator ü of ì î í .
3. Return(ï , ü ).
Algorithm 4.84 is relatively inefficient as it requires the use of an integer factorization
algorithm in step 1.2. An alternative approach is to generate the prime ï by first choosing
a large prime ò and then selecting relatively small integers  at random until ïõ(òæñ
is prime. Since ïðañ±õ(ò , the factorization of ïðæñ can be obtained by factoring  . A
particularly convenient situation occurs by imposing the condition sñ . In this case the
factorization of ï\ð,ñ is simply õò . Furthermore, since úïCð¹ñ8ýú<õòýú<õýúBòý
# "÷ .
ò ðñ , the probability that a randomly selected element üyìî í is a generator is !" ÷



4.85 Definition A safe prime ï is a prime of the form ïõò$¹ñ where ò is prime.
Algorithm 4.86 generates a safe (probable) prime ï and a generator of ì î í .
4.86 Algorithm Selecting a þ -bit safe prime ÿ and a generator

of



INPUT: the required bitlength  of the prime.
OUTPUT: a  -bit safe prime ï and a generator ü of ì î í .
1. Do the following:
1.1 Select a random ú4ðñ8ý -bit prime ò (for example, using Algorithm 4.44).
1.2 Compute ï&%nõò'æñ , and test whether ï is prime (for example, using trial division by small primes and Algorithm 4.24).
Until ï is prime.
2. Use Algorithm 4.80 to find a generator ü of ì î í .
3. Return(ï , ü ).

(
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4.7 Notes and further references
*

*

4.1
Several books provide extensive treatments of primality testing including those by Bressoud [198], Bach and Shallit [70], and Koblitz [697]. The book by Kranakis [710] offers
a more theoretical approach. Cohen [263] gives a comprehensive treatment of modern primality tests. See also the survey articles by A. Lenstra [747] and A. Lenstra and H. Lenstra
[748]. Facts 4.1 and 4.2 were proven in 1837 by Dirichlet. For proofs of these results, see
Chapter 16 of Ireland and Rosen [572]. Fact 4.3 is due to Rosser and Schoenfeld [1070].
Bach and Shallit [70] have further results on the distribution of prime numbers.
4.2
Fact 4.13(i) was proven by Alford, Granville, and Pomerance [24]; see also Granville [521].
Fact 4.13(ii) is due to Pomerance, Selfridge, and Wagstaff [996]. Pinch [974] showed that
there are +,.-/.+./ Carmichael numbers up to +,021 .
The Solovay-Strassen probabilistic primality test (Algorithm 4.18) is due to Solovay and
Strassen [1163], as modified by Atkin and Larson [57].
Fact 4.23 was proven independently by Monier [892] and Rabin [1024]. The Miller-Rabin
test (Algorithm 4.24) originated in the work of Miller [876] who presented it as a nonprobabilistic polynomial-time algorithm assuming the correctness of the Extended Riemann
Hypothesis (ERH). Rabin [1021, 1024] rephrased Miller’s algorithm as a probabilistic primality test. Rabin’s algorithm required a small number of gcd computations. The MillerRabin test (Algorithm 4.24) is a simplification of Rabin’s algorithm which does not require
any gcd computations, and is due to Knuth [692, p.379]. Arazi [55], making use of Mont*
gomery modular multiplication ( 14.3.2), showed how the Miller-Rabin test can be implemented by “divisionless modular exponentiations” only, yielding a probabilistic primality
test which does not use any division operations.
Miller [876], appealing to the work of Ankeny [32], proved under assumption of the Extended Riemann Hypothesis that, if 3 is an odd composite integer, then its least strong witness is less than 46587:93<;2= , where 4 is some constant. Bach [63] proved that this constant
may be taken to be 4?>@/ ; see also Bach [64]. As a consequence, one can test 3 for primality in AB5857DCE3<;21; bit operations by executing the Miller-Rabin algorithm for all bases
FHG /.57D93<;I= . This gives a deterministic polynomial-time algorithm for primality testing,
under the assumption that the ERH is true.
Table 4.1 is from Jaeschke [630], building on earlier work of Pomerance, Selfridge, and
Wagstaff [996]. Arnault [56] found the following JK -digit composite integer

3 > +.+.L-.,K.M.NK.MN.L.-./.KO-NOL./O-+OM.P.K.+OP+O-.NO/-.+O+KOP.-.+.MOLMO/.JO--OM.+
that is a strong pseudoprime to all the ++ prime bases up to P+ . Arnault also found a P.PN digit composite integer which is a strong pseudoprime to all J.K prime bases up to +L.L .

The Miller-Rabin test (Algorithm 4.24) randomly generates Q independent bases F and tests
to
S see if each is a strong witness for 3 . Let 3 be an odd composite integer and let QR>
0 7:C&3UT . In situations where random bits are scarce, one may choose instead to generate
a = single random base F and use the bases FWVXFBY + VXZ[Z[Z&VXFBY Q]\^+ . Bach [66] proved that
for a randomly chosen integer F , the probability that FWV[F_Y + V[Z[ZXZ&V[F_Y Q<\+ are all strong
liars for 3 is bounded above by 3]`a0Ibcedgf!hi0j ; in other words, the probability that the MillerRabin algorithm using these bases mistakenly declares an odd composite integer “prime”
is at most 3 `a0Ibcedgf!hi0j . Peralta and Shoup [969] later improved this bound to 3 `a0Ib=edgf!hi0j .
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Monier [892] gave exact formulas for the number of Fermat liars, Euler liars, and strong
liars for composite integers. One consequence of Monier’s formulas is the following improvement (in the case where k is not a prime power) of Fact 4.17 (see Kranakis [710,
p.68]).
r8s?tWuwIf
v.x k^lnm is an odd composite
r xinteger
z.{!|~}U having o distinct prime factors, and if kqpnm
, then there are at most y k
Euler liars for k . Another consequence is the
following improvement (in the case where k has at least three distinct prime factors) of
Fact 4.23. If r kxl zO{!m |~}U
is an odd composite integer having o distinct prime factors, then there
strong liars for k . Erdös and Pomerance [373] estimated the average
are at most y k
number of Fermat liars, Euler liars, and strong liars for composite integers. Fact 4.30(ii) was
proven independently by Atkin and Larson [57], Monier [892], and Pomerance, Selfridge,
and Wagstaff [996].
Pinch [975] reviewed the probabilistic primality tests used in the Mathematica, Maple V,
Axiom, and Pari/GP computer algebra systems. Some of these systems use a probabilistic
primality test known as the Lucas test; a description of this test is provided by Pomerance,
Selfridge, and Wagstaff [996].
4.3

If a number k is composite, providing a non-trivial divisor of k is evidence of its compositeness that can be verified in polynomial time (by long division). In other words, the decision
problem “is k composite?” belongs to the complexity class NP (cf. Example 2.65). Pratt
[1000] used Fact 4.38 to show that this decision problem is also in co-NP. That is, if k is
prime there exists some evidence of this (called a certificate of primality) that can be verified in polynomial time. Note that the issue here is not in finding such evidence, but rather
in determining whether such evidence exists which, if found, allows efficient verification.
Pomerance [992] improved Pratt’s
r8: x results and showed that every prime k has a certificate
of primality which requires 
k multiplications modulo k for its verification.

{[O'

Primality of the Fermat number { 
can be determined in
}Udeterministic

r8s?tWpolynou
x
mial time by Pepin’s test: for ?l
,   is prime if and only if  
p
  .
For the history behind Pepin’s test and the Lucas-Lehmer test (Algorithm 4.37), see Bach
and Shallit [70].
In Fact 4.38, the integer  does not have to be the same for all  . More precisely, Brillhart
and Selfridge [212] showed that Fact 4.38 can be refined
as follows: an integer klm is

prime if and only if for each prime divisor  of k , there exists an integer e such that
}U 
}U
rs?tu x
rstWu x
~
p
k and   
p
k . The same is true of Fact 4.40, which is
due to Pocklington [981]. For a proof of Fact 4.41, see Maurer [818]. Fact 4.42 is due to
Brillhart, Lehmer, and Selfridge [210]; a simplified proof is given by Maurer [818].
The original Jacobi sum test was discovered by Adleman, Pomerance, and Rumely [16].
The algorithm was simplified, both theoretically and algorithmically, by Cohen and H.
Lenstra [265]. Cohen and A. Lenstra [264] give an implementation report of the CohenLenstra Jacobi sum test; see also Chapter 9 of Cohen [263]. Further improvements of the
Jacobi sum test are reported by Bosma and van der Hulst [174].
Elliptic curves were first used for primality proving by Goldwasser and Kilian
r8r8:[477],
x 6who
x
presented a randomized algorithm which has an expected running time of 
bit
k
operations for most inputs k . Subsequently, Adleman and Huang [13] designed a primality
proving algorithm using hyperelliptic curves of genus two whose expected running time
is polynomial for all inputs k . This established that the decision problem “is k prime?”
is in the complexity class RP (Definition 2.77(ii)). The Goldwasser-Kilian and AdlemanHuang algorithms are inefficient in practice. Atkin’s test, and an implementation of it, is
extensively described by Atkin and Morain [58]; see also Chapter 9 of Cohen [263]. The

¡

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

¢

4.7 Notes and further references

167



largest number proven prime as of 1996 by a general purpose primality proving algorithm is
a 1505-decimal digit number, accomplished by Morain [903] using Atkin’s test. The total
time for the computation was estimated to be 4 years of CPU time distributed among 21
SUN 3/60 workstations. See also Morain [902] for an implementation report on Atkin’s
test which was used to prove the primality of the 1065-decimal digit number £8¤X¥¦¥§a¨w©.ª«O¬ .
4.4
A proof of Mertens’s theorem can be found in Hardy and Wright [540]. The optimal trial
division bound (Note 4.45) was derived by Maurer [818]. The discussion (Note 4.47) on the
probability ®B£2¯±°²W³8ª is from Beauchemin et al. [81]; the result mentioned in the last sentence of this note is due to Kim and Pomerance [673]. Fact 4.48 was derived by Damgård,
Landrock, and Pomerance [300], building on earlier work of Erdös and Pomerance [373],
Kim and Pomerance [673], and Damgård and Landrock [299]. Table 4.3 is Table 2 of Damgård, Landrock, and Pomerance [300]. The suggestions to first do a Miller-Rabin test with
base ´µ¤ (Remark 4.50) and to do an incremental search (Note 4.51) in Algorithm 4.44
were made by Brandt, Damgård, and Landrock [187]. The error and failure probabilities
for incremental search (Note 4.51(i)) were obtained by Brandt and Damgård [186]; consult
this paper for more concrete estimates of these probabilities.
Algorithm 4.53 for generating strong primes is due to Gordon [514, 513]. Gordon originally
proposed computing ¶·µ £¸º¹~»U¼¾½?¿.À[»a¼[ª'Á?ÂWÃÄ¿g¸ in step 3. Kaliski (personal communication, April 1996) proposed the modified formula ¶·µ£8¤¸ ¹~»WÅBÁ?ÂWÃÄ¿Wª¸½© which can be
computed more efficiently. Williams and Schmid [1249] proposed an algorithm for generating strong primes ¶ with the additional constraint that ¶½©Æµn¤Ç where Ç is prime; this
algorithm is not as efficient as Gordon’s algorithm. Hellman and Bach [550] recommended
an additional constraint on strong primes, specifying
 that ¸È½É© (where ¸ is a large prime
factor of ¶¨© ) must have a large prime factor (see 15.2.3(v)); this thwarts cycling attacks
based on Lucas sequences.



The NIST method for prime generation (Algorithm 4.56) is that recommended by the NIST
Federal Information Processing Standards Publication (FIPS) 186 [406].
Fact 4.59 and Algorithm 4.62 for provable prime generation are derived from Maurer [818].
Algorithm 4.62 is based on that of Shawe-Taylor [1123]. Maurer notes that the total diversity of reachable primes using the original version of his algorithm is roughly 10% of all
primes. Maurer also presents a more complicated algorithm for generating provable primes
with a better diversity than Algorithm 4.62, and provides extensive implementation details
and analysis of the expected running time. Maurer [812] provides heuristic justification that
Algorithm 4.62 generates primes with virtually uniform distribution. Mihailescu [870] observed that Maurer’s algorithm can be improved by using the Eratosthenes sieve method
for trial division (in step 8.2 of Algorithm 4.62) and by searching for a prime Ê in an appropriate interval of the arithmetic progression ¤Ç¨w©Ë[ÌÇ¨w©Ë6ÍÇ¨Î©Ë[ÏXÏ[Ï instead of generating
Ð
Ð
’s at random until ÊµÑ¤ Ça¨© is prime. The second improvement comes at the expense
of a reduction of the set of primes which may be produced by the algorithm. Mihailescu’s
paper includes extensive analysis and an implementation report.
4.5
Lidl and Niederreiter [764] provide a comprehensive treatment of irreducible polynomials;
proofs of Facts 4.67 and 4.68 can be found there.
Algorithm 4.69 for testing a polynomial for irreducibility is due to Ben-Or [109]. The fastest algorithm known for generating irreducible polynomials is due to Shoup [1131] and has
an expected running time of ÒB£2ÓÎ¥$ÔDÕaÓ¨ÎÓÎÅ'Ô:Õ&¶ª&ÖØ× -operations. There is no deterministic polynomial-time algorithm known for finding an irreducible polynomial of a specified
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degree Ù in ÚEÛ¾Ü ÝgÞ . Adleman and Lenstra [14] give a deterministic algorithm that runs in
polynomial time under the assumption that the ERH is true. The best deterministic algorithm known is due to Shoup [1129] and takes ßBà2ÙÎáâ ãäØÚEÛ -operations, ignoring powers
of å:æ.ç&Ù and å:æ.çUã . Gordon [512] presents an improved method for computing minimum
polynomials of elements in èØé~ê .
Zierler and Brillhart [1271] provide a table of all irreducible trinomials of degree ëìí.í.í
in Ú é Ü ÝîÞ . Blake, Gao, and Lambert [146] extended this list to all irreducible trinomials of
degree ëqïí.íí in Ú é Ü ÝgÞ . Fact 4.75 is from their paper.
Table 4.8 extends a similar table by Stahnke [1168]. The primitive pentanomials Ý¾ðòñ
Ý¾ó.ô'ñ Ý¾óeõöñ Ý¾ó~÷$ñÉì listed in Table 4.8 have the following properties: (i) øùúòø é ñÉø[û ;
(ii) ø éü øXû ; and (iii) ø[û is as small as possible, and for this particular value of øXû , ø é is
as small as possible. The rational behind this form is explained in Stahnke’s paper. For
each Ùþý ÿí.í.í for which the factorization of ï~ð  ì is known, Živković [1275, 1276]
gives a primitive trinomial in ÚUéÜ ÝgÞ , one primitive polynomial in ÚaéÜ ÝgÞ having five nonzero terms, and one primitive polynomial in ÚUéÜ ÝgÞ having seven non-zero terms, provided
that such polynomials exist. The factorizations of ï!ð  ì are known for all Ù ë ÿì.í and
for some additional Ùþë ÿí.í.í . A list of such factorizations can be found in Brillhart et
al. [211] and updates of the list are available by anonymous ftp from sable.ox.ac.uk
in the /pub/math/cunningham/ directory. Hansen and Mullen [538] describe some
improvements to Algorithm 4.78 for generating primitive polynomials. They also give
ta
bles of primitive polynomials of degree Ù in ÚEÛÜ ÝgÞ for each prime power ãWðëì.í
with

. Moreover, for each such ã and Ù , the primitive polynomial of degree Ù over ÚEÛ
ã ë
listed has the smallest number of non-zero coefficients among all such polynomials.

#

The entries of Table 4.9 were obtained from Zierler [1270] for Mersenne exponents  ,
ì ë ?ëï , and from Kurita and Matsumoto [719] for Mersenne exponents  , ïë ?ë
ï .
Let ¾
 à2ÝEäÉÚEÛÜ ÝîÞ be an irreducible polynomial of degree Ù , and consider the finite field
èÛ ê ú ÚEÛ¾Ü ÝîÞ.à¾à2ÝEä8ä . Then ¾à2ÝEä is called a normal polynomial if the set ºÝ Ý Û  Ý Û õ  ,
ê
Ý Û ô forms a basis for è'Û ê over ÚEÛ ; such a basis is called a normal basis. Mullin et
al. [911] introduced the concept of an optimal normal basis in order to reduce the hardware
complexity of multiplying field elements in the finite field èØé~ê . A VLSI implementation of
the arithmetic in èEé~ê which uses optimal normal bases is described by Agnew et al. [18]. A
normal polynomial which is also primitive is called a primitive normal polynomial. Davenport [301] proved that for any prime ã and positive integer Ù there exists a primitive
normal polynomial of degree Ù in Ú Û Ü ÝîÞ . See also Lenstra and Schoof [760] who generalized this result from prime fields ÚEÛ to prime power fields è! . Morgan and Mullen [905]
"
give a primitive normal polynomial of degree Ù over ÚØÛ for each prime power ãWðëÉì.í

with ãHë
. Moreover, each polynomial has the smallest number of non-zero coefficients
among all primitive normal polynomials of degree Ù over ÚØÛ ; in fact, each polynomial has
at most five non-zero terms.
4.6
No polynomial-time algorithm is known for finding generators, or even for testing whether
an element is a generator, of a finite field è if the factorization of $  ì is unknown. Shoup
[1130] considered the problem of deterministically generating in polynomial time a subset
of è that contains a generator, and presented a solution to the problem for the case where
the characteristic ã of è is small (e.g. ã úï ). Maurer [818] discusses how his algorithm
(Algorithm 4.62) can be used to generate the parameters àiã%&aä , where ã is a provable prime
and & is a generator of Ú(Û ' .
)
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5.1 Introduction
The security of many cryptographic systems depends upon the generation of unpredictable
quantities. Examples include the keystream in the one-time pad ( 1.5.4), the secret key in
the DES encryption algorithm ( 7.4.2), the primes
in the RSA encryption ( 8.2) and
digital signature ( 11.3.1) schemes, the private key in the DSA ( 11.5.1), and the challenges used in challenge-response identification systems ( 10.3). In all these cases, the
quantities generated must be of sufficient size and be “random” in the sense that the probability of any particular value being selected must be sufficiently small to preclude an adversary from gaining advantage through optimizing a search strategy based on such probability.
For example, the key space for DES has size
. If a secret key were selected using a
true random generator, an adversary would on average have to try
possible keys before
guessing the correct key . If, on the other hand, a key were selected by first choosing a
16-bit random secret , and then expanding it into a 56-bit key using a complicated but
publicly known function , the adversary would on average only need to try
possible
keys (obtained by running every possible value for through the function ).
This chapter considers techniques for the generation of random and pseudorandom
bits and numbers. Related techniques for pseudorandom bit generation that are generally
discussed in the literature in the context of stream ciphers, including linear and nonlinear
feedback shift registers (Chapter 6) and the output feedback mode (OFB) of block ciphers
(Chapter 7), are addressed elsewhere in this book.
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The remainder of 5.1 introduces basic concepts relevant to random and pseudorandom
bit generation. 5.2 considers techniques for random bit generation, while 5.3 considers
some techniques for pseudorandom bit generation. 5.4 describes statistical tests designed
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to measure the quality of a random bit generator. Cryptographically secure pseudorandom
bit generators are the topic of 5.5. 5.6 concludes with references and further chapter notes.

¶

¶

5.1.1 Background and Classification
5.1 Definition A random bit generator is a device or algorithm which outputs a sequence of
statistically independent and unbiased binary digits.
5.2 Remark (random bits vs. random numbers) A random bit generator can be used to generate (uniformly distributed) random numbers. For example, a random integer in the interval
can be obtained by generating a random bit sequence of length
, and converting it to an integer; if the resulting integer exceeds , one option is to discard it and
generate a new random bit sequence.

· ¸K¹º»

¼¾½À¿ ºfÁ.ÂÃ

º

¶

5.2 outlines some physical sources of random bits that are used in practice. Ideally,
secrets required in cryptographic algorithms and protocols should be generated with a (true)
random bit generator. However, the generation of random bits is an inefficient procedure in
most practical environments. Moreover, it may be impractical to securely store and transmit
a large number of random bits if these are required in applications such as the one-time pad
( 6.1.1). In such situations, the problem can be ameliorated by substituting a random bit
generator with a pseudorandom bit generator.

¶

Ä

5.3 Definition A pseudorandom bit generator (PRBG) is a deterministic algorithm which,
given a truly random binary sequence of length , outputs a binary sequence of length
which “appears” to be random. The input to the PRBG is called the seed, while the output
of the PRBG is called a pseudorandom bit sequence.

Å

ÆfÇÈÅ

The output of a PRBG is not random; in fact, the number of possible output sequences is at
most a small fraction, namely
, of all possible binary sequences of length . The intent
is to take a small truly random sequence and expand it to a sequence of much larger length,
in such a way that an adversary cannot efficiently distinguish between output sequences of
the PRBG and truly random sequences of length . 5.3 discusses ad-hoc techniques for
pseudorandom bit generation. In order to gain confidence that such generators are secure,
they should be subjected to a variety of statistical tests designed to detect the specific characteristics expected of random sequences. A collection of such tests is given in 5.4. As
the following example demonstrates, passing these statistical tests is a necessary but not
sufficient condition for a generator to be secure.
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5.4 Example (linear congruential generators) A linear congruential generator produces a
according to the linear recurrence
pseudorandom sequence of numbers

Ô ×

Û

Íß

integers , , and are parameters which characterize the generator, while is the (secret)
seed. While such generators are commonly used for simulation purposes and probabilistic
algorithms, and pass the statistical tests of 5.4, they are predictable and hence entirely insecure for cryptographic purposes: given a partial output sequence, the remainder of the
sequence can be reconstructed even if the parameters , , and are unknown.

¶

Ô ×

Û

à
á Deterministic here means that given the same initial seed, the generator will always produce the same output

sequence.

â c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

ã 5.2 Random bit generation

171

ä

A minimum security requirement for a pseudorandom bit generator is that the length
of the random seed should be sufficiently large so that a search over
elements (the
total number of possible seeds) is infeasible for the adversary. Two general requirements
are that the output sequences of a PRBG should be statistically indistinguishable from truly
random sequences, and the output bits should be unpredictable to an adversary with limited
computational resources; these requirements are captured in Definitions 5.5 and 5.6.

åæ

ç

5.5 Definition A pseudorandom bit generator is said to pass all polynomial-time statistical
tests if no polynomial-time algorithm can correctly distinguish between an output sequence
of the generator and a truly random sequence of the same length with probability significantly greater that .

çè

5.6 Definition A pseudorandom bit generator is said to pass the next-bit test if there is no
polynomial-time algorithm which, on input of the first bits of an output sequence , can
predict the
bit of with probability significantly greater than .
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Although Definition 5.5 appears to impose a more stringent security requirement on
pseudorandom bit generators than Definition 5.6 does, the next result asserts that they are,
in fact, equivalent.
5.7 Fact (universality of the next-bit test) A pseudorandom bit generator passes the next-bit
test if and only if it passes all polynomial-time statistical tests.
5.8 Definition A PRBG that passes the next-bit test (possibly under some plausible but unproved mathematical assumption such as the intractability of factoring integers) is called a
cryptographically secure pseudorandom bit generator (CSPRBG).
5.9 Remark (asymptotic nature of Definitions 5.5, 5.6, and 5.8) Each of the three definitions
above are given in complexity-theoretic terms and are asymptotic in nature because the notion of “polynomial-time” is meaningful for asymptotically large inputs only; the resulting
notions of security are relative in the same sense. To be more precise in Definitions 5.5, 5.6,
5.8, and Fact 5.7, a pseudorandom bit generator is actually a family of such PRBGs. Thus
the theoretical security results for a family of PRBGs are only an indirect indication about
the security of individual members.

ò

Two cryptographically secure pseudorandom bit generators are presented in 5.5.

5.2 Random bit generation
A (true) random bit generator requires a naturally occurring source of randomness. Designing a hardware device or software program to exploit this randomness and produce a
bit sequence that is free of biases and correlations is a difficult task. Additionally, for most
cryptographic applications, the generator must not be subject to observation or manipulation by an adversary. This section surveys some potential sources of random bits.
Random bit generators based on natural sources of randomness are subject to influence
by external factors, and also to malfunction. It is imperative that such devices be tested
periodically, for example by using the statistical tests of 5.4.

ò
ó The running time of the test is bounded by a polynomial in the length ô of the output sequence.
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(i) Hardware-based generators
Hardware-based random bit generators exploit the randomness which occurs in some physical phenomena. Such physical processes may produce bits that are biased or correlated, in
which case they should be subjected to de-skewing techniques mentioned in (iii) below.
Examples of such physical phenomena include:
1. elapsed time between emission of particles during radioactive decay;
2. thermal noise from a semiconductor diode or resistor;
3. the frequency instability of a free running oscillator;
4. the amount a metal insulator semiconductor capacitor is charged during a fixed period
of time;
5. air turbulence within a sealed disk drive which causes random fluctuations in disk
drive sector read latency times; and
6. sound from a microphone or video input from a camera.
Generators based on the first two phenomena would, in general, have to be built externally
to the device using the random bits, and hence may be subject to observation or manipulation by an adversary. Generators based on oscillators and capacitors can be built on VLSI
devices; they can be enclosed in tamper-resistant hardware, and hence shielded from active
adversaries.
(ii) Software-based generators
Designing a random bit generator in software is even more difficult than doing so in hardware. Processes upon which software random bit generators may be based include:
1. the system clock;
2. elapsed time between keystrokes or mouse movement;
3. content of input/output buffers;
4. user input; and
5. operating system values such as system load and network statistics.
The behavior of such processes can vary considerably depending on various factors, such
as the computer platform. It may also be difficult to prevent an adversary from observing or
manipulating these processes. For instance, if the adversary has a rough idea of when a random sequence was generated, she can guess the content of the system clock at that time with
a high degree of accuracy. A well-designed software random bit generator should utilize as
many good sources of randomness as are available. Using many sources guards against the
possibility of a few of the sources failing, or being observed or manipulated by an adversary. Each source should be sampled, and the sampled sequences should be combined using
a complex mixing function; one recommended technique for accomplishing this is to apply
a cryptographic hash function such as SHA-1 (Algorithm 9.53) or MD5 (Algorithm 9.51) to
a concatenation of the sampled sequences. The purpose of the mixing function is to distill
the (true) random bits from the sampled sequences.
(iii) De-skewing
A natural source of random bits may be defective in that the output bits may be biased (the
probability of the source emitting a is not equal to ) or correlated (the probability of
the source emitting a depends on previous bits emitted). There are various techniques for
generating truly random bit sequences from the output bits of such a defective generator;
such techniques are called de-skewing techniques.
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5.10 Example (removing biases in output bits) Suppose that a generator produces biased but
uncorrelated bits. Suppose that the probability of a is , and the probability of a is
,
where is unknown but fixed,
. If the output sequence of such a generator is
grouped into pairs of bits, with a pair transformed to a , a pair transformed to a , and
and pairs discarded, then the resulting sequence is both unbiased and uncorrelated.
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A practical (although not provable) de-skewing technique is to pass sequences whose
bits are biased or correlated through a cryptographic hash function such as SHA-1 or MD5.

5.3 Pseudorandom bit generation
A one-way function (Definition 1.12) can be utilized to generate pseudorandom bit sequences (Definition 5.3) by first selecting a random seed  , and then applying the function to
the sequence of values  ,  ,     ; the output sequence is  ,   ,     .
Depending on the properties of the one-way function used, it may be necessary to only keep
a few bits of the output values  in order to remove possible correlations between
successive values. Examples of suitable one-way functions include a cryptographic hash
function such as SHA-1 (Algorithm 9.53), or a block cipher such as DES (  7.4) with secret
key  .
Although such ad-hoc methods have not been proven to be cryptographically secure,
they appear sufficient for most applications. Two such methods for pseudorandom bit and
number generation which have been standardized are presented in  5.3.1 and  5.3.2. Techniques for the cryptographically secure generation of pseudorandom bits are given in  5.5.

ú

ú

5.3.1 ANSI X9.17 generator
Algorithm 5.11 is a U.S. Federal Information Processing Standard (FIPS) approved method
from the ANSI X9.17 standard for the purpose of pseudorandomly generating keys and
initialization vectors for use with DES.  denotes DES E-D-E two-key triple-encryption
(Definition 7.32) under a key  ; the key  should be reserved exclusively for use in this
algorithm.
5.11 Algorithm ANSI X9.17 pseudorandom bit generator
INPUT: a random (and secret) 64-bit seed  , integer  , and DES E-D-E encryption key  .
OUTPUT:  pseudorandom 64-bit strings   "!#   $% & .
1. Compute the intermediate value ')(*+,- , where , is a 64-bit representation of
the date/time to as fine a resolution as is available.
2. For  from to  do the following:
2.1  ./  0'213 .
2.2 /3+4 . 15'  .
3. Return(  "!   6% & ).

ú

Each output bitstring  . may be used as an initialization vector (IV) for one of the DES
modes of operation (  7.2.2). To obtain a DES key from  . , every eighth bit of  . should be
reset to odd parity (cf.  7.4.2).
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5.3.2 FIPS 186 generator
The algorithms presented in this subsection are FIPS-approved methods for pseudorandomly generating the secret parameters for the DSA ( 7 11.5.1). Algorithm 5.12 generates DSA
private keys 8 , while Algorithm 5.14 generates the per-message secrets 9 to be used in signing messages. Both algorithms use a secret seed : which should be randomly generated, and
utilize a one-way function constructed by using either SHA-1 (Algorithm 9.53) or DES (Algorithm 7.82), respectively described in Algorithms 5.15 and 5.16.
5.12 Algorithm FIPS 186 pseudorandom number generator for DSA private keys
INPUT: an integer ; and a 160-bit prime number < .
OUTPUT: ; pseudorandom numbers 8>= , 8?@ A A A6@ 8CB in the interval D E@ <GF3HJI which may
be used as DSA private keys.
1. If Algorithm 5.15 is to be used in step 4.3 then select an arbitrary integer K , HLENM
KMPOHQ ; if Algorithm 5.16 is to be used then set K RHLE .
2. Generate a random (and secret) K -bit seed : .
3. Define the 160-bit string SGT 67452301 efcdab89 98badcfe 10325476
c3d2e1f0 (in hexadecimal).
4. For U from H to ; do the following:
4.1 (optional user input) Either select a K -bit string V#W , or set V+WXRE .
4.2 Y W R[Z:\]V W%^`_2a#b Qc .
4.3 8W RedfZ0S @ YJW ^`_2a#b < . ( d is either that defined in Algorithm 5.15 or 5.16.)
4.4 :RZXH\g:h\e8 W ^i_2a+b Qc .
5. Return( 8>=J@ 8?#@ A A A6@ 8CB ).
5.13 Note (optional user input) Algorithm 5.12 permits a user to augment the seed : with random or pseudorandom strings derived from alternate sources. The user may desire to do
this if she does not trust the quality or integrity of the random bit generator which may be
built into a cryptographic module implementing the algorithm.
5.14 Algorithm FIPS 186 pseudorandom number generator for DSA per-message secrets
INPUT: an integer ; and a 160-bit prime number < .
OUTPUT: ; pseudorandom numbers 9 = @ 9 ? @ A A Aj@ 9 B in the interval D E@ <kF3HJI which may
be used as the per-message secret numbers 9 in the DSA.
1. If Algorithm 5.15 is to be used in step 4.1 then select an integer K , HLE-MlKmMlOHQ ;
if Algorithm 5.16 is to be used then set K R[HLE .
2. Generate a random (and secret) K -bit seed : .
3. Define the 160-bit string SGT efcdab89 98badcfe 10325476 c3d2e1f0
67452301 (in hexadecimal).
4. For U from 1 to ; do the following:
4.1 9 W RdfZ4S @ : ^`_2a+b < . ( d is either that defined in Algorithm 5.15 or 5.16.)
4.2 :RZXH\g:h\e9W ^`_2a+b Qc .
5. Return( 9 = @ 9 ? @ A A A$@ 9 B ).

n
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5.15 Algorithm FIPS 186 one-way function using SHA-1
INPUT: a 160-bit string p and a q -bit string r , stuvwqGvwxsy .
OUTPUT: a 160-bit string denoted zf{4p | rJ} .
1. Break up p into five 32-bit blocks: pG~-> 6$J .
C0
2. Pad r with u ’s to obtain a 512-bit message block: gr#u
.
3. Divide  into 16 32-bit words:  j   4 , and set [[s .
4. Execute step 4 of SHA-1 (Algorithm 9.53). (This alters the m ’s.)
5. The output is the concatenation: zf{0p | r}`~    J   J  .
5.16 Algorithm FIPS 186 one-way function using DES
INPUT: two 160-bit strings p and r .
OUTPUT: a 160-bit string denoted zf{4p | rJ} .
1. Break up p into five 32-bit blocks: pG~[p  p  p  p p  .
2. Break up r into five 32-bit blocks: r~r $Jr #Jr $Jr r% .
3. For  from u to  do the following: $ p j3rX .
4. For  from u to  do the following:
4.1 q  3r  +C¢¡i£J¤C , q +r  +C¢¡i£J¤C .
4.2 ¥  5  , ¥  5i j ¢¡i£J¤C  +C¢¡i£J¤ .
4.3 ¦3¥++¥ , §¨qX©  q% , where q%©  denotes the 24 least significant bits of q  .
4.4 Use DES with key § to encrypt ¦ : ª# DES«{¦k} .
4.5 Break up ª  into two 32-bit blocks: ª  ~¬    .
5. For  from u to  do the following: ®J¬¯$f +C¢¡i£J¤C ¬ +¢¡i£J¤C .
6. The output is the concatenation: zf{0p | r}`~® J®C#® J®$® .

5.4 Statistical tests
This section presents some tests designed to measure the quality of a generator purported
to be a random bit generator (Definition 5.1). While it is impossible to give a mathematical
proof that a generator is indeed a random bit generator, the tests described here help detect
certain kinds of weaknesses the generator may have. This is accomplished by taking a sample output sequence of the generator and subjecting it to various statistical tests. Each statistical test determines whether the sequence possesses a certain attribute that a truly random
sequence would be likely to exhibit; the conclusion of each test is not definite, but rather
probabilistic. An example of such an attribute is that the sequence should have roughly the
same number of u ’s as s ’s. If the sequence is deemed to have failed any one of the statistical
tests, the generator may be rejected as being non-random; alternatively, the generator may
be subjected to further testing. On the other hand, if the sequence passes all of the statistical tests, the generator is accepted as being random. More precisely, the term “accepted”
should be replaced by “not rejected”, since passing the tests merely provides probabilistic
evidence that the generator produces sequences which have certain characteristics of random ° sequences. °
°
5.4.1 and 5.4.2 provide some relevant background in statistics. 5.4.3 establishes
some notation and lists Golomb’s randomness postulates. Specific statistical tests for ran°
°
domness are described in 5.4.4 and 5.4.5.
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5.4.1 The normal and chi-square distributions
The normal and ±³² distributions are widely used in statistical applications.
5.17 Definition If the result ´ of an experiment can be any real number, then ´
a continuous random variable.

is said to be

5.18 Definition A probability density function of a continuous random variable ´
µ ¶0·³¸
which can be integrated and satisfies:
µ ¶0·¯¸h¹wº
·¼»½
(i)
for all
;
µ ¶4·³¸ÁÀ ·ÃÂwÄ
(ii) ¿ ¾
; and

is a function

¾

(iii) for all Å+Æ Ç
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(i) The normal distribution
The normal distribution arises in practice when a large number of independent random variables having the same mean and variance are summed.
5.19 Definition A (continuous) random variable ´ has a normal distribution with mean Î and
variance Ï6² if its probability density function is defined by

Ø ¶0· Ø Î ¸ ²
·
Æ ØmÙ É
É ÙÚ
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¸
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Ä ¸
is said to be Û ÎÆ Ï ² . If ´ is Û
Æ , then ´ is said to have a standard
Ä

µ ¶0·¯¸¼Â

Notation: ´
normal distribution.

A graph of the Û

¶Xº
Æ

Ä¸

distribution is given in Figure 5.1. The graph is symmetric
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Figure 5.1: The normal distribution Ü5Ý Þß àá .
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) means that if ´ is Û
Fact 5.20 can be used to reduce questions about a normal distribution to questions about
the standard normal distribution.
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5.20 Fact If the random variable
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(ii) The
distribution
The
distribution can be used to compare the goodness-of-fit of the observed frequencies
of events to their expected frequencies under a hypothesized distribution. The
distribution with degrees of freedom arises in practice when the squares of independent random
variables having standard normal distributions are summed.
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where is the gamma function.J The mean and variance of this distribution are KL) ,
and DM0N) .
A graph of the %O distribution with )EQP degrees of freedom is given in Figure 5.2.
Table 5.2 gives some percentiles of the %O distribution for various degrees of freedom. For

be an integer. A (continuous) random variable has a
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are) distribution with degrees of freedom if its probability density function is defined by
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10.8276
13.8155
16.2662
18.4668
20.5150
22.4577
24.3219
26.1245
27.8772
29.5883
31.2641
32.9095
34.5282
36.1233
37.6973
39.2524
40.7902
42.3124
43.8202
45.3147
46.7970
48.2679
49.7282
51.1786
52.6197
54.0520
55.4760
56.8923
58.3012
59.7031
61.0983
103.4424
181.9930
330.5197
615.5149
1168.4972

}w

Table 5.2: Selected percentiles of the
(chi-square) distribution. A
-entry of in the table
has the following meaning: if
is a random variable having a
distribution with degrees of
freedom, then
.
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Fact 5.22 relates the normal distribution to the

#
iH

    M

O
O

O

distribution.

iM
 V N$ , then

5.22 Fact If the random variable is
,
, then the random variable
has a
distribution with 1 degree of freedom. In particular, if is
has a
distribution with 1 degree of freedom.

5.4.2 Hypothesis testing



A statistical hypothesis, denoted , is an assertion about a distribution of one or more random variables. A test of a statistical hypothesis is a procedure, based upon observed values
of the random variables, that leads to the acceptance or rejection of the hypothesis . The
test only provides a measure of the strength of the evidence provided by the data against
the hypothesis; hence, the conclusion of the test is not definite, but rather probabilistic.









5.23 Definition The significance level of the test of a statistical hypothesis
bility of rejecting
when it is true.







is the proba-

will be the hypothesis that a given binary sequence was produced
In this section,
by a random bit generator. If the significance level of a test of
is too high, then the test
may reject sequences that were, in fact, produced by a random bit generator (such an error
is called a Type I error). On the other hand, if the significance level of a test of
is too
low, then there is the danger that the test may accept sequences even though they were not
produced by a random bit generator (such an error is called a Type II error). It is, therefore,
important that the test be carefully designed to have a significance level that is appropriate
for the purpose at hand; a significance level between
and
might be employed
in practice.
A statistical test is implemented by specifying a statistic on the random sample. Statistics are generally chosen so that they can be efficiently computed, and so that they (approxior a distribution (see 5.4.1). The value of the statistic for the
mately) follow an
sample output sequence is computed and compared with the value expected for a random
sequence as described below.
1. Suppose that a statistic
for a random sequence follows a
distribution with
degrees of freedom, and suppose that the statistic can be expected to take on larger
values for nonrandom sequences. To achieve a significance level of , a threshold
value
is chosen (using Table 5.2) so that
. If the value
of the
statistic for the sample output sequence satisfies
, then the sequence fails the
test; otherwise, it passes the test. Such a test is called a one-sided test. For example,
if
and
, then
, and one expects a random sequence to
of the time.
fail the test only
2. Suppose that a statistic for a random sequence follows an
distribution, and
suppose that the statistic can be expected to take on both larger and smaller values for
nonrandom sequences. To achieve a significance level of , a threshold value
is
chosen (using Table 5.1) so that
. If the value
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Actually, the probability of a Type II error may be completely independent of . If the generator is not a
random bit generator, the probability depends on the nature of the defects of the generator, and is usually difficult
to determine in practice. For this reason, assuming that the probability of a Type II error is proportional to is a
useful intuitive guide when selecting an appropriate significance level for a test.
A statistic is a function of the elements of a random sample; for example, the number of ’s in a binary sequence is a statistic.

·

¸

¶
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¹Vº
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of the statistic for the sample output sequence satisfies
or
,
then the sequence fails the test; otherwise, it passes the test. Such a test is called a
two-sided test. For example, if
, then
, and one expects a random
sequence to fail the test only
of the time.

Ä$È

ÀÁMÂ!Ã¬ÂÄ

¼¥½ ÁMÅÃ\Æ$Ç

5.4.3 Golomb’s randomness postulates
Golomb’s randomness postulates (Definition 5.28) are presented here for historical reasons
– they were one of the first attempts to establish some necessary conditions for a periodic
pseudorandom sequence to look random. It is emphasized that these conditions are far from
being sufficient for such sequences to be considered random. Unless otherwise stated, all
sequences are binary sequences.

º Á º É!ÊNº?Ë#Ê>º2Ì!Ê Ã>ÃNÃ
º
ºÎ Á ºÉÊNº?ËNÊ ÃNÃ>Ã ÊNº ÎAÏ Ë
Í
º Á º2É!ÊNº?Ë#Ê>ºÌÊ Ã>ÃNÃ is said to be Ð -periodic if ºÑ Á ºÒÑÔÓpÕ for
5.25 Definition The sequence
º
all Ö×ØÂ . The sequence is periodic
if it is Ð -periodic for some positive º integer Ð . The
º is the smallest
period
of
a
periodic
sequence
positive integer
º
º Ð for which is Ðº Õ -periodic.
If is a periodic sequence of period Ð , then the cycle of is the subsequence .
º
º
º
5.26 Definition Let be a sequence. A run of is a subsequence of consisting of consecutive
Â ’s or consecutive Å ’s which is neither preceded nor succeeded by the same symbol. A run
of Â ’s is called a gap, while a run of Å ’s is called a block.
º º É ÊNº Ë ÊNº Ì Ê ÃNÃNÃ be a periodic sequence of period Ð . The autocorrela5.27 Definition Letº Á
tion function of is the integer-valued function Ù§Ú Û#Ü defined as
ÕÏË
Ù§ÚÛ#ÜÁ Ð Å Ñ;ÝkÉ Ú Þ º Ñ ¿ ÅÜsß9Ú Þ º Ñ;Ópà ¿ Å$Ü Ê for ÂDáEÛâáIÐ ¿ Å$Ã
Theº autocorrelationº function Ù§Ú Û#Ü measures
º the amount of similarity between the sequence and a shift of by Û positions. If is a random periodic sequence of period Ð ,
¾ Û¾ Ð.
then ã\Ðäß?Ù§Ú Û#ÜÒã can be expected to be quite small for all values of Û , Â
º
5.28 Definition Let be a periodic sequence of period Ð . Golomb’s randomness postulates
are the following. Õ
º º
R1: In the cycle º Õ of , the number of Å ’s differs from the number of Â ’s by at most Å .
R2: In the cycle
, at least half the runs have length Å , at least one-fourth have length
Þ , at least one-eighth have length å , etc., as long as the number of runs so indicated
exceeds Å . Moreover, for each of these lengths, there are (almost) equally many gaps
and blocks.æ
R3: The autocorrelation function Ù§ÚÛ#Ü is two-valued. That is for some integer ç ,
ÕÏË
Ê
Ê
ÐQß1Ù§Ú Û#ÜèÁ ÑÔÝéÉ Ú Þ ºÑ ¿ ÅÜsß?Ú2Þ ºÑ;ÓAà ¿ Å$Ü7Á Ðç Ê ifif ÛêÅÁIáZÂ ÛêáIÐ ¿ ÅÃ
ë
5.24 Definition Let
be an infinite sequence. The subsequence consisting of
the first terms of is denoted by
.

Postulate R2 implies postulate R1.

ì c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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5.29 Definition A binary sequence which satisfies Golomb’s randomness postulates is called
a pseudo-noise sequence or a pn-sequence.
Pseudo-noise sequences arise in practice as output sequences of maximum-length linear feedback shift registers (cf. Fact 6.14).

î
ïñðIòó with cycle
î?ôõöðM÷!ø#òøNòøN÷ø#÷!ø#ò!ø#÷øN÷øN÷ø#ò!ø#ò!øòøNò$ø#÷!ø#ò$ù
The following shows that the sequence î satisfies Golomb’s randomness postulates.
R1: The number of ÷ ’s in î ôõ is ú , while the number of ò ’s is û .
R2: î ô õ has û runs. There are ü runs of length ò ( ý gaps and ý blocks), ý runs of length ý
( ò gap and ò block), ò run of length þ ( ò gap), and ò run of length ü ( ò block).
ÿ  takes on two values: ÿ ÷ öðò and ÿ ö
ð  ôõ ô
R3: The autocorrelation function 
 òü .
for ò
Hence, î is a pn-sequence.

5.30 Example (pn-sequence) Consider the periodic sequence of period

5.4.4 Five basic tests

îðî !øNî ô ø>î øNù>ùNùø>î ô



  be a binary sequence of length  . This subsection presents
Let
five statistical tests that are commonly used for determining whether the binary sequence
possesses some specific characteristics that a truly random sequence would be likely to
exhibit. It is emphasized again that the outcome of each test is not definite, but rather probabilistic. If a sequence passes all five tests, there is no guarantee that it was indeed produced
by a random bit generator (cf. Example 5.4).

î

÷

ò

î

(i) Frequency test (monobit test)
The purpose of this test is to determine whether the number of ’s and ’s in are approximately the same, as would be expected for a random sequence. Let   ,  denote the number of ’s and ’s in , respectively. The statistic used is

÷

ò

î



ô ð

   ô  


(5.1)

Iò$÷ . 
(ii) Serial test (two-bit test)
The purpose of this test is to determine whether the number of occurrences of ÷$÷ , ÷$ò , ò$÷ ,
and ò$ò as subsequences of î are approximately the same, as would be expected for a random
sequence. Let  ,  denote the number of ÷ ’s and ò ’s in î , respectively, and let  ,  ,
 ô  ,  ô2ô denote the ô number of occurrences of ÷$÷ , ÷$ò , ò÷ , ò$ò in î , respectively. Note thatô
 ô   ô  ôô ð!  "ò  since the subsequences are allowed to overlap. The
statistic used is
  ð
ü     ý  
(5.2)
  ò   #  ô $ ô  $ ô2ô     $ ô  ò

which approximately follows a  distribution with ý degrees of freedom if ýò .
%
which approximately follows a 



ò

ô

distribution with degree of freedom if 

In practice, it is recommended that the length & of the sample output sequence be much larger (for example,
&('*),++++ ) than the minimum specified for each test in this subsection.
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(iii) Poker test
Let - be a positive integer such that .013
2346587:9; 13< , and let =?>@.A1?/ 2 . Divide the sequence
B into = non-overlapping parts each of/ length
- , 1and let CED be the number of occurrences of
the FHGI type of sequence of length - , J(K FLK ; . The poker test determines whether the
sequences of length - each appear approximately the same number of times in B , as would
be expected for a random sequence. The statistic used is

PRQ
P
MON > ; 1
C
= D,ST D U =
P
1
which approximately follows a V distribution with ; U J

(5.3)

degrees of freedom. Note that
the poker test is a generalization of the frequency test: setting -!>WJ in the poker test yields
the frequency test.
(iv) Runs test
The purpose of the runs test is to determine whether the number of runs (of either zeros or
ones; see Definition 5.26) of various lengths in the sequence B is as expected for a random
sequence. The expected number
of gaps (or blocks) of length F in a random sequence of
<\ D^] P . Let
= be equal to the largest integer B F for which X D 4_5 . Let
length C is X D > 9 C U FZY3[ ;
` D , a D be the number of blocks and gaps,
respectively, of length F in for each F , J3KFbKW= .
The statistic used is

P d
9` D U XD< Y
9a
XfD
D^SeT
^D SeT
P
which approximately follows a V distribution with ; = U
MOc >

d

P
D U XD<
XD
; degrees of freedom.

(5.4)

(v) Autocorrelation test
The purpose of this test is to check for correlations between the sequence B and (non-cyclic)
\
shifted versions of it. Let g be a fixed integer, J3KWg3Kh.iC ;Z2 . The number of bits in B not
<
T
equal to their g -shifts is j 9 g >
D,/lS0klo mnk B Dp B D,] m , where p denotes the XOR operator.
The statistic used is

5.31

MOq > ; j 9 g < C U g \*r C g
(5.5)
U ;
U
<
which approximately follows an s 9utAv J distribution if C U g 4 J t . Since small values of
<
j 9 g are as unexpected as large values of j 9 g < , a two-sided test should be used.
Example (basic statistical tests) Consider the (non-random) sequence B of length Cw>
J"x t obtained by replicating the following sequence four times:
J"JJ t"t_t J"J t"tyt J t"tt J t J tt J"JJ t JyJJ"J t"t J t"t J t6t J t"t Jz
M
(i) (frequency test) C o >_{"| , C T >~}"x , and the value of the statistic T is t z| .
(ii) (serial test) Coo(>|"| , CoT >| t , CTo?>| t , CTTL>[ 5 , and the value of the statistic
M P is t zx ;"5; .
(iii) (poker test) Here -!>_[ and =?> 5 [ . The blocks tt"t , t"t J , t J t , t JJ , J tt , J t J , JJ t ,
5 , J t , x , | , J ; , [ , x , and } times, respectively, and the value of the statistic
M J"JN J isappear
zx"|"J 5 .
N
(iv) (runs test) Here X T > ;"t z ;"5 , X P >hJ t z t x ;5 , X > 5 , and = >[ . There are ;"5 , | , 5
blocks of lengths J , ; , [ , respectively, and { , ;t , J ; gaps of lengths J , ; , [ , respecMOc is [Jz}"J"[ .
tively. The value of the statistic
 c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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(v) (autocorrelation test) If # , then Lu?" . The value of the statistic O is
 " " .

For a significance level of W  , the threshold values for # ,  , O , O , and   are
 "" ,   "" , "  "¡" ,   "¡"¡ , and   " , respectively (see Tables 5.1 and 5.2). Hence,
the given sequence ¢ passes the frequency, serial, and poker tests, but fails the runs and
£
autocorrelation tests.
5.32 Note (FIPS 140-1 statistical tests for randomness) FIPS 140-1 specifies four statistical
tests for randomness. Instead of making the user select appropriate significance levels for
these tests, explicit bounds are provided that the computed value of a statistic must satisfy.
A single bitstring ¢ of length ¤"" bits, output from a generator, is subjected to each of the
following tests. If any of the tests fail, then the generator fails the test.

(i) monobit test. The number ¥ of  ’s in ¢ should satisfy ""¦§¥¨¦_  .
(ii) poker test. The statistic O defined by equation (5.3) is computed for ©ª« . The
 

poker test is passed if   ¦ O¦_¡  .
(iii) runs test. The number ¬¨ and ®  of blocks and gaps, respectively, of length ¯ in ¢ are
counted for each ¯ , ±°¯°« . (For the purpose of this test, runs of length greater
than are considered to be of length .) The runs test is passed if the ¤ counts ¬¨ ,
®  , °¯²°y , are each within the corresponding interval specified by the following
table.

³

Length of run

´
¹
¼
½
¶

´µ´µ¶Z·b¸±´µ·Z¹µ¹
³µºµ·Z»b¸±³u¼0´µ³
½Zºµ´¾¸#·¿¼ÁÀ
´Z´µ¹¾¸O¼0ºµ´
»µº¾¸#´Z´µ¹
»µº¾¸#´Z´µ¹

Required interval



(iv) long run test. The long run test is passed if there are no runs of length  or more.
For high security applications, FIPS 140-1 mandates that the four tests be performed each
time the random bit generator is powered up. FIPS 140-1 allows these tests to be substituted
by alternative tests which provide equivalent or superior randomness checking.

5.4.5 Maurer’s universal statistical test
The basic idea behind Maurer’s universal statistical test is that it should not be possible to
significantly compress (without loss of information) the output sequence of a random bit
generator. Thus, if a sample output sequence ¢ of a bit generator can be significantly compressed, the generator should be rejected as being defective. Instead of actually compressing the sequence ¢ , the universal statistical test computes a quantity that is related to the
length of the compressed sequence.
The universality of Maurer’s universal statistical test arises because it is able to detect
any one of a very general class of possible defects a bit generator might have. This class
includes the five defects that are detectable by the basic tests of Â 5.4.4. A drawback of the
universal statistical test over the five basic tests is that it requires a much longer sample
output sequence in order to be effective. Provided that the required output sequence can be
efficiently generated, this drawback is not a practical concern since the universal statistical
test itself is very efficient.
ÇZ Æ
Algorithm 5.33 computes the statistic ÄÃ for a sample output sequence ¢ *¢ÅAÆÇ¢Æ
¢fÈ8É to be used in the universal statistical test. The parameter Ê is first chosen from the
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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Ë
Ñ
×
Ù

Ö
Ø

Û
Ô
Ý

Ì
ÒµÓÕÔµÖµ×ZØuÙ0ÚµÛ
ÑµÓÕÛµÖµÔ¿ÙÁÖZÝµÖ
×µÓ ÙÁÒµÑZØµÒZØµÝ
ÖµÓÕÖµÑµÑZ×µ×¿ÙÁÔ
ÙÁÓÕ×µÛµÖ¿ÙÁ×ZØµØ
ÛµÓÕ×µÑµÔZÔµÒZÛµ×
ØµÓÕÑµÚµØZ×µÛZÒµÔ
ÔµÓÕÑµÝµÖZØµØZÛµØ

ÏÍ ÐÎ
ÒµÓÜØZÚµÒ
ÑµÓÜÖZÖµÝ
ÑµÓÜÚZÒµÑ
×µÓÜÖZÛµÝ
×µÓÜÔZÒµÛ
×µÓÜÚZÛuÙ
ÖµÓÜÑZ×µÛ
ÖµÓÜ×ZÖµÝ

Ë

Ì
ÝRÓÕÑZÔµØuÙ0×uÙ0Ý
ÚRÓÕÑZÔµ×µÖZ×uÙ0Ö
ÑµÒµÓÕÑµÔµÒZÒµÖZ×
ÑµÑµÓÕÑµØµÝZÔµØZÛ
Ñµ×µÓÕÑµØµÝZÒµÔZÒ
ÑµÖµÓÕÑµØµÔZØµÚZÖ
ÑuÙÁÓÕÑµØµÔ¿ÙÁÝZÝ
ÑµÛµÓÕÑµØµÔZÖµÔZÚ
Ú

ÑµÒ
µÑ Ñ
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µÑ Ö
ÑuÙ
µÑ Û
µÑ Ø

EÍ ÎÐ
ÖRÓÕÖµÑZÑ
ÖRÓÕÖµÛZØ
ÖRÓÕÖµÝ¿Ù
ÖRÓ ÙÁÒZÑ
ÖRÓ ÙÁÑZÒ
ÖRÓ ÙÁÑZØ
ÖRÓ ÙÁÑZÚ
ÖRÓ ÙÁ×ZÑ

Ì
Í Î of the statistic Þ(ß for random sequences, with parameters Ë ,
5.3: Mean and variance
àTable
Þ ß õ is× Íô Î¾ä$åRæ Ëbç^à±è ÎÏé Í ÐÎ ê à , where åµæ Ë¨çà±èìë ÒµÓÕÔí æ ÒRÓÕÝ ê Ëbèïî
æ ÑµÓÕasØ î áæ Ñµâ
èHè é àñvariance
ðÁòuóuô forofàö
×µÓÕÝ ã ê Ë. The
.
interval ÷ øùÇú"øû . The sequence ü is then partitioned into non-overlapping ý -bit blocks, with
any leftover bits discarded; the total number of blocks is þOÿ
, where þ and are defined
Wþÿ , let be the integer whose binary representation is the
below. For each , ú
block. The blocks are scanned in order. A table is maintained so that at each stage ÷ Zû is
±ú .
the position of the last occurrence of the block corresponding to integer ,
The first þ blocks of ü are used to initialize table ; þ should be chosen to be at least ú
ý -bit blocks occurs at least once in
in order to have a high likelihood that each of the
the first þ blocks. The remaining blocks are used to define the statistic
as follows.
For each , þyÿyú
þyÿ , let
÷ û ; is the number of positions since
the last occurrence of block . Then
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56 

(5.6)

7  58

should be at least ú
(and, hence, the sample sequence ü should be at least uú "ú
bits in length). Table 5.3 lists the mean and variance
of
for random se.
quences for some sample choices of ý as þ

  lý:9

5.33 Algorithm Computing the statistic Þ

ß

?>A@

;

</=



for Maurer’s universal statistical test

INPUT: a binary sequence ü % üCBAùÇü . ùD3E3E3eùÇüGFIH . of length J , and parameters ý , þ , .
OUTPUT: the value of the statistic ! for the sequence ü .
 ú do the following:  ÷ µû4K .
1. Zero the table  . For  from  to !§
2. Initialize the table  . For  from ú to þ do the following:  ÷ 4û4KL .
3. sum K .
4. For  from þÿ ú to þÿM do the following:
021 78L ÷ 4 ûN9 .
4.1 sum K sum ÿ
4.2  ÷  ûOKP .
5. !QK sum R5 .
6. Return(! ).
Maurer’s universal statistical test uses the computed value of 
for the sample output
sequence ü in the manner prescribed by Fact 5.34. To test the sequence ü , a two-sided test
 ú and 32" ú (see T 5.4.2).
should be used with a significance level S between 325
U c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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Y and variance Z/[ as given in
\]X_^a`W!XLbcY:dCeGZ approximately

5.34 Fact Let
be the statistic defined in (5.6) having mean
Table 5.3. Then, for random sequences, the statistic
follows an
distribution.

5.5 Cryptographically secure pseudorandom bit
generation
Two cryptographically secure pseudorandom bit generators (CSPRBG – see Definition 5.8)
are presented in this section. The security of each generator relies on the presumed intractability of an underlying number-theoretic problem. The modular multiplications that
these generators use make them relatively slow compared to the (ad-hoc) pseudorandom
bit generators of 5.3. Nevertheless they may be useful in some circumstances, for example, generating pseudorandom bits on hardware devices which already have the circuitry for
performing modular multiplications. Efficient techniques for implementing modular multiplication are presented in 14.3.

j

j

5.5.1 RSA pseudorandom bit generator
The RSA pseudorandom bit generator is a CSPRBG under the assumption that the RSA
problem is intractable ( 3.3; see also 3.9.2).

j

j

5.35 Algorithm RSA pseudorandom bit generator

kmlnhEk [ hEoEoDophEkGq
s t

r

SUMMARY: a pseudorandom bit sequence
of length is generated.
1. Setup. Generate two secret RSA-like primes and (cf. Note 8.8), and compute
and
. Select a random integer ,
, such that
.
2. Select a random integer
(the seed) in the interval
.
3. For from 1 to do the following:
3.1
.
3.2
the least significant bit of .
4. The output sequence is
.

sw5Dt 

x ^z`{s'b?id4` t|b?id
y
` }hDxQd&^i
w

r
CLp l  u
k

kmlnhEk [ hEoEoDophEkGq

} i~}M~zx
 ihOuLbiG

uv^

}^

5.36 Note (efficiency of the RSA PRBG) If
is chosen (cf. Note 8.9(ii)), then generating
each pseudorandom bit requires one modular multiplication and one modular squaring.
The efficiency of the generator can be improved by extracting the least significant bits
of
in step 3.2, where
and is a constant. Provided that is sufficiently
large, this modified generator is also cryptographically secure (cf. Fact 3.87). For a modulus of a fixed bitlength (e.g., 1024 bits), an explicit range of values of for which the
resulting generator remains cryptographically secure (cf. Remark 5.9) under the intractability assumption of the RSA problem has not been determined.

k
M^    u



u





u



The following modification improves the efficiency of the RSA PRBG.
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5.37 Algorithm Micali-Schnorr pseudorandom bit generator
SUMMARY: a pseudorandom bit sequence is generated.
1. Setup. Generate two secret RSA-like primes and (cf. Note 8.8), and compute
and
. Let
(the bitlength of ). Select an integer
,
, such that
and
. Let
and
.
2. Select a random sequence (the seed) of bitlength .
3. Generate a pseudorandom sequence of length
. For from 1 to do the following:
.
3.1
3.2
the most significant bits of .
3.3
the least significant bits of .
4. The output sequence is
, where denotes concatenation.
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5.38 Note (efficiency of the Micali-Schnorr PRBG) Algorithm 5.37 is more efficient than the
RSA PRBG since
bits are generated per exponentiation by . For example,
if
and
, then
bits are generated per exponentiation. Moreover,
each exponentiation requires only one modular squaring of an
-bit number, and one
modular multiplication.

¥ £L4 »½,¢{©
£a5¶×5Ø
¸ ÕØ5
'

¬ ÖÕ

¾ Ùµ5Õ

Á ½ ÌÍ ±#

¾

5.39 Note (security of the Micali-Schnorr PRBG) Algorithm 5.37 is cryptographically secure
under the assumption that the following is true: the distribution
for random -bit
sequences is indistinguishable by all polynomial-time statistical tests from the uniform
distribution of integers in the interval
. This assumption is stronger than requiring
that the RSA problem be intractable.
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5.5.2 Blum-Blum-Shub pseudorandom bit generator
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The Blum-Blum-Shub pseudorandom bit generator (also known as the
generator or the BBS generator) is a CSPRBG under the assumption that integer factorization is
intractable ( 3.2). It forms the basis for the Blum-Goldwasser probabilistic public-key encryption scheme (Algorithm 8.56).

Ü

5.40 Algorithm Blum-Blum-Shub pseudorandom bit generator
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SUMMARY: a pseudorandom bit sequence
of length is generated.
1. Setup. Generate two large secret random (and distinct) primes and (cf. Note 8.8),
each congruent to modulo , and compute
.
2. Select a random integer (the seed) in the interval
such that
,
and compute
.
3. For from 1 to do the following:
3.1
.
3.2
the least significant bit of .
4. The output sequence is
.
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5.41 Note (efficiency of the Blum-Blum-Shub PRBG) Generating each pseudorandom bit requires one modular squaring. The efficiency of the generator can be improved by extracting
the least significant bits of in step 3.2, where
and is a constant. Provided
that is sufficiently large, this modified generator is also cryptographically secure. For a
modulus of a fixed bitlength (eg. 1024 bits), an explicit range of values of for which
the resulting generator is cryptographically secure (cf. Remark 5.9) under the intractability
assumption of the integer factorization problem has not been determined.
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5.6 Notes and further references

í 5.1

Chapter 3 of Knuth [692] is the definitive reference for the classic (non-cryptographic) generation of pseudorandom numbers. Knuth [692, pp.142-166] contains an extensive discussion of what it means for a sequence to be random. Lagarias [724] gives a survey of theoretical results on pseudorandom number generators. Luby [774] provides a comprehensive
and rigorous overview of pseudorandom generators.
For a study of linear congruential generators (Example 5.4), see Knuth [692, pp.9-25].
Plumstead/Boyar [979, 980] showed how to predict the output of a linear congruential generator given only a few elements of the output sequence, and when the parameters , ,
and of the generator are unknown. Boyar [180] extended her method and showed that
linear multivariate congruential generators (having recurrence equation
), and quadratic congruential generators (having recurrence equation
) are cryptographically insecure. Finally,
Krawczyk [713] generalized these results and showed how the output of any multivariate
polynomial congruential generator can be efficiently predicted. A truncated linear congruential generator is one where a fraction of the least significant bits of the are discarded.
Frieze et al. [427] showed that these generators can be efficiently predicted if the generator parameters , , and are known. Stern [1173] extended this method to the case where
only is known. Boyar [179] presented an efficient algorithm for predicting linear congrubits are discarded, and when the parameters , , and
ential generators when
are unknown. No efficient prediction algorithms are known for truncated multivariate
polynomial congruential generators. For a summary of cryptanalytic attacks on congruential generators, see Brickell and Odlyzko [209, pp.523-526].
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For a formal definition of a statistical test (Definition 5.5), see Yao [1258]. Fact 5.7 on
the universality of the next-bit test is due to Yao [1258]. For a proof of Yao’s result, see
Kranakis [710] and 12.2 of Stinson [1178]. A proof of a generalization of Yao’s result
is given by Goldreich, Goldwasser, and Micali [468]. The notion of a cryptographically
secure pseudorandom bit generator (Definition 5.8) was introduced by Blum and Micali
[166]. Blum and Micali also gave a formal description of the next-bit test (Definition 5.6),
and presented the first cryptographically secure pseudorandom bit generator whose security
is based on the discrete logarithm problem (see page 189). Universal tests were presented
by Schrift and Shamir [1103] for verifying the assumed properties of a pseudorandom generator whose output sequences are not necessarily uniformly distributed.

í

The first provably secure pseudorandom number generator was proposed by Shamir [1112].
Shamir proved that predicting the next number of an output sequence of this generator is
equivalent to inverting the RSA function. However, even though the numbers as a whole
may be unpredictable, certain parts of the number (for example, its least significant bit) may
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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be biased or predictable. Hence, Shamir’s generator is not cryptographically secure in the
sense of Definition 5.8.
5.2
Agnew [17] proposed a VLSI implementation of a random bit generator consisting of two
identical metal insulator semiconductor capacitors close to each other. The cells are charged
over the same period of time, and then a or is assigned depending on which cell has
a greater charge. Fairfield, Mortenson, and Coulthart [382] described an LSI random bit
generator based on the frequency instability of a free running oscillator. Davis, Ihaka, and
Fenstermacher [309] used the unpredictability of air turbulence occurring in a sealed disk
drive as a random bit generator. The bits are extracted by measuring the variations in the
time to access disk blocks. Fast Fourier Transform (FFT) techniques are then used to remove possible biases and correlations. A sample implementation generated 100 random
bits per minute. For further guidance on hardware and software-based techniques for generating random bits, see RFC 1750 [1043].





The de-skewing technique of Example 5.10 is due to von Neumann [1223]. Elias [370]
generalized von Neumann’s technique to a more efficient scheme (one where fewer bits
are discarded). Fast Fourier Transform techniques for removing biases and correlations are
described by Brillinger [213]. For further ways of removing correlations, see Blum [161],
Santha and Vazirani [1091], Vazirani [1217], and Chor and Goldreich [258].
5.3



The idea of using a one-way function for generating pseudorandom bit sequences is due to
Shamir [1112]. Shamir illustrated why it is difficult to prove that such ad-hoc generators are
cryptographically secure without imposing some further assumptions on . Algorithm 5.11
is from Appendix C of the ANSI X9.17 standard [37]; it is one of the approved methods for
pseudorandom bit generation listed in FIPS 186 [406]. Meyer and Matyas [859, pp.316317] describe another DES-based pseudorandom bit generator whose output is intended for
use as data-encrypting keys. The four algorithms of 5.3.2 for generating DSA parameters
are from FIPS 186.



5.4
Standard references on statistics include Hogg and Tanis [559] and Wackerly, Mendenhall,
and Scheaffer [1226]. Tables 5.1 and 5.2 were generated using the Maple symbolic algebra
system [240]. Golomb’s randomness postulates ( 5.4.3) were proposed by Golomb [498].
The five statistical tests for local randomness outlined in 5.4.4 are from Beker and Piper
[84]. The serial test ( 5.4.4(ii)) is due to Good [508]. It was generalized to subsequences of
length greater than by Marsaglia [782] who called it the overlapping -tuple test, and later
by Kimberley [674] who called it the generalized serial test. The underlying distribution
theories of the serial test and the runs test ( 5.4.4(iv)) were analyzed by Good [507] and
Mood [897], respectively. Gustafson [531] considered alternative statistics for the runs test
and the autocorrelation test ( 5.4.4(v)).





There are numerous other statistical tests of local randomness. Many of these tests, including the gap test, coupon collector’s test, permutation test, run test, maximum-of- test, collision test, serial test, correlation test, and spectral test are described by Knuth [692]. The
poker test as formulated by Knuth [692, p.62] is quite different from that of 5.4.4(iii). In
the former, a sample sequence is divided into -bit blocks, each of which is further subdivided into -bit sub-blocks (for some divisor of ). The number of -bit blocks having
distinct -bit sub-blocks (
) is counted and compared to the corresponding expected numbers for random sequences. Erdmann [372] gives a detailed exposition of many
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of these tests, and applies them to sample output sequences of six pseudorandom bit generators. Gustafson et al. [533] describe a computer package which implements various statistical tests for assessing the strength of a pseudorandom bit generator. Gustafson, Dawson,
and Golić [532] proposed a new repetition test which measures the number of repetitions of
-bit blocks. The test requires a count of the number of patterns repeated, but does not require the frequency of each pattern. For this reason, it is feasible to apply this test for larger
values of (e.g.
) than would be permissible by the poker test or Maurer’s universal
statistical test (Algorithm 5.33). Two spectral tests have been developed, one based on the
discrete Fourier transform by Gait [437], and one based on the Walsh transform by Yuen
[1260]. For extensions of these spectral tests, see Erdmann [372] and Feldman [389].







FIPS 140-1 [401] specifies security requirements for the design and implementation of
cryptographic modules, including random and pseudorandom bit generators, for protecting
(U.S. government) unclassified information.

 5.5

The universal statistical test (Algorithm 5.33) is due to Maurer [813] and was motivated by
source coding algorithms of Elias [371] and Willems [1245]. The class of defects that the
test is able to detect consists of those that can be modeled by an ergodic stationary source
with limited memory; Maurer argues that this class includes the possible defects that could
occur in a practical implementation of a random bit generator. Table 5.3 is due to Maurer
.
[813], who provides derivations of formulae for the mean and variance of the statistic





Blum and Micali [166] presented the following general construction for CSPRBGs. Let
be a finite set, and let
be a permutation that can be efficiently computed. Let
be a Boolean predicate with the property that
is hard to compute
given only
, however,
can be efficiently computed given
. The
output sequence
corresponding to a seed
is obtained by computing
,
, for
. This generator can be shown to pass the
next-bit test (Definition 5.6). Blum and Micali [166] proposed the first concrete instance of
a CSPRBG, called the Blum-Micali generator. Using the notation introduced above, their
method can be described as follows. Let be a large prime, and a generator of . Define
. The function
is defined by
.
The function
is defined by
if
, and
if
. Assuming the intractability of the discrete logarithm problem in
( 3.6; see also 3.9.1), the Blum-Micali generator was proven to satisfy the nextbit test. Long and Wigderson [772] improved the efficiency of the Blum-Micali generator
by simultaneously extracting
bits (cf. 3.9.1) from each . Kaliski [650, 651]
modified the Blum-Micali generator so that the security depends on the discrete logarithm
problem in the group of points on an elliptic curve defined over a finite field.
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The RSA pseudorandom bit generator (Algorithm 5.35) and the improvement mentioned
in Note 5.36 are due to Alexi et al. [23]. The Micali-Schnorr improvement of the RSA
PRBG (Algorithm 5.37) is due to Micali and Schnorr [867], who also described a method
that transforms any CSPRBG into one that can be accelerated by parallel evaluation. The
method of parallelization is perfect: parallel processors speed the generation of pseudorandom bits by a factor of .

s

s

Algorithm 5.40 is due to Blum, Blum, and Shub [160], who showed that their pseudorandom bit generator is cryptographically secure assuming the intractability of the quadratic
residuosity problem ( 3.4). Vazirani and Vazirani [1218] established a stronger result regarding the security of this generator by proving it cryptographically secure under the
weaker assumption that integer factorization is intractable. The improvement mentioned in



Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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Note 5.41 is due to Vazirani and Vazirani. Alexi et al. [23] proved analogous results for the
modified-Rabin generator, which differs as follows from the Blum-Blum-Shub generator:
in step 3.1 of Algorithm 5.40, let
; if
, then
; otherwise,
.
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Impagliazzo and Naor [569] devised efficient constructions for a CSPRBG and for a universal one-way hash function which are provably as secure as the subset sum problem. Fischer
and Stern [411] presented a simple and efficient CSPRBG which is provably as secure as
the syndrome decoding problem.
Yao [1258] showed how to obtain a CSPRBG using any one-way permutation. Levin [761]
generalized this result and showed how to obtain a CSPRBG using any one-way function.
For further refinements, see Goldreich, Krawczyk, and Luby [470], Impagliazzo, Levin,
and Luby [568], and Håstad [545].
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A random function
is a function which assigns independent and random values
to all arguments
. Goldreich, Goldwasser, and
Micali [468] introduced a computational complexity measure of the randomness of functions. They defined a function to be poly-random if no polynomial-time algorithm can distinguish between values of the function and true random strings, even when the algorithm
is permitted to select the arguments to the function. Goldreich, Goldwasser, and Micali
presented an algorithm for constructing poly-random functions assuming the existence of
one-way functions. This theory was applied by Goldreich, Goldwasser, and Micali [467]
to develop provably secure protocols for the (essentially) storageless distribution of secret
identification numbers, message authentication with timestamping, dynamic hashing, and
identify friend or foe systems. Luby and Rackoff [776] showed how poly-random permutations can be efficiently constructed from poly-random functions. This result was used,
together with some of the design principles of DES, to show how any CSPRBG can be
used to construct a symmetric-key block cipher which is provably secure against chosenplaintext attack. A simplified and generalized treatment of Luby and Rackoff’s construction
was given by Maurer [816].

td-/-

Schnorr [1096] used Luby and Rackoff’s poly-random permutation generator to construct
a pseudorandom bit generator that was claimed to pass all statistical tests depending only
on a small fraction of the output sequence, even when infinite computational resources are
available. Rueppel [1079] showed that this claim is erroneous, and demonstrated that the
generator can be distinguished from a truly random bit generator using only a small number of output bits. Maurer and Massey [821] extended Schnorr’s work, and proved the existence of pseudorandom bit generators that pass all statistical tests depending only on a
small fraction of the output sequence, even when infinite computational resources are available. The security of the generators does not rely on any unproved hypothesis, but rather
on the assumption that the adversary can access only a limited number of bits of the generated sequence. This work is primarily of theoretical interest since no such polynomial-time
generators are known.
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6.1 Introduction
Stream ciphers are an important class of encryption algorithms. They encrypt individual
characters (usually binary digits) of a plaintext message one at a time, using an encryption transformation which varies with time. By contrast, block ciphers (Chapter 7) tend to
simultaneously encrypt groups of characters of a plaintext message using a fixed encryption transformation. Stream ciphers are generally faster than block ciphers in hardware,
and have less complex hardware circuitry. They are also more appropriate, and in some
cases mandatory (e.g., in some telecommunications applications), when buffering is limited or when characters must be individually processed as they are received. Because they
have limited or no error propagation, stream ciphers may also be advantageous in situations
where transmission errors are highly probable.
There is a vast body of theoretical knowledge on stream ciphers, and various design
principles for stream ciphers have been proposed and extensively analyzed. However, there
are relatively few fully-specified stream cipher algorithms in the open literature. This unfortunate state of affairs can partially be explained by the fact that most stream ciphers used
in practice tend to be proprietary and confidential. By contrast, numerous concrete block
cipher proposals have been published, some of which have been standardized or placed in
the public domain. Nevertheless, because of their significant advantages, stream ciphers are
widely used today, and one can expect increasingly more concrete proposals in the coming
years.

Chapter outline

¨

The remainder of 6.1 introduces basic concepts relevant to stream ciphers. Feedback shift
registers, in particular linear feedback shift registers (LFSRs), are the basic building block
in most stream ciphers that have been proposed; they are studied in 6.2. Three general techniques for utilizing LFSRs in the construction of stream ciphers are presented in 6.3: using

¨
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©

a nonlinear combining function on the outputs of several LFSRs ( 6.3.1), using a nonlinear filtering function on the contents of a single LFSR ( 6.3.2), and using the output of one
(or more) LFSRs to control the clock of one (or more) other LFSRs ( 6.3.3). Two concrete
proposals for clock-controlled generators, the alternating step generator and the shrinking
generator are presented in 6.3.3. 6.4 presents a stream cipher not based on LFSRs, namely
SEAL. 6.5 concludes with references and further chapter notes.

©

©

©

©

©

6.1.1 Classification
Stream ciphers can be either symmetric-key or public-key. The focus of this chapter is
symmetric-key stream ciphers; the Blum-Goldwasser probabilistic public-key encryption
scheme ( 8.7.2) is an example of a public-key stream cipher.

©

6.1 Note (block vs. stream ciphers) Block ciphers process plaintext in relatively large blocks
(e.g.,
bits). The same function is used to encrypt successive blocks; thus (pure)
block ciphers are memoryless. In contrast, stream ciphers process plaintext in blocks as
small as a single bit, and the encryption function may vary as plaintext is processed; thus
stream ciphers are said to have memory. They are sometimes called state ciphers since
encryption depends on not only the key and plaintext, but also on the current state. This
distinction between block and stream ciphers is not definitive (see Remark 7.25); adding a
small amount of memory to a block cipher (as in the CBC mode) results in a stream cipher
with large blocks.

ª5«¡¬`

(i) The one-time pad
Recall (Definition 1.39) that a Vernam cipher over the binary alphabet is defined by

®°¯ ±~²w¯°³´¯

µ ±¶·¸K·¹AºUººQ·
where ²»·²¼·1²e½K·ººUº are the plaintext digits, ´K»U·´U¼·U´½K·ººUº (the keystream) are the key
digits, ®»·U®¼·U®½·UººUº are the ciphertext digits, and ³ is the XOR function (bitwise addition
modulo ¸ ). Decryption is defined by ² ¯ ±® ¯ ³s´ ¯ . If the keystream digits are generated
for

independently and randomly, the Vernam cipher is called a one-time pad, and is unconditionally secure ( 1.13.3(i)) against a ciphertext-only attack. More precisely, if , , and
are random variables respectively denoting the plaintext, ciphertext, and secret key, and
if
denotes the entropy function (Definition 2.39), then
. Equivalently,
(see Definition 2.45): the ciphertext contributes no information about
the plaintext.
Shannon proved that a necessary condition for a symmetric-key encryption scheme to
be unconditionally secure is that
. That is, the uncertainty of the secret
key must be at least as great as the uncertainty of the plaintext. If the key has bitlength ,
, and Shannon’s
and the key bits are chosen randomly and independently, then
necessary condition for unconditional security becomes
. The one-time pad is
unconditionally secure regardless of the statistical distribution of the plaintext, and is optimal in the sense that its key is the smallest possible among all symmetric-key encryption
schemes having this property.
An obvious drawback of the one-time pad is that the key should be as long as the plaintext, which increases the difficulty of key distribution and key management. This motivates the design of stream ciphers where the keystream is pseudorandomly generated from
a smaller secret key, with the intent that the keystream appears random to a computationally bounded adversary. Such stream ciphers do not offer unconditional security (since
), but the hope is that they are computationally secure ( 1.13.3(iv)).
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Stream ciphers are commonly classified as being synchronous or self-synchronizing.
(ii) Synchronous stream ciphers
6.2 Definition A synchronous stream cipher is one in which the keystream is generated independently of the plaintext message and of the ciphertext.
The encryption process of a synchronous stream cipher can be described by the equations
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where
is the initial state and may be determined from the key , is the next-state
function, is the function which produces the keystream , and is the output function
which combines the keystream and plaintext
to produce ciphertext . The encryption
and decryption processes are depicted in Figure 6.1. The OFB mode of a block cipher (see
7.2.2(iv)) is an example of a synchronous stream cipher.
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Figure 6.1: General model of a synchronous stream cipher.

6.3 Note (properties of synchronous stream ciphers)
(i) synchronization requirements. In a synchronous stream cipher, both the sender and
receiver must be synchronized – using the same key and operating at the same position (state) within that key – to allow for proper decryption. If synchronization is lost
due to ciphertext digits being inserted or deleted during transmission, then decryption
fails and can only be restored through additional techniques for re-synchronization.
Techniques for re-synchronization include re-initialization, placing special markers
at regular intervals in the ciphertext, or, if the plaintext contains enough redundancy,
trying all possible keystream offsets.
(ii) no error propagation. A ciphertext digit that is modified (but not deleted) during
transmission does not affect the decryption of other ciphertext digits.
(iii) active attacks. As a consequence of property (i), the insertion, deletion, or replay
of ciphertext digits by an active adversary causes immediate loss of synchronization,
and hence might possibly be detected by the decryptor. As a consequence of property
(ii), an active adversary might possibly be able to make changes to selected ciphertext
digits, and know exactly what affect these changes have on the plaintext. This illustrates that additional mechanisms must be employed in order to provide data origin
authentication and data integrity guarantees (see 9.5.4).

ã

Most of the stream ciphers that have been proposed to date in the literature are additive
stream ciphers, which are defined below.
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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6.4 Definition A binary additive stream cipher is a synchronous stream cipher in which the
keystream, plaintext, and ciphertext digits are binary digits, and the output function is the
XOR function.

ð

Binary additive stream ciphers are depicted in Figure 6.2. Referring to Figure 6.2, the
keystream generator is composed of the next-state function and the function (see Figure 6.1), and is also known as the running key generator.
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Figure 6.2: General model of a binary additive stream cipher.

(iii) Self-synchronizing stream ciphers
6.5 Definition A self-synchronizing or asynchronous stream cipher is one in which the keystream is generated as a function of the key and a fixed number of previous ciphertext digits.
The encryption function of a self-synchronizing stream cipher can be described by the
equations

ø

ùßú û°ü°ùÐø ý<þ ÿüù ý9þ  ÿfÿUüùÐý  ÿ
ùú ò û ù°ÿ  ÿ
üùú ð û ù1ÿ ù  ÿ
ø
where ú û°üUý<þÙÿüUý<þ  ÿ3ÿüUý  is the (non-secret) initial state, is the key, ò is the
function which produces the keystream ù , and ð is the output function which combines
the keystream and plaintext ù to produce ciphertext ü ù . The encryption and decryption

processes are depicted in Figure 6.3. The most common presently-used self-synchronizing
stream ciphers are based on block ciphers in 1-bit cipher feedback mode (see  7.2.2(iii)).
(i) Encryption

(ii) Decryption
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Figure 6.3: General model of a self-synchronizing stream cipher.
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6.6 Note (properties of self-synchronizing stream ciphers)
(i) self-synchronization. Self-synchronization is possible if ciphertext digits are deleted
or inserted, because the decryption mapping depends only on a fixed number of preceding ciphertext characters. Such ciphers are capable of re-establishing proper decryption automatically after loss of synchronization, with only a fixed number of
plaintext characters unrecoverable.
(ii) limited error propagation. Suppose that the state of a self-synchronization stream cipher depends on  previous ciphertext digits. If a single ciphertext digit is modified
(or even deleted or inserted) during transmission, then decryption of up to  subsequent ciphertext digits may be incorrect, after which correct decryption resumes.
(iii) active attacks. Property (ii) implies that any modification of ciphertext digits by an
active adversary causes several other ciphertext digits to be decrypted incorrectly,
thereby improving (compared to synchronous stream ciphers) the likelihood of being
detected by the decryptor. As a consequence of property (i), it is more difficult (than
for synchronous stream ciphers) to detect insertion, deletion, or replay of ciphertext
digits by an active adversary. This illustrates that additional mechanisms must be
employed in order to provide data origin authentication and data integrity guarantees
(see  9.5.4).
(iv) diffusion of plaintext statistics. Since each plaintext digit influences the entire following ciphertext, the statistical properties of the plaintext are dispersed through the
ciphertext. Hence, self-synchronizing stream ciphers may be more resistant than synchronous stream ciphers against attacks based on plaintext redundancy.

6.2 Feedback shift registers
Feedback shift registers, in particular linear feedback shift registers, are the basic components of many keystream generators.  6.2.1 introduces linear feedback shift registers. The
linear complexity of binary sequences is studied in  6.2.2, while the Berlekamp-Massey algorithm for computing it is presented in  6.2.3. Finally, nonlinear feedback shift registers
are discussed in  6.2.4.

6.2.1 Linear feedback shift registers
Linear feedback shift registers (LFSRs) are used in many of the keystream generators that
have been proposed in the literature. There are several reasons for this:
1. LFSRs are well-suited to hardware implementation;
2. they can produce sequences of large period (Fact 6.12);
3. they can produce sequences with good statistical properties (Fact 6.14); and
4. because of their structure, they can be readily analyzed using algebraic techniques.
6.7 Definition A linear feedback shift register (LFSR) of length  consists of  stages (or
delay elements) numbered !" , each capable of storing one bit and having one
input and one output; and a clock which controls the movement of data. During each unit
of time the following operations are performed:
(i) the content of stage  is output and forms part of the output sequence;
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(ii) the content of stage # is moved to stage #%$'& for each # , &)("#*(,+-$'& ; and
(iii) the new content of stage +.$/& is the feedback bit 01 which is calculated by adding
together modulo 2 the previous contents of a fixed subset of stages 3546&5477784+-$'& .
Figure 6.4 depicts an LFSR. Referring to the figure, each 9;: is either 3 or & ; the closed
semi-circles are AND gates; and the feedback bit 01 is the modulo 2 sum of the contents of
those stages # , 3<("#=(>+-$"& , for which 9;?A@ :CB & .

DFE

GKJ

GIH

Stage
L-1

Stage
L-2

GML5NOJ

GML

Stage
1

Stage
0

output

Figure 6.4: A linear feedback shift register (LFSR) of length P .

6.8 Definition The LFSR of Figure 6.4 is denoted Q +R4SUTWVYXWZ , where SUTFVYX B &<[\9]6V^[
9`_V _ [baaaM[,9 ? V ?'ced _8f Vhg is the connection polynomial. The LFSR is said to be nonsingular if the degree of SUTFVYX is + (that is, 9;? B & ). If the initial content of stage # is
0 : c"i 346&j for each # , 3k(/#l(m+n$'& , then f 0o?A@ ] 4777840 ] 40Fpg is called the initial state of
the LFSR.
6.9 Fact If the initial state of the LFSR in Figure 6.4 is f 0?q@ ] 4777840 ] 40Wp6g , then the output
sequence 0 B 0Wp40 ] 40 _ 4777 is uniquely determined by the following recursion:

0 1 B TW9]0 16@ ]%[r9`_0 16@ _s[raaaI[r9 ? 0 16@t? Xvuxwyx2 for zY{b+R7
6.10 Example (output sequence of an LFSR) Consider the LFSR Q`|546&<[mV}[mV<~Z depicted
in Figure 6.5. If the initial state of the LFSR is f 35463546343g , the output sequence is the zero
sequence. The following tables show the contents of the stages Vh , Vh_ , Vx] , V p at the end
of each unit of time  when the initial state is f 34&46&54636g .

3


&
2
|



Vh
3
3
&
3
3
3
&
&

Vs_
&
3
3
&
3
3
3
&

VY]
&
&
3
3
&
3
3
3

V p
3
&
&
3
3
&
3
3




&

&3
& &
& 2
&

&|

Vh
&
&
3
&
3
&
&
3

Vh_
&
&
&
3
&
3
&
&

VY]
&
&
&
&
3
&
3
&

V p
3
&
&
&
&
3
&
3

The output sequence is 0 B 3546&4&43463546&5463434346&546&546&4&46346&4777 , and is periodic with

period & (see Definition 5.25).




The significance of an LFSR being non-singular is explained by Fact 6.11.
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Stage
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Stage
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Stage
1



Stage
0

R

output

Figure 6.5: The LFSR W>Y of Example 6.10.

6.11 Fact Every output sequence (i.e., for all possible initial states) of an LFSR
periodic if and only if the connection polynomial U¡F¢Y£ has degree  .

 RU¡W¢Y£W¤ is

If an LFSR  ¥U¡F¢Y£o¤ is singular (i.e., U¡W¢Y£ has degree less than  ), then not all output sequences are periodic. However, the output sequences are ultimately periodic; that
is, the sequences obtained by ignoring a certain finite number of terms at the beginning
are periodic. For the remainder of this chapter, it will be assumed that all LFSRs are nonsingular. Fact 6.12 determines the periods of the output sequences of some special types of
non-singular LFSRs.
6.12 Fact (periods of LFSR output sequences) Let U¡F¢¦£R§©¨ªO« ¢h¬ be a connection polynomial
of degree  .
(i) If U¡F¢Y£ is irreducible over ¨qª (see Definition 2.190), then each of the ¯®±°/² nonzero initial states of the non-singular LFSR  RU¡F¢¦£W¤ produces an output sequence
with period equal to the least positive integer ³ such that U¡F¢¦£ divides ²´/¢¶µ in
¨qª« ¢h¬ . (Note: it is always the case that this ³ is a divisor of I®·°'² .)
(ii) If U¡W¢Y£ is a primitive polynomial (see Definition 2.228), then each of the I®*°k² nonzero initial states of the non-singular LFSR  RU¡F¢¦£W¤ produces an output sequence
with maximum possible period I®·°'² .
A method for generating primitive polynomials over ¨ ª uniformly at random is given
in Algorithm 4.78. Table 4.8 lists a primitive polynomial of degree ¸ over ¨ ª for each ¸ ,
²<¹"¸º¹b» . Fact 6.12(ii) motivates the following definition.
6.13 Definition If U¡W¢Y£¦§¼¨ª8« ¢h¬ is a primitive polynomial of degree  , then  ¥U¡F¢Y£o¤ is
called a maximum-length LFSR. The output of a maximum-length LFSR with non-zero initial state is called an ¸ -sequence.
Fact 6.14 demonstrates that the output sequences of maximum-length LFSRs have good
statistical properties.
6.14 Fact (statistical properties of ¸ -sequences) Let ½ be an ¸ -sequence that is generated by
a maximum-length LFSR of length  .
(i) Let ¾ be an integer, ²-¹}¾.¹¿ , and let ½ be any subsequence of ½ of length ¯®±´
¾·°> . Then each non-zero sequence of length ¾ appears exactly  ®qÀÁ times as a
subsequence of ½ . Furthermore, the zero sequence of length ¾ appears exactly ¯®AÀtÁ°
² times as a subsequence of ½ . In other words, the distribution of patterns having fixed
length of at most  is almost uniform.
(ii) ½ satisfies Golomb’s randomness postulates ( Â 5.4.3). That is, every ¸ -sequence is
also a pn-sequence (see Definition 5.29).

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

198

Ch. 6 Stream Ciphers

6.15 Example (Ã -sequence) Since ÄUÅFÆYÇÉÈËÊÌ,ÆmÌ,Æ<Í is a primitive polynomial over ÎqÏ ,
the LFSR Ð`Ñ5Ò6Ê%ÌnÆÓÌnÆ Í5Ô is a maximum-length LFSR. Hence, the output sequence of this
LFSR is an Ã -sequence of maximum possible period ÕÖÈ¼×ÍØYÊUÈbÊÙ (cf. Example 6.10).
Example 5.30 verifies that this output sequence satisfies Golomb’s randomness properties.
Ú

6.2.2 Linear complexity
This subsection summarizes selected results about the linear complexity of sequences. All
sequences are assumed to be binary sequences. Notation: Û denotes an infinite sequence
whose terms are ÛWÜÒÛMÝÒÛWÏÒÞÞÞ ; Ûoß denotes a finite sequence of length à whose terms are
ÛFÜ5ÒÛMÝ6ÒÞÞÞ8ÒÛ Ý (see Definition 5.24).

ßá

6.16 Definition An LFSR is said to generate a sequence Û if there is some initial state for which
the output sequence of the LFSR is Û . Similarly, an LFSR is said to generate a finite sequence Ûß if there is some initial state for which the output sequence of the LFSR has Ûß
as its first à terms.
6.17 Definition The linear complexity of an infinite binary sequence Û , denoted â¥ÅFÛ¯Ç , is defined
as follows:
(i) if Û is the zero sequence ÛÈ¼ãÒ6ã5Ò6ã5ÒÞÞÞ , then âÅWÛÇvÈ¼ã ;
(ii) if no LFSR generates Û , then âÅFÛ¯ÇvÈmä ;
(iii) otherwise, âÅWÛ¯Ç is the length of the shortest LFSR that generates Û .
6.18 Definition The linear complexity of a finite binary sequence Ûoß , denoted â¥ÅFÛßOÇ , is the
length of the shortest LFSR that generates a sequence having Ûß as its first à terms.
Facts 6.19 – 6.22 summarize some basic results about linear complexity.
6.19 Fact (properties of linear complexity) Let Û and å be binary sequences.
(i) For any àçæ,Ê , the linear complexity of the subsequence Ûoß satisfies ã<è>âÅWÛßOÇ¥èçà .
(ii) âÅWÛßOÇÈbã if and only if Ûß is the zero sequence of length à .
(iii) âÅWÛßOÇÈ"à if and only if Ûß¦È¼ãÒãÒ6ã5ÒÞÞÞOÒ6ãÒÊ .
(iv) If Û is periodic with period Õ , then â¥ÅFÛ¯Ç¥è>Õ .
(v) âÅWÛMéRå6Ç¥èbâ¥ÅFÛ¯Ç8Ì/â¥Åêå6Ç , where ÛIéRå denotes the bitwise XOR of Û and å .
6.20 Fact If the polynomial ÄUÅWÆYÇRë©ÎÏOì Æhí is irreducible over ÎqÏ and has degree â , then each
of the ×¯î*Ø¶Ê non-zero initial states of the non-singular LFSR Ð;â¥ÒÄUÅWÆYÇ Ô produces an output
sequence with linear complexity â .
6.21 Fact (expectation and variance of the linear complexity of a random sequence) Let Ûß be
chosen uniformly at random from the set of all binary sequences of length à , and let â¥ÅFÛßOÇ
be the linear complexity of Ûß . Let ï)ÅðàÇ denote the parity function: ï)ÅêàÇ¥Èbã if à is even;
ï)ÅêàÇvÈ¼Ê if à is odd.
(i) The expected linear complexity of Ûß is

û

ñ

ÑÉÌ/ïòÅêàÇ
Ê
àô
×õ
Ø
Ì
Þ
Êó
×ß
ñ
Ï÷ if à is even, and ñ ÅFâ¥ÅFÛßOÇ;Ç¶ö
Hence, for moderately large à , ÅFâ¥ÅFÛßÇFÇ¶ö ßÏ Ì
ßÏ ÌùÝêø ú if à is odd.
ÅWâÅFÛ ß ÇFÇ.È

à

×

Ì
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Hence, ÿ
ýþ  "!$#% for moderately large .
#'&
Fact (expectation of the linear complexity of a random periodic sequence)
 Let  ý þ be)cho( for
sen uniformly at random from the set
of
all
binary
sequences
of
length
, where


some fixed *,+
, and let ý be the -periodic infinite sequence
.  obtained
 by repeating
 0/ þ the
sequence ý þ . Then the expected linear complexity of ý is .
ý þ 

(ii) The variance of the linear complexity of ýoþ is ÿ

6.22

The linear complexity profile of a binary sequence is introduced next.

76

6.23 Definition Let ý1 ý243ý 3 6 5 be a binary sequence,
and let
denote the linear
6
  com&
plexity of the subsequence ý
ý.243ý & 3 5 3ý / & , 89+;: . The sequence & 3  3 5
is called the linear complexity  profile
  of ý .  Similarly, if ýoþ ý.23ý & 3 5 3ý þ / & is a finite
binary sequence, the sequence 3
3 5 3 is called the linear complexity profile of ýþ .

&

þ

The linear complexity profile of a sequence can be computed using the BerlekampMassey algorithm (Algorithm 6.30); see also Note 6.31. The following properties of the
linear complexity profile can be deduced from Fact 6.29.
6.24 Fact (properties of linear complexity profile) Let
file of a sequence ý¼ý 2 3ý 3  .
(i) If <>=@? , then

BA

+



7C &

&3

 
3 5

be the linear complexity pro-

.

76ED
7 6
76GF
(ii)
is possible only if
=
8IH  .
&
76ED
7 6
B6ED JB6

(iii) If
, then
K8  .
& =
&
linear complexity profile
  The
 of a sequence ý can be graphed by plotting the points
8,3 6  , 8L+  , in the 8NM plane and joining successive points by a horizontal line
followed by a vertical line, if necessary (see Figure 6.6). Fact 6.24 can then be interpreted as
saying that the graph of a linear complexity profile is non-decreasing.
Moreover, a (vertical)


jump in the graph can only occur from below the line K8>H ; if a jump occurs, then it is
symmetric about this line. Fact 6.25 shows
 that the expected linear complexity of a random
sequence should closely follow the line O8IH .

6 .243ý & 3  be a
6.25 Fact (expected linear complexity
profile of a random sequence) Let ý,Öý
B6
random
sequence,
and
let
be
the
linear
complexity
of
the
subsequence
ý
3ý & 3 5 3
6
 . For any fixed index 8P+  , the expected smallest\ý< 24for
which
ý 6E/ DQ& A for  each
P
8
+
 F
 

 . Moreover, the expected
= 6 is  if 6 8>H  , or   6  6   8 if 6  =G
>
8
H
 

+K8>H , or 8  6  if 6OR 8>H  .
increase in linear complexity is if

 : -periodic sequence ý with cycle

 3S:43S:43  3:3:3  3  3  3  3:3S:3S:3  3S:3S:3  3  3  3: 
ý 2
  
  
    V
The linear complexity profile of ý is 3 3 3T3T3ST43ST43SU3U3U3 3 3 3 3 3 3 3 3 :3 :3 ,
 3  3  3  3  3  3  3  U3  U3  U3 V 3 V 3 V 3 V 3 V 3 V 3  3  3  3 5 . Figure 6.6 shows
the graph of the linear complexity profile of ý .
W

6.26 Example (linear complexity profile) Consider the

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

200

Ch. 6 Stream Ciphers

XZYX"[]\S^_
a>bdcfeg

line

20

15

10

5

`
10

20

Figure 6.6: Linear complexity profile of the

30

40

h5i -periodic sequence of Example 6.26.

As is the case with all statistical tests for randomness (cf. j 5.4), the condition that a sequence k have a linear complexity profile that closely resembles that of a random sequence
is necessary but not sufficient for k to be considered random. This point is illustrated in the
following example.
6.27 Example (limitations of the linear complexity profile) The linear complexity profile of the
sequence k defined as

kmlon

pq
zq

if rsnut'v"w
q
otherwise

p

for some x>yuz ,

follows the line {On}|>~Vt as closely as possible. That is,
|y p . However, the sequence k is clearly non-random.

{ k

c


n;|  p V~ t5

for all



6.2.3 Berlekamp-Massey algorithm
The Berlekamp-Massey algorithm (Algorithm 6.30) is an efficient algorithm for determining the linear complexity of a finite binary sequence km of length  (see Definition 6.18).
The algorithm takes  c iterations, with the | th iteration computing the linear complexity
of the subsequence k consisting of the first | terms of km . The theoretical basis for the
algorithm is Fact 6.29.

cE

q q55q

q

6.28 Definition Consider the
k
nOk k 
k cd k c . For Ec .
a finite binary
sequence

p
q

a
n q q5 5@
5  , let ]{ E be an LFSR that generates the subsequence k p n 
k  k  q k cd . The next discrepancy  c is a the difference
k c and the |J
between

>

4¡
c
c
d
c

nKk  l b  l k l
t.
term generated by the LFSR: 

c

6.29 Fact
c  Let k n;k
{ k , and let  { q

of linear complexity {¢n
 q k  q  5q k cd be a finite binary sequence
c
E be an LFSR which generates k .
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(i) The LFSR ¥ ¦§¨E©.ª¬«. also generates ®¯E°±s²³®.´§® §µµ5µ§®
±
¯d¶± §® ¯ if and only if the
next discrepancy · is equal to 0.
¯
(ii) If ·
¯ ²K¸ , then ¦ ©.® ¯¹°º± « ²O¦ .
(iii) Suppose ·
²³» . Let ¼ the largest integer ½³¾ such that ¦©®m¿À«½O¦ ©®m¯« , and let
¥]¦©®m¿À«§ÁÀ¯ ©ª¬« be an LFSR of length ¦ ©.®¿À« which generates ®m¿ . Then ¥ ¦ºÂÃ§¨ÄÂÃ©ª¬«
is an LFSR of smallest length which generates ®m¯¹°º± , where

¦§
¾ ÉË»ÄÌ¦§
Ê
and ¨ÄÂÃ©ª,« ²³¨E©.ª¬«ÉËÁ©ª,«7ÎVªÀ¯d¶Ï¿ .
¦ Â ²

if ¦ÆÅK¾>ÇÈ ,
if ¦ZÍu¾>ÇÈ ,

6.30 Algorithm Berlekamp-Massey algorithm
INPUT: a binary sequence ®mÐ1²K®.´4§® §5®Ñ4§µ5µµ§5®
±
ÐÒ¶± of length Ó .
OUTPUT: the linear complexity ¦©® Ð « of ® Ð , ¸dÍK¦ ©.® Ð «ÍZÓ .
1. Initialization. ¨E©ª¬«ÔÕ» , ¦"ÔZ¸ , ¼ZÔÖÌ@» , ÁÀ©ª¬«Ô» , ¾oÔZ¸ .
2. While ©¾½ÕÓ « do the following:

×ØÃÙ ±Ú Ø ® ¯E¶ Ø
2.1 Compute the next discrepancy · . ·0Ô@©.® É
¯
2.2 If ·d²³» then do the following:
Þ ©ª¬«ÔÕ¨E©.ª¬« , ¨E©.ª¬«.ÔJ¨E©ª,«ÉJÁÀ©ª¬«BÎVªÀ¯d¶Q¿ .
Þ
If ¦ÆÍK¾>ÇVÈ then ¦sÔÕ¾ÊÉJ»ÌÕ¦ , ¼@Ô¾ , Á©ª,«.Ô
2.3 ¾oÔÕ¾ÊÉJ» .
3. Return( ¦ ).

« Û>Ü0Ý¬È

.

©ª,« .

6.31 Note (intermediate results in Berlekamp-Massey algorithm) At the end of each iteration
of step 2, ¥]¦"§¨E©ª,«. is an LFSR of smallest length which generates ®¯ . Hence, Algorithm 6.30 can also be used to compute the linear complexity profile (Definition 6.23) of
a finite sequence.
6.32 Fact The running time of the Berlekamp-Massey algorithm (Algorithm 6.30) for determining the linear complexity of a binary sequence of bitlength Ó is ßE©Ó Ñ « bit operations.
6.33 Example (Berlekamp-Massey algorithm) Table 6.1 shows the steps of Algorithm 6.30 for
computing the linear complexity of the binary sequence ®Ð²³¸§S¸4§S»4§S»§¸§»§S»4§S»4§S¸ of length
ÓÆ²Oà . This sequence is found to have linear complexity á , and an LFSR which generates
it is ¥]á§S»âÉËªdãäÉËªdåæ .
ç
6.34 Fact Let ®mÐ be a finite binary sequence of length Ó , and let the linear complexity of ®mÐ be
¦ . Then there is a unique LFSR of length ¦ which generates ®mÐ if and only if ¦ZÍ ÐÑ .
An important consequence of Fact 6.34 and Fact 6.24(iii) is the following.
6.35 Fact Let ® be an (infinite) binary sequence of linear complexity ¦ , and let è be a (finite)
subsequence of ® of length at least È4¦ . Then the Berlekamp-Massey algorithm (with step 3
modified to return both ¦ and ¨E©.ª¬« ) on input è determines an LFSR of length ¦ which
generates ® .
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Table 6.1: Steps of the Berlekamp-Massey algorithm of Example 6.33.

6.2.4 Nonlinear feedback shift registers
This subsection summarizes selected results about nonlinear feedback shift registers. A
function with  binary inputs and one binary output is called a Boolean function of  variables; there are ø ý different Boolean functions of  variables.

6.36 Definition A (general) feedback shift register (FSR) of length ñ consists of ñ stages (or
 ñ õ@ö , each capable of storing one bit and having one
delay elements) numbered ÷ ö 
input and one output, and a clock which controls the movement of data. During each unit
of time the following operations are performed:
(i) the content of stage ÷ is output and forms part of the output sequence;
(ii) the content of stage  is moved to stage  õÕö for each  , ö   ñ õÕö ; and
(iii) the new content of stage ñ õ ö is the feedback bit é í.é  é ý   éfï ,
where the feedback function  is a Boolean function and é is the previous content
of stage ñ õ  , ö   ñ .
If the initial content of stage  is é !#" ÷$Sö&% for each ÷'   ñ õ>ö , then ( é ))   é   é+*,
is called the initial state of the FSR.

Figure 6.7 depicts an FSR. Note that if the feedback function  is a linear function, then
the FSR is an LFSR (Definition 6.7). Otherwise, the FSR is called a nonlinear FSR.

7&8 -+.0/54+9-0.0/69::+:;9-0.0/1<

-+.

-+.0/54
Stage
L-1

-+.0/6
Stage
L-2

-+.0/132 4

-+.0/1

Stage
1

Stage
0

output

=

Figure 6.7: A feedback shift register (FSR) of length .

6.37 Fact If the initial state of the FSR in Figure 6.7 is ( é >   é   é+*, , then the output sequence é?³é0*  é   é ý 
is uniquely determined by the following recursion:

é?@ íé)  é  ý  ) éBï

for ACB

ñ
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6.38 Definition An FSR is said to be non-singular if and only if every output sequence of the
FSR (i.e., for all possible initial states) is periodic.
6.39 Fact An FSR with feedback function F
if F is of the form FRSHIJOUTWV5G+HIJ)K L

G0HIJK L HIJ&M&L N N NL HIJOQP is non-singular if and only
HIJ&M&L N N NL HIJO)XKP for some Boolean function V .
The period of the output sequence of a non-singular FSR of length Y is at most Z O .

6.40 Definition If the period of the output sequence (for any initial state) of a non-singular FSR
of length Y is Z O , then the FSR is called a de Bruijn FSR, and the output sequence is called
a de Bruijn sequence.
6.41 Example (de Bruijn sequence) Consider the FSR of length [ with nonlinear feedback
function F G]\!K L^\;M$L_\;`$PaRSb$Tc\;M&Tc\;`dTe\fK^\;M . The following tables show the contents of the
[ stages of the FSR at the end of each unit of time g when the initial state is h i L i Lij .

g

i

Stage 2

Stage 1

Stage 0

b

i

i

b

i

Z
[

b

b

b

b

i

kg

b

i

i

Stage 2

Stage 1

Stage 0

b

i

b

l

i

n

i

m

i

b

b

b
i

i
b
The output sequence is the de Bruijn sequence with cycle i L i L i Lb$Lb$Lb L i L b .
o

Fact 6.42 demonstrates that the output sequence of de Bruijn FSRs have good statistical
properties (compare with Fact 6.14(i)).
6.42 Fact (statistical properties of de Bruijn sequences) Let H be a de Bruijn sequence that is
generated by a de Bruijn FSR of length Y . Let p be an integer, b'qrpCqSY , and let H be any
subsequence of H of length Z Ots pvuwb . Then each sequence of length p appears exactly
Z O)Jx times as a subsequence of H . In other words, the distribution of patterns having fixed
length of at most Y is uniform.
6.43 Note (converting a maximum-length LFSR to a de Bruijn FSR) Let yzK be a maximumlength LFSR of length Y with (linear) feedback function F G0HIJ)K L HIJdM L N N N)L HIJOQP . Then
the FSR y M with feedback function V G0H IJK L H IJ&M L N N NL H IJO P!R@F{T H IJK H IJdMc| | | H IJO)XK
is a de Bruijn FSR. Here, H+} denotes the complement of H} . The output sequence of y M is
obtained from that of y K by simply adding a i to the end of each subsequence of Y~ub?i ’s
occurring in the output sequence of y K .

6.3 Stream ciphers based on LFSRs
As mentioned in the beginning of  6.2.1, linear feedback shift registers are widely used
in keystream generators because they are well-suited for hardware implementation, produce sequences having large periods and good statistical properties, and are readily analyzed using algebraic techniques. Unfortunately, the output sequences of LFSRs are also
easily predictable, as the following argument shows. Suppose that the output sequence H of
an LFSR has linear complexity Y . The connection polynomial zG+vP of an LFSR of length
Y which generates H can be efficiently determined using the Berlekamp-Massey algorithm
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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(Algorithm 6.30) from any (short) subsequence  of  having length at least $ (cf.
Fact 6.35). Having determined z+v , the LFSR ^c z0+ can then be initialized with
any substring of  having length  , and used to generate the remainder of the sequence  .
An adversary may obtain the required subsequence  of  by mounting a known or chosenplaintext attack (  1.13.1) on the stream cipher: if the adversary knows the plaintext subsequence  _U$   ^t corresponding to a ciphertext sequence    _      , the corresponding keystream bits are obtained as t+ , ¡ .
6.44 Note (use of LFSRs in keystream generators) Since a well-designed system should be secure against known-plaintext attacks, an LFSR should never be used by itself as a keystream
generator. Nevertheless, LFSRs are desirable because of their very low implementation
costs. Three general methodologies for destroying the linearity properties of LFSRs are
discussed in this section:
(i) using a nonlinear combining function on the outputs of several LFSRs (  6.3.1);
(ii) using a nonlinear filtering function on the contents of a single LFSR (  6.3.2); and
(iii) using the output of one (or more) LFSRs to control the clock of one (or more) other
LFSRs (  6.3.3).
Desirable properties of LFSR-based keystream generators
For essentially all possible secret keys, the output sequence of an LFSR-based keystream
generator should have the following properties:
1. large period;
2. large linear complexity; and
3. good statistical properties (e.g., as described in Fact 6.14).
It is emphasized that these properties are only necessary conditions for a keystream generator to be considered cryptographically secure. Since mathematical proofs of security of
such generators are not known, such generators can only be deemed computationally secure
(  1.13.3(iv)) after having withstood sufficient public scrutiny.
6.45 Note (connection polynomial) Since a desirable property of a keystream generator is that
its output sequences have large periods, component LFSRs should always be chosen to be
maximum-length LFSRs, i.e., the LFSRs should be of the form e z+v+ where z+vc¢
£ 5¤ ¥ is a primitive polynomial of degree  (see Definition 6.13 and Fact 6.12(ii)).
6.46 Note (known vs. secret connection polynomial) The LFSRs in an LFSR-based keystream
generator may have known or secret connection polynomials. For known connections, the
secret key generally consists of the initial contents of the component LFSRs. For secret
connections, the secret key for the keystream generator generally consists of both the initial
contents and the connections.
For LFSRs of length  with secret connections, the connection polynomials should be
£
selected uniformly at random from the set of all primitive polynomials of degree  over  .
Secret connections are generally recommended over known connections as the former are
more resistant to certain attacks which use precomputation for analyzing the particular connection, and because the former are more amenable to statistical analysis. Secret connection
LFSRs have the drawback of requiring extra circuitry to implement in hardware. However,
because of the extra security possible with secret connections, this cost may sometimes be
compensated for by choosing shorter LFSRs.
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6.47 Note (sparse vs. dense connection polynomial) For implementation purposes, it is advantageous to choose an LFSR that is sparse; i.e., only a few of the coefficients of the connection polynomial are non-zero. Then only a small number of connections must be made
between the stages of the LFSR in order to compute the feedback bit. For example, the connection polynomial might be chosen to be a primitive trinomial (cf. Table 4.8). However, in
some LFSR-based keystream generators, special attacks can be mounted if sparse connection polynomials are used. Hence, it is generally recommended not to use sparse connection
polynomials in LFSR-based keystream generators.

6.3.1 Nonlinear combination generators
One general technique for destroying the linearity inherent in LFSRs is to use several LFSRs in parallel. The keystream is generated as a nonlinear function ¨ of the outputs of the
component LFSRs; this construction is illustrated in Figure 6.8. Such keystream generators
are called nonlinear combination generators, and ¨ is called the combining function. The
remainder of this subsection demonstrates that the function ¨ must satisfy several criteria
in order to withstand certain particular cryptographic attacks.

LFSR 1

¨

LFSR 2

keystream

LFSR n

Figure 6.8: A nonlinear combination generator.

©

is a nonlinear combining function.

6.48 Definition A product of ª distinct variables is called an ªU«]¬ order product of the variables. Every Boolean function ¨ ]®!¯ °^®;±&° ² ² ²°_®³ ´ can be written as a modulo µ sum of distinct ªU«]¬ order products of its variables, ¶·ª¸·¹ ; this expression is called the algebraic
normal form of ¨ . The nonlinear order of ¨ is the maximum of the order of the terms appearing in its algebraic normal form.

For example, the Boolean function ¨ ]®f¯ °_®5±$°^®;º&°_®;»$°_®5¼ ´½¿¾ÁÀÂ®;±vÀÂ®;ºvÀÂ®;» ®;¼{À
has nonlinear order Ä . Note that the maximum possible nonlinear order of a
Boolean function in ¹ variables is ¹ . Fact 6.49 demonstrates that the output sequence of
a nonlinear combination generator has high linear complexity, provided that a combining
function ¨ of high nonlinear order is employed.

®f¯Ã®5º ®5» ®5¼

6.49 Fact Suppose that ¹ maximum-length LFSRs, whose lengths Å ¯ ° Å ± ° ² ² ²° Å ³ are pairwise
distinct and greater than µ , are combined by a nonlinear function ¨ Æ® ¯ °_® ± ° ² ² ²°^® ³ ´ (as in
Figure 6.8) which is expressed in algebraic normal form. Then the linear complexity of the
keystream is ¨ 0Å ¯ ° Å ± ° ² ² ²° Å ³ ´ . (The expression ¨ 0Å ¯ ° Å ± ° ² ² ²° Å ³ ´ is evaluated over the
integers rather than over Ç ± .)
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6.50 Example (Geffe generator) The Geffe generator, as depicted in Figure 6.9, is defined by
three maximum-length LFSRs whose lengths ÈcÉ , È)Ê , È)Ë are pairwise relatively prime, with
nonlinear combining function

Ì ÆÍ Î É Ï Î Ê&Ï Î Ë3Ð#Ñ Î É Î ÊÓÒ ÍÔÖÕ×Î Ê3Ð Î Ë@Ñ
ÍÙÛÚ>ÜdÝWÔ ÐÞ ÍÙÛÚßÝWÔ
The keystream
generated
has period
Õ
Õ
ÈáÑ@È É È Ê È Ê È Ë È Ë .
âÜ

Î É Î ÓÊ Ò Î Ê Î ËÒ Î Ë$Ø
ÐÞ ÍÙÛÚàÝtÔ Ð and linear complexity

LFSR 1

LFSR 2

LFSR 3

âß

keystream

âà

Figure 6.9: The Geffe generator.

The Geffe generator is cryptographically weak because information
Î É ÍÆã Ð0Ï about
Î Ê ÍÆã Ð0the
Î Ë states
Í]ã Ð0Ï ä ÍÆof
ãÐ
LFSR 1 andã^å]LFSR
3
leaks
into
the
output
sequence.
To
see
this,
let
Ï
æ
denote the
output bits of LFSRs Î 1, 2,
Then the corÍÆã 3 and the keystream, respectively.
ÍÆã
relation probability of the sequence É Ð to the output sequence ä Ð is

ç Í ä ]Í ã !Ð Ñ Î É ÍÆã ÐÐèÑ
Ñ
Í
]
Í
ã
Î
]
Í
ã
ç ä ÐvÑ Ë Ð0Ð~Ñ
Similarly,

ç ]Í Î Ê ÍÆã ÐaÑ Ô Ð Õ ç ÍÆÎ Ê Í]ã Ð!Ñêé3Ð)Þ ç Í]Î Ë Í]ã Ð!Ñ Î É Í]ã Ð0Ð
Ô Õ Ô Ô
ë
Ù Ù ÞÙ Ñ ì Ø
Ëí . For this reason, despite having high period and mod-

erately high linear complexity, the Geffe generator succumbs to correlation attacks, as deî
scribed in Note 6.51.
6.51 Note (correlation attacks) Suppose that ï maximum-length LFSRs ð É Ï ð Ê Ï Ø Ø ØÏ ð¡ñ of
lengths È É Ï È Ê Ï Ø Ø ØÏ È>ñ are employed in a nonlinear combination
If the connecÌ aregenerator.
tion polynomials of the LFSRs and the combining function
public
knowledge,
ñòôó ÍÙÛÚõÝÔ Ð . (A key consists of thethen
the number of different keys of the generator is
iniÉ
tial states of the LFSRs.) Suppose that there is a correlation between the keystream and
É
the output sequence of ðÉ , with correlation probability ö÷ Ê . If a sufficiently long segment of the keystream is known (e.g., as is possible under a known-plaintext attack on a
binary additive stream cipher), the initial state of ðÉ can be deduced by counting the number of coincidences between the keystream and all possible shifts of the output sequence
of ðÉ , until this number agrees with the correlation
these conditions,
ÙÛÚ>Üøprobability
ÝSÔ trials. ö In. Under
finding the initial state of ð É will take at most
the case where there is
a correlation between the keystream and the output sequences of each of ð É Ï ð Ê Ï Ø Ø ØÏ ðøñ ,
the (secret)
initial
state of each LFSR can be determined independently in a total of about
Ô Ð trials;
ñòùó Í0ÙúÚõ!ÝS
this number is far smaller than the total number of different keys.
É
In a similar manner, correlations between the output sequences of particular subsets of the
LFSRs and the keystream can be exploited.

Ì

In view of Note 6.51, the combining function should be carefully selected so that
there is no statistical dependence between any small subset of the ï LFSR sequences and
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the keystream. This condition can be satisfied if
immune.

     


ý

is chosen to be þ

ÿ

 -order correlation
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6.52 Definition Let
be independent binary variables, each taking on the values or with probability . A Boolean function ý
is þUÿ -order correlation immune if for each subset of þ random variables
with
, the random variable @ý
is statistically indepen; equivalently,
dent of the random vector
(see Definition 2.45).

 
% $'*)) )+' -% ,.#0/



   5132 6!  

          

For example, the function ý
order correlation immune. In light of Fact 6.49, the following shows that there is a tradeoff
between achieving high linear complexity and high correlation immunity with a combining
function.

       4    
/CA


$ #
/:A DAE

6.53 Fact If a Boolean function ý
is þ ÿ -order correlation immune, where
þ
, then the nonlinear order of ý is at most #þ . Moreover, if ý is balanced (i.e.,
exactly half of the output values of ý are ) then the nonlinear order of ý is at most Óþ
for
.
þ

' /
F# G#0/A&H

The tradeoff between high linear complexity and high correlation immunity can be
avoided by permitting memory in the nonlinear combination function ý . This point is illustrated by the summation generator.

I
O O O
O O O
/32JH K2
KL,NM  H ,NM ) )) K  H KQP RS2*R-,NM  H ,NO M ) )) R  H RP
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Z  2`K[,a2`R-,a2b . Note that ý  is Hc d -order correwhere W is the carry bit, and M

Z 
lation immune, while ý is a memoryless nonlinear function. The carry bit WM carries





4
all the nonlinear influence of less significant bits of K and R (namely, K WM
K  K P and





4



R WM
R R P ).
The summation generator, as depicted in Figure 6.10, is defined by / maximum-length
 e f  e  are pairwise relatively prime. The secret key conLFSRs whose lengths e

6.54 Example (summation generator) The combining function in the summation generator is
based on the fact that integer addition, when viewed over , is a nonlinear function with
memory whose correlation immunity is maximum. To see this in the case
, let
and
be the binary representations
of integers and . Then the bits of
are given by the recursive formula:

LFSR 2

g
g

LFSR n

gh

LFSR 1

Carry

keystream

Figure 6.10: The summation generator.
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ikj

sists of the initial states of the LFSRs, and an initial (integer) carry . The keystream
is generated as follows. At time (
), the LFSRs are stepped producing output bits
, and the integer sum
is computed. The keystream
bit is
(the least significant bit of ), while the new carry is computed as
(the remaining bits of ). The period of the keystream is
, while its
linear complexity is close to this number.
Even though the summation generator has high period, linear complexity, and correlation immunity, it is vulnerable to certain correlation attacks and a known-plaintext attack
based on its -adic span (see page 218).

oqprotsurv vv ro w
 x yL xz y?uE

xy

l l&m^n }"w ~ o k} 
p
i y p
xzy|{
xty

iyF{

w}"~ p 
L  n





6.3.2 Nonlinear filter generators
Another general technique for destroying the linearity inherent in LFSRs is to generate the
keystream as some nonlinear function of the stages of a single LFSR; this construction is
illustrated in Figure 6.11. Such keystream generators are called nonlinear filter generators,
and is called the filtering function.



8



L

[f

Stage
L-1

Stage
L-2

[

Stage
1

Stage
0


keystream

Figure 6.11: A nonlinear filter generator.



is a nonlinear Boolean filtering function.

Fact 6.55 describes the linear complexity of the output sequence of a nonlinear filter
generator.
6.55 Fact Suppose that a nonlinear filter generator is constructed using a maximum-length
LFSR of length and a filtering function of nonlinear order (as in Figure 6.11).
.
(i) (Key’s bound) The linear complexity of the keystream is at most
(ii) For a fixed maximum-length LFSR of prime length , the fraction of Boolean functions of nonlinear order which produce sequences of maximum linear complexity
is



k













V{

} ~ p }




p ©
¡b¢£4¤  U |  ¦¥  -0§a¨   v

Therefore, for large , most of the generators produce sequences whose linear complexity meets the upper bound in (i).



The nonlinear function selected for a filter generator should include many terms of
each order up to the nonlinear order of .
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6.56 Example (knapsack generator) The knapsack keystream generator is defined by a maximum-length LFSR
and a modulus
. The secret key consists of knapsack
integer weights
each of bitlength , and the initial state of the LFSR. Recall that the subset sum problem ( 3.10) is to determine a subset of the knapsack weights
which add up to a given integer , provided that such a subset exists; this problem is NPhard (Fact 3.91). The keystream is generated as follows: at time , the LFSR is stepped
and the knapsack sum
is computed, where
is the
(after
is converted to its binary
state of the LFSR at time . Finally, selected bits of
representation) are extracted to form part of the keystream (the
least significant bits
of should be discarded). The linear complexity of the keystream is then virtually certain
to be
.
Since the state of an LFSR is a binary vector, the function which maps the LFSR state
to the knapsack sum
is indeed nonlinear. Explicitly, let the function be defined by
, where
is a state. If and are two
states then, in general,
.
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6.3.3 Clock-controlled generators
In nonlinear combination generators and nonlinear filter generators, the component LFSRs
are clocked regularly; i.e., the movement of data in all the LFSRs is controlled by the same
clock. The main idea behind a clock-controlled generator is to introduce nonlinearity into
LFSR-based keystream generators by having the output of one LFSR control the clocking
(i.e., stepping) of a second LFSR. Since the second LFSR is clocked in an irregular manner,
the hope is that attacks based on the regular motion of LFSRs can be foiled. Two clockcontrolled generators are described in this subsection: (i) the alternating step generator and
(ii) the shrinking generator.
(i) The alternating step generator
The alternating step generator uses an LFSR
to control the stepping of two LFSRs,
and . The keystream produced is the XOR of the output sequences of
and .

Ú º

ÚÏÛ

Ú»

ÚSÛ

6.57 Algorithm Alternating step generator

Ú º

Ú»

Ú»

ÚSÛ

SUMMARY: a control LFSR
is used to selectively step two other LFSRs,
and .
OUTPUT: a sequence which is the bitwise XOR of the output sequences of
and .
The following steps are repeated until a keystream of desired length is produced.
1. Register
is clocked.
2. If the output of
is then:
is clocked;
is not clocked but its previous output bit is repeated.
(For the first clock cycle, the “previous output bit” of
is taken to be .)
3. If the output of
is then:
is clocked;
is not clocked but its previous output bit is repeated.
(For the first clock cycle, the “previous output bit” of
is taken to be .)
4. The output bits of
and
are XORed; the resulting bit is part of the keystream.

Ú>º

Ú»
ÚÛ

Ú º Ò
ÚÏÛ
ÚUº Ü
ÚÏ»
Ú»

ÚÏ»

ÚSÛ

ÚSÛ

Ü

ÚS»

Ü

ÚÛ

formally, let the output sequences of LFSRs ÚUº , ÚÏ» , and Ú Û be ¹QÝ ® ¹+º®¹Q»f®¼¼ ¼ ,
Þ Ý ® Þ More
º® Þ » ®¼ ¼¼ , and ßÝu®ßº®ß»S¼¼¼ , respectively. Define ÞQà ºáµ@ß à ºâµ¶Ü . ThenÞ-ãä the keystream
produced by the alternating step generator is Ä Ýf® Ä º ® Ä »f®¼ ¼¼ , where Ä Á µ
Áå Ö ß Á à ãä Áå à º
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and
Figure 6.12.

for all

è@ôöõ . The alternating step generator is depicted in
LFSR

clock

÷Uø

÷$ú

LFSR

output

LFSR

÷Uù

Figure 6.12: The alternating step generator.

6.58 Example (alternating step generator with artificially small parameters) Consider an al

ternating step generator with component LFSRs

, 

  
   
, and

. Suppose that the initial states of ,
 , and
are     ,      , and 
   , respectively. The output sequence of
is the  -periodic sequence with cycle

û

û>ü

û

>û ü|êþýÿ ó
õ ó õ õ ó

û .
ê ý ó
õ õ ó ó õ ó ó

û ê<ý ó

ûUü

ð_ê óõõ ó õóó
The output sequence of û  is the ó  -periodic sequence with cycle
ü  êaó ó õóõó ó óóõõ õóõõ 
The output sequence of û is the ÿó -periodic sequence with cycle
! ü êaóõõó õ óõóó õ õõõ óóó õõóó õóó óóóõóõõõ
The keystream generated is
"
  
  

ê ó õ ó ó ó õ ó õ ó õ óõõ õõóõóóóóõ óóõ õõóó óõ#$#&%
Fact 6.59 establishes, under the assumption that û>ü produces a de Bruijn sequence (see

Definition 6.40), that the output sequence of an alternating step generator satisfies the basic
requirements of high period, high linear complexity, and good statistical properties.

û ü

6.59 Fact (properties of the alternating step generator) Suppose that
produces a de Bruijn
sequence of period ')(+* . Furthermore, suppose that  and
are maximum-length LFSRs
of lengths ,  and , , respectively, such that -.#/ 0,  #,
. Let " be the output sequence
of the alternating step generator formed by ,  , and .
62 3'1(87
(i) The sequence " has period '1(+*+2 3'1(54
.
"
"
(ii) The linear complexity ,
of satisfies


<;
3, 
, +2)' ( *:9
, " >= 3, 
, +2)' ( * 
"
(iii) The distribution of patterns in is almost uniform. More precisely, let ? be any binary string of length bits, where =@BADC 0,  $, . If "
denotes any consecutive
GF
GF
"
"
bits in , then the probability that
? is  E
HI')( 4J9 E
HI')( 709 E .
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Since a de Bruijn sequence can be obtained from the output sequence K of a maximumlength LFSR (of length , ) by simply adding a to the end of each subsequence of ,
’s
occurring in K (see Note 6.43), it is reasonable to expect that the assertions of high period,

L

õ
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high linear complexity, and good statistical properties in Fact 6.59 also hold when NPO is a
maximum-length LFSR. Note, however, that this has not yet been proven.
6.60 Note (security of the alternating step generator) The LFSRs NPO , NRQ , NRS should be chosen to be maximum-length LFSRs whose lengths TUO , T6Q , T5S are pairwise relatively prime:
VW#XY TRO#Z#T5Q[\^] , VW$X_Y T6QZ#T6S[ \&] , VW#XY TUOZ$T5S[`\a] . Moreover, the lengths should be
about the same. If TROcbed , T5Qfbgd , and T5Shbed , the best known attack on the alternating
step generator is a divide-and-conquer attack on the control register NPO which takes approximately i1j steps. Thus, if d5bk]il , the generator is secure against all presently known
attacks.
(ii) The shrinking generator
The shrinking generator is a relatively new keystream generator, having been proposed in
1993. Nevertheless, due to its simplicity and provable properties, it is a promising candidate for high-speed encryption applications. In the shrinking generator, a control LFSR NPO
is used to select a portion of the output sequence of a second LFSR NRQ . The keystream
produced is, therefore, a shrunken version (also known as an irregularly decimated subsequence) of the output sequence of NRQ , as specified in Algorithm 6.61 and depicted in Figure 6.13.
6.61 Algorithm Shrinking generator
SUMMARY: a control LFSR NPO is used to control the output of a second LFSR NRQ .
The following steps are repeated until a keystream of desired length is produced.
1. Registers N O and N Q are clocked.
2. If the output of N O is ] , the output bit of N Q forms part of the keystream.
3. If the output of NPO is m , the output bit of NRQ is discarded.
formally, let the output sequences of LFSRs N O and N Q be n1oZ$n O Z#n Q Z#p#p$p and
q More
q
o Z OZ QZ#p$p#p , respectively. Then the keystream produced by the shrinking generator is
r o Z r O$Z r Q Z$p#p#p , where rts \ qJuwv , and, for each xzyem , { s is the position of the x}|w~] in the
sequence n o Z#nOZ$n1QZ#p$p#p .

q

LFSR `

_

clock
LFSR P

 

_ 
_ 

output  
discard  

Figure 6.13: The shrinking generator.

6.62 Example (shrinking generator with artificially small parameters) Consider a shrinking
generator with component LFSRs NPO\^:Z#]kk S and NQ\^ Z]k S k   .
Suppose that the initial states of NO and NQ are  ] Zm Zm and  mZ#mZ#]Zm Z] , respectively. The
output sequence of NPO is the  -periodic sequence with cycle

n<\mZ#mZ] Z] Z]Z#mZ#]Z
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while the output sequence of  is the  -periodic sequence with cycle
:)¡<¢
£#¤£#£¤ £¤ £¤£#¤£#£¤ £¤ £ £#¤£ ££#¤£¤ ££#£ ££#£#¤£¤ £¤£#£ £¤£#£££¤¥
The keystream generated is
¦ ¢ £#¤£¤ £¤ £¤£#£#¤£ £ ££#£#£¤£#£#£ £¤£$¥#¥#¥¥

§

Fact 6.63 establishes that the output sequence of a shrinking generator satisfies the basic
requirements of high period, high linear complexity, and good statistical properties.
6.63 Fact (properties of the shrinking generator) Let  ¡ and R be maximum-length LFSRs of
lengths ¨ ¡ and ¨5 , respectively, and let ¦ be an output sequence of the shrinking generator
formed by  ¡ and   .
¢
¡
 , then ¦ has period ¬J®)¯5°²±  6³ ®)¯+´µ .
(i) If ©ª#«_¬0¨ ¡ £$¨ 
(ii) The linear complexity ¨¶¬ ¦  of ¦ satisfies
¡
¸
¨ ·³ ® ¯ ´ µ
¨¶¬ ¦  ¹ ¨ ³ ® ¯ ´ µ ¥
(iii) Suppose that the connection polynomials for  ¡ and   are chosen uniformly at random from the set of all primitive polynomials of degrees ¨ ¡ and ¨  over º  . Then
the distribution of patterns in ¦ is almost uniform. More precisely, if » is any binary
string of length ¼ bits and ¦ ¬w¼  denotes any ¼ consecutive bits in ¦ , then the probability
¢
¡
» is ¬  ¾½6¿À ¬w¼#ÁI® ¯ °  .
that ¦ ¬w¼ 
6.64 Note (security of the shrinking generator) Suppose that the component LFSRs  ¡ and R
of the shrinking generator have lengths ¨ ¡ and ¨  , respectively. If the connection polynomials for  ¡ and   are known (but not the initial contents of  ¡ and   ), the best attack
known for recovering the secret key takes À ¬J®)¯+´ ³ ¨   steps. On the other hand, if secret

(and variable) connection polynomials are used, the best attack known takes À ¬3® ¯+´ ³ ¨ ¡ ³
¨  steps. There is also an attack through the linear complexity of the shrinking generator
which takes À ¬J®1¯Â´ ³ ¨   steps (regardless of whether the connections are known or secret),
but this attack requires ®1¯Â´ ³ ¨6 consecutive bits from the output sequence and is, therefore,
infeasible for moderately large ¨ ¡ and ¨5 . For maximum security,  ¡ ¢ and  should be
maximum-length LFSRs, and their lengths should satisfy ©ª#«_¬0¨ ¡ £$¨5 
 . Moreover, secret connections should be used. Subject to these constraints, if ¨ ¡ÄÃ&Å and ¨5 Ã&Å , the
shrinking generator has a security level approximately equal to ® ÇÆ . Thus, if ¨ ¡PÃÈÉ and
¨5 ÃÈÉ , the generator appears to be secure against all presently known attacks.

6.4 Other stream ciphers
While the LFSR-based stream ciphers discussed in Ê 6.3 are well-suited to hardware implementation, they are not especially amenable to software implementation. This has led
to several recent proposals for stream ciphers designed particularly for fast software implementation. Most of these proposals are either proprietary, or are relatively new and have not
received sufficient scrutiny from the cryptographic community; for this reason, they are not
presented in this section, and instead only mentioned in the chapter notes on page 222.
Two promising stream ciphers specifically designed for fast software implementation
are SEAL and RC4. SEAL is presented in Ê 6.4.1. RC4 is used in commercial products,
and has a variable key-size, but it remains proprietary and is not presented here. Two

Ë
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other widely used stream ciphers not based on LFSRs are the Output Feedback (OFB; see
Í
Í
7.2.2(iv)) and Cipher Feedback (CFB; see 7.2.2(iii)) modes of block ciphers. Another
class of keystream generators not based on LFSRs are those whose security relies on the
intractability of an underlying number-theoretic problem;
these generators are much slower
Í
than those based on LFSRs and are discussed in 5.5.

6.4.1 SEAL
SEAL (Software-optimized Encryption Algorithm) is a binary additive stream cipher (see
Definition 6.4) that was proposed in 1993. Since it is relatively new, it has not yet received
much scrutiny from the cryptographic community. However, it is presented here because
it is one of the few stream ciphers that was specifically designed for efficient software implementation and, in particular, for 32-bit processors.
SEAL is a length-increasing pseudorandom function which maps a 32-bit sequence
number Î to an Ï -bit keystream under control of a 160-bit secret key Ð . In the preprocessing stage (step 1 of Algorithm 6.68), the key is stretched into larger tables using the tablegeneration function ÑÒ specified in Algorithm 6.67; this function is based on the Secure
Hash Algorithm SHA-1 (Algorithm 9.53). Subsequent to this preprocessing, keystream
generation requires about 5 machine instructions per byte, and is an order of magnitude
faster than DES (Algorithm 7.82).
The following notation is used in SEAL for 32-bit quantities Ó , Ô , Õ , Ö , ×ÙØ , and ÚÛ :
Ü Ó : bitwise complement of Ó
Ü Ó<ÝÔ , Ó<ÞÔ , ÓßÔ : bitwise AND, inclusive-OR, exclusive-OR
Ü “ Óàáãâ ”: äå -bit result of rotating Ó left through â positions
Ü “ Ókæ çèâ ”: äå -bit result of rotating Ó right through â positions
Ü ÓêéÔ : mod å#ë0ì sum of the unsigned integers Ó and Ô
Üîítï Ôð#Õñð$Öóò5ô#÷ õö ï ÔzÝÕPò Þ ï ÔzÝÖóò3ø ù ï Ô`ð$Õñð#Öóò8ô$÷ õö ï ÔúÝÕPòÞ ï ÔúÝÖóò Þ ï ÕúÝÖóòJø
û ï
Ô`ð$Õñð#Öóò6ô#÷ õö ÔßPÕßÖ
Ü ÓBüÔ : concatenation of Ó and Ô
Ü<ï ×úý$ð#þ$þ#þ8ð×ÄÛ1òÇà ï Úý$ð#þ$þ#þ8ð#ÚÛ1ò : simultaneous assignments ï ×ÄØ0à<ÚØò , where
ï Útý$ð#þ#þ$þ8ð#ÚÛ)ò is evaluated prior to any assignments.
6.65 Note (SEAL 1.0 vs. SEAL 2.0) The table-generation function (Algorithm 6.67) for the first
version of SEAL (SEAL 1.0) was based on the Secure Hash Algorithm (SHA). SEAL 2.0
differs from SEAL 1.0 in that the table-generation function for the former is based on the
modified Secure Hash Algorithm SHA-1 (Algorithm 9.53).
6.66 Note (tables) The table generation (step 1 of Algorithm 6.68) uses the compression function of SHA-1 to expand the secret key Ð into larger tables ÿ , , and  . These tables can
be precomputed, but only after the secret key Ð has been established. Tables ÿ and are
2K bytes and 1K byte in size, respectively. The size of table  depends on the desired
bitlength Ï of the keystream — each 1K byte of keystream requires 16 bytes of  .
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6.67 Algorithm Table-generation function for SEAL 2.0







INPUT: a 160-bit string and an integer
.
   ,. 
OUTPUT: a 160-bit string, denoted
1. Definition of constants. Define four 32-bit constants (in hex):  0x5a827999,
   0x6ed9eba1,    0x8f1bbcdc,  0xca62c1d6.
2. Table-generation function.
(initialize  32-bit words "!#$  #%&%%'#$)(* )
Set +!-,
. For . from / to /0 do: 213, 0x00000000.
9 21;: =< 21;:=> < 21;: ? < 21;: ?@ ,BAC/ .
For . from /4 to 576 do: 218,
(initialize working variables)
Break up the 160-bit string into five 32-bit words: ED8!D  D  D  D  .
F #&GB#&HI#&J2#&K ,  DL!7#D  #D  #&D  #D  .
(execute four rounds of 20 steps, then update; M is a temporary variable)
. 'QS
from
(Round
F 1),OFor
R G-#toHI#&/7J 6 TQdo the
Q following:
Q
MN
,
P
A
0
K
F #&GB#&HI#&J2#&K ,  M&# F #&GV,OAPW7#HI#&J 1 . U ,
 to W76 do the following:
(Round
2) For . 'QS
from




F
P
X

MN
,OAP0
G-F#&HI#J YQ K Q 1 Q   ,
F , #&GB#&HI#&J2

#&K , M&# #&GV,OAPW7#HI#&J .
(Round
3)
For
from
F ,OAP0 . 'Q\
[U G-Z#&HIto#J 076 YQdoK theQ following:
Q
MN
,
F #&GB#&HI#&J2#&K ,  M&# F #&GV,OAPW7#HI#&21J .   ,
(Round
from
. 'QS
F 4),OFor
XP G-4#&HIto#J 576 YQdoK theQ following:
Q
MN
,
P
A
0
F #&GB#&HI#&J2#&K ,  M&# F #&GV,OAPW7#HI#&21J .   ,
(update
values)
 D ! #&D+;chaining
#D  #&D  #&DL ,   D  ! ?]QSF #&D+ Q G-#D  Q HI#D  Q J2#&DL Q K .
(completion) The value of
is the 160-bit string D !'^ D+ ^ D  ^ D  ^ DL7%
6.68 Algorithm Keystream generator for SEAL 2.0
SEAL( ,_ )
b&c (the
INPUT: a 160-bit string (the secret key), a (non-secret) integer _ , `a_
sequence number), and the desired bitlength d of the keystream.
OUTPUT: keystream  of bitlength dTe , where dfe is the least multiple of 128 which is g`d .
1. Table generation. Generate the tables h , i ?,  and j , whose entries are 32-bit words.
The
k used below is definedby
lD2mom nqp r3s , where D2! m D2m D2 m D2 m D2 m 
=ufunction
tv;w 0x , and
 isk defined
where the function
6.67.

|{ in Algorithm
 .
1.1 For from to 0// do the following: hzy ,}k

{ =
Q
1.2 For . from to 00 do the following: i~y . ,k 0x00001000 . .

cw


{


/ do: j+y  ,k 0x00002000 Q  .
1.3 For  from to Z~U d/ /76
2. Initialization procedure.
F The following is a description of the subroutine
Initialize(_#&?# #G-#&HI#J#$_]#_  #_  #$_Y )F which takes as input a 32-bit word _
and an integer  , and outputs eight 32-bit words , G , H , J , _ , _  , _  , and _Y . This
subroutine
in step 4.
F ,)_ < j+y Zis { ,used
O
G
,
_}Q  {  < j+y Z7 Q / { , H,  _ /4 < j+y Z Q;{ ,


J2, _}  Z < j+y Z W .
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For  from  to  do the following:
8 0x000007fc,   ) I¡ ¢ , L}£c¤ ¥¦§ ,
   0x000007fc, ¨  ¨N\z I¡ ¢ ,  }£  ¤ ¥¦§ ,
 ¨  0x000007fc, ©  ©E\z I¡ ¢ , ¨ £ ¨ ¤ ¥¦7§ ,
 
L
Iu¡;¢ £ © ¤ ¥¦7§ .
£ª«¬$ªY¬$ªY®¬$© ªY¯§]0x000007fc,
}£ © ¬  ¬&8¬ ¨ § . )z , ©
8 0x000007fc,   )z Iu¡;¢ , 8£`¤ ¥¦§ .
   0x000007fc, ¨  ¨N) I¡ ¢ ,  }£  ¤ ¥°¦§ .
 ¨  0x000007fc, ©  ©E) I¡ ¢ , ¨ £ ¨ ¤ ¥¦§ .
 ©  0x000007fc, L \z Iu¡;¢ , © £ © ¤ ¥¦§ .
³ .
3. Initialize ± to be the empty string, and ²
4. Repeat the following:
ª¬ ¬&~¬  ¬ ¨ ¬ © ¬ª«]¬$ªY7¬ªY®7¬ªY¯ ).
4.1 Execute the procedure Initialize( ²
¡
4.2 For ´ from  to µ do the following:
L 0x000007fc,   S\z Iu¡ ¢ , 8£¤ ¥¦7§ ,   B¶  ,
·    0x000007fc, ¨  ¨¶z · u¡ ¢ ,  £  ¤ ¥¦7§ , ¨  ¨NS ,
}£c S¨ §c 0x000007fc, ©  ©l\z Iu¡;¢ , ¨ }£ ¨ ¤ ¥¦§ , ©  ©2¶L¨ ,
· }£ · N© §] 0x000007fc, L ¶z · u¡ ¢ , © }£ © ¤ ¥¦§ , L N© ,
}£c  §] 0x000007fc,   O¶¸ I¡ ¢ , L£c¤ ¥¦§ ,
· }£ · N §c 0x000007fc, ¨  ¨N) · ¡ ¢ ,  £  ¤ ¥¦§ ,
}£c S¨ §c 0x000007fc, ©  ©2¶z I¡ ¢ , ¨ £ ¨ ¤ ¥¦7§ ,
· }£ · N© §] 0x000007fc, L \z · u¡;¢ , © £ © ¤ ¥¦§ ,

4.3

±  
± ¹ £ SSº~ ¡ ´¼» ¡ ¢$§ ¹ £ ¨¶8º8 ¡ ´½»}¾ ¢¿§ ¹ £ ©ÀSº~ ¡ ´½» ¢$§ ¹ £ Á
¶ º~ ¡ ´½» ¢$§ .
If ± is ÂÃ bits in length then return(± ) and stop.
£8¬ ¨ §c£c  ª « ¬ ¨- ª  § . Otherwise, £8¬ ¨ §c£c  ª ® ¬ ¨ ª ¯ § .
If ´ is odd, set

Set ² ²= .

6.69 Note
«?Å (choice of parameter Ã ) In most applications of SEAL 2.0 it is expected that ÃVÄ
 ; larger values of Ã are permissible, but come at the expense of a larger table Æ . A
preferred method for generating a longer keystream without requiring a larger table Æ is
³
to compute the concatenation of the® keystreams SEAL( Ç , ), SEAL(« Ç ,  ), SEAL( Ç ,  ), ÈÈ&È .

ª
É
 , a keystream of length up to &Ê bits can be obtained
Since the sequence number«?Å is
in this manner with ÃÌËÀ .
6.70 Example (test vectors for SEAL 2.0) Suppose the key Ç is the 160-bit (hexadecimal) string
67452301 efcdab89 98badcfe 10325476 c3d2e1f0,

ª Ë

0x013577af, and ÃËl¾7ÍµÎ bits. Table Æ consists of words Æ+

³ ¢¬ Æ+  ¢¬ È&ÈÈ ¬ Æ+ 7Ï ¢ :

5021758d ce577c11 fa5bd5dd 366d1b93 182cff72 ac06d7c6
2683ead8 fabe3573 82a10c96 48c483bd ca92285c 71fe84c0
bd76b700 6fdcc20c 8dada151 4506dd64
The table 
92b404e5
b863f14e
........
3af3a4bf

consists of words z
56588ced
2b014a2f
........
021e4080

³;¢$¬ z  ¢¬ È&ÈÈ ¬ Æ+ Ï7 ¢ :

6c1acd4e
4407e646
........
2a677d95

bf053f68
38665610
........
405c7db0

09f73a93
222d2f91
........
338e4b1e

cd5f176a
4d941a21
........
19ccf158
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The table Ð consists of words Ð~Ñ Ò;Ó$ÔÐ~Ñ Õ
907c1e3d
4fde0efa
........
bd7dea87

ce71ef0a
1a845f94
........
fd036d87

48f559ef
38512c3b
........
53aa3013

ÓÔ&Ö&ÖÖÔ&Ð~Ñ ×Ø7Ø Ó :
2b7ab8bc
d4b44591
........
ec60e282

4557f4b8
53765dce
........
1eaef8f9

The output Ù of Algorithm 6.68 consists of 1024 words ÙÑ Ò
37a00595
da6666d0
........
547dfde9

9b84c49c
6da71328
........
668d50b5

a4be1e05
1419bdf2
........
ba9e2567

0673530f
d258bebb
........
413403c5

033e9b05
469efa02
........
0b5a0949

ÓÔ$ÙÑ Õ ÓÔ&Ö&ÖÖÔ$ÙÑ Õ7Ò×7Ú Ó :

0ac8389d
b6a42a4d
........
43120b5a

c5878ec8
8a311a72
........
ecf9d062

The XOR of the 1024 words of Ù is 0x098045fc.

Û

6.5 Notes and further references
Ü 6.1
Although now dated, Rueppel [1075] provides a solid introduction to the analysis and
design of stream ciphers. For an updated and more comprehensive survey, see Rueppel
[1081]. Another recommended survey is that of Robshaw [1063].
The concept of unconditional security was introduced in the seminal paper by Shannon
[1120]. Maurer [819] surveys the role of information theory in cryptography and, in particular, secrecy, authentication, and secret sharing schemes. Maurer [811] devised a randomized stream cipher that is unconditionally secure “with high probability”. More precisely,
an adversary is unable to obtain any information whatsoever about the plaintext with probability arbitrarily close to Õ , unless the adversary can perform an infeasible computation.
The cipher utilizes a publicly-accessible source of random bits whose length is much greater
than that of all the plaintext to be encrypted, and can conceivably be made practical. Maurer’s cipher is based on the impractical Rip van Winkle cipher of Massey and Ingermarsson
[789], which is described by Rueppel [1081].

Ü 6.2

One technique for solving the re-synchronization problem with synchronous stream ciphers
is to have the receiver send a resynchronization request to the sender, whereby a new internal state is computed as a (public) function of the original internal state (or key) and some
public information (such as the time at the moment of the request). Daemen, Govaerts,
and Vandewalle [291] showed that this approach can result in a total loss of security for
some published stream cipher proposals. Proctor [1011] considered the trade-off between
the security and error propagation problems that arise by varying the number of feedback
ciphertext digits. Maurer [808] presented various design approaches for self-synchronizing
stream ciphers that are potentially superior to designs based on block ciphers, both with respect to encryption speed and security.
An excellent introduction to the theory of both linear and nonlinear shift registers is the book
by Golomb [498]; see also Selmer [1107], Chapters 5 and 6 of Beker and Piper [84], and
Chapter 8 of Lidl and Niederreiter [764]. A lucid treatment of Ý -sequences can be found in
Chapter 10 of McEliece [830]. While the discussion in this chapter has been restricted to sequences and feedback shift registers over the binary field ÞYß , many of the results presented
can be generalized to sequences and feedback shift registers over any finite field àqá .
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The results on the expected linear complexity and linear complexity profile of random sequences (Facts 6.21, 6.22, 6.24, and 6.25) are from Chapter 4 of Rueppel [1075]; they also
appear in Rueppel [1077]. Dai and Yang [294] extended Fact 6.22 and obtained bounds
for the expected linear complexity of an ä -periodic sequence for each possible value of ä .
The bounds imply that the expected linear complexity of a random periodic sequence is
close to the period of the sequence. The linear complexity profile of the sequence defined
in Example 6.27 was established by Dai [293]. For further theoretical analysis of the linear
complexity profile, consult the work of Niederreiter [927, 928, 929, 930].
Facts 6.29 and 6.34 are due to Massey [784]. The Berlekamp-Massey algorithm (Algorithm 6.30) is due to Massey [784], and is based on an earlier algorithm of Berlekamp [118]
for decoding BCH codes. While the algorithm in å 6.2.3 is only described for binary sequences, it can be generalized to find the linear complexity of sequences over any field.
Further discussion and refinements of the Berlekamp-Massey algorithm are given by Blahut
[144]. There are numerous other algorithms for computing the linear complexity of a sequence. For example, Games and Chan [439] and Robshaw [1062] present efficient algorithms for determining the linear complexity of binary sequences of period æèç ; these algorithms have limited practical use since they require an entire cycle of the sequence.
Jansen and Boekee [632] defined the maximum order complexity of a sequence to be the
length of the shortest (not necessarily linear) feedback shift register (FSR) that can generate the sequence. The expected maximum order complexity of a random binary sequence
of length ä is approximately æ¸éëê'ä . An efficient linear-time algorithm for computing this
complexity measure was also presented; see also Jansen and Boekee [631].
Another complexity measure, the Ziv-Lempel complexity measure, was proposed by Ziv and
Lempel [1273]. This measure quantifies the rate at which new patterns appear in a sequence.
Mund [912] used a heuristic argument to derive the expected Ziv-Lempel complexity of a
random binary sequence of a given length. For a detailed study of the relative strengths
and weaknesses of the linear, maximum order, and Ziv-Lempel complexity measures, see
Erdmann [372].
Kolmogorov [704] and Chaitin [236] introduced the notion of so-called Turing-Kolmogorov
-Chaitin complexity, which measures the minimum size of the input to a fixed universal
Turing machine which can generate a given sequence; see also Martin-Löf [783]. While this
complexity measure is of theoretical interest, there is no algorithm known for computing it
and, hence, it has no apparent practical significance. Beth and Dai [124] have shown that
the Turing-Kolmogorov-Chaitin complexity is approximately twice the linear complexity
for most sequences of sufficient length.
Fact 6.39 is due to Golomb and Welch, and appears in the book of Golomb [498, p.115].
Lai [725] showed that Fact 6.39 is only true for the binary case, and established necessary
and sufficient conditions for an FSR over a general finite field to be nonsingular.
Klapper and Goresky [677] introduced a new type of feedback register called a feedback
with carry shift register (FCSR), which is equipped with auxiliary memory for storing the
(integer) carry. An FCSR is similar to an LFSR (see Figure 6.4), except that the contents
of the tapped stages of the shift register are added as integers to the current content of the
memory to form a sum ì . The least significant bit of ì (i.e., ì\í"î=ï"æ ) is then fed back
into
ð the first (leftmost) stage of the shift register, while the remaining higher order bits (i.e.,
ìYñæ&ò ) are retained as the new value of the memory. If the FCSR has ó stages, then the
space required for the auxiliary memory is at most éëêó bits. FCSRs can be conveniently
analyzed using the algebra over the æ -adic numbers just as the algebra over finite fields is
used to analyze LFSRs.
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Any periodic binary sequence can be generated by a FCSR. The ô -adic span of a periodic
sequence is the number of stages and memory bits in the smallest FCSR that generates the
sequence. Let õ be a periodic sequence having a ô -adic span of ö ; note that ö is no more
than the period of õ . Klapper and Goresky [678] presented an efficient algorithm for finding
an FCSR of length ö which generates õ , given ô&öN÷Nô'ø¿ùvúYö~ûü÷ý of the initial bits of õ . A
comprehensive treatment of FCSRs and the ô -adic span is given by Klapper and Goresky
[676].
Notes 6.46 and 6.47 on the selection of connection polynomials were essentially first pointed out by Meier and Staffelbach [834] and Chepyzhov and Smeets [256] in relation to
fast correlation attacks on regularly clocked LFSRs. Similar observations were made by
Coppersmith, Krawczyk, and Mansour [279] in connection with the shrinking generator.
More generally, to withstand sophisticated correlation attacks (e.g., see Meier and Staffelbach [834]), the connection polynomials should not have low-weight polynomial multiples
whose degrees are not sufficiently large.
Klapper [675] provides examples of binary sequences having high linear complexity, but
whose linear complexity is low when considered as sequences (whose elements happen to
be only ÿ or ) over a larger finite field. This demonstrates that high linear complexity (over

) by itself is inadequate for security. Fact 6.49 was proven by Rueppel and Staffelbach
[1085].
The Geffe generator (Example 6.50) was proposed by Geffe [446]. The Pless generator
(Arrangement D of [978]) was another early proposal for a nonlinear combination generator, and uses four J-K flip-flops to combine the output of eight LFSRs. This generator also
succumbs to a divide-and-conquer attack, as was demonstrated by Rubin [1074].
The linear syndrome attack of Zeng, Yang, and Rao [1265] is a known-plaintext attack on
keystream generators, and is based on earlier work of Zeng and Huang [1263]. It is effective
when the known keystream  can be written in the form 
, where  is the output
sequence of an LFSR with known connection polynomial, and the sequence is unknown
but sparse in the sense that it contains more ÿ ’s than ’s. If the connection polynomials of
the Geffe generator are all known to an adversary, and are primitive trinomials of degrees
not exceeding , then the initial states of the three component LFSRs (i.e., the secret key)
can be efficiently recovered from a known keystream segment of length  bits.
The correlation attack (Note 6.51) on nonlinear combination generators was first developed by Siegenthaler [1133], and estimates were given for the length of the observed
keystream required for the attack to succeed with high probability. The importance of
correlation immunity to nonlinear combining functions was pointed out by Siegenthaler
[1132], who showed the tradeoff between high correlation immunity and high nonlinear order (Fact 6.53). Meier and Staffelbach [834] presented two new so-called fast correlation
attacks which are more efficient than Siegenthaler’s attack in the case where the component
LFSRs have sparse feedback polynomials, or if they have low-weight polynomial multiples
(e.g., each having fewer than 10 non-zero terms) of not too large a degree. Further extensions and refinements of correlation attacks can be found in the papers of Mihaljević and
Golić [874], Chepyzhov and Smeets [256], Golić and Mihaljević [491], Mihaljević and J.
Golić [875], Mihaljević [873], Clark, Golić, and Dawson [262], and Penzhorn and Kühn
[967]. A comprehensive survey of correlation attacks on LFSR-based stream ciphers is the
paper by Golić [486]; the cases where the combining function is memoryless or with memory, as well as when the LFSRs are clocked regularly or irregularly, are all considered.
The summation generator (Example 6.54) was proposed by Rueppel [1075, 1076]. Meier
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and Staffelbach [837] presented correlation attacks on combination generators having memory, cracked the summation generator having only two component LFSRs, and as a result
recommended using several LFSRs of moderate lengths rather than just a few long LFSRs
in the summation generator. As an example, if a summation generator employs two LFSRs each having length approximately  , and if  keystream bits are known, then
Meier and Staffelbach’s attack is expected to take less than  trials, where the dominant
step in each trial involves solving a  system of binary linear equations. Dawson
[312] presented another known-plaintext attack on summation generators having two component LFSRs, which requires fewer known keystream bits than Meier and Staffelbach’s
attack. Dawson’s attack is only faster than that of Meier and Staffelbach in the case where
both LFSRs are relatively short. Recently, Klapper and Goresky [678] showed that the summation generator has comparatively low  -adic span (see page 218). More precisely, if 
and  are two sequences of  -adic span !#"$#% and !"$% , respectively, and if & is the result of combining them with the summation generator, then the  -adic span of & is at most
!"$#%(')!"$*%+',-/.102"$!#"$#%3%546'78-/.10"9!#"$%3%:4;',< . For example, if = -sequences of period
?>@BA for CBDEFGAAFGAH#FA#FA<FA are combined with the summation generator, then the
resulting sequence has linear complexity nearly JILK , but the  -adic span is less than #M:N .
Hence, the summation generator is vulnerable to a known-plaintext attack when the component LFSRs are all relatively short.
The probability distribution of the carry for addition of O random integers was analyzed by
Staffelbach and Meier [1167]. It was proven that the carry is balanced for even O and biased
for odd O . For O,DPH the carry is strongly biased, however, the bias converges to  as O tends
to Q . Golić [485] pointed out the importance of the correlation between linear functions of
the output and input in general combiners with memory, and introduced the so-called linear
sequential circuit approximation method for finding such functions that produce correlated
sequences. Golić [488] used this as a basis for developing a linear cryptanalysis technique
for stream ciphers, and in the same paper proposed a stream cipher called GOAL, incorporating principles of modified truncated linear congruential generators (see page 187), selfclock-control, and randomly generated combiners with memory.
Fact 6.55(i) is due to Key [670], while Fact 6.55(ii) was proven by Rueppel [1075]. Massey
and Serconek [794] gave an alternate proof of Key’s bound that is based on the Discrete
Fourier Transform. Siegenthaler [1134] described a correlation attack on nonlinear filter
generators. Forré [418] has applied fast correlation attacks to such generators. Anderson
[29] demonstrated other correlations which may be useful in improving the success of correlation attacks. An attack called the inversion attack, proposed by Golić [490], may be
more effective than Anderson’s attack. Golić also provides a list of design criteria for nonlinear filter generators. Ding [349] introduced the notion of differential cryptanalysis for
nonlinear filter generators where the LFSR is replaced by a simple counter having arbitrary
period.
The linear consistency attack of Zeng, Yang, and Rao [1264] is a known-plaintext attack
on keystream generators which can discover key redundancies in various generators. It is
effective in situations where it is possible to single out a certain portion R of the secret key
M
R , and form a linear system of equations SUT7DV where the matrix S is determined by R M ,
and  is determined from the known keystream. The system of equations should have the
property that it is consistent (and with high probability has a unique solution) if R is the
M
true value of the subkey, while it is inconsistent with high probability otherwise. In these
circumstances, one can mount an exhaustive search for R , and subsequently mount a sepaM
rate attack for the remaining bits of R . If the bitlengths of R and R are W and W , respectively,
M
M
the attack demonstrates that the security level of the generator is YX5ZJ'[?X:\+X5Z , rather than ?X .
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The multiplexer generator was proposed by Jennings [637]. Two maximum-length LFSRs
having lengths ]_^ , ]` that are relatively prime are employed. Let a be a positive integer
satisfying abEcedgf(h9]_^Gij1k_]`l . After each clock cycle, the contents of a fixed subset of a
stages of the first LFSR are selected, and converted to an integer m in the interval n oip]`rqtsu
using a svqws mapping x . Finally, the content of stage m of the second LFSR is output as
part of the keystream. Assuming that the connection polynomials of the LFSRs are known,
the linear consistency attack provides a known-plaintext attack on the multiplexer generator requiring a known keystream sequence of length y{z|] ^_} ] `~? and ~?( linear
consistency tests. This demonstrates that the choice of the mapping x and the second LFSR
do not contribute significantly to the security of the generator.
The linear consistency attack has also been considered by Zeng, Yang, and Rao [1264] for
the multispeed inner-product generator of Massey and Rueppel [793]. In this generator,
two LFSRs of lengths ] ^ and ]` are clocked at different rates, and their contents combined
at the lower clock rate by taking the inner-product of the ced1f(h$] ^ iG] ` l stages of the two
LFSRs. The paper by Zeng et al. [1266] is a readable survey describing the effectiveness
of the linear consistency and linear syndrome attacks in cryptanalyzing stream ciphers.
The knapsack generator (Example 6.56) was proposed by Rueppel and Massey [1084] and
extensively analyzed by Rueppel [1075], however, no concrete suggestions on selecting appropriate parameters (the length ] of the LFSR and the knapsack weights) for the generator
were given. No weaknesses of the knapsack generator have been reported in the literature.
The idea of using the output of a register to control the stepping of another register was used
in several rotor machines during the second world war, for example, the German Lorenz
SZ40 cipher. A description of this cipher, and also an extensive survey of clock-controlled
shift registers, is provided by Gollmann and Chambers [496].
The alternating step generator (Algorithm 6.57) was proposed in 1987 by Günther [528],
who also proved Fact 6.59 and described the divide-and-conquer attack mentioned in
Note 6.60. The alternating step generator is based on the stop-and-go generator of Beth
and Piper [126]. In the stop-and-go generator, a control register  ^ is used to control the
stepping of another register  ` as follows. If the output of  ^ is s , then  ` is clocked; if
the output of  ^ is o , then  ` is not clocked, however, its previous output is repeated. The
output of  ` is then XORed with the output sequence of a third register ; which is clocked
at the same rate as  ^ . Beth and Piper showed how a judicious choice of registers  ^ , _` ,
and   can guarantee that the output sequence has high linear complexity and period, and
good statistical properties. Unfortunately, the generator succumbs to the linear syndrome
attack of Zeng, Yang, and Rao [1265] (see also page 218): if the connection polynomials of
^ and ;` are primitive trinomials of degree not exceeding  , and known to the adversary,
then the initial states of the three component LFSRs (i.e., the secret key) can be efficiently
recovered from a known-plaintext segment of length  bits.
Another variant of the stop-and-go generator is the step-1/step-2 generator due to Gollmann
and Chambers [496]. This generator uses two maximum-length registers ^ and _` of the
same length. Register  ^ is used to control the stepping of ;` as follows. If the output of
^ is o , then _` is clocked once; if the output of  ^ is s , then ;` is clocked twice before
producing the next output bit. Živković [1274] proposed an embedding correlation attack
on _` whose complexity of  h ~Y l , where ]` is the length of _` .

A cyclic register of length ] is an LFSR with feedback polynomial  h9 l6Ps }   . Gollmann [494] proposed cascading  cyclic registers of the same prime length  by arranging
them serially in such a way that all except the first register are clock-controlled by their predecessors; the Gollmann  -cycle cascade can be viewed as an extension of the stop-and-go
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generator (page 220). The first register is clocked regularly, and its output bit is the input
bit to the second register. In general, if the input bit to the L register (for  ) at time

is Y , then the  L register is clocked if  ¡ ; if  £¢ , the register is not clocked but
its previous output bit is repeated. The output bit of the  L register is then XORed with Y ,
and the result becomes the input bit to the ¤L¥t¡¦5§  register. The output of the last register is
the output of the ¨ -cycle cascade. The initial (secret) stage of a component cyclic register
should not be the all-¢ ’s vector or the all- ¡ ’s vector. Gollmann proved that the period of the
output sequence is ¨ª© . Moreover, if ¨ is a prime such that  is a generator of «  ¬ , then the
output sequence has linear complexity ¨J© . This suggests very strongly using long cascades
(i.e., ® large) of shorter registers rather than short cascades of longer registers. A variant of
the Gollmann cascade, called an ¯ -sequence cascade, has the cyclic registers replaced by
maximum-length LFSRs of the same length ° . Chambers [237] showed that the output sequence of such an ¯ -sequence cascade has period ¤$?±²³¡¦ © and linear complexity at least
°6¤3 ± ²¡¦´©+µ¶ . Park, Lee, and Goh [964] extended earlier work of Menicocci [845] and reported breaking 9-stage ¯ -sequence cascades where each LFSR has length 100; they also
suggested that 10-stage ¯ -sequence cascades may be insecure. Chambers and Gollmann
[239] studied an attack on ¨ -cycle and ¯ -sequence cascades called lock-in, which results
in a reduction in the effective key space of the cascades.
The shrinking generator (Algorithm 6.61) was proposed in 1993 by Coppersmith,
Krawczyk, and Mansour [279], who also proved Fact 6.63 and described the attacks mentioned in Note 6.64. The irregular output rate of the shrinking generator can be overcome by
using a short buffer for the output; the influence of such a buffer is analyzed by Kessler and
Krawczyk [669]. Krawczyk [716] mentions some techniques for improving software implementations. A throughput of 2.5 Mbits/sec is reported for a C language implementation
on a 33MHz IBM workstation, when the two shift registers each have lengths in the range
61–64 bits and secret connections are employed. The security of the shrinking generator is
studied further by Golić [487].
A key generator related to the shrinking generator is the self-shrinking generator (SSG) of
Meier and Staffelbach [838]. The self-shrinking generator uses only one maximum-length
LFSR · . The output sequence of · is partitioned into pairs of bits. The SSG outputs a
¢ if a pair is ¡¢ , and outputs a ¡ if a pair is ¡¡ ; ¢¡ and ¢¢ pairs are discarded. Meier and
Staffelbach proved that the self-shrinking generator can be implemented as a shrinking generator. Moreover, the shrinking generator can be implemented as a self-shrinking generator (whose component LFSR is not maximum-length). More precisely, if the component
LFSRs of a shrinking generator have connection polynomials ¸ ¤$¹ ¦ and ¸º¤9¹ ¦ , its out¶
put sequence can be produced by a self-shrinking generator with connection polynomial
¸ ¤$¹ ¦6¸ ¶ ¤9¹ ¦ º¼» ¸ º ¤9¹ ¦ º . Meier and Staffelbach also proved that if the length of · is ° ,
º9À
then the period and linear complexity of the output sequence of the SSG are at least ¾½ ±(¿
9
º
À
and  ½ ±(¿ µ¾¶ , respectively. Moreover, they provided strong evidence that this period and
linear complexity is in fact about  ± µ¶ . Assuming a randomly chosen, but known, connection polynomial, the best attack presented by Meier and Staffelbach on the SSG takes pÁ2Â Ã:Ä ±
steps. More recently, Mihaljević [871] presented a significantly faster probabilistic attack
on the SSG. For example, if °|¡¢¢ , then the new attack takes GÅÃ steps and requires a
portion of the output sequence of length ÆÇgÈÊÉË¡¢GÌ . The attack does not have an impact on
the security of the shrinking generator.
A recent survey of techniques for attacking clock-controlled generators is given by Gollmann [495]. For some newer attack techniques, see Mihaljević [872], Golić and O’Connor
[492], and Golić [489]. Chambers [238] proposed a clock-controlled cascade composed of
LFSRs each of length Í . Each Í -bit portion of the output sequence of a component LFSR
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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is passed through an invertible scrambler box (S-box), and the resulting ÎÏ -bit sequence is
used to control the clock of the next LFSR. Baum and Blackburn [77] generalized the notion
of a clock-controlled shift register to that of a register based on a finite group.
6.4
SEAL (Algorithm 6.68) was designed and patented by Coppersmith and Rogaway [281].
Rogaway and Coppersmith [1066] report an encryption speed of 7.2 Mbytes/sec for an assembly language implementation on a 50 MHz 486 processor with Ñ7ÒPÓÔÕÖ bits, assuming
precomputed tables (cf. Note 6.66).
Although the stream cipher RC4 remains proprietary, alleged descriptions have been published which are output compatible with certified implementations of RC4; for example, see
Schneier [1094]. Blöcher and Dichtl [156] proposed a fast software stream cipher called
FISH (Fibonacci Shrinking generator), which is based on the shrinking generator principle
applied to the lagged Fibonacci generator (also known as the additive generator) of Knuth
[692, p.27]. Anderson [28] subsequently presented a known-plaintext attack on FISH which
requires a few thousand 32-bit words of known plaintext and a work factor of about ÏG×9Ø
computations. Anderson also proposed a fast software stream cipher called PIKE based on
the Fibonacci generator and the stream cipher A5; a description of A5 is given by Anderson
[28].
Wolfram [1251, 1252] proposed a stream cipher based on one-dimensional cellular automata with nonlinear feedback. Meier and Staffelbach [835] presented a known-plaintext attack
on this cipher which demonstrated that key lengths of 127 bits suggested by Wolfram [1252]
are insecure; Meier and Staffelbach recommend key sizes of about 1000 bits.
Klapper and Goresky [679] presented constructions for FCSRs (see page 217) whose output
sequences have nearly maximal period, are balanced, and are nearly de Bruijn sequences in
the sense that for any fixed non-negative integer Ù , the number of occurrences of any two
Ù -bit sequences as subsequences of a period differs by at most Ï . Such FCSRs are good
candidates for usageÐ in the construction of secure stream ciphers, just as maximum-length
LFSRs were used in 6.3. Goresky and Klapper [518] introduced a generalization of FCSRs
called Ú -FCSRs, based on ramified extensions of the Ï -adic numbers ( Ú is the ramification).

Û
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7.1 Introduction and overview
Symmetric-key block ciphers are the most prominent and important elements in many cryptographic systems. Individually, they provide confidentiality. As a fundamental building
block, their versatility allows construction of pseudorandom number generators, stream ciphers, MACs, and hash functions. They may furthermore serve as a central component in
message authentication techniques, data integrity mechanisms, entity authentication protocols, and (symmetric-key) digital signature schemes. This chapter examines symmetric-key
block ciphers, including both general concepts and details of specific algorithms. Publickey block ciphers are discussed in Chapter 8.
No block cipher is ideally suited for all applications, even one offering a high level of
security. This is a result of inevitable tradeoffs required in practical applications, including
those arising from, for example, speed requirements and memory limitations (e.g., code
size, data size, cache memory), constraints imposed by implementation platforms (e.g.,
hardware, software, chipcards), and differing tolerances of applications to properties of various modes of operation. In addition, efficiency must typically be traded off against security.
Thus it is beneficial to have a number of candidate ciphers from which to draw.
Of the many block ciphers currently available, focus in this chapter is given to a subset of high profile and/or well-studied algorithms. While not guaranteed to be more secure
than other published candidate ciphers (indeed, this status changes as new attacks become
known), emphasis is given to those of greatest practical interest. Among these, DES is
paramount; FEAL has received both serious commercial backing and a large amount of independent cryptographic analysis; and IDEA (originally proposed as a DES replacement) is
widely known and highly regarded. Other recently proposed ciphers of both high promise
and high profile (in part due to the reputation of their designers) are SAFER and RC5. Additional ciphers are presented in less detail.
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Chapter outline

¨

Basic background on block ciphers and algorithm-independent concepts are presented in
7.2, including modes of operation, multiple encryption, and exhaustive search techniques.
Classical ciphers and cryptanalysis thereof are addressed in 7.3, including historical details
on cipher machines. Modern block ciphers covered in chronological order are DES ( 7.4),
FEAL ( 7.5), and IDEA ( 7.6), followed by SAFER, RC5, and other ciphers in 7.7, collectively illustrating a wide range of modern block cipher design approaches. Further notes,
including details on additional ciphers (e.g., Lucifer) and references for the chapter, may be
found in 7.8.

¨

¨

¨

¨

¨

¨

7.2 Background and general concepts
Introductory material on block ciphers is followed by subsections addressing modes of operation, and discussion of exhaustive key search attacks and multiple encryption.

7.2.1 Introduction to block ciphers
Block ciphers can be either symmetric-key or public-key. The main focus of this chapter is
symmetric-key block ciphers; public-key encryption is addressed in Chapter 8.

¨

(i) Block cipher definitions
A block cipher is a function (see 1.3.1) which maps -bit plaintext blocks to -bit ciphertext blocks; is called the blocklength. It may be viewed as a simple substitution cipher
with large character size. The function is parameterized by a -bit key , taking values
from a subset (the key space) of the set of all -bit vectors . It is generally assumed
that the key is chosen at random. Use of plaintext and ciphertext blocks of equal size avoids
data expansion.
To allow unique decryption, the encryption function must be one-to-one (i.e., invertible). For -bit plaintext and ciphertext blocks and a fixed key, the encryption function is
a bijection, defining a permutation on -bit vectors. Each key potentially defines a different bijection. The number of keys is
, and the effective key size is
; this equals the
key length if all -bit vectors are valid keys (
). If keys are equiprobable and each
defines a different bijection, the entropy of the key space is also
.
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7.1 Definition An © -bit block cipher is a function ¶¸·®¹º »¼®K¹ , such that for each
key «¾½x , ¶%¿ÁÀHÂU«wÃ is an invertible mapping (the encryption function for « ) from ®K¹
to ®¹ , written ¶OÄ¿ÅÀsÃ . The inverse mapping is the decryption function, denoted ÆsÄ¿ÅÇsÃ .
ÇD´I¶ Ä ¿ÁÀsÃ denotes that ciphertext Ç results from encrypting plaintext À under « .
É`Ê Whereas block ciphers generally process plaintext in relatively large blocks (e.g., ©È
ª

´5® ¯

), stream ciphers typically process smaller units (see Note 6.1); the distinction, however,
is not definitive (see Remark 7.25). For plaintext messages exceeding one block in length,
various modes of operation for block ciphers are used (see 7.2.2).
The most general block cipher implements every possible substitution, as per Definition 7.2. To represent the key of such an -bit (true) random block cipher would require

¨

Ë This use of symbols Ì
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Í

©

may differ from other chapters.
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bits, or roughly
times the number of bits in a message block.
This excessive bitsize makes (true) random ciphers impractical. Nonetheless, it is an accepted design principle that the encryption function corresponding to a randomly selected
key should appear to be a randomly chosen invertible function.
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7.2 Definition A (true) random cipher is an -bit block cipher implementing all
on
elements. Each of the
keys specifies one such permutation.

ÓÔQÕ bijections

Ø

A block cipher whose block size is too small may be vulnerable to attacks based on
statistical analysis. One such attack involves simple frequency analysis of ciphertext blocks
(see Note 7.74). This may be thwarted by appropriate use of modes of operation (e.g., Algorithm 7.13). Other such attacks are considered in Note 7.8. However, choosing too large
a value for the blocksize may create difficulties as the complexity of implementation of
many ciphers grows rapidly with block size. In practice, consequently, for larger , easilyimplementable functions are necessary which appear to be random (without knowledge of
the key).
An encryption function per Definition 7.1 is a deterministic mapping. Each pairing of
plaintext block and key maps to a unique ciphertext block. In contrast, in a randomized
encryption technique (Definition 7.3; see also Remark 8.22), each
pair is associated
with a set
of eligible ciphertext blocks; each time is encrypted under , an output from a random source non-deterministically selects one of these eligible blocks. To
ensure invertibility, for every fixed key , the subsets
over all plaintexts must be
disjoint. Since the encryption function is essentially one-to-many involving an additional
parameter (cf. homophonic substitution, 7.3.2), the requirement for invertibility implies
data expansion, which is a disadvantage of randomized encryption and is often unacceptable.
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7.3 Definition A randomized encryption mapping is a function from a plaintext space
to a ciphertext space
,
, drawing elements from a space of random numbers
. is defined by
, such that for each key
and
,
, also written
, maps
to
; and an inverse (corresponding
decryption) function exists, mapping
.
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(ii) Practical security and complexity of attacks
The objective of a block cipher is to provide confidentiality. The corresponding objective
of an adversary is to recover plaintext from ciphertext. A block cipher is totally broken if a
key can be found, and partially broken if an adversary is able to recover part of the plaintext
(but not the key) from ciphertext.
7.4 Note (standard assumptions) To evaluate block cipher security, it is customary to always
assume that an adversary (i) has access to all data transmitted over the ciphertext channel;
and (ii) (Kerckhoffs’ assumption) knows all details of the encryption function except the
secret key (which security consequently rests entirely upon).
Under the assumptions of Note 7.4, attacks are classified based on what information
a cryptanalyst has access to in addition to intercepted ciphertext (cf. 1.13.1). The most
prominent classes of attack for symmetric-key ciphers are (for a fixed key):
1. ciphertext-only – no additional information is available.
2. known-plaintext – plaintext-ciphertext pairs are available.

ê
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3. chosen-plaintext – ciphertexts are available corresponding to plaintexts of the adversary’s choice. A variation is an adaptive chosen-plaintext attack, where the choice of
plaintexts may depend on previous plaintext-ciphertext pairs.
Additional classes of attacks are given in Note 7.6; while somewhat more hypothetical,
these are nonetheless of interest for the purposes of analysis and comparison of ciphers.
7.5 Remark (chosen-plaintext principle) It is customary to use ciphers resistant to chosenplaintext attack even when mounting such an attack is not feasible. A cipher secure against
chosen-plaintext attack is secure against known-plaintext and ciphertext-only attacks.
7.6 Note (chosen-ciphertext and related-key attacks) A chosen-ciphertext attack operates under the following model: an adversary is allowed access to plaintext-ciphertext pairs for
some number of ciphertexts of his choice, and thereafter attempts to use this information
to recover the key (or plaintext corresponding to some new ciphertext). In a related-key attack, an adversary is assumed to have access to the encryption of plaintexts under both an
unknown key and (unknown) keys chosen to have or known to have certain relationships
with this key.
With few exceptions (e.g., the one-time pad), the best available measure of security for
practical ciphers is the complexity of the best (currently) known attack. Various aspects of
such complexity may be distinguished as follows:
1. data complexity – expected number of input data units required (e.g., ciphertext).
2. storage complexity – expected number of storage units required.
3. processing complexity – expected number of operations required to process input data
and/or fill storage with data (at least one time unit per storage unit).
The attack complexity is the dominant of these (e.g., for linear cryptanalysis on DES, essentially the data complexity). When parallelization is possible, processing complexity may be
divided across many processors (but not reduced), reducing attack time.
Given a data complexity of  , an attack is always possible; this many different  bit blocks completely characterize the encryption function for a fixed -bit key. Similarly,
given a processing complexity of  , an attack is possible by exhaustive key search (  7.2.3).
Thus as a minimum, the effective key size should be sufficiently large to preclude exhaustive key search, and the block size sufficiently large to preclude exhaustive data analysis.
A block cipher is considered computationally secure if these conditions hold and no known
attack has both data and processing complexity significantly less than, respectively,  and
 . However, see Note 7.8 for additional concerns related to block size.

ÿ

ÿ

ÿ

ÿ

7.7 Remark (passive vs. active complexity) For symmetric-key block ciphers, data complexity is beyond the control of the adversary, and is passive complexity (plaintext-ciphertext
pairs cannot be generated by the adversary itself). Processing complexity is active complexity which typically benefits from increased resources (e.g., parallelization).
7.8 Note (attacks based on small block size) Security concerns which arise if the block size
 is too small include the feasibility of text dictionary attacks and matching ciphertext attacks. A text dictionary may be assembled if plaintext-ciphertext pairs become known for
a fixed key. The more pairs available, the larger the dictionary and the greater the chance of
locating a random ciphertext block therein. A complete dictionary results if  plaintextciphertext pairs become known, and fewer suffice if plaintexts contain redundancy and a
non-chaining mode of encryption (such as ECB) is used. Moreover, if about  such pairs

ÿ

ÿ
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are known, and about   ciphertexts are subsequently created, then by the birthday paradox one expects to locate a ciphertext in the dictionary. Relatedly, from ciphertext blocks
alone, as the number of available blocks approaches   , one expects to find matching ciphertext blocks. These may reveal partial information about the corresponding plaintexts,
depending on the mode of operation of the block cipher, and the amount of redundancy in
the plaintext.
Computational and unconditional security are discussed in  1.13.3. Unconditional security is both unnecessary in many applications and impractical; for example, it requires
as many bits of secret key as plaintext, and cannot be provided by a block cipher used to
encrypt more than one block (due to Fact 7.9, since identical ciphertext implies matching
plaintext). Nonetheless, results on unconditional security provide insight for the design of
practical ciphers, and has motivated many of the principles of cryptographic practice currently in use (see Remark 7.10).
7.9 Fact A cipher provides perfect secrecy (unconditional security) if the ciphertext and plaintext blocks are statistically independent.
7.10 Remark (theoretically-motivated principles) The unconditional security of the one-timepad motivates both additive stream ciphers (Chapter 6) and the frequent changing of cryptographic keys (  13.3.1). Theoretical results regarding the effect of redundancy on unicity
distance (Fact 7.71) motivate the principle that for plaintext confidentiality, the plaintext
data should be as random as possible, e.g., via data-compression prior to encryption, use of
random-bit fields in message blocks, or randomized encryption (Definition 7.3). The latter
two techniques may, however, increase the data length or allow covert channels.
(iii) Criteria for evaluating block ciphers and modes of operation
Many criteria may be used for evaluating block ciphers in practice, including:
1. estimated security level. Confidence in the (historical) security of a cipher grows if it
has been subjected to and withstood expert cryptanalysis over a substantial time period, e.g., several years or more; such ciphers are certainly considered more secure
than those which have not. This may include the performance of selected cipher components relative to various design criteria which have been proposed or gained favor
in recent years. The amount of ciphertext required to mount practical attacks often
vastly exceeds a cipher’s unicity distance (Definition 7.69), which provides a theoretical estimate of the amount of ciphertext required to recover the unique encryption
key.
2. key size. The effective bitlength of the key, or more specifically, the entropy of the key
space, defines an upper bound on the security of a cipher (by considering exhaustive
search). Longer keys typically impose additional costs (e.g., generation, transmission, storage, difficulty to remember passwords).
3. throughput. Throughput is related to the complexity of the cryptographic mapping
(see below), and the degree to which the mapping is tailored to a particular implementation medium or platform.
4. block size. Block size impacts both security (larger is desirable) and complexity
(larger is more costly to implement). Block size may also affect performance, for
example, if padding is required.
5. complexity of cryptographic mapping. Algorithmic complexity affects the implementation costs both in terms of development and fixed resources (hardware gate
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count or software code/data size), as well as real-time performance for fixed resources
(throughput). Some ciphers specifically favor hardware or software implementations.
6. data expansion. It is generally desirable, and often mandatory, that encryption does
not increase the size of plaintext data. Homophonic substitution and randomized encryption techniques result in data expansion.
7. error propagation. Decryption of ciphertext containing bit errors may result in various effects on the recovered plaintext, including propagation of errors to subsequent
plaintext blocks. Different error characteristics are acceptable in various applications. Block size (above) typically affects error propagation.

7.2.2 Modes of operation
A block cipher encrypts plaintext in fixed-size  -bit blocks (often  ). For messages
exceeding  bits, the simplest approach is to partition the message into  -bit blocks and
encrypt each separately. This electronic-codebook (ECB) mode has disadvantages in most
applications, motivating other methods of employing block ciphers (modes of operation)
on larger messages. The four most common modes are ECB, CBC, CFB, and OFB. These
are summarized in Figure 7.1 and discussed below.
In what follows,  denotes the encryption function of the block cipher  parameterized by key  , while    denotes decryption (cf. Definition 7.1). A plaintext message
!  !
!&% is assumed to consist of  -bit blocks for ECB and CBC modes (see Algo "#"$"
rithm 9.58 regarding padding), and ' -bit blocks for CFB and OFB modes for appropriate
fixed ')(* .
(i) ECB mode
The electronic codebook (ECB) mode of operation is given in Algorithm 7.11 and illustrated
in Figure 7.1(a).
7.11 Algorithm ECB mode of operation
!&% .
INPUT: + -bit key  ;  -bit plaintext blocks !
$,#"$"#% " ,
- ; decrypt to recover plaintext.
SUMMARY: produce ciphertext blocks .,#"$"#"/,
1. Encryption: for 01(*2)(43 , -65879: ! 5; .
2. Decryption: for 0<(42)(*3 , ! 5 79 = : - 5 ; .

Properties of the ECB mode of operation:
1. Identical plaintext blocks (under the same key) result in identical ciphertext.
2. Chaining dependencies: blocks are enciphered independently of other blocks. Reordering ciphertext blocks results in correspondingly re-ordered plaintext blocks.
3. Error propagation: one or more bit errors in a single ciphertext block affect decipherment of that block only. For typical ciphers  , decryption of such a block is then random (with about 50% of the recovered plaintext bits in error). Regarding bits being
deleted, see Remark 7.15.
7.12 Remark (use of ECB mode) Since ciphertext blocks are independent, malicious substitution of ECB blocks (e.g., insertion of a frequently occurring block) does not affect the
decryption of adjacent blocks. Furthermore, block ciphers do not hide data patterns – identical ciphertext blocks imply identical plaintext blocks. For this reason, the ECB mode is
not recommended for messages longer than one block, or if keys are reused for more than
>
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a) Electronic Codebook (ECB)
BA

b) Cipher-block Chaining (CBC)
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Figure 7.1: Common modes of operation for an R -bit block cipher.
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a single one-block message. Security may be improved somewhat by inclusion of random
padding bits in each block.
(ii) CBC mode
The cipher-block chaining (CBC) mode of operation, specified in Algorithm 7.13 and illustrated in Figure 7.1(b), involves use of an W -bit initialization vector, denoted X&Y .
7.13 Algorithm CBC mode of operation
INPUT: Z -bit key [ ; W -bit X/Y ; W -bit plaintext blocks \^]$_#`$`#`/_a\/b .
SUMMARY: produce ciphertext blocks c$]._#`$`#`/_$c6b ; decrypt to recover plaintext.
1. Encryption: cad<efX/Y . For gih*j)h*k , c6lmeonpq c6l.r=]s\/lt .
r=]
2. Decryption: c d efX/Y . For g<h4j)h*k , \ l e9c l.r ] sun p q c l t .
Properties of the CBC mode of operation:
1. Identical plaintexts: identical ciphertext blocks result when the same plaintext is enciphered under the same key and X&Y . Changing the X&Y , key, or first plaintext block
(e.g., using a counter or random field) results in different ciphertext.
2. Chaining dependencies: the chaining mechanism causes ciphertext c l to depend on
\ l and all preceding plaintext blocks (the entire dependency on preceding blocks is,
however, contained in the value of the previous ciphertext block). Consequently, rearranging the order of ciphertext blocks affects decryption. Proper decryption of a
correct ciphertext block requires a correct preceding ciphertext block.
3. Error propagation: a single bit error in ciphertext block c6l affects decipherment of
blocks c6l and c6lwv ] (since \&l depends on c6l and c6l.r ] ). Block \&xl recovered from c6l
is typically totally random (50% in error), while the recovered plaintext \Vxlwv ] has bit
errors precisely where c l did. Thus an adversary may cause predictable bit changes
in \ lwv ] by altering corresponding bits of c l . See also Remark 7.14.
4. Error recovery: the CBC mode is self-synchronizing or ciphertext autokey (see Remark 7.15) in the sense that if an error (including loss of one or more entire blocks)
occurs in block c6l but not c6lwv ] , c6lwvzy is correctly decrypted to \/lwvzy .
7.14 Remark (error propagation in encryption) Although CBC mode decryption recovers from
errors in ciphertext blocks, modifications to a plaintext block \ l during encryption alter all
subsequent ciphertext blocks. This impacts the usability of chaining modes for applications
requiring random read/write access to encrypted data. The ECB mode is an alternative (but
see Remark 7.12).
7.15 Remark (self-synchronizing vs. framing errors) Although self-synchronizing in the sense
of recovery from bit errors, recovery from “lost” bits causing errors in block boundaries
(framing integrity errors) is not possible in the CBC or other modes.
7.16 Remark (integrity of IV in CBC) While the X/Y in the CBC mode need not be secret, its
integrity should be protected, since malicious modification thereof allows an adversary to
make predictable bit changes to the first plaintext block recovered. Using a secret X/Y is
one method for preventing this. However, if message integrity is required, an appropriate
mechanism should be used (see { 9.6.5); encryption mechanisms typically guarantee confidentiality only.
|
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(iii) CFB mode
While the CBC mode processes plaintext ~ bits at a time (using an ~ -bit block cipher), some
applications require that  -bit plaintext units be encrypted and transmitted without delay, for
some fixed ~ (often   or   ). In this case, the cipher feedback (CFB) mode
may be used, as specified in Algorithm 7.17 and illustrated in Figure 7.1(c).
7.17 Algorithm CFB mode of operation (CFB-r)
INPUT:  -bit key  ; ~ -bit / ;  -bit plaintext blocks ^$#$#/a/ (i4*~ ).
SUMMARY: produce  -bit ciphertext blocks #.$##/$6 ; decrypt to recover plaintext.
1. Encryption: & . ( is the input value in a shift register.) For <4 :
(a) 89 ¡¢ . (Compute the block cipher output.)
(b) £ m the  leftmost bits of ¤ . (Assume the leftmost is identified as bit 1.)
(c) 6m&¦¥§£  . (Transmit the  -bit ciphertext block 6 .)
(d) w¨ ©9ª«¤¬J§®6©¯ °z±)ª² . (Shift 6 into right end of shift register.)
2. Decryption: ³f/ . For i*)* , upon receiving 6 :
&u9 ¦¥´£  , where £  ,  and  are computed as above.
Properties of the CFB mode of operation:
1. Identical plaintexts: as per CBC encryption, changing the & results in the same
plaintext input being enciphered to a different output. The / need not be secret
(although an unpredictable / may be desired in some applications).
2. Chaining dependencies: similar to CBC encryption, the chaining mechanism causes
ciphertext block 6 to depend on both / and preceding plaintext blocks; consequently, re-ordering ciphertext blocks affects decryption. Proper decryption of a correct
ciphertext block requires the preceding µ¶~·w¦¸ ciphertext blocks to be correct (so that
the shift register contains the proper value).
3. Error propagation: one or more bit errors in any single  -bit ciphertext block 6 affects the decipherment of that and the next µ¶~·w¦¸ ciphertext blocks (i.e., until ~ bits
of ciphertext are processed, after which the error block 6 has shifted entirely out of
the shift register). The recovered plaintext V¹ will differ from & precisely in the bit
positions   was in error; the other incorrectly recovered plaintext blocks will typically be random vectors, i.e., have 50% of bits in error. Thus an adversary may cause
predictable bit changes in   by altering corresponding bits of   .
4. Error recovery: the CFB mode is self-synchronizing similar to CBC, but requires
µ¶~·.¦¸ ciphertext blocks to recover.
5. Throughput: for )*~ , throughput is decreased by a factor of ~·. (vs. CBC) in that
each execution of  yields only  bits of ciphertext output.
7.18 Remark (CFB use of encryption only) Since the encryption function  is used for both
CFB encryption and decryption, the CFB mode must not be used if the block cipher  is a
public-key algorithm; instead, the CBC mode should be used.
7.19 Example (ISO variant of CFB) The CFB mode of Algorithm 7.17 may be modified as
follows, to allow processing of plaintext blocks (characters) whose bitsize º is less than the
bitsize  of the feedback variable (e.g., 7-bit characters using 8-bit feedback; º<» ). The
leftmost º (rather than  ) bits of   are assigned to £  ; the º -bit ciphertext character   is
computed; the feedback variable is computed from   by pre-prepending (on the left) ¼º
1-bits; the resulting  -bit feedback variable is shifted into the least significant (LS) end of
the shift register as before.
½
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(iv) OFB mode
The output feedback (OFB) mode of operation may be used for applications in which all
error propagation must be avoided. It is similar to CFB, and allows encryption of various
block sizes (characters), but differs in that the output of the encryption block function ¾
(rather than the ciphertext) serves as the feedback.
Two versions of OFB using an ¿ -bit block cipher are common. The ISO version (Figure 7.1(d) and Algorithm 7.20) requires an ¿ -bit feedback, and is more secure (Note 7.24).
The earlier FIPS version (Algorithm 7.21) allows À)Á*¿ bits of feedback.
7.20 Algorithm OFB mode with full feedback (per ISO 10116)
INPUT: Â -bit key Ã ; ¿ -bit Ä/Å ; À -bit plaintext blocks Æ^Ç$È#É$É#É/ÈaÆ/Ê (ËiÌ4ÀÌ*¿ ).
SUMMARY: produce À -bit ciphertext blocks Í#Ç.È$É#É#É/È$Í6Ê ; decrypt to recover plaintext.
1. Encryption: ÄÇÎÄ&Å . For Ë<Ì4Ï)Ì*Ð , given plaintext block Æ&Ñ :
(a) ÒÑ8Î9¾Ó Ô¡ÄÑÕ . (Compute the block cipher output.)
(b) Ö Ñ Î the À leftmost bits of Ò Ñ . (Assume the leftmost is identified as bit 1.)
(c) Í6ÑmÎÆ&Ñ¦×§Ö Ñ . (Transmit the À -bit ciphertext block Í6Ñ .)
(d) ÄÑwØ Ç©ÎoÒÑ . (Update the block cipher input for the next block.)
2. Decryption: Ä Ç ÎfÄ/Å . For ËiÌ*Ï)Ì*Ð , upon receiving Í Ñ :
Æ Ñ Î9Í Ñ ×´Ö Ñ , where Ö Ñ , Ò Ñ , and Ä Ñ are computed as above.
7.21 Algorithm OFB mode with Ù -bit feedback (per FIPS 81)
INPUT: Â -bit key Ã ; ¿ -bit Ä/Å ; À -bit plaintext blocks Æ^Ç$È#É$É#É/ÈaÆ/Ê (ËiÌ4ÀÌ*¿ ).
SUMMARY: produce À -bit ciphertext blocks Í#Ç.È$É#É#É/È$Í6Ê ; decrypt to recover plaintext.
As per Algorithm 7.20, but with “ÄÑwØ Ç©ÎoÒÑ ” replaced by:
ÄÑwØ Ç©ÎÛÚÜ³ÝGÄÑ§ÞÖ Ñß)àzá)Úâ . (Shift output Ö Ñ into right end of shift register.)
Properties of the OFB mode of operation:
1. Identical plaintexts: as per CBC and CFB modes, changing the Ä&Å results in the same
plaintext being enciphered to a different output.
2. Chaining dependencies: the keystream is plaintext-independent (see Remark 7.22).
3. Error propagation: one or more bit errors in any ciphertext character Í Ñ affects the
decipherment of only that character, in the precise bit position(s) Í Ñ is in error, causing
the corresponding recovered plaintext bit(s) to be complemented.
4. Error recovery: the OFB mode recovers from ciphertext bit errors, but cannot selfsynchronize after loss of ciphertext bits, which destroys alignment of the decrypting
keystream (in which case explicit re-synchronization is required).
5. Throughput: for ÀãÁä¿ , throughput is decreased as per the CFB mode. However,
in all cases, since the keystream is independent of plaintext or ciphertext, it may be
pre-computed (given the key and Ä&Å ).
7.22 Remark (changing IV in OFB) The Ä/Å , which need not be secret, must be changed if an
OFB key Ã is re-used. Otherwise an identical keystream results, and by XORing corresponding ciphertexts an adversary may reduce cryptanalysis to that of a running-key cipher
with one plaintext as the running key (cf. Example 7.58 ff.).

å

Remark 7.18 on public-key block ciphers applies to the OFB mode as well as CFB.
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7.23 Example (counter mode) A simplification of OFB involves updating the input block as a
counter, çèwé êë*çè´ì*í , rather than using feedback. This both avoids the short-cycle problem of Note 7.24, and allows recovery from errors in computing î . Moreover, it provides a
random-access property: ciphertext block ï need not be decrypted in order to decrypt block
ïEìðí .
ñ
7.24 Note (OFB feedback size) In OFB with full ò -bit feedback (Algorithm 7.20), the keystream is generated by the iterated function ó è ëôîõö ó è.÷ ê$ø . Since îõ is a permutation,
and under the assumption that for random ù , î§õ is effectively a random choice among all
ö6úû ø ü permutations on ò elements, it can be shown that for a fixed (random) key and starting
value, the expected cycle length before repeating any value óè is about ú û ÷ ê . On the other
hand, if the number of feedback bits is ý þÿò as allowed in Algorithm 7.21, the keystream
is generated by the iteration ó¤èmë &öGóè.÷=ê ø for some non-permutation which, assuming
it behaves as a random function, has an expected cycle length of about ú û . Consequently,
it is strongly recommended to use the OFB mode with full ò -bit feedback.





7.25 Remark (modes as stream ciphers) It is clear that both the OFB mode with full feedback
(Algorithm 7.20) and the counter mode (Example 7.23) employ a block cipher as a keystream generator for a stream cipher. Similarly the CFB mode encrypts a character stream using
the block cipher as a (plaintext-dependent) keystream generator. The CBC mode may also
be considered a stream cipher with ò -bit blocks playing the role of very large characters.
Thus modes of operation allow one to define stream ciphers from block ciphers.

7.2.3 Exhaustive key search and multiple encryption
A fixed-size key defines an upper bound on the security of a block cipher, due to exhaustive
key search (Fact 7.26). While this requires either known-plaintext or plaintext containing
redundancy, it has widespread applicability since cipher operations (including decryption)
are generally designed to be computationally efficient.
A design technique which complicates exhaustive key search is to make the task of
changing cipher keys computationally expensive, while allowing encryption with a fixed
key to remain relatively efficient. Examples of ciphers with this property include the block
cipher Khufu and the stream cipher SEAL.



7.26 Fact (exhaustive key search) For an ò -bit block cipher with -bit key, given a small number (e.g., ö 1ì
ø ò ) of plaintext-ciphertext pairs encrypted under key ù , ù can be recovered by exhaustive key search in an expected time on the order of ú ÷ ê operations.

   







Justification: Progress through the entire key space, decrypting a fixed ciphertext with
each trial key, and discarding those keys which do not yield the known plaintext . The
target key is among the undiscarded keys. The number of false alarms expected (non-target
keys which map to ) depends on the relative size of and ò , and follows from unicity
distance arguments; additional ö
ø pairs suffice to discard false alarms. One expects
to find the correct key after searching half the key space.

 





  

7.27 Example (exhaustive DES key search) For DES, ë
,ò ë
, and the expected requirement by Fact 7.26 is ú
decryptions and a single plaintext-ciphertext pair.
ñ



If the underlying plaintext is known to contain redundancy as in Example 7.28, then
ciphertext-only exhaustive key search is possible with a relatively small number of ciphertexts.
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7.28 Example (ciphertext-only DES key search) Suppose DES is used to encrypt 64-bit blocks
of 8 ASCII characters each, with one bit per character serving as an even parity bit. Trial
decryption with an incorrect key yields all 8 parity bits correct with probability
, and
correct parity for different blocks (each encrypted by ) with probability
. If this is
used as a filter over all
keys, the expected number of unfiltered incorrect keys is
.
For most practical purposes,
suffices.

"
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(i) Cascades of ciphers and multiple encryption
If a block cipher is susceptible to exhaustive key search (due to inadequate keylength), encipherment of the same message block more than once may increase security. Various such
techniques for multiple encryption of -bit messages are considered here. Once defined,
they may be extended to messages exceeding one block by using standard modes of operation ( 7.2.2), with denoting multiple rather than single encryption.

/

.

0

1324

5

7.29 Definition A cascade cipher is the concatenation of
block ciphers (called stages),
each with independent keys. Plaintext is input to first stage; the output of stage is input to
stage
; and the output of stage is the cascade’s ciphertext output.

5768+

1

9

.

In the simplest case, all stages in a cascade cipher have -bit keys, and the stage inputs and outputs are all -bit quantities. The stage ciphers may differ (general cascade of
ciphers), or all be identical (cascade of identical ciphers).

1

0

7.30 Definition Multiple encryption is similar to a cascade of identical ciphers, but the stage
keys need not be independent, and the stage ciphers may be either a block cipher or its
corresponding decryption function
.

:;)<0= >

Two important cases of multiple encryption are double and triple encryption, as illustrated in Figure 7.2 and defined below.
(a) double encryption
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Figure 7.2: Multiple encryption.
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7.31 Definition Double encryption is defined as
block cipher with key .

0[Z]\S^_)0 UL T Z 0 NL M `Z \7^a^ , where 0 L
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} v i<} m
Independent stage keys }
v and } s are typically used in double encryption. In triple
encryption (Definition 7.32), to save on key management and storage costs, dependent stage
keys are often used. E-D-E triple-encryption with }
v i~} s i<} m is backwards compatible with (i.e., equivalent to) single encryption.
dq

7.32 Definition Triple encryption is defined as
, where
denotes either
or
. The case
is called E-D-E
triple-encryption; the subcase
is often called two-key triple-encryption.

(ii) Meet-in-the-middle attacks on multiple encryption
A naive exhaustive key search attack on double encryption tries all
key pairs. The attack
of Fact 7.33 reduces time from
, at the cost of substantial space.

 sy
 s$
7.33 Fact For a block cipher with a  -bit key, a known-plaintext meet-in-the-middle attack defeats double encryption using on the order of   operations and   storage.
Justification (basic meet-in-the-middle): Noting Figure 7.2(a), given a e(|h pair, compute idIe|h under all   possible key values }
v i4 ; store all pairs eIIyh , sorted
or indexed on  (e.g., using conventional hashing). Decipher under all   possible values }
s i , and for each pair e x h where  x iz x e|h , check for hits  x i
against entries  in the first table. (This can be done creating a second sorted table, or
simply checking each 
x entry as generated.) Each hit identifies a candidate solution key
pair e]h , since d  e|hi<i<z e|h . Using a second known-plaintext pair eh (cf.
x
Fact 7.35), discard candidate key pairs which do not map  to  .
A concept analogous to unicity distance for ciphertext-only attack (Definition 7.69) can
be defined for known-plaintext key search, based on the following strategy. Select a key;
check if it is consistent with a given set (history) of plaintext-ciphertext pairs; if so, label
the key a hit. A hit that is not the target key is a false key hit.
7.34 Definition The number of plaintext-ciphertext pairs required to uniquely determine a key
under a known-plaintext key search is the known-plaintext unicity distance. This is the
smallest integer such that a history of length makes false key hits improbable.





4y

Using Fact 7.35, the (known-plaintext) unicity distance of a cascade of
phers can be estimated. Less than one false hit is expected when
.







  {



random ci-



7.35 Fact For an -stage cascade of random block ciphers with -bit blocks and -bit keys, the
expected number of false key hits for a history of length is about
.





e  h



Fact 7.35 holds with respect to random block ciphers defined as follows (cf. Definitions 7.2 and 7.70): given and , of the possible
permutations on
elements,
choose randomly and with equal probabilities, and associate these with the keys.




7.36 Example (meet-in-the-middle – double-DES) Applying Fact 7.33 to DES ( i ¡ , ¢i
£  ), the number of candidate key pairs expected for one e(|h pair is ¤¥¦i§ l¨     ,
and the likelihood of a false key pair satisfying a second e©ªh sample is  { v`« i¬(¤¥  .
Thus with high probability, two e|h pairs suffice for key determination. This agrees with
the unicity distance estimate of Fact 7.35: for ®i¬ , a history of length i4 yields  { v`«
expected false key hits.
¯
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A naive exhaustive attack on all key pairs in double-DES uses
time and negligible space, while the meet-in-the-middle attack (Fact 7.33) requires
time and
space.
Note 7.37 illustrates that the latter can be modified to yield a time-memory trade-off at any
point between these two extremes, with the time-memory product essentially constant at
(e.g.,
time,
space).
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7.37 Note (time-memory tradeoff – double-encryption) In the attack of Example 7.36, memory
entries) by independently guessing bits of each of ,
may be reduced (from tables of
(for any fixed ,
). The tables then each have
entries (fixing key bits
eliminates entries), but the attack must be run over
pairs of such tables to allow all
possible key pairs. The memory requirement is
entries (each
bits, omitting
fixed key bits), while time is on the order of
. The time-memory product
is
.
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For a block cipher with ½ -bit key, a naive attack on two-key triple encryption (Definition 7.32) involves trying all ° ²$¾ key pairs. Fact 7.39 notes a chosen-plaintext alternative.
7.39 Fact For an Å -bit block cipher with ½ -bit key, two-key triple encryption may be defeated
by a chosen-plaintext attack requiring on the order of °¾ of each of the following: cipher
operations, words of Ø]ÅfÆÞ½Û -bit storage, and plaintext-ciphertext pairs with plaintexts cho-

7.38 Note (generalized meet-in-the-middle trade-off ) Variations of Note 7.37 allow time-space
tradeoffs for meet-in-the-middle key search on any concatenation of
ciphers. For
even, meeting between the first and last
stages results in requirements on the order of
space and
time,
. For odd, meeting after the
first
and before the last
stages results in requirements on the order of
space and
time,
.

sen.

°p¾

Justification (chosen-plaintext attack on two-key triple-encryption): Using chosen plaintexts, two-key triple encryption may be reduced to double-encryption as follows. Noting
Figure 7.2(b), focus on the case where the result after the first encryption stage is the allzero vector
. For all values
, compute
. Submit each resulting as a chosen plaintext, obtaining the corresponding ciphertext . For each, compute
, representing an intermediate result after the second of three encryption
stages. Note that the values also represent candidate values . Sort the values and
in a table (using standard hashing for efficiency). Identify the keys corresponding to pairs
as candidate solution key pairs
,
to the given problem. Confirm
these by testing each key pair on a small number of additional known plaintext-ciphertext
pairs as required.
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While generally impractical due to the storage requirement, the attack of Fact 7.39 is
referred to as a certificational attack on two-key triple encryption, demonstrating it to be
weaker than triple encryption. This motivates consideration of triple-encryption with three
independent keys, although a penalty is a third key to manage.
Fact 7.40, stated specifically for DES (
,
), indicates that for the price
of additional computation, the memory requirement in Fact 7.39 may be reduced and the
chosen-plaintext condition relaxed to known-plaintext. The attack, however, appears impractical even with extreme parallelization; for example, for
, the number of operations is still
.
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7.40 Fact If known plaintext-ciphertext pairs are available, an attack on two-key triple-DES
requires
space and
operations.
(iii) Multiple-encryption modes of operation
In contrast to the single modes of operation in Figure 7.1, multiple modes are variants of
multiple encryption constructed by concatenating selected single modes. For example, the
combination of three single-mode CBC operations provides triple-inner-CBC; an alternative is triple-outer-CBC, the composite operation of triple encryption (per Definition 7.32)
with one outer ciphertext feedback after the sequential application of three single-ECB operations. With replicated hardware, multiple modes such as triple-inner-CBC may be pipelined allowing performance comparable to single encryption, offering an advantage over
triple-outer-CBC. Unfortunately (Note 7.41), they are often less secure.
7.41 Note (security of triple-inner-CBC) Many multiple modes of operation are weaker than
the corresponding multiple-ECB mode (i.e., multiple encryption operating as a black box
with only outer feedbacks), and in some cases multiple modes (e.g., ECB-CBC-CBC) are
not significantly stronger than single encryption. In particular, under some attacks tripleinner-CBC is significantly weaker than triple-outer-CBC; against other attacks based on the
block size (e.g., Note 7.8), it appears stronger.
(iv) Cascade ciphers
Counter-intuitively, it is possible to devise examples whereby cascading of ciphers (Definition 7.29) actually reduces security. However, Fact 7.42 holds under a wide variety of
attack models and meaningful definitions of “breaking”.



7.42 Fact A cascade of (independently keyed) ciphers is at least as difficult to break as the
first component cipher. Corollary: for stage ciphers which commute (e.g., additive stream
ciphers), a cascade is at least as strong as the strongest component cipher.
Fact 7.42 does not apply to product ciphers consisting of component ciphers which may
have dependent keys (e.g., two-key triple-encryption); indeed, keying dependencies across
stages may compromise security entirely, as illustrated by a two-stage cascade wherein the
components are two binary additive stream ciphers using an identical keystream – in this
case, the cascade output is the original plaintext.
Fact 7.42 may suggest the following practical design strategy: cascade a set of keystream generators each of which relies on one or more different design principles. It is not
clear, however, if this is preferable to one large keystream generator which relies on a single
principle. The cascade may turn out to be less secure for a fixed set of parameters (number
of key bits, block size), since ciphers built piecewise may often be attacked piecewise.

7.3 Classical ciphers and historical development
The term classical ciphers refers to encryption techniques which have become well-known
over time, and generally created prior to the second half of the twentieth century (in some
cases, many hundreds of years earlier). Many classical techniques are variations of simple substitution and simple transposition. Some techniques that are not technically block
ciphers are also included here for convenience and context.
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Classical ciphers and techniques are presented under 7.3 for historical and pedagogical reasons only. They illustrate important basic principles and common pitfalls. However,
since these techniques are neither sophisticated nor secure against current cryptanalytic capabilities, they are not generally suitable for practical use.

7.3.1 Transposition ciphers (background)



       ! "  #

& $
  %



For a simple transposition cipher with fixed period , encryption involves grouping the
plaintext into blocks of characters, and applying to each block a single permutation on
the numbers 1 through . More precisely, the ciphertext corresponding to plaintext block
is
. The encryption key is , which implicitly defines ; the key space has cardinality for a given value . Decryption involves
use of the permutation which inverts . The above corresponds to Definition 1.32.
The mathematical notation obscures the simplicity of the encryption procedure, as is
evident from Example 7.43.

 )*',+,-/.,0213

& 54 *.6 '7+61807-3







 ('

7.43 Example (simple transposition) Consider a simple transposition cipher with
and
. The message
CAESAR is encrypted to
RSCEAA. Decryption
uses the inverse permutation
. The transposition may be represented by
a two-row matrix with the second indicating the position to which the element indexed by
. Encryption may be done
the corresponding number of the first is mapped to:
by writing a block of plaintext under headings “
”, and then reading off the
characters under the headings in numerical order.

:9<@<;>=>=<9<?>?A@
;
<
.B'C+D1C0B-

E

7.44 Note (terminology: transposition vs. permutation) While the term “transposition” is traditionally used to describe a transposition cipher, the mapping of Example 7.43 may alternately be called a permutation on the set
. The latter terminology is used, for
example, in substitution-permutation networks, and in DES ( 7.4).

F -3G13GHG'JI



K L'

A mnemonic keyword may be used in place of a key, although this may seriously decrease the key space entropy. For example, for
, the keyword “CIPHER” could be
used to specify the column ordering 1, 5, 4, 2, 3, 6 (by alphabetic priority).

 G  9 GMG *N
 PORQS6  G G *N 

7.45 Definition Sequential composition of two or more simple transpositions with respective
periods
is called a compound transposition.
7.46 Fact The compound transposition of Definition 7.45 is equivalent to a simple transposition
of period
.
7.47 Note (recognizing simple transposition) Although simple transposition ciphers alter dependencies between consecutive characters, they are easily recognized because they preserve the frequency distribution of each character.

7.3.2 Substitution ciphers (background)



This section considers the following types of classical ciphers: simple (or mono-alphabetic)
substitution, polygram substitution, and homophonic substitution. The difference between
codes and ciphers is also noted. Polyalphabetic substitution ciphers are considered in 7.3.3.

T
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(i) Mono-alphabetic substitution
Suppose the ciphertext and plaintext character sets are the same. Let
be a plaintext message consisting of juxtaposed characters
, where is some fixed
character alphabet such as
. A simple substitution cipher or monoalphabetic substitution cipher employs a permutation over , with encryption mapping
. Here juxtaposition indicates concatenation (rather than
multiplication), and
is the character to which
is mapped by . This corresponds
to Definition 1.27.

v a Wo r V a s/WV ow dxa>wy W{v8z 6V z a
}v76Jz y  ]v W zW)3 v8W)V W

v

7.48 Example (trivial shift cipher/Caesar cipher) A shift cipher is a simple substitution cipher
with the permutation constrained to an alphabetic shift through characters for some fixed
. More precisely, if
, and
is associated with the integer value ,
,
then
. The decryption mapping is defined by
. For English text,
, and characters A through Z are associated with integers
through . For
, the message
HAL is encrypted to
IBM. According to
folklore, Julius Caesar used the key
.

y
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The shift cipher can be trivially broken because there are only
keys (e.g.,
) to exhaustively search. A similar comment holds for affine ciphers (Example 7.49).
More generally, see Fact 7.68.
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7.49 Example (affine cipher – historical) The affine cipher on a 26-letter alphabet is defined by
, where
. The key is
. Ciphertext
is
decrypted using
, with the necessary and sufficient condition
for invertibility that
. Shift ciphers are a subclass defined by
.
7.50 Note (recognizing simple substitution) Mono-alphabetic substitution alters the frequency
of individual plaintext characters, but does not alter the frequency distribution of the overall
character set. Thus, comparing ciphertext character frequencies to a table of expected letter
frequencies (unigram statistics) in the plaintext language allows associations between ciphertext and plaintext characters. (E.g., if the most frequent plaintext character X occurred
twelve times, then the ciphertext character that X maps to will occur twelve times).
(ii) Polygram substitution
A simple substitution cipher substitutes for single plaintext letters. In contrast, polygram
substitution ciphers involve groups of characters being substituted by other groups of characters. For example, sequences of two plaintext characters (digrams) may be replaced by
other digrams. The same may be done with sequences of three plaintext characters (trigrams), or more generally using -grams.
In full digram substitution over an alphabet of 26 characters, the key may be any of the
digrams, arranged in a table with row and column indices corresponding to the first and
second characters in the digram, and the table entries being the ciphertext digrams substituted for the plaintext pairs. There are then
keys.
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¯\
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7.51 Example (Playfair cipher – historical) A digram substitution may be defined by arranging the characters of a 25-letter alphabet ( and are equated) in a
matrix . Adjacent plaintext characters are paired. The pair
is replaced by the digram
as
follows. If and are in distinct rows and columns, they define the corners of a submatrix (possibly
itself), with the remaining corners and ; is defined as the character
in the same column as . If
and are in a common row, is defined as the character immediately to the right of
and that immediately right of
(the first column is
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viewed as being to the right of the last). If
and are in the same column, the characters immediately (circularly) below them are and . If
, an infrequent plaintext
character (e.g., ) is inserted between them and the plaintext is re-grouped. While cryptanalysis based on single character frequencies fails for the Playfair cipher (each letter may
be replaced by any other), cryptanalysis employing digram frequencies succeeds.

¸

¹

º»Bº

The key for a Playfair cipher is the
square. A mnemonic aid may be used to
more easily remember the square. An example is the use of a meaningful keyphrase, with
repeated letters deleted and the remaining alphabet characters included alphabetically at the
end. The keyphrase “PLAYFAIR IS A DIGRAM CIPHER” would define a square with
rows PLAYF, IRSDG, MCHEB, KNOQT, VWXYZ. To avoid the trailing characters always
being from the end of the alphabet, a further shift cipher (Example 7.48) could be applied
to the resulting 25-character string.
Use of keyphrases may seriously reduce the key space entropy. This effect is reduced
if the keyphrase is not directly written into the square. For example, the non-repeated keyphrase characters might be written into an 8-column rectangle (followed by the remaining
alphabet letters), the trailing columns being incomplete. The 25-character string obtained
by reading the columns vertically is then used to fill the
square row by row.

¼¼ »e¼ ´©ÀÇ· ½Y·¿Æ ¾ÁÀÃÂ ¾ÁÀÃÂ*ÄÂ É·{¼ 3Ê ËÅÅÅ Ë"¼ ¼
Â¡È<²

º8»]º

Ä ² Å½/ÅÅ[Ì Ä² Æ

7.52 Example (Hill cipher – historical) An -gram substitution may be defined using an inmatrix
as the key to map an -character plaintext
to a
vertible
ciphertext -gram
,
. Decryption involves using
. Here
characters A–Z, for example, are associated with integers 0–25. This polygram substitution
cipher is a linear transformation, and falls under known-plaintext attack.

Í ÏcÐ*Î£Ë"ÄÑ
Ä

¹

Î

(iii) Homophonic substitution
The idea of homophonic substitution, introduced in 1.5, is for each fixed key to associate with each plaintext unit (e.g., character) a set
of potential corresponding
ciphertext units (generally all of common size). To encrypt under , randomly choose
one element from this set as the ciphertext. To allow decryption, for each fixed key this
one-to-many encryption function must be injective on ciphertext space. Homophonic substitution results in ciphertext data expansion.
In homophonic substitution,
should be proportional to the frequency of in
the message space. The motivation is to smooth out obvious irregularities in the frequency
distribution of ciphertext characters, which result from irregularities in the plaintext frequency distribution when simple substitution is used.
While homophonic substitution complicates cryptanalysis based on simple frequency
distribution statistics, sufficient ciphertext may nonetheless allow frequency analysis, in
conjunction with additional statistical properties of plaintext manifested in the ciphertext.
For example, in long ciphertexts each element of
will occur roughly the same number of times. Digram distributions may also provide information.

Ä

Î

ÒÓÏÐ!Î£ËÄÑ!Ò

Ä

ÏÐ*ÎuËÄÑ

(iv) Codes vs. ciphers
A technical distinction is made between ciphers and codes. Ciphers are encryption techniques which are applied to plaintext units (bits, characters, or blocks) independent of their
semantic or linguistic meaning; the result is called ciphertext. In contrast, cryptographic
codes operate on linguistic units such as words, groups of words, or phrases, and substitute
(replace) these by designated words, letter groups, or number groups called codegroups.
The key is a dictionary-like codebook listing plaintext units and their corresponding codegroups, indexed by the former; a corresponding codebook for decoding is reverse-indexed.

Ô
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When there is potential ambiguity, codes in this context (vs. ciphers) may be qualified
as cryptographic codebooks, to avoid confusion with error-correcting codes (EC-codes)
used to detect and/or correct non-malicious errors and authentication codes (A-codes, or
MACs as per Definition 9.7) which provide data origin authentication.
Several factors suggest that codes may be more difficult to break than ciphers: the key
(codebook) is vastly larger than typical cipher keys; codes may result in data compression
(cf. Fact 7.71); and statistical analysis is complicated by the large plaintext unit block size
(cf. Note 7.74). Opposing this are several major disadvantages: the coding operation not
being easily automated (relative to an algorithmic mapping); and identical encryption of repeated occurrences of plaintext units implies susceptibility to known-plaintext attacks, and
allows frequency analysis based on observed traffic. This implies a need for frequent rekeying (changing the codebook), which is both more costly and inconvenient. Consequently,
codes are not commonly used to secure modern telecommunications.

7.3.3 Polyalphabetic substitutions and Vigenère ciphers
(historical)
A simple substitution cipher involves a single mapping of the plaintext alphabet onto ciphertext characters. A more complex alternative is to use different substitution mappings
(called multiple alphabets) on various portions of the plaintext. This results in so-called
polyalphabetic substitution (also introduced in Definition 1.30). In the simplest case, the
different alphabets are used sequentially and then repeated, so the position of each plaintext character in the source string determines which mapping is applied to it. Under different
alphabets, the same plaintext character is thus encrypted to different ciphertext characters,
precluding simple frequency analysis as per mono-alphabetic substitution ( 7.3.5).
The simple Vigenère cipher is a polyalphabetic substitution cipher, introduced in Example 1.31. The definition is repeated here for convenience.
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7.53 Definition A simple Vigenère cipher of period , over an -character alphabet, involves
a -character key
. The mapping of plaintext
to ciphertext
is defined on individual characters by
, where subscript
in is taken modulo (the key is re-used).

ä
Ù
×

×

The simple Vigenère uses shift ciphers (see Example 7.48), defined by shift values
, each specifying one of (mono-alphabetic) substitutions; is used on the characters
in position ,
,
, . In general, each of the substitutions is different; this is
referred to as using alphabets rather than a single substitution mapping. The shift cipher
(Example 7.48) is a simple Vigenère with period
.
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7.54 Example (Beaufort variants of Vigenère) Compared to the simple Vigenère mapping
, the Beaufort cipher has
, and is its own inverse. The
variant Beaufort has encryption mapping
.
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7.55 Example (compound Vigenère) The compound Vigenère has encryption mapping
, where in general the keys ,
, have distinct
periods , and the subscript in , indicating the th character of , is taken modulo .
This corresponds to the sequential application of simple Vigenères, and is equivalent to a
simple Vigenère of period
.

õ

é
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7.56 Example (single mixed alphabet Vigenère) A simple substitution mapping defined by a
general permutation (not restricted to an alphabetic shift), followed by a simple Vigenère,
is defined by the mapping
   , with inverse
    .
An alternative is a simple Vigenère followed by a simple substitution:
  

   .

, with inverse

Þÿ

þ û ü)©úù ûü)ý*ú©ùÞû ýþÞû û"ÿ Þû
ùû ùû

7.57 Example (full Vigenère) In a simple Vigenère of period  , replace the mapping defined by
the shift value (for shifting character ) by a general permutation of the alphabet. The
result is the substitution mapping
, where the subscript  in is taken modulo
 . The key consists of permutations


Þû

7.58 Example (running-key Vigenère) If the keystream  of a simple Vigenère is as long as
the plaintext, the cipher is called a running-key cipher. For example, the key may be meaningful text from a book.

While running-key ciphers prevent cryptanalysis by the Kasiski method ( # 7.3.5), if the
key has redundancy, cryptanalysis exploiting statistical imbalances may nonetheless succeed. For example, when encrypting plaintext English characters using a meaningful text
as a running key, cryptanalysis is possible based on the observation that a significant proportion of ciphertext characters results from the encryption of high-frequency running text
characters with high-frequency plaintext characters.
7.59 Fact A running-key cipher can be strengthened by successively enciphering plaintext under two or more distinct running keys. For typical English plaintext and running keys, it
can be shown that iterating four such encipherments appears unbreakable.
7.60 Definition An auto-key cipher is a cipher wherein the plaintext itself serves as the key
(typically subsequent to the use of an initial priming key).
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7.61 Example (auto-key Vigenère) In a running-key Vigenère (Example 7.58) with an -char!
acter alphabet, define a priming key  $  %
are encrypted
  . Plaintext characters
as
for ')(*+(* (simplest case:  ,' ). For .-/ ,
&  

!   . An alternative involving more keying material is to replace the simple shift
by a full Vigenère with permutations , '0(12(3 , defined by the key  or character :
for '4(56(1 ,
, and for 6-5 ,
.
879
":;9=<?>


þ û ú©û7ÿ üþû Þû
ú©û¦üù [ý þ û©ÿ

An alternative to Example 7.61 is to auto-key a cipher using the resulting ciphertext
,
. This, however, is far less
as the key: for example, for
desirable, as it provides an eavesdropping cryptanalyst the key itself.

þû û

ú©ûü

7.62 Example (Vernam viewed as a Vigenère) Consider a simple Vigenère defined by
3   . If the keystream is truly random and independent – as long as the plaintext and never repeated (cf. Example 7.58) – this yields the unconditionally secure Vernam

cipher (Definition 1.39; # 6.1.1), generalized from a binary to an arbitrary alphabet.

7.3.4 Polyalphabetic cipher machines and rotors (historical)
The Jefferson cylinder is a deceptively simple device which implements a polyalphabetic
substitution cipher; conceived in the late 18th century, it had remarkable cryptographic

C
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strength for its time. Polyalphabetic substitution ciphers implemented by a class of rotorbased machines were the dominant cryptographic tool in World War II. Such machines, including the Enigma machine and those of Hagelin, have an alphabet which changes continuously for a very long period before repeating; this provides protection against Kasiski
analysis and methods based on the index of coincidence ( E 7.3.5).
(i) Jefferson cylinder
The Jefferson cylinder (Figure 7.3) implements a polyalphabetic substitution cipher while
avoiding complex machinery, extensive user computations, and Vigenère tableaus. A solid
cylinder 6 inches long is sliced into 36 disks. A rod inserted through the cylinder axis allows
the disks to rotate. The periphery of each disk is divided into 26 parts. On each disk, the
letters A–Z are inscribed in a (different) random ordering. Plaintext messages are encrypted
in 36-character blocks. A reference bar is placed along the cylinder’s length. Each of the
36 wheels is individually rotated to bring the appropriate character (matching the plaintext
block) into position along the reference line. The 25 other parallel reference positions then
each define a ciphertext, from which (in an early instance of randomized encryption) one is
selected as the ciphertext to transmit.
B
Q
N
A
S

R C
X T
O W
K D
J E

R L
F R
I S
L M
H Y

P
F
Z
O
S

Figure 7.3: The Jefferson cylinder.

The second party possesses a cylinder with identically marked and ordered disks (1–
36). The ciphertext is decrypted by rotating each of the 36 disks to obtain characters along
a fixed reference line matching the ciphertext. The other 25 reference positions are examined for a recognizable plaintext. If the original message is not recognizable (e.g., random
data), both parties agree beforehand on an index 1 through 25 specifying the offset between
plaintext and ciphertext lines.
To accommodate plaintext digits 0–9 without extra disk sections, each digit is permanently assigned to one of 10 letters (a,e,i,o,u,y and f,l,r,s) which is encrypted as above
but annotated with an overhead dot, identifying that the procedure must be reversed. Reordering disks (1 through 36) alters the polyalphabetic substitution key. The number of possible orderings is F?G?HJIKFLNM?OQP.R?STVU . Changing the ordering of letters on each disk affords
O?W?H further mappings (per disk), but is more difficult in practice.
(ii) Rotor-based machines – technical overview
A simplified generic rotor machine (Figure 7.4) consists of a number of rotors (wired codewheels) each implementing a different fixed mono-alphabetic substitution, mapping a character at its input face to one on its output face. A plaintext character input to the first rotor
generates an output which is input to the second rotor, and so on, until the final ciphertext
character emerges from the last. For fixed rotor positions, the bank of rotors collectively
implements a mono-alphabetic substitution which is the composition of the substitutions
defined by the individual rotors.
To provide polyalphabetic substitution, the encipherment of each plaintext character
causes various rotors to move. The simplest case is an odometer-like movement, with a
single rotor stepped until it completes a full revolution, at which time it steps the adjacent
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Figure 7.4: A rotor-based machine.

rotor one position, and so on. Stepping a rotor changes the mono-alphabetic substitution
it defines (the active mapping). More precisely, each rotor X6Y effects a mono-alphabetic
substitution Z Y . X Y can rotate into [ Y positions (e.g., [ Y\^]_ ). When offset ` places from a
reference setting, X Y maps input a to Z Ycb aed.`gfihj` , where both the input to Z Y and the final
output are reduced mod 26.
The cipher key is defined by the mono-alphabetic substitutions determined by the fixed
wheel wirings and initial rotor positions. Re-arranging the order of rotors provides additional variability. Providing a machine with more rotors than necessary for operation at
any one time allows further keying variation (by changing the active rotors).
7.63 Fact Two properties of rotor machines desirable for security-related reasons are: (1) long
periods; and (2) state changes which are almost all “large”.
The second property concerns the motion of rotors relative to each other, so that the
sub-mappings between rotor faces change when the state changes. Rotor machines with
odometer-like state changes fail to achieve this second property.
7.64 Note (rotor machine output methods) Rotor machines were categorized by their method of
providing ciphertext output. In indicating machines, ciphertext output characters are indicated by means such as lighted lamps or displayed characters in output apertures. In printing machines, ciphertext is printed or typewritten onto an output medium such as paper.
With on-line machines, output characters are produced in electronic form suitable for direct transmission over telecommunications media.
(iii) Rotor-based machines – historical notes
A number of individuals are responsible for the development of early machines based on rotor principles. In 1918, the American E.H. Hebern built the first rotor apparatus, based on an
earlier typewriting machine modified with wired connections to generate a mono-alphabetic
substitution. The output was originally by lighted indicators. The first rotor patent was filed
in 1921, the year Hebern Electric Code, Inc. became the first U.S. cipher machine company
(and first to bankrupt in 1926). The U.S. Navy (circa 1929-1930 and some years thereafter)
used a number of Hebern’s five-rotor machines.
In October 1919, H.A. Koch filed Netherlands patent no.10,700 (“Geheimschrijfmachine” – secret writing machine), demonstrating a deep understanding of rotor principles;
no machine was built. In 1927, the patent rights were assigned to A. Scherbius.
The German inventor Scherbius built a rotor machine called the Enigma. Model A was
replaced by Model B with typewriter output, and a portable Model C with indicator lamps.
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The company set up in 1923 dissolved in 1934, but thereafter the Germans used the portable
battery-powered Enigma, including for critical World War II operations.
In October 1919, three days after Koch, A.G. Damm filed Swedish patent no.52,279 describing a double-rotor device. His firm was joined by the Swede, B. Hagelin, whose 1925
modification yielded the B-21 rotor machine (with indicating lamps) used by the Swedish
army. The B-21 had keywheels with varying number of teeth or gears, each of which was
associated with a settable two-state pin. The period of the resulting polyalphabetic substitution was the product of the numbers of keywheel pins; the key was defined by the state of
each pin and the initial keywheel positions. Hagelin later produced other models: B-211 (a
printing machine); a more compact (phone-sized) model C-36 for the French in 1934; and
based on alterations suggested by Friedman and others, model C-48 (of which over m?no;oo?o
were produced) which was called M-209 when used by the U.S. Army as a World War II
field cipher. His 1948 Swiss factory later produced: model C-52, a strengthened version of
M-209 (C-48) with period exceeding pqsrtvum?ow (with keywheels of 47, 43, 41, 37, 31, 29
pins); CD-55, a pocket-size version of the C-52; and T-55, an on-line version of the same,
modifiable to use a one-time tape. A further model was CD-57.
7.65 Note (Enigma details) The Enigma initially had three rotors xey , each with 26 positions.
x;z stepped x|{ which stepped x|} odometer-like, with x|{ also stepping itself; the period was
p?~VptVp~$m?r4o?o?o . The key consisted of the initial positions of these rotors ( ^m?rQoo?o
choices), their order ( ?~ choices), and the state of a plugboard, which implemented
a fixed but easily changed (e.g., manually, every hour) mono-alphabetic substitution ( p~?
choices), in addition to that carried out by rotor combinations.
7.66 Note (Hagelin M-209 details) The Hagelin M-209 rotor machine implements a polyalphabetic substitution using 6 keywheels – more specifically, a self-decrypting Beaufort cipher
(Example 7.54), |cyA&y"2y p?~ , of period m?omn?o?t;?to)p~Jp?tJ=p?JpmJm?im r
letters. Thus for a fixed ordered set of 6 keywheels, the cipher period exceeds m?o . y may
be viewed as the  th character in the key stream, as determined by a particular ordering of
keywheels, their pin settings, and starting positions. All keywheels rotate one position forward after each character is enciphered. The wheels simultaneously return to their initial
position only after a period equal to the least-common-multiple of their gear-counts, which
(since these are co-prime) is their product. A ciphertext-only attack is possible with 10002000 characters, using knowledge of the machine’s internal mechanical details, and assuming natural language redundancy in the plaintext; a known-plaintext attack is possible with
50-100 characters.

7.3.5 Cryptanalysis of classical ciphers (historical)
This section presents background material on redundancy and unicity distance, and techniques for cryptanalysis of classical ciphers,
(i) Redundancy
All natural languages are redundant. This redundancy results from linguistic structure. For
example, in English the letter “E” appears far more frequently than “Z”, “Q” is almost always followed by “U”, and “TH” is a common digram.
N An alphabet with 26 characters (e.g., Roman alphabet) can theoretically carry up to
p~4nqsr bits of information per character. Fact 7.67 indicates that, on average, far less
information is actually conveyed by a natural language.
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7.67 Fact The estimated average amount of information carried per character (per-character entropy) in meaningful English alphabetic text is 1.5 bits.
The per-character redundancy of English is thus about ¡s¢2£¤¡N¥v¦3§¡s¨ bits.
7.68 Fact Empirical evidence suggests that, for essentially any simple substitution cipher on a
meaningful message (e.g., with redundancy comparable to English), as few as 25 ciphertext
characters suffices to allow a skilled cryptanalyst to recover the plaintext.
(ii) Unicity distance and random cipher model
7.69 Definition The unicity distance of a cipher is the minimum amount of ciphertext (number
of characters) required to allow a computationally unlimited adversary to recover the unique
encryption key.
The unicity distance is primarily a theoretical measure, useful in relation to unconditional security. A small unicity distance does not necessarily imply that a block cipher is
insecure in practice. For example, consider a 64-bit block cipher with a unicity distance
of two ciphertext blocks. It may still be computationally infeasible for a cryptanalyst (of
reasonable but bounded computing power) to recover the key, although theoretically there
is sufficient information to allow this.
The random cipher model (Definition 7.70) is a simplified model of a block cipher providing a reasonable approximation for many purposes, facilitating results on block cipher
properties not otherwise easily established (e.g., Fact 7.71).
7.70 Definition Let © and ª be random variables, respectively, denoting the ciphertext block
and the key, and let « denote the decryption function. Under the random cipher model,
«¬®©¯ is a random variable uniformly distributed over all possible pre-images of © (meaningful messages and otherwise, with and without redundancy).
In an intuitive sense, a random cipher as per the model of Definition 7.70 is a random
mapping. (A more precise approximation would be as a random permutation.)
7.71 Fact Under the random cipher model, the expected unicity distance °2± of a cipher is °2±v¦
²
²
³¯µ´« , where ¶³0¯ is the entropy of the key space (e.g., 64 bits for ¨·®¸ equiprobable
keys), and « is the plaintext redundancy (in bits/character).
For a one-time pad, the unbounded entropy of the key space implies, by Fact 7.71, that
the unicity distance is likewise unbounded. This is consistent with the one-time pad being
theoretically unbreakable.
Data compression reduces redundancy. Fact 7.71 implies that data compression prior
to encryption increases the unicity distance, thus increasing security. If the plaintext contains no redundancy whatsoever, then the unicity distance is infinite; that is, the system is
theoretically unbreakable under a ciphertext-only attack.
7.72 Example (unicity distance – transposition cipher) The unicity distance of a simple transposition cipher of period ¹ can be estimated under the random cipher model using Fact 7.71,
¦
§¡N¨ bits/character. In this case,
and the assumption of plaintext redundancy of «
²
³¯µ´«º¦¼»½?¾¹¿¯µ´?§¡N¨ and for ¹$¦¼¤?¨ the estimated unicity distance is 9 characters,
which is very crude, this being less than one 12-character block. For ¹À¦Á¨¢ , the estimated unicity distance is a more plausible 29 characters; this can be computed using StirÃ ¨ÄÅ¹¾¹´Æ¯ÈÇ , for large ¹ and ÆÀ¦É¨¡N¢?¤Ê ) as
ling’s approximation of Fact 2.57(iii) (¹¿Â
²
³¯µ´«/¦^»½¹¿N¯®´ §¡s¨QÂËµÌ¡N§¹¯ÎÍV»N½¾¹´Æ¯ .
Ï

Ð
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7.73 Example (unicity distance – simple substitution) The number of keys for a mono-alphabetic substitution cipher over alphabet Ò is Ó ÔBÓÖÕØ×Ù , where ×;Õ*Ó Ò+Ó . For example, ×;ÕÛÚ?Ü
(Roman alphabet) yields Ú?ÜÙJÝËÞeßQà?áâµã keys. Assuming equiprobable keys, an estimate of
the entropy of the key space is then (cf. Example 7.72) äåÔæeÕØçèåµÚ?ÜÙNæéÝ&ê?êësÞ bits. Assuming English text with ì/Õ$íëNÚ bits of redundancy per character (Fact 7.67), a theoretical
estimate of the unicity distance of a simple substitution cipher is äå¶Ô0æ®î?ìïÕÛê?êësÞî íësÚÝ
Ú?ê characters. This agrees closely with empirical evidence (Fact 7.68).
ð
(iii) Language statistics
Cryptanalysis of classical ciphers typically relies on redundancy in the source language
(plaintext). In many cases a divide-and-conquer approach is possible, whereby the plaintext
or key is recovered piece by piece, each facilitating further recovery.
Mono-alphabetic substitution on short plaintext blocks (e.g., Roman alphabet characters) is easily defeated by associating ciphertext characters with plaintext characters
(Note 7.50). The frequency distribution of individual ciphertext characters can be compared
to that of single characters in the source language, as given by Figure 7.5 (estimated from
1964 English text). This is facilitated by grouping plaintext letters by frequency into high,
medium, low, and rare classes; focussing on the high-frequency class, evidence supporting trial letter assignments can be obtained by examining how closely hypothesized assignments match those of the plaintext language. Further evidence is available by examination
of digram and trigram frequencies. Figure 7.6 gives the most common English digrams as
a percentage of all digrams; note that of Ú?ÜâÕ$Ü?ñÜ possible digrams, the top 15 account for
27% of all occurrences. Other examples of plaintext redundancy appearing in the ciphertext include associations of vowels with consonants, and repeated letters in pattern words
(e.g., “that”, “soon”, “three”).
13
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6.54
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2.00

1.96

1.92

1.73

1.54
0.99

0.67
0.16

0.11

0.19

0.09

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
Figure 7.5: Frequency of single characters in English text.

7.74 Note (large blocks preclude statistical analysis) An ò -bit block size implies Úó plaintext
units (“characters”). Compilation of frequency statistics on plaintext units thus becomes
infeasible as the block size of the simple substitution increases; for example, this is clearly
infeasible for DES ( ô 7.4), where òõÕ$Ü?Þ .
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Cryptanalysis of simple transposition ciphers is similarly facilitated by source language
statistics (see Note 7.47). Cryptanalyzing transposed blocks resembles solving an anagram.
Attempts to reconstruct common digrams and trigrams are facilitated by frequency statistics. Solutions may be constructed piecewise, with the appearance of digrams and trigrams
in trial decryptions confirming (partial) success.
4

%
3.21

3.05

3
2 1.81

2.30

2.13
1.51 1.32 1.53

1.90

1.83
1.36

1.28

1.22 1.30

1.28

1
0

AN AT ED EN ER ES HE IN ON OR RE ST TE TH TI
Figure 7.6: Frequency of 15 common digrams in English text.

Cryptanalysis of polyalphabetic ciphers is possible by various methods, including Kasiski’s method and methods based on the index of coincidence, as discussed below.
(iv) Method of Kasiski (vs. polyalphabetic substitution)
Kasiski’s method provides a general technique for cryptanalyzing polyalphabetic ciphers
with repeated keywords, such as the simple Vigenère cipher (Definition 7.53), based on the
following observation: repeated portions of plaintext encrypted with the same portion of
the keyword result in identical ciphertext segments. Consequently one expects the number of characters between the beginning of repeated ciphertext segments to be a multiple of
the keyword length. Ideally, it suffices to compute the greatest common divisor of the various distances between such repeated segments, but coincidental repeated ciphertext segments may also occur. Nonetheless, an analysis (Kasiski examination) of the common factors among all such distances is possible; the largest factor which occurs most commonly
is the most likely keyword length. Repeated ciphertext segments of length 4 or longer are
most useful, as coincidental repetitions are then less probable.
The number of letters in the keyword indicates the number of alphabets ö in the polyalphabetic substitution. Ciphertext characters can then be partitioned into ö sets, each of
which is then the result of a mono-alphabetic substitution. Trial values for ö are confirmed
if the frequency distribution of the (candidate) mono-alphabetic groups matches the frequency distribution of the plaintext language. For example, the profile for plaintext English
(Figure 7.5) exhibits a long trough characterizing ÷ùøúûJüý , followed by a spike at þ , and
ÿ µö . The resulting mono-alphabetic portions can be solved inpreceded by the triple-peak of 
dividually, with additional information available by combining their solution (based on digrams, probable words, etc.). If the source language is unknown, comparing the frequency
distribution of ciphertext characters to that of candidate languages may allow determination
of the source language itself.
(v) Index of coincidence (vs. polyalphabetic substitution)
The index of coincidence (IC) is a measure of the relative frequency of letters in a ciphertext sample, which facilitates cryptanalysis of polyalphabetic ciphers by allowing determination of the period ö (as an alternative to Kasiski’s method). For concreteness, consider a
Vigènere cipher and assume natural language English plaintext.
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Let the ciphertext alphabet be       , and let  be the unknown probability that an arbitrarily chosen character in a random ciphertext is  . The measure of roughness measures the deviation of ciphertext characters from a flat frequency distribution as
follows:
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&('*) +,.-

" $

%

#




!

 

%
"

#

$

(7.1)

The minimum value is
, corresponding to a flat distribution (for equiprobable
 #0/ $
). The maximum value occurs when the frequency distribution of  has great , 
est variability, corresponding to a mono-alphabetic substitution (the plaintext frequency dis&('*1324657
57
#0/ $
tribution is then manifested).
Define this maximum value
, where
"
%
corresponds to   when   are plaintext frequencies. For English as per Figure 7.5, the
65 7
#0/ $98 - -0:;< - -=<0;>?- -0@A0=
 5 7 " #0 / B- -@0 <@ . (This varies with letter
maximum value is MR
5 7 B- " -:0:A
$

"

frequency estimates;
, yielding
is commonly cited, and is
used in Table 7.1.) While MR cannot be computed directly from a ciphertext sample (since
the period C is unknown, the mono-alphabetic substitutions cannot be separated), it may be
estimated from the frequency distribution of ciphertext characters as follows.
Let D denote the number of appearances of  in an E -character ciphertext sample (thus

#0HI/ @
D

E ). The numberH of pairs of letters among these E is E(F3EG"
, of which D JFID "
#HI/ @
are the pair FII  for any fixed character  . Define IC as the probability that two
characters arbitrarily chosen from the given ciphertext sample are equal:

 %
!Q O P
%

KMLN



#0H
R
! D  FID  #H "
ESFIE&"

(7.2)

Independent of this given ciphertext sample,
the probability that two randomly chosen ci %
phertext characters
are
equal
is
.
Thus
(comparing word definitions) IC is an esti


T


%
#0/
mate of   , and by equation (7.1), thereby an estimate of MR + $ . Moreover, IC can
be directly computed from a ciphertext sample, allowing estimation of MR itself. Since
5 7
#0/ $
#0/
MR varies from 0 to "
, one expects IC to range from $ (for polyalphabetic sub5 7
stitution with infinite period) to
(for mono-alphabetic substitution). More precisely, the
following result may be established.
7.75 Fact For a polyalphabetic cipher of period C , U (IC) as given below is the expected value
of the index of coincidence for a ciphertext string of length E , where $ is the number of
5WVX #0/ $
5W7
alphabet characters,
, and
is given in Table 7.1:

UYF
5W7

KML H 

#

E "\C 5 7]^C("
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#
C[Z E&"
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5 V
E
#
Z E&"
Z

(7.3)

5V

( in is intended to denote a plaintext frequency distribution, while the _ in denotes a
`@:
5WV4
distribution for random characters.) For Roman-alphabet languages, $
implies
- -=<0a:
B


=
; for the Russian Cyrillic alphabet, $
.

7.76 Example (estimating polyalphabetic period using IC) Tabulating the expected values for
 # @
IC for periods C
  using Equation (7.3) (which is essentially independent of E
for large E and small C ), and comparing this to that obtained from a particular ciphertext
using Equation (7.2) allows a crude estimate of the period C of the cipher, e.g., whether it is
mono-alphabetic or polyalphabetic with small period. Candidate values C in the range thus
determined may be tested for correctness by partitioning ciphertext characters into groups
of letters separated by C ciphertext positions, and in one or more such groups, comparing
b
the character frequency distribution to that of plaintext.
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Language
French
Spanish
German
Italian
English
Russian

cd
e0fgeh0hi
e0fgeh0hj
e0fgeh0kl
e0fgeh0mi
e0fgek0kh
e0fgej0ln

Table 7.1: Estimated roughness constant oqp for various languages (see Fact 7.75).

A polyalphabetic period r may be determined either by Example 7.76 or the alternative
of Example 7.77, based on the same underlying ideas. Once r is determined, the situation
is as per after successful completion of the Kasiski method.
7.77 Example (determining period by ciphertext auto-correlation) Given a sample of polyalphabetic ciphertext, the unknown period r may be determined by examining the number of
coincidences when the ciphertext is auto-correlated. More specifically, given a ciphertext
sample s t sMuSff f sIv , starting with rxwBy , count the total number of occurrences sJz{w?sIzT|} for
y~~6r . Repeat for rXw l0 mW ff f and tabulate the counts (or plot a bar graph). The
actual period r is revealed as follows: for values r that are a multiple of r , the counts will
be noticeably higher (easily recognized as spikes on the bar graph). In fact, for  appropriately large, one expects approximately c d coincidences in this case, and significantly
fewer in other cases.

In the auto-correlation method of coincidences of Example 7.77, the spikes on the bar
graph reveal the period, independent of the source language. Once the period is determined,
ciphertext characters from like alphabets can be grouped, and the profile of single-character
letter frequencies among these, which differs for each language, may be used to determine
the plaintext language.

7.4 DES
The Data Encryption Standard (DES) is the most well-known symmetric-key block cipher.
Recognized world-wide, it set a precedent in the mid 1970s as the first commercial-grade
modern algorithm with openly and fully specified implementation details. It is defined by
the American standard FIPS 46–2.

7.4.1 Product ciphers and Feistel ciphers
The design of DES is related to two general concepts: product ciphers and Feistel ciphers.
Each involves iterating a common sequence or round of operations.
The basic idea of a product cipher (see  1.5.3) is to build a complex encryption function by composing several simple operations which offer complementary, but individually
insufficient, protection (note cascade ciphers per Definition 7.29 use independent keys). Basic operations include transpositions, translations (e.g., XOR) and linear transformations,
arithmetic operations, modular multiplication, and simple substitutions.
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7.78 Definition A product cipher combines two or more transformations in a manner intending
that the resulting cipher is more secure than the individual components.
7.79 Definition A substitution-permutation (SP) network is a product cipher composed of a
number of stages each involving substitutions and permutations (Figure 7.7).
plaintext

S

S

S

S

S

S

P

S

S
P

ciphertext

Figure 7.7: Substitution-permutation (SP) network.

Many SP networks are iterated ciphers as per Definition 7.80.
7.80 Definition An iterated block cipher is a block cipher involving the sequential repetition of
an internal function called a round function. Parameters include the number of rounds  , the
block bitsize  , and the bitsize  of the input key  from which  subkeys  (round keys)
are derived. For invertibility (allowing unique decryption), for each value  the round
function is a bijection on the round input.
7.81 Definition A Feistel cipher is an iterated cipher mapping a   -bit plaintext 3W  , for
 -bit blocks  and S , to a ciphertext Iq  , through an  -round process where ¢¡¤£ .
±
For £¦¥¨§©¥ª , round § maps I ¬«   ¬« ®°¯ 3      as follows:  ³²  ¬« ,  ²
 ¬« ´4µ 3 ¬«     , where each subkey   is derived from the cipher key  .
Typically in a Feistel cipher, ¢¡`¶ and often is even. The Feistel structure specifically
orders the ciphertext output as 3x0 · rather than 3   ; the blocks are exchanged
from their usual order after the last round. Decryption is thereby achieved using the same
 -round process but with subkeys used in reverse order,  through   ; for example, the
last round is undone by simply repeating it (see Note 7.84). The µ function of the Feistel
cipher may be a product cipher, though µ itself need not be invertible to allow inversion of
the Feistel cipher.
Figure 7.9(b) illustrates that successive rounds of a Feistel cipher operate on alternating halves of the ciphertext, while the other remains constant. Note the round function of
Definition 7.81 may also be re-written to eliminate · : x ² x¬«¸ ´¹µ I!« M . In this
case, the final ciphertext output is I    «º , with input labeled 3¹«    .
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7.4.2 DES algorithm
DES is a Feistel cipher which processes plaintext blocks of »N¼.½0¾ bits, producing 64-bit
ciphertext blocks (Figure 7.8). The effective size of the secret key ¿ is À¢¼?Á0½ bits; more
precisely, the input key ¿ is specified as a 64-bit key, 8 bits of which (bits ÂWÃ Ä½WÃ ÅÅ ÅÆÃ ½0¾ )
may be used as parity bits. The ÇÈIÉ keys implement (at most) Ç È3É of the Ç É3ÊË possible bijections on 64-bit blocks. A widely held belief is that the parity bits were introduced to reduce
the effective key size from 64 to 56 bits, to intentionally reduce the cost of exhaustive key
search by a factor of 256.

Î
plaintext

ÈIÉ
Ì

É3Ê

DES

Ì

ciphertext

Í

Î
key

Î
Í

ÈIÉ
Í

É3Ê

DES ÏÑÐ

Ì

Figure 7.8: DES input-output.

Full details of DES are given in Algorithm 7.82 and Figures 7.9 and 7.10. An overview
follows. Encryption proceeds in 16 stages or rounds. From the input key ¿ , sixteen 48-bit
subkeys ¿Ò are generated, one for each round. Within each round, 8 fixed, carefully selected
6-to-4 bit substitution mappings (S-boxes) ÓRÒ , collectively denoted Ó , are used. The 64-bit
plaintext is divided into 32-bit halves ÔÕ and ÖSÕ . Each round is functionally equivalent,
taking 32-bit inputs Ô Ò¬×Ø and Ö Ò!×Ø from the previous round and producing 32-bit outputs
Ô Ò and Ö Ò for ÄÙ9ÚÙ`Ä½ , as follows:

Ô Ò
Ö Ò
¼

¼

Ö Ò¬×Ø Û
(7.4)
Ô !Ò ×Ø(ÜNÝÆÞ Ö Ò!×Ø Ã>¿ Òàß Ãáâã ä3ã ÝÆÞ Ö Ò!×Ø Ã>¿ ÒMß ¼6å Þ Ó Þ3æYÞ Ö Ò!×Ø ß·Ü ¿ ÒàßJß (7.5)

Here æ is a fixed expansion permutation mapping ÖxÒ¬×Ø from 32 to 48 bits (all bits are used
once; some are used twice). å is another fixed permutation on 32 bits. An initial bit permutation (IP) precedes the first round; following the last round, the left and right halves are
exchanged and, finally, the resulting string is bit-permuted by the inverse of IP. Decryption
involves the same key and algorithm, but with subkeys applied to the internal rounds in the
reverse order (Note 7.84).
A simplified view is that the right half of each round (after expanding the 32-bit input
to 8 characters of 6 bits each) carries out a key-dependent substitution on each of 8 characters, then uses a fixed bit transposition to redistribute the bits of the resulting characters to
produce 32 output bits.
Algorithm 7.83 specifies how to compute the DES round keys ¿ Ò , each of which contains 48 bits of ¿ . These operations make use of tables PC1 and PC2 of Table 7.4, which
are called permuted choice 1 and permuted choice 2. To begin, 8 bits ( À çWÃ À Ø Ã Å ÅÅÃ À ) of
É
É3Ê
¿ are discarded (by PC1). The remaining 56 bits are permuted and assigned to two 28-bit
variables è and é ; and then for 16 iterations, both è and é are rotated either 1 or 2 bits,
and 48 bits ( ¿Ò ) are selected from the concatenated result.

ê
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7.82 Algorithm Data Encryption Standard (DES)
INPUT: plaintext ì9íïîî îàì,ð3ñ ; 64-bit key òôóBõíïîî î õð3ñ (includes 8 parity bits).
OUTPUT: 64-bit ciphertext block ö?ó6÷ í î îî ÷ ð3ñ . (For decryption, see Note 7.84.)
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1. (key schedule) Compute sixteen 48-bit round keys òø from ò using Algorithm 7.83.
ý ûWþ[ÿ
(ù ì í¬ì Sî îîMì ðIñ0þ . (Use IP from Table 7.2 to permute bits; split the
2. ùIúû0üS
result into left and right 32-bit halves úûYó ì
ì 3ûSîî îMì , ýûYó ì ¬ì ñ Sîî îàì .)
3. (16 rounds) for from 1 to 16, compute ú·ø and ýxø using Equations (7.4) and (7.5)
ò³øàþIþ as follows:
above, computing Æù3ýxø í üòøàþ*ó ¹ù (ù Yù3ýxø í þ
from 32 to 48 bits using per Table 7.3:
(a) Expand ýø í ó
í îî î
ÿ
ùIýø í þ . (Thus ó
í îîî
í .)
(b)
ÿ
4ò ø . Represent as eight 6-bit character strings: ù 4í ü îî îü 0þ4ó
.
ÿ ù í ù í þIü ù þIüî î î ù þJþ . (Here øJù øàþ maps øGó
(c)
í îîî ð
to the 4-bit entry in row and column ÷ of Rø in Table 7.8, page 260 where
ó
. Thus
í
ð , and
ñ is the radix-2 representation of ?÷
íºù
þ yields ³ó , ÷ó
, and output 5, i.e., binary 0101.)
(d)
ÿ ¹ù þ . (Use per Table 7.3 to permute the 32 bits of
ó í îî î ,
yielding í ð ïîî î
.)
4. í î îî ð3ñ ÿ ù3ý í ð üú í ð þ . (Exchange final blocks ú í ð ü ý í ð .)
í
5. ö ÿ
.)
ù í (îî î MðIñ0þ . (Transpose using IP í from Table 7.2; ö`ó Mñ3û (îî î
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Table 7.2: DES initial permutation and inverse (IP and IP
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Table 7.3: DES per-round functions: expansion
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Figure 7.9: DES computation path.
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7.83 Algorithm DES key schedule

INPUT: 64-bit key
(including 8 odd-parity bits).
OUTPUT: sixteen 48-bit keys ,
.
1. Define ,
as follows:
for
;
otherwise.
(These are left-shift values for 28-bit circular rotations below.)
PC1( ); represent as 28-bit halves (
). (Use PC1 in Table 7.4 to select
2.
bits from :
,
.)
3. For from 1 to 16, compute
as follows:
,
,
PC2(
). (Use PC2 in Table 7.4 to select 48 bits from the concatenation
of
and :
. ‘ ’ denotes left circular shift.)
If decryption is designed as a simple variation of the encryption function, savings result
in hardware or software code size. DES achieves this as outlined in Note 7.84.

Å  °>ÅÆÇ » À°> >°>Å
¾%Èº  °>É,  Ã É ¸0ÊªË ¾È ¸ °>ÌUÃ Èª  ÊªË ¾É,  °Å  Ã
 ÍÈº »
,
É

Èª ÎÉR »oÊªË ¾Èª » °>Å  Ã


¾È  »o°>É  »9Ã ÉR »oÊºË ¾Èª » °>Å Ã ÊªË ¾Èª » °>Å Ã4ÏÉR »

7.84 Note (DES decryption) DES decryption consists of the encryption algorithm with the same
key but reversed key schedule, using in order
(see Note 7.85). This
works as follows (refer to Figure 7.9). The effect of
is cancelled by IP in decryption, leaving
; consider applying round 1 to this input. The operation on the left
half yields, rather than
, now
which, since
and
, is equal to
. Thus
round 1 decryption yields
, i.e., inverting round 16. Note that the cancellation
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

256

Ch. 7 Block Ciphers

57
1
10
19
63
7
14
21

49 41
58 50
2 59
11
3
above for
55 47
62 54
6 61
13
5

PC1
33 25 17
42 34 26
51 43 35
60 52 44
; below for
39 31 23
46 38 30
53 45 37
28 20 12

ÐGÑ

ÒÑ

9
18
27
36

14
3
23
16
41
30
44
46

15
22
29
4

17
28
19
7
52
40
49
42

PC2
11 24
15
6
12
4
27 20
31 37
51 45
39 56
50 36

1
21
26
13
47
33
34
29

5
10
8
2
55
48
53
32

Table 7.4: DES key schedule bit selections (PC1 and PC2).

Ó

Ô¡Õ

of each round is independent of the definition of and the specific value of ; the swapping of halves combined with the XOR process is inverted by the second application. The
remaining 15 rounds are likewise cancelled one by one in reverse order of application, due
to the reversed key schedule.

ÔÅÖ-×Ø>ØØ/×>ÔÅÖZÙ

may be generated by Algo7.85 Note (DES decryption key schedule) Subkeys
rithm 7.83 and used in reverse order, or generated in reverse order directly as follows. Note
that after
is generated, the original values of the 28-bit registers and are restored
(each has rotated 28 bits). Consequently, and due to the choice of shift-values, modifying
: replace the left-shifts
Algorithm 7.83 as follows generates subkeys in order
by right-shift rotates; change the shift value to .

ÔÅÖZÙ

ÜxÖ Ý ÔÅÖZÙ9×>ØØ>Ø×ÔÅÖ

Ú Û

7.86 Example (DES test vectors) The plaintext “Now is the time for all ”, represented as a
string of 8-bit hex characters (7-bit ASCII characters plus leading 0-bit), and encrypted us0123456789ABCDEF results in the
ing the DES key specified by the hex string
following plaintext/ciphertext:

à6áá
Ð

ÔßÞ

â

4E6F772069732074 68652074696D6520 666F7220616C6C20
3FA40E8A984D4815 6A271787AB8883F9 893D51EC4B563B53.

7.4.3 DES properties and strength
There are many desirable characteristics for block ciphers. These include: each bit of the
ciphertext should depend on all bits of the key and all bits of the plaintext; there should be no
statistical relationship evident between plaintext and ciphertext; altering any single plaintext or key bit should alter each ciphertext bit with probability ; and altering a ciphertext
bit should result in an unpredictable change to the recovered plaintext block. Empirically,
DES satisfies these basic objectives. Some known properties and anomalies of DES are
given below.

ãÖ

æ Þ ä è é ågä ê

å

Ôå

æçÞ´ä&èÁéZå åJê

(i) Complementation property
7.87 Fact Let denote DES, and the bitwise complement of . Then
. That is, bitwise complementing both the key and the plaintext
complemented DES ciphertext.

éëì9×í&ì0ê

implies
results in

Justification: Compare the first round output (see Figure 7.10) to
for the uncomplemented case. The combined effect of the plaintext and key being complemented results

î
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ðRñòó

ô¡ñ

in the inputs to the XOR preceding the S-boxes (the expanded
and subkey ) both
being complemented; this double complementation cancels out in the XOR operation, resulting in S-box inputs, and thus an overall result
, as before. This quantity is
then XORed (Figure 7.9) to
(previously ), resulting in
(rather than ). The same
effect follows in the remaining rounds.

ú÷ õcöð,÷9ø>ôÌóUú,ù ó

ú÷

ú,ó

Jþ ÿô

The complementation property is normally of no help to a cryptanalyst in known-plaintext exhaustive key search. If an adversary has, for a fixed unknown key , a chosen
 
plaintext set of
data
,
, then 
implies 
.
Checking if the key
with plaintext
yields either
or
now rules out two keys
with one encryption operation, thus reducing the expected number of keys required before
success from   to  . This is not a practical concern.

öZûGøü/ù ô %ö ý ó ø>þ ó ù

Ìô ôÅó ó ¨ôÅôÅó ó ô ÿ ¨ôÅó

ö ý ýó ø>ó þGÿ9ù

þGÿ þ ó ö þGý ÿó ù

ö%ý ó ù

(ii) Weak keys, semi-weak keys, and fixed points
If subkeys
to
are equal, then the reversed and original schedules create identical
subkeys:
,
 , and so on. Consequently, the encryption and decryption
functions coincide. These are called weak keys (and also: palindromic keys).

ô

ö öôÅó>öLø>ûGô ùbÿùù û

 

7.88 Definition A DES weak key is a key such that
an involution. A pair of DES semi-weak keys is a pair

ö û öLûGùbù û

for 
 defining
 all  , i.e.,
with
 .

Encryption with one key of a semi-weak pair operates as does decryption with the other.
7.89 Fact DES has four weak keys and six pairs of semi-weak keys.

ºþ ÷ ÷ ô¡ñ ÷
þG÷ ôÅºó ÷

þ÷

The four DES weak keys are listed in Table 7.5, along with corresponding 28-bit variables
and 
of Algorithm 7.83; here  represents  repetitions of bit  . Since
and  are all-zero or all-one bit vectors, and rotation of these has no effect, it follows that
all subkeys
are equal and an involution results as noted above.
The six pairs of DES semi-weak keys are listed in Table 7.6. Note their defining property (Definition 7.88) occurs when subkeys
through  of the first key, respectively,
equal subkeys
through
of the second. This requires that a 1-bit circular left-shift of
each of
and  for the first 56-bit key results in the
 pair for the second 56-bit
and  one or two bits for the first rekey (see Note 7.84), and thereafter left-rotating
sults in the same value as right-rotating those for the second the same number of positions.
The values in Table 7.6 satisfy these conditions. Given any one 64-bit semi-weak key, its
paired semi-weak key may be obtained by splitting it into two halves and rotating each half
through 8 bits.



ôÅó

ôÅó

ÿ û

öLûJùû =û

Åô ó
þñ ö%jþG÷0ñ ø #÷9ù
ô

ÿ

7.90 Fact Let denote DES. For each of the four DES weak keys , there exist  fixed points
 , i.e., plaintexts such that   . Similarly, four of the twelve semi-weak keys
of
  .
each have  anti-fixed points, i.e., such that

ô

öZûJù û
ô ó ô ó ôjÿ ô ó 
 9ø!"
 9ø#!
ô ó ø>ôjÿ
û

The four semi-weak keys of Fact 7.90 are in the upper portion of Table 7.6. These are
called anti-palindromic keys, since for these
,
, and so on.

ô

(iii) DES is not a group
For a fixed DES key , DES defines a permutation from
to
. The set of
DES keys defines  such (potentially different) permutations. If this set of permutations
was closed under composition (i.e., given any two keys
, there exists a third key

 $      for all ) then multiple encryption
such that
would be equivalent
to single encryption. Fact 7.91 states that this is not the case for DES.

öLûJù

ö öLûGùbù
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weak key (hexadecimal)
0101
FEFE
1F1F
E0E0

0101
FEFE
1F1F
E0E0

0101
FEFE
0E0E
F1F1

0101
FEFE
0E0E
F1F1

'% &
*+-,.0/
*1-, .0/
*+-,.0/
*1-,.0/

( &
)
*+-,.0/
*1-, .0/
*1-,.0/
*+-,.0/

Table 7.5: Four DES weak keys.

% &
*+212,3 4
*+212,3 4
*+212, 3 4
*+212,3 4
*+2, .0/
*12, .0/

( &
*+21-,-3 4
*12+-,-3 4
*+-, .0/
*1-, .0/
*+21-,-3 4
*+21-,-3 4

semi-weak key pair (hexadecimal)
01FE
1FE0
01E0
1FFE
011F
E0FE

01FE
1FE0
01E0
1FFE
011F
E0FE

01FE
0EF1
01F1
0EFE
010E
F1FE

01FE,
0EF1,
01F1,
0EFE,
010E,
F1FE,

FE01
E01F
E001
FE1F
1F01
FEE0

FE01
E01F
E001
FE1F
1F01
FEE0

FE01
F10E
F101
FE0E
0E01
FEF1

FE01
F10E
F101
FE0E
0E01
FEF1

% &
*12+2,3 4
*12+2,3 4
*12+2, 3 4
*12+2,3 4
*+2, .0/
*12, .0/

( &
*12+-,-3 4
*+21-,-3 4
*+-, .0/
*1-, .0/
*12+-,-3 4
*12+-,-3 4

Table 7.6: Six pairs of DES semi-weak keys (one pair per line).

7.91 Fact The set of 56 7 permutations defined by the 5687 DES keys is not closed under functional composition. Moreover, a lower bound on the size of the group generated by composing this set of permutations is 9;:<8= >8> .
The lower bound in Fact 7.91 is important with respect to using DES for multiple encryption. If the group generated by functional composition was too small, then multiple
encryption would be less secure than otherwise believed.
(iv) Linear and differential cryptanalysis of DES
Assuming that obtaining enormous numbers of known-plaintext pairs is feasible, linear
cryptanalysis provides the most powerful attack on DES to date; it is not, however, considered a threat to DES in practical environments. Linear cryptanalysis is also possible in a
ciphertext-only environment if some underlying plaintext redundancy is known (e.g., parity
bits or high-order 0-bits in ASCII characters).
Differential cryptanalysis is one of the most general cryptanalytic tools to date against
modern iterated block ciphers, including DES, Lucifer, and FEAL among many others. It is,
however, primarily a chosen-plaintext attack. Further information on linear and differential
cryptanalysis is given in ? 7.8.
7.92 Note (strength of DES) The complexity (see ? 7.2.1) of the best attacks currently known
against DES is given in Table 7.7; percentages indicate success rate for specified attack parameters. The ‘processing complexity’ column provides only an estimate of the expected
cost (operation costs differ across the various attacks); for exhaustive search, the cost is in
DES operations. Regarding storage complexity, both linear and differential cryptanalysis
require only negligible storage in the sense that known or chosen texts can be processed
individually and discarded, but in a practical attack, storage for accumulated texts would
be required if ciphertext was acquired prior to commencing the attack.

@ c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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attack method

data complexity
known
chosen

storage
complexity

exhaustive precomputation

—

1

BC0D

exhaustive search

1

—

negligible

—
—

for texts
for texts

—

for texts
for texts

linear cryptanalysis

BEGFH0IJ2KL
B F0M H0NO2KL

differential cryptanalysis

—

B C0C

B ERQ

processing
complexity
1 (table lookup)

B C0C
BEGF
B C0P
B ERQ
B C0C

Table 7.7: DES strength against various attacks.

7.93 Remark (practicality of attack models) To be meaningful, attack comparisons based on
different models (e.g., Table 7.7) must appropriately weigh the feasibility of extracting (acquiring) enormous amounts of chosen (known) plaintexts, which is considerably more difficult to arrange than a comparable number of computing cycles on an adversary’s own machine. Exhaustive search with one known plaintext-ciphertext pair (for ciphertext-only, see
Example 7.28) and ST T DES operations is significantly more feasible in practice (e.g., using
highly parallelized custom hardware) than linear cryptanalysis (LC) requiring SU V known
pairs.
While exhaustive search, linear, and differential cryptanalysis allow recovery of a DES
key and, therefore, the entire plaintext, the attacks of Note 7.8, which become feasible once
about SV8W ciphertexts are available, may be more efficient if the goal is to recover only part
of the text.

7.5 FEAL
The Fast Data Encipherment Algorithm (FEAL) is a family of algorithms which has played
a critical role in the development and refinement of various advanced cryptanalytic techniques, including linear and differential cryptanalysis. FEAL-N maps 64-bit plaintext to
64-bit ciphertext blocks under a 64-bit secret key. It is an X -round Feistel cipher similar to
DES (cf. Equations (7.4), (7.5)), but with a far simpler Y -function, and augmented by initial
and final stages which XOR the two data halves as well as XOR subkeys directly onto the
data halves.
FEAL was designed for speed and simplicity, especially for software on 8-bit microprocessors (e.g., chipcards). It uses byte-oriented operations (8-bit addition mod 256, 2-bit
left rotation, and XOR), avoids bit-permutations and table look-ups, and offers small code
size. The initial commercially proposed version with 4 rounds (FEAL-4), positioned as a
fast alternative to DES, was found to be considerably less secure than expected (see Table 7.10). FEAL-8 was similarly found to offer less security than planned. FEAL-16 or
FEAL-32 may yet offer security comparable to DES, but throughput decreases as the number of rounds rises. Moreover, whereas the speed of DES implementations can be improved
through very large lookup tables, this appears more difficult for FEAL.
Algorithm 7.94 specifies FEAL-8. The Y -function Y[Z8\]^_ maps an input pair of `;Sa
b;c bits
to a 32-bit output. Within the Y function, two byte-oriented data substitutions (Sboxes) dfe and dhg are each used twice; each maps a pair of 8-bit inputs to an 8-bit output
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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row

ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl
ikjRl
ikmRl
iknRl
ikoRl

ikjRl ikmRl iknRl ipoGl i ql ikrGl iksRl kicolumn
tRl ikuRl number
ikvRl ipmjRl ikm2mRl ikm2nGl ikm2oGl ikmRql ikmrRl
wyx
14
0
4
15

4
15
1
12

13
7
14
8

1
4
8
2

2
14
13
4

15
2
6
9

11
13
2
1

8
1
11
7

3
10
15
5

10
6
12
11

6
12
9
3

12
11
7
14

5
9
3
10

9
5
10
0

0
3
5
6

7
8
0
13

15
3
0
13

1
13
14
8

8
4
7
10

14
7
11
1

6
15
10
3

11
2
4
15

3
8
13
4

4
14
1
2

9
12
5
11

7
0
8
6

2
1
12
7

13
10
6
12

12
6
9
0

0
9
3
5

5
11
2
14

10
5
15
9

10
13
13
1

0
7
6
10

9
0
4
13

14
9
9
0

6
3
8
6

3
4
15
9

15
6
3
8

5
10
0
7

1
2
11
4

13
8
1
15

12
5
2
14

7
14
12
3

11
12
5
11

4
11
10
5

2
15
14
2

8
1
7
12

7
13
10
3

13
8
6
15

14
11
9
0

3
5
0
6

0
6
12
10

6
15
11
1

9
0
7
13

10
3
13
8

1
4
15
9

2
7
1
4

8
2
3
5

5
12
14
11

11
1
5
12

12
10
2
7

4
14
8
2

15
9
4
14

2
14
4
11

12
11
2
8

4
2
1
12

1
12
11
7

7
4
10
1

10
7
13
14

11
13
7
2

6
1
8
13

8
5
15
6

5
0
9
15

3
15
12
0

15
10
5
9

13
3
6
10

0
9
3
4

14
8
0
5

9
6
14
3

12
10
9
4

1
15
14
3

10
4
15
2

15
2
5
12

9
7
2
9

2
12
8
5

6
9
12
15

8
5
3
10

0
6
7
11

13
1
0
14

3
13
4
1

4
14
10
7

14
0
1
6

7
11
13
0

5
3
11
8

11
8
6
13

4
13
1
6

11
0
4
11

2
11
11
13

14
7
13
8

15
4
12
1

0
9
3
4

8
1
7
10

13
10
14
7

3
14
10
9

12
3
15
5

9
5
6
0

7
12
8
15

5
2
0
14

10
15
5
2

6
8
9
3

1
6
2
12

13
1
7
2

2
15
11
1

8
13
4
14

4
8
1
7

6
10
9
4

15
3
12
10

11
7
14
8

1
4
2
13

10
12
0
15

9
5
6
12

3
6
10
9

14
11
13
0

5
0
15
3

0
14
3
5

12
9
5
6

7
2
8
11

w{z
w{|
wf}

w{~
w{

w
w{

Table 7.8: DES S-boxes.
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(see Table 7.9). f and h add a single bit  # to 8-bit arguments  and  , ignore
the carry out of the top bit, and left rotate the result 2 bits (ROT2):

'0 ¡)¢¤£¦¥§¦;¨;©
(7.6)
The key schedule uses a function ª«8¬® similar to the ª -function (see Table 7.9; ¬¯ ,
®¯ , °¯ , ±8¯ , and ²³¯ are 8-bit variables), mapping two 32-bit inputs to a 32-bit output.
´¶µ¸·¹»º¤¼¾½À¿ ´¶µ¸·Á¹»º¼ ÂÀ¿
¹»ºÇÉÈ³º Ä ¿GÈ³½ÊÇ ºÇÉÈ³º Ä
ÃÄÆÅ
¹»º Ë È³ºÏÎÌ¿GÈ³½ Ä º Ë È³ºÏÎ
ÃÌËÍÅ
´ Ä Å Ð Ä ¹Ã Ä ¼Ã Ë ¿
Ð Ä ¹ Ã Ä ¼ Ã Ë È³Â Ç ¿
´ ËÅ Ð ÇÉ¹ Ã Ë ¼Ì´ Ä ¿
Ð ÇÌ¹ Ã Ë ¼Ì´ Ä ÈÆÂ Ä ¿
´hÇ Å Ð ÇÉ¹»ºÏÇÉ¼Ì´ Ä ¿
Ð ÇÌ¹»ºÏÇ#¼Ì´ Ä È³Â Ë ¿
´hÎ Å Ð[Ä ¹»ºÏÎÉ¼Ì´ Ë ¿
Ð[Ä ¹»ºÏÎ#¼Ì´ Ë È³ÂÎÉ¿
Table 7.9: Output

´ Å ¹G´hÇ#¼Ì´ Ä ¼Ì´ Ë ¼Ì´ÊÎÉ¿

· ·Á

for FEAL functions ,

(Algorithm 7.94).

As the operations of 2-bit rotation and XOR are both linear, the only nonlinear elementary operation in FEAL is addition mod 256.
7.94 Algorithm Fast Data Encipherment Algorithm (FEAL-8)
INPUT: 64-bit plaintext ÑÒ¶ÓÔÕÕÕÖÓØ× Ù ; 64-bit key ÚÛÜÕÕÕÜ×8Ù .
OUTPUT: 64-bit ciphertext block ÝßÞÕÕÕÞ0× Ù . (For decryption, see Note 7.96.)
1. (key schedule) Compute sixteen 16-bit subkeys Ú ¯ from Ú using Algorithm 7.95.
2. Define Ñ¡àáâÓÔÊããã0Óåä æ , ÑèçÔâÓåä äãããéÓØ×8Ù .
3. 8êh"ëì8Ñ¡àÆÑèçíî88Ú¤ïÚð 8  Úñ Úò8Ì8 . (XOR initial subkeys.)
4.   ëó  íê  .
5. For ô from 1 to 8 do: êÆ¯ëõ¯Öö   ¯ë÷ê³¯éö  íÏª[8ø¯éö  Ú¯Öö   . (Use Table 7.9 for
ª[8¬° with ¬îø¯Öö  ù8¬  ¬  ¬ æ ¬ ä  and °ßùÚ¯Öö  ù8°  °   .)
6. ê ï ë÷ê ï í ï .
7. 8 ï ê ï ëì8 ï ê ï íî88Ú  æ Ú  ä 8  Ú  Ù Ú ú 8 . (XOR final subkeys.)
8. Ýûëì8 ï ê ï  . (Note the order of the final blocks is exchanged.)
7.95 Algorithm FEAL-8 key schedule
INPUT: 64-bit key ÚüßÜ"ÊÕÕÕÜ× Ù .
OUTPUT: 256-bit extended key (16-bit subkeys Ú ¯ , ýÔôøý;¨; .
ö æÿ ëó , ²þ ö 8ÿ ëóÜ  ÕÕÕÜ ä8æ , ²þ ÿ ëóÜ ä ä ÕÕÕÜ ×8Ù .
1. (initialize) ²Àþ
2. ²  8²h²#²Êæ;²Êä; for 8-bit ² ¯ . Compute Ú¤ÕÕÕhÚñ ú as ô runs from 1 to 8:
¯Öö æÿ ² þ ¯éö 8ÿ íÏ² þ ¯éö ä-ÿ  . (ª« is defined in Table 7.9, where ¬ and
(a) ² ë ª« ² þ
® denote 4-byte vectors  ¬¬¬æ¬ä; ,  ®¯ ÿ ®#®æ"®ä; .)
(b) Ú¤æ ¯Öö æ¤ù8²h²É , Ú¤æ ¯éö  ²Êæ²Êä , ²þ ë÷² .

 

7.96 Note (FEAL decryption) Decryption may be achieved using Algorithm 7.94 with the same
key Ú and ciphertext Ý¸Û  ï ê ï  as the plaintext input Ñ , but with the key schedule
reversed. More specifically, subkeys 88Ú  æ Ú ä 88Ú  Ù Ú ú R are used for the initial XOR
(step 3), R Ú ï Ú ð  #8Ú  Ú   8 for the final XOR (step 7), and the round keys are used
from Ú back to Ú  (step 5). This is directly analogous to decryption for DES (Note 7.84).
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!
($*)($!+


 


7.97 Note (FEAL-N) FEAL with 64-bit key can be generalized to -rounds, even.
is recommended;
yields FEAL-8 (Algorithm 7.94). FEAL-N uses
sixteen-bit
subkeys:
, respectively, in round ;
for the initial XOR;
and
for the final XOR. The key schedule of Algorithm 7.95 is directly
generalized to compute keys
through
as runs from to
.

"  !#%$'&

 ($!+ "
, - /.0012
7.98 Note (FEAL-NX) Extending FEAL-N to use a 128-bit key results in FEAL-NX, with al1
tered key schedule as follows. The key is split into 64-bit halves -3456 . 6 is parti1
/

>
.
1
?
<

2
 6 C 698
tioned into 32-bit halves -7#6 #698 . For ,;:<":=, define @BA




#3N 6 forA *&O"EN D G/H*I ; and @BA #698 for "EDKJ%G/H*I  .
for "EDF,G/H*I ; @BA
A
!

The second argument ( LM
C LM ) to PQ in step 2a of Algorithm 7.95 is replaced by
LM A !3N C LM A *&ON C @ A . For  6  J , FEAL-NX matches FEAL-N with  4 as the 64-bit
FEAL-N key  .
 00000000 00000000 and hex
7.99 Example (FEAL test vectors) For hex plaintext R

1S
01234567 89ABCDEF, Algorithm 7.95 generates subkeys -3;+
key 
1

DF3BCA36 F17C1AEC 45A5B9C7 26EBAD25, -7UT!;WV
8B2AECB7

AC509D4C 22CD479B A8D50CB5. Algorithm 7.94 generates FEAL-8 ciphertext X

CEEF2C86 F2490752. For FEAL-16, the corresponding ciphertext is XZY
 69B0FAE6 DDED6B0B. For 128-bit key3ADE0D2A
-7#4[6  1
D84D0B6F; for FEAL-32, XZY Y


6  as above, R has corresponding FEAL-8X ciphertext X Y Y\Y
with 4
]
92BEB65D 0E9382FB.

7.100 Note (strength of FEAL) Table 7.10 gives various published attacks on FEAL; LC and DC
denote linear and differential cryptanalysis, and times are on common personal computers
or workstations.
attack
method

data complexity
known chosen

storage
complexity

processing
complexity

FEAL-4 – LC

5

—

30K bytes

6 minutes

FEAL-6 – LC

100

—

100K bytes

40 minutes

280K bytes

10 minutes
2 minutes

FEAL-16 – DC

—

FEAL-24 – DC

—

FEAL-32 – DC

—

^ b pairs
^ _c pairs
^`gf pairs
^hh pairs

FEAL-8 – LC
FEAL-8 – DC

^ _a`

^ de operations
^`gh operations
^ hgb operations

Table 7.10: FEAL strength against various attacks.

i c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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7.6 IDEA

k

The cipher named IDEA (International Data Encryption Algorithm) encrypts 64-bit plaintext to 64-bit ciphertext blocks, using a 128-bit input key . Based in part on a novel
generalization of the Feistel structure, it consists of 8 computationally identical rounds followed by an output transformation (see Figure 7.11). Round uses six 16-bit subkeys
,
, to transform a 64-bit input into an output of four 16-bit blocks, which are input to the next round. The round 8 output enters the output transformation, employing four
additional subkeys
,
to produce the final ciphertext
.
All subkeys are derived from .
A dominant design concept in IDEA is mixing operations from three different algebraic groups of elements. The corresponding group operations on sub-blocks and of
bitlength
are bitwise XOR:
; addition mod :
AND 0xFFFF, denoted
; and (modified) multiplication mod
, with
associated with
:
(see Note 7.104).
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16
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16
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for round
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16
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16

¬ª ¬«

ciphertext
bitwise XOR

addition mod
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(with

¡

output
transformation

16

interpreted as

0¢

)

Figure 7.11: IDEA computation path.
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7.101 Algorithm IDEA encryption

½F¾À¿´ÁÂÂÂa¿²Ã3Ä ; 128-bit key Å ¾ÆÁÂÂÂÆÁWÇ7È .
ÉÊ¾ÊË7É ÁÌ É ÇÌ ÉÍ Ì É ÄÎ . (For decryption, see Note 7.103.)
1. (key schedule) Compute 16-bit subkeys ÅyÁ ÏÑÐÒ Ì ÂÂÂ Ì ÅyÃ ÏoÐ Ò for rounds Ó/ÔÕSÔÖ , and
ÅyÁ Ï\×Ò Ì ÂÂÂ Ì ÅyÄ Ï ×OÒ for the output transformation, using Algorithm 7.102.
2. ËØÙÁ Ì ØÚÇ Ì Ø Í Ì ØÚÄ Î©Û Ë¿uÁÂÂÂ¿uÁÃ , ¿uÁ7Ü!ÂÂÂ¿ Í Ç , ¿ Í3Í ÂÂÂ¿²Ä7È , ¿²Ä ÂÂÂ¿SÃ3Ä Î ,
×
where Ø;Ý is a 16-bit data store.
3. For round Õ from 1 to 8 do:
(a) ØÁ Û ØÁÞ(ÅyÁ ÏoÐ Ò , ØÚÄ Û ØÚÄÞ%ÅÄ ÏoÐÒ , Ø/Ç Û Ø/ÇàßáÅyÇ ÏÑÐÒ , Ø Í Û Ø Í ßáÅyÍ ÏÑÐÒ .
(b) âgã Û Å ä ÏoÐ Ò Þ%ËØ Áå ØÚÍ Î , â ÁZÛ Å Ã ÏoÐ Ò Þ%Ëâgã©ßEËØ Çå Ø ÄÎ¼Î , â ÇÛ âgã©ß´â Á .
(c) ØÁ Û ØÁ å âÁ , ØÚÄ Û Ø/Ä å âgÇ , æ Û ØÚÇ å âgÇ , ØÚÇ Û Ø Í å âÁ , Ø Í Û æ .
4. (output transformation) É9Á Û ØÁÞ(ÅyÁ Ï ×OÒ , É0Ä Û ØÚÄÞ%ÅyÄ Ï ×OÒ , ÉÇ Û Ø Í ß´ÅyÇ Ï\×Ò , É Í Û
ØÚÇ©ßáÅyÍ Ï ×OÒ .

INPUT: 64-bit plaintext
OUTPUT: 64-bit ciphertext block

7.102 Algorithm IDEA key schedule (encryption)

Åç¾ Æ*Á!ÂÂÂÆ*ÁÇ3È
Å Ý ÏoÐ Ò for 8 rounds Õ and the output transformation.
Á
Á Ç
Ç
È
È
1. Order the subkeys ÅyÁ Ï Ò ÂÂÂÅyÃ Ï Ò Ì ÅyÁ Ï Ò ÂÂÂÅyÃ Ï Ò Ì ÂÂÂ Ì ÅÁ Ï Ò ÂÂÂÅÃ Ï Ò Ì ÅyÁ Ï ×OÒ ÂÂÂÅyÄ Ï ×OÒ .
2. Partition Å into eight 16-bit blocks; assign these directly to the first 8 subkeys.
3. Do the following until all 52 subkeys are assigned: cyclic shift Å left 25 bits; parti-

INPUT: 128-bit key
.
OUTPUT: 52 16-bit key sub-blocks

tion the result into 8 blocks; assign these blocks to the next 8 subkeys.

Å

The key schedule of Algorithm 7.102 may be converted into a table which lists, for
each of the 52 keys blocks, which 16 (consecutive) bits of the input key form it.
7.103 Note (IDEA decryption) Decryption is achieved using Algorithm 7.101 with the ciphertext provided as input , and the same encryption key , but the following change
to the key schedule. First use to derive all encryption subkeys
; from these compute the decryption subkeys
per Table 7.11; then use
in place of
in Algorithm 7.101. In Table 7.11,
denotes the additive inverse (mod
) of : the integer
AND 0xFFFF,
.
denotes the multiplicative inverse
(mod
) of , also in
, derivable by the Extended Euclidean algorithm (Algorithm 2.107), which on inputs
returns integers and such that
. Using
and
, the gcd is always (except for
, addressed separately) and thus
, or
if
. When
,
this input is mapped to
(since the inverse is defined by
; see Note 7.104)
and
is then defined to give
.

É

Å
Å
yÅ Ý ÏÑÐÒ
Åè Ý ÏoÐ Ò
Å è Ý ÏÑÐÒ WÁ Ã Å Ý ÏÑÐÒ
é(Å Ý ë ÁÃ
ê
Å Ý
ÁÝ
ë ¾ Ë7ê ÁWÃ éÅ ÝÎ
U
ì
Ô
<
Ô
ê
y
é
Ó
Å

í
ê ÁWÃZî Ó ÅÝ
ïOì Ì Ó Ì ÂÂÂ Ì ê ÁÃ éuÓð
æ;ñóò%ñôì
õ ö
æõ î òöE¾ø÷0ùú'Ë7æ Ì ò Î
æ´¾øê ÁÃî Ó Á ò;¾øÅ#ÁWÃvÝ î î
Ó
ÅÝ5¾ ì
Å
û
¾
ö
ê
Ó
ö
S
ö
E
ü
ì
ÅÝý¾ ì
í
Ý
Á¾ Ó
WÁ Ã
ê
#
Å
¼
Ý
%
Þ

Å
í
Ý
¼Ë ê ÁWÃ Î í Á ¾Êê ÁWÃ
Å Ý í Á ¾Êì
ê ÁWÃ'î Ó

½

Þ
'æ Þþò
ÁÃ
Ç æÙ¾çì ò ¾çì æ ò ê ÁÃ ìUÿ Ç çé%Óú/ê ÁÃê î Ó ÿÇ   Á
ê WÁ Ã
ì
Þ
Þ

7.104 Note (definition of ) In IDEA,
corresponds to a (modified) multiplication, modulo
, of unsigned 16-bit integers and , where
is associated with
as follows: if
or
, replace it by
(which is
) prior to
modular multiplication; and if the result is
, replace this by . Thus, maps two 16bit inputs to a 16-bit output. Pseudo-code for is as follows (cf. Note 7.105, for ordinary

 Thus the operands of 

are from a set of cardinality

 (      ) as are those of 

and
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!#*87:"%9 *$'&)( 9<* = !+",*8- $'7:&)9( = !#"%*8. $'7&)9(
!+*87",9 / $'&)( 9>* !#"%0 $'9 &)(
.
* ;
/ ;
0
@BA24AD3 C 5656!!E* $$ *87:9 &&(( ; 9<* = !!E. $$ 8* 7:9 && (( = !!F- $$ *879 &)&)(( 55 !!F/ $$ *879 &)&)(( ; 9>* !!F0 $$ ?? 9 &)&)((
*87:9
*87:9
*879
*879
24G 56! * $ &( ; 9<* = ! - $ &( = ! . $ &)( 5 ! / $ &)( ; 9>* —
Table 7.11: IDEA decryption subkeys H#IKN J'L6M derived from encryption subkeys H
round

!#"%1 $'9 &)(
! 1 $ ? 9 &)(
!F1 $ ? &)(
—

N J'L6M .

@ *81PO
=XW
= R 56RS2UT ; EV
@ *81YWPZ[=W 3 5 W Q 2[T ; +V
= 5 Qdcecf3hg 58iDT ; `V
O ;j
\ QV]R W_^ `Va5b5 Q
58
Wlknmpo @)q O 3 ) Multiplication mod @ *81rO 3 may be efficiently imple7.105 Note (implementing R
A Rps W Af@ *1 (cf. t 14.3.4). Let Ql24R W 24Q 7lu @ . - O Qbv u @ *81 O Qbw ,
mented as follows,
for T
\
A QbwzsyQbv{i @ *1 . To compute Q|"}2~Q kmpo 5 @ *81O 3 ; , first obtain
where Q 7`x TYsy3 j and T
W @ *81 , note that Q 7 23 , Qbw2Qbv2T ,
multiplication.
For R`2 *81<2 O
Qbw and Qbv = by standard
=

*

1
4
Z
=
@
@
Q 7 2T . Consequently,
3 mod 5 = 3 O ; ; otherwise,
and Q|"r24= 5 3 ; 5 O 3 ; 23 , since
8
*

1
O
@
7
;
Q|= " @ 2*81 Q w Q = v Q if Q w Q v , while Q|"2Q w Q v 5
3 if Q w iQ v (since then
i4Q w Q v iDT ).
7.106 Example (IDEA test vectors) Sample data for IDEA encryption of 64-bit plaintext  using 128-bit key ! is given in Table 7.12. All entries are 16-bit values displayed in hexadecimal. Table 7.13 details the corresponding decryption of the resulting 64-bit ciphertext 
under the same key ! .

), for a 32-bit unsigned integer: if
(0x10001
multiplication mod
) (since
), elseif
(0x10001
) (by similar reasoning), else
AND 0xFFFF)
)); if
(0x10001
, with
return value AND 0xFFFF) in all 3 cases.

r
1
2
3
4
5
6
7
8
9

128-bit key HK) ) ) ))
H ¡ J L M H ¢ J'L6M H £ J'L6M H ¤ J'L6M H ¥ J'L6M H ¦ J'L6M

0001
0007
0c00
0018
2800
1800
0030
4000
0080

0002
0008
0e00
001c
3000
2000
0040
6000
00c0

0003
0400
1000
0020
3800
0070
0050
8000
0100

0004
0600
0200
0004
4000
0080
0060
a000
0140

0005
0800
0010
0008
0800
0010
0000
c000
—

0006
0a00
0014
000c
1000
0020
2000
e001
—

§ ¡

§ ¢

64-bit plaintext
00f0
222f
0f86
57df
8e81
6942
99d0
0a24
11fb

00f5
21b5
39be
ac58
ba9c
9409
c7f6
0098
ed2b

Table 7.12: IDEA encryption sample: round subkeys and ciphertext

K) 
§ £ § ¤
010a
f45e
8ee8
c65b
f77f
e21b
5331
ec6b
0198

0105
e959
1173
ba4d
3a4a
1c64
620e
4925
6de5

§ ¡ § ¢ § £ § ¤ .

7.107 Note (security of IDEA) For the full 8-round IDEA, other than attacks on weak keys (see
page 279), no published attack is better than exhaustive search on the 128-bit key space.
The security of IDEA currently appears bounded only by the weaknesses arising from the
relatively small (compared to its keylength) blocklength of 64 bits.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

266

Ch. 7 Block Ciphers

¨ª©«K¬6®¯°±6²³´µ
¶ ©

¨#·,¸'» ¹6º #¨ ·%¼¸'¹6º ¨#·K½¸ ¹ º ¨#·%¾¸ ¹ º ¨#·K¿¸'¹6º #¨ ·KÀ¸'¹6º Á » (11fb,ed2b,0198,6de5)
Á ¼ Á ½ Á ¾

r
1
2
3
4
5
6
7
8
9

fe01
fffd
a556
554b
332d
4aab
aa96
4925
0001

ff40
8000
ffb0
ff90
c800
ffe0
f000
fc00
fffe

ff00
a000
ffc0
e000
d000
ffe4
f200
fff8
fffd

659a
cccc
52ab
fe01
fffd
c001
ff81
552b
c001

c000
0000
0010
0800
0008
0010
0800
0005
—

e001
2000
0020
1000
000c
0014
0a00
0006
—

d98d
bc4d
0aa4
ca46
748f
3266
0690
0000
0000

d331
e26b
f7ef
fe5b
8f08
045e
050a
0005
0001

Table 7.13: IDEA decryption sample: round subkeys and variables

27f6
9449
da9c
dc58
39da
2fb5
00fd
0003
0002

82b8
a576
24e3
116d
45cc
b02e
1dfa
000c
0003

«Á » Á ¼ Á ½ Á ¾ µ.

7.7 SAFER, RC5, and other block ciphers

7.7.1 SAFER
SAFER K-64 (Secure And Fast Encryption Routine, with 64-bit key) is an iterated block
cipher with 64-bit plaintext and ciphertext blocks. It consists of identical rounds followed
by an output transformation. The original recommendation of 6 rounds was followed by a
recommendation to adopt a slightly modified key schedule (yielding SAFER SK-64, which
should be used rather than SAFER K-64 – see Note 7.110) and to use 8 rounds (maximum
). Both key schedules expand the 64-bit external key into
subkeys each of 64bits (two for each round plus one for the output transformation). SAFER consists entirely
of simple byte operations, aside from byte-rotations in the key schedule; it is thus suitable
for processors with small word size such as chipcards (cf. FEAL).
Details of SAFER K-64 are given in Algorithm 7.108 and Figure 7.12 (see also page
280 regarding SAFER K-128 and SAFER SK-128). The XOR-addition stage beginning
each round (identical to the output transformation) XORs bytes 1, 4, 5, and 8 of the (first)
round subkey with the respective round input bytes, and respectively adds (mod 256) the remaining 4 subkey bytes to the others. The XOR and addition (mod 256) operations are interchanged in the subsequent addition-XOR stage. The S-boxes are an invertible byte-to-byte
substitution using one fixed 8-bit bijection (see Note 7.111). A linear transformation (the
Pseudo-Hadamard Transform) used in the 3-level linear layer was specially constructed for
rapid diffusion. The introduction of additive key biases in the key schedule eliminates weak
keys (cf. DES, IDEA). In contrast to Feistel-like and many other ciphers, in SAFER the operations used for encryption differ from those for decryption (see Note 7.113). SAFER may
be viewed as an SP network (Definition 7.79).
Algorithm 7.108 uses the following definitions ( , denote left, right 8-bit inputs):
1.
. Addition here is mod
(also denoted by );
2. tables and
, and the constant table for key biases
as per Note 7.111.

Â

ÂnÃÄhÅ

ÆyÂÈÇÉÄ

Ê

ÊÎÍ6ËÐÏyÌÒÑ D
Ã Í6ÆYËSÇÓÌÏdËSÇXÌÒÑ
× × Ø Ù_Ú

Ë Ì

ÆhÔYÕ
ÛlÜÝ Þ)ß

à c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

Ö

á 7.7 SAFER, RC5, and other block ciphers

ô ä
ñ

ô æ

ô ç

ô ï

ô ð

ô ò

ô ñ õö

÷<øpù ÷<øpù
÷

ñ

÷

÷

÷<øpù ÷>øpù

[1,...,8]

÷
ð%ç úüû

ó
â

â

â

â

â

â

â

â

â

â

â

â

[1,...,8]

úüûý øpù
úüûý

è édêeëìêë í)î
round

output
transformation

-bit plaintext

ð%ç ú ù
ñ

round

ô å

267
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ã}ä

ã>å

ã>æ

ãrç

ã>ï

ã>ð

bitwise XOR

è î `è é 

é

ã>ñ õ ö

-bit ciphertext




addition mod

 

ã<ò

[1,...,8]
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Figure 7.12: SAFER K-64 computation path ( rounds).
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7.108 Algorithm SAFER K-64 encryption ( rounds)
INPUT:  ,  ; 64-bit plaintext  "!"#%$&$'$(!*),+ and key -.0/1#2$&$&$&/&)3+ .
OUTPUT: 64-bit ciphertext block 4065,4 #&7'8&8'897 4:; . (For decryption, see Note 7.113.)
1. Compute 64-bit subkeys -<# 7'8&8&897 ->=@?'A%# by Algorithm 7.109 with inputs - and  .
2. 5CB #'7 B =7'8&8'897 B:;EDF5G! # $&$'$H!I: 7 !IJK$&$&$L! #G)7M8'8&8%7 !*NPO%$&$'$(! ),+ ; .
3. For Q from 1 to  do: (XOR-addition, S-box, addition-XOR, and 3 linear layers)
(a) For RST 7&U7WV17WX : B<YZD[B<Y]\6->=@^H_2#` R'a .
For RSTb 7&c7  7Wd : B<YZD[B<Y e->=@^H_2#` Rfa .
(b) For RST 7&U7WV17WX : B<YZDhgi` BjYka . For RSTb 7&c7  7Wd : B<YZDhg l m@n2` B<Yoa .
(c) For Rp6 7WU17WV7&X : B Y D[B Y eq- = ^ ` Rfa . For Rp6b 7Wc7  7&d : B Y D[B Y \- =@^ ` Rfa .
(d) For RST 7&c7WV17Wd : 5GBjY 7 B<Y@A%#W;EDsrt5CB<Y 7 B<Y@A%#&; .
(e) 5,4t# 7 4=;EDhrt5CBu# 7 Bv; , 534v 7 4+;KDhrt5CB N 7 B O ; ,
5,4 N 7 4);EDhrt5CB= 7 B+; , 534 O 7 4 : ;KDhrt5CB) 7 B : ; .
For R from 1 to 8 do: B<YiDh4Y .
(f) 5,4 #&7 4 = ;EDhrt5CB #W7 B v ; , 534 v7 4 + ;KDhrt5CBN 7 BuO ; ,
5,4 N 7 4);EDhrt5CB= 7 B+; , 534 O 7 4 : ;KDhrt5CB) 7 B : ; .
For R from 1 to 8 do: B<YiDh4Y . (This mimics the previous step.)
4. (output transformation):
For Rp6 7WU7&V7&X : 4 Y D[B Y \w- =@?'A2# ` R'a . For RSTb 7&c7  7Wd : 4 Y D[B Y e- =@?'A%# ` Rfa .
7.109 Algorithm SAFER K-64 key schedule
INPUT: 64-bit key -[0/1#2$&$&$&/&)3+ ; number of rounds  .
OUTPUT: 64-bit subkeys -x# 7&8'8&8'7 ->=@?'A2# . -S^&` R'a is byte R of -^ (numbered left to right).
1. Let y` QHa denote an 8-bit data store and let z{^'` Rfa denote byte R of z{^ (Note 7.111).
2. 5,y` @a 7 y` b@a 7&8&8'897 y` X aL;|Dh5,/ # $&$'$@/': 7 /'J}$&$'$W/ #C)17M8&8'8%7 /&NPO%$'$&$W/ )3+ ).
3. 5,-x#` @a 7 -<#` bWa 7'8&8&897 -<#~` X aL;EDF5,y` @a 7 y` b@a 7&8&8'897 y` X aL; .
4. For Q from b to b&] do: (rotate key bytes left 3 bits, then add in the bias)
(a) For R from 1 to 8 do: y` Rfa DF53y` RfaDp c ; .
(b) For R from 1 to 8 do: - ^ ` RfaDhy` Rfa ewz ^ ` Rfa . (See Note 7.110.)
7.110 Note (SAFER SK-64 – strengthened key schedule) An improved key schedule for Algorithm 7.108, resulting in SAFER SK-64, involves three changes as follows. (i) After initializing the y` QHa in step 1 of Algorithm 7.109, set y` WaxDy` @ak\Zy` bWao\ $&$&$'\y` X a . (ii)
Change the upper bound on the loop index in step 4a from 8 to 9. (iii) Replace the iterated
line in step 4b by: -^'` RfaDhy` 5k5GQtIRib;|;Wa~ez{^'` Rfa . Thus, key bytes  7'8&8'897WX
of y` $ a are used for -<# ; bytes b 7&8'8&897  for ->= ; bytes c7&8'8&8  7  for ->v , etc. Here and originally, e denotes addition mod 256. No attack against SAFER SK-64 better than exhaustive
key search is known.
7.111 Note (S-boxes and key biases in SAFER) The S-box, inverse S-box, and key biases for Algorithm 7.108 are constant tables as follows. uD UV . g]` WaED , g l m@n2` @a}D . for Q from
1 to 255 do: D$gi` Q6Wa1b Vd , gi` QHaD , gl m@n%` (aDQ . Finally, g]` b X apD ,
g l m@n ` @aEDb X . (Since  generates K=  NO , g]` QHa is a bijection on P 7  7&8&8'8t7 b VV1 . (Note that
#G= :

b V  5k*b Vd ; , and associating 256 with 0 makes g a mapping with 8-bit input
and output.) The additive key biases are 8-bit constants used in the key schedule (Algorithm 7.109), intended to behave as random numbers, and defined z ^ ` R'a 6gi` gi` WQ~>Rfaa for Q
from b to bW% and R from 1 to 8. For example: z = 65,bb 7  V7&V  7&c  7  U b 7 ~b 7  X  7  cU ;
and z #Gv 5, Uc7WU  7 bb 7WU17 b X7 bb~b 7 b c  7WU ~; .
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7.112 Remark (S-box mapping) The S-box of Note 7.111 is based on the function |G¡>¢¤£¥
¦§¨S©ª« using a primitive element £x¢¬ ªu®%¯3°± . This mapping is nonlinear with respect
to both ®2¯3°± arithmetic and the vector space of 8-tuples over ² ¯ under the XOR operation.
The inverse S-box is based on the base-£ logarithm function.
7.113 Note (SAFER K-64 decryption) For decryption of Algorithm 7.108, the same key ³ and
subkeys ³´ are used as for encryption. Each encryption step is undone in reverse order,
from last to first. Begin with an input transformation (XOR-subtraction stage) with key
³ ¯ µf¶%· to undo the output transformation, replacing modular addition with subtraction. Follow with ¸ decryption rounds using keys ³ ¯@µ through ³ · (two-per-round), inverting each
round in turn. Each starts with a 3-stage inverse linear layer using ¹Wº »@¼3½E¾&¿Z¡¢À3½ÂÁ
¿Z¾ © ¿Á6½Ã¡ , with subtraction here mod ©ªÄ , in a 3-step sequence defined as follows (to
invert the byte-permutations between encryption stages):
Level 1 (for ÅS¢TÆ¾&Ç¾ ª ¾ « ): CÈ<É¾oÈjÉ ¶2· ¡EÊh¹Wº »@¼GÈjÉ¾oÈ<É ¶%· ¡ .
Levels 2 and 3 (each): ,Ë · ¾'Ë ¯ ¡}Êh¹@º »@¼CÈ · ¾oÈ ° ¡ , ,ËÌ1¾'ËÍ¡EÊh¹@º »@¼ CÈ ¯ ¾LÈÎ¡ ,
,Ë ° ¾&ËÎ1¡EÊh¹@º »@¼ CÈÌ¾oÈ ± ¡ , ,Ë ± ¾'ËÏ1¡EÊh¹@º »@¼CÈÍ¾LÈÏ¡ ; for Å from 1 to 8 do: È<É]ÊsË1É .
A subtraction-XOR stage follows (replace modular
addition with subtraction), then an in·
verse substitution stage (exchange  and KÐ ), and an XOR-subtraction stage.
7.114 Example (SAFER test vectors) Using 6-round SAFER K-64 (Algorithm 7.108) on the 64¢Ò,Æ¾ © ¾WÇ1¾W¬1¾ ª ¾ Ä ¾ « ¾WÓ¡ with the key ³Ô¢ÕkÓ1¾ « ¾ Ä ¾ ª ¾&¬¾WÇ1¾ © ¾WÆ¡ results in
bit plaintext Ñ
the ciphertext Ö×¢[ ©ØØ ¾ © ¬ © ¾&Æ ªÄ ¾ ©© Æ¾&ÆÇ ª ¾WÆ ©Ø ¾ Ä© ¾ © Æ « ¡ , written as 8 bytes in decimal.
Using 6-round SAFER SK-64 (Note 7.110) on the plaintext Ñ above with the key ³Ù¢
kÆ¾ © ¾&Ç¾W¬1¾ ª ¾ Ä ¾ « ¾&Ó¡ results in the ciphertext ÖT¢,Ú ª ¾ ©ØÄ ¾&Æ ªª ¾WÆ Ä© ¾ ª ¾&ÆÇ © ¾ ª~Ä ¾WÆ~ÚÚ~¡ . Û

7.7.2 RC5
The RC5 block cipher has a word-oriented architecture for variable word sizes Ü¤¢6Æ Ä , Ç © ,
or Ä ¬ bits. It has an extremely compact description, and is suitable for hardware or software.
The number of rounds ¸ and the key byte-length Ý are also variable. It is successively more
completely identified as RC5–Ü , RC5–Ü /¸ , and RC5–Ü /¸ / Ý . RC5-32/12/16 is considered
a common choice of parameters; ¸¢Æ © rounds are recommended for RC5–32, and ¸p¢TÆ Ä
for RC5–64.
Algorithm 7.115 specifies RC5. Plaintext and ciphertext are blocks of bitlength © Ü .
Each of ¸ rounds updates both Ü -bit data halves, using 2 subkeys in an input transformation
and 2 more for each round. The only operations used, all on Ü -bit words, are addition mod
©fÞ (ß ), XOR ( à ), and rotations (left ÊSá and right â ã ). The XOR operation is linear, while
the addition may be considered nonlinear depending on the metric for linearity. The datadependent rotations featured in RC5 are the main nonlinear operation used: Êpáä denotes
cyclically shifting a Ü -bit word left ä bits; the rotation-count ä may be reduced mod Ü (the
low-order åæ1CÜ¡ bits of ä suffice). The key schedule expands a key of Ý bytes into © ¸>ç ©
subkeys ³´ of Ü bits each. Regarding packing/unpacking bytes into words, the byte-order
is little-endian: for Üè¢sÇ © , the first plaintext byte goes in the low-order end of é , the
fourth in é ’s high-order end, the fifth in ê ’s low order end, and so on.
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7.115 Algorithm RC5 encryption (ë -bit wordsize, ì rounds, í -byte key)
INPUT: î&ï -bit plaintext ð ñT
 ò,óiô'õö ; ÷ ; key ø[ñ0øqù ú@û ü&ü&ü@øù ý|þ ÿ@û .
OUTPUT: îWï -bit ciphertext . (For decryption, see Note 7.117.)
1.
2.
3.
4.

Compute îW÷ î subkeys ø1ô&ü&ü'ü9ô&ø
by Algorithm 7.116 from inputs ø and ÷ .
óhóø  , õhõø . (Use addition modulo î  .)
For  from 1 to ÷ do: óFòkò3óõöõö ø  , õhòkò,õóöóiöqø  .

The output is Fò,ó]ô&õö3ü

7.116 Algorithm RC5 key schedule
INPUT: word bitsize ï ; number of rounds ÷ ; ý -byte key øqù ú@û ü&ü&ü@øù ý|þ ÿ@û .
OUTPUT: subkeys ø  ô'ü&ü&ü9ô'ø  (where ø  is ï bits).
1. Let ñqï"!$# (number of bytes per word) and %Kñ'&Lý(!*) (number of words ø fills).
Pad ø on the right with zero-bytes if necessary to achieve a byte-count divisible by9
97: 8  î;
(i.e., øqù +fû,hú for ý.-/+0-1%32Iþqÿ ). For  from 0 to %Ãþ ÿ do: 456
øqù ,2<+fû (i.e., fill 4= low-order to high-order byte using each byte of øqù 2 û once).
2. ø  ?>
@ for  from 1 to î&÷Aÿ do: ø  hø  8 CB  . (Use Table 7.14.)
3. Dhú , +EFú , ó1Fú , õhú , F.HGJIK%òL%&ôWîW÷Aqîö . For M from 1 to N(F do:
(a) øO3Fò,ø"PwóQwõöR"PN , óChøO , DS5qÿTGJUVòkîW÷îö .
(b) 4 9 FòL4 9 óWõöR ò,óQwõö , õX?4 9 , +JS+AqÿGJUVE% .
4. The output is ø  ô'ø ô'ü&ü'ü9ô&ø  . (The 4  are not used.)
7.117 Note (RC5
 decryption) Decryption uses the Algorithm 7.115 subkeys, operating on ciphertext ñ ò3óiô&õö as follows (subtraction is mod î  , denoted Y ). For  from ÷ down
to ÿ do: õH òkò,õZY¤ø [ öJ\ ] óöó , ó^ òkò3ó_Y ø  öE\ ] õö`õ . Finally ð
ò,óWYø  ô'õaYwø ö .
ëcb

j,k b
l k b

de

fg

eih

B7E1
9E37

B7E15163
9E3779B9

B7E15162 8AED2A6B
9E3779B9 7F4A7C15

Table 7.14: RC5 magic constants (given as hex strings).

7.118 Example (RC5–32/12/16 test vectors) For the hexadecimal plaintext ðñ 65C178B2
84D197CC and key ø.ñ 5269F149 D41BA015 2497574D 7F153125, RC5 with

ï0ñZNî , ÷SñTÿî , and ýKñ6ÿnm generates ciphertext ñ EB44E415 DA319824.
o

7.7.3 Other block ciphers
LOKI’91 (and earlier, LOKI’89) was proposed as a DES alternative with a larger 64-bit key,
a matching 64-bit blocksize, and 16 rounds. It differs from DES mainly in key-scheduling
and the p -function. The p -function of each round uses four identical 12-to-8 bit S-boxes,
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4 input bits of which select one of 16 functions, each of which implements exponentiation with a fixed exponent in a different representation of GF(st ). While no significant exploitable weaknesses have been found in LOKI’91 when used for encryption, related-key
attacks (see page 281) are viewed as a certificational weakness.
Khufu and Khafre are DES-like ciphers which were proposed as fast software-oriented
alternatives to DES. They have 64-bit blocks, uwvyxns bit S-boxes, and a variable number
of rounds (typically 16, 24, or 32). Khufu keys may be up to 512 bits. Khafre keys have
bitlength that is a multiple of 64 (64 and 128-bit keys are typical); 64 key bits are XORed
onto the data block before the first and thereafter following every 8 rounds. Whereas a DES
round involves eight 6-to-4 bit S-boxes, one round of Khufu involves a single 8-to-32 bit
table look-up, with a different S-box for every 8 rounds. The S-boxes are generated pseudorandomly from the user key. Khafre uses fixed S-boxes generated pseudorandomly from
an initial S-box constructed from random numbers published by the RAND corporation in
1955. Under the best currently known attacks, 16-round Khufu and 24-round Khafre are
each more difficult to break than DES.

7.8 Notes and further references
z 7.1
The extensive and particularly readable survey by Diffie and Hellman [347], providing a
broad introduction to cryptography especially noteworthy for its treatment of Hagelin and
rotor machines and
bibliography circa 1979, is a source for much
z the z valuable annotated
z
of the material in 7.2, 7.3, and 7.4 herein. Aside from the appearance of DES [396] in
the mid 1970s and FEAL [884] later in the 1980s, prior to 1990 few fully-specified serious symmetric block cipher proposals were widely available or discussed. (See Chapter 15
for Pohlig and Hellman’s 1978 discrete exponentiation cipher.) With the increasing feasibility of exhaustive search on 56-bit DES keys, the period 1990-1995 resulted in a large
number of proposals, beginning with PES [728], the preliminary version of IDEA [730].
The Fast Software Encryption workshops (Cambridge, U.K., Dec. 1993; Leuven, Belgium,
Dec. 1994; and again Cambridge, Feb. 1996) were a major stimulus and forum for new proposals.

z 7.2

The most significant cryptanalytic advances over the 1990-1995 period were Matsui’s linear
cryptanalysis [796, 795], and the differential cryptanalysis of Biham and Shamir [138] (see
also [134, 139]). Extensions of these included the differential-linear analysis by Langford
and Hellman [741], and the truncated differential analysis of Knudsen [686]. For additional
background on linear cryptanalysis, see Biham [132]; see also Matsui and Yamagishi [798]
for a preliminary version of the method. Additional background on differential cryptanalysis is provided by many authors including Lai [726], Lai, Massey, and Murphy [730], and
Coppersmith [271]; although more efficient 6-round attacks are known, Stinson [1178] provides detailed examples of attacks on 3-round and 6-round DES. Regarding both linear and
differential cryptanalysis, see also Knudsen [684] and Kaliski and Yin [656].
Lai [726, Chapter 2] provides an excellent concise introduction to block ciphers, including a
lucid discussion of design principles (recommended for all block cipher designers). Regarding text dictionary and matching ciphertext attacks (Note 7.8), see Coppersmith, Johnson,
and Matyas [278]. Rivest and Sherman [1061] provide a unified framework for randomized encryption (Definition 7.3); a common example is the use of random “salt” appended
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to passwords prior to password encryption in some operating systems ( { 10.2.3). Fact 7.9 is
due to Shannon [1121], whose contributions are many (see below).

The four basic modes of operation (including | -bit OFB feedback) were originally defined
specifically for DES in 1980 by FIPS 81 [398] and in 1983 by ANSI X3.106 [34], while ISO
8732 [578] and ISO/IEC 10116 [604], respectively, defined these modes for general 64-bit
and general } -bit block ciphers, mandating } -bit OFB feedback (see also Chapter 15). Brassard [192] gives a concise summary of modes of operation; Davies and Price [308] provide a
comprehensive discussion, including OFB cycling (Note 7.24; see also Jueneman [643] and
Davies and Parkin [307]), and a method for encrypting incomplete CBC final blocks without data expansion, which is important if plaintext must be encrypted and returned into its
original store. See Voydock and Kent [1225] for additional requirements on ~* s. Recommending JZ for maximum strength, ISO/IEC 10116 [604] specifies the CFB variation of
Example 7.19, and provides extensive discussion of properties of the various modes. The
counter mode (Example 7.23) was suggested by Diffie and Hellman [347].
The 1977 exhaustive DES key search machine (Example 7.27) proposed by Diffie and Hellman [346] contained n DES chips, with estimated cost US$20 million (1977 technology)
and 12-hour expected search time; Diffie later revised the estimate upwards one order of
magnitude in a BNR Inc. report (US$50 million machine, 2-day expected search time, 1980
technology). Diffie and Hellman noted the feasibility of a ciphertext-only attack (Example 7.28), and that attempting to preclude exhaustive search by changing DES keys more
frequently, at best, doubles the expected search time before success.
Subsequently Wiener [1241] provided a gate-level design for a US$1 million machine (1993
technology) using $6n$ DES chips with expected success in 3.5 hours. Each chip contains 16 pipelined stages, each stage completing in one clock tick at 50 MHz; a chip with
full pipeline completes a key test every 20 nanoseconds, providing a machine $6n$T$
times faster than the 1142 years noted in FIPS 74 [397] as the time required to check `
keys if one key can be tested each microsecond. Comparable key search machines of equivalent cost by Eberle [362] and Wayner [1231] are, respectively, 55 and 200 times slower,
although the former does not require a chip design, and the latter uses a general-purpose
machine. Wiener also noted adaptations of the ECB known-plaintext attack to other 64-bit
modes (CBC, OFB, CFB) and 1-bit and 8-bit CFB.
Even and Goldreich [376] discuss the unicity distance of cascade ciphers under knownplaintext attack (Fact 7.35), present a generalized time-memory meet-in-the-middle tradeoff (Note 7.38), and give several other concise results on cascades, including that under
reasonable assumptions, the number of permutations realizable by a cascade of  random
cipher stages is, with high probability,   .
Diffie and Hellman [346] noted the meet-in-the-middle attack on double encryption (Fact
7.33), motivating their recommendation that multiple encipherment, if used, should be at
least three-fold; Hoffman [558] credits them with suggesting E-E-E triple encryption with
three independent keys. Merkle’s June 1979 thesis [850] explains the attack on two-key
triple-encryption of Fact 7.39 (see also Merkle and Hellman [858]), and after noting Tuchman’s proposal of two-key E-D-E triple encryption in a June 1978 conference talk (National
Computer Conference, Anaheim, CA; see also [1199]), recommended that E-D-E be used
with three independent keys: RL"
  LR  5 . The two-key E-D-E idea, adopted in
ANSI X9.17 [37] and ISO 8732 [578], was reportedly conceived circa April 1977 by Tuchman’s colleagues, Matyas and Meyer. The attack of Fact 7.40 is due to van Oorschot and
Wiener [1206]. See Coppersmith, Johnson, and Matyas [278] for a proposed construction
for a triple-DES algorithm. Other techniques intended to extend the strength of DES in-
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clude the DESX proposal of Rivest as analyzed by Kilian and Rogaway [672], and the work
of Biham and Biryukov [133].
Hellman [549] proposes a time-memory tradeoff for exhaustive key search on a cipher with
¡£¢1¤ ¥ ciphertexts requiring a chosen-plaintext attack, ¦T§ ¡E¨©Lªn« time and ¦T§ ¡E¨©ª« space
¡¬« precomputation; search time can be reduced somewhat by use of Rivest’s
after an ¦T§
suggestion of distinguished points (see Denning [326, p.100]). Kusuda and Matsumoto
[722] recently extended this analysis. Fiat and Naor [393] pursue time-memory tradeoffs
for more general functions. Amirazizi and Hellman [25] note that time-memory tradeoff
with constant time-memory product offers no asymptotic cost advantage over exhaustive
search; they examine tradeoffs between time, memory, and parallel processing, and using
standard parallelization techniques, propose under a simplified model a search machine architecture for which doubling the machine budget (cost) increases the solution rate fourfold. This approach may be applied to exhaustive key search on double-encryption, as can
the parallel collision search technique of van Oorschot and Wiener [1207, 1208]; see also
Quisquater and Delescaille [1017, 1018].
Regarding Note 7.41, see Biham [131] (and earlier [130]) as well as Coppersmith, Johnson, and Matyas [278]. Biham’s analysis on DES and FEAL shows that, in many cases, the
use of intermediate data as feedback into an intermediate stage reduces security. 15 years
earlier, reflecting on his chosen-plaintext attack on two-key triple-encryption, Merkle [850,
p.149] noted “multiple encryption with any cryptographic system is liable to be much less
secure than a system designed originally for the longer key”.

 7.3

Maurer and Massey [822] formalize Fact 7.42, where “break” means recovering plaintext
from ciphertext (under a known-plaintext attack) or recovering the key; the results hold also
for chosen-plaintext and chosen-ciphertext attack. They illustrate, however, that the earlier result and commonly-held belief proven by Even and Goldreich [376] – that a cascade
is as strong as any of its component ciphers – requires the important qualifying (and nonpractical) assumption that an adversary will not exploit statistics of the underlying plaintext;
thus, the intuitive result is untrue for most practical ciphertext-only attacks.
Kahn [648] is the definitive historical reference for classical ciphers and machines up to

1967, including much of 7.3 and the notes below. The selection of classical ciphers presented largely follows Shannon’s lucid 1949 paper [1121]. Standard references for classical
cryptanalysis include Friedman [423], Gaines [436], and Sinkov [1152]. More recent books
providing expository material on classical ciphers, machines, and cryptanalytic examples
include Beker and Piper [84], Meyer and Matyas [859], Denning [326], and Davies and
Price [308].
Polyalphabetic ciphers were invented circa 1467 by the Florentine architect Alberti, who
devised a cipher disk with a larger outer and smaller inner wheel, respectively indexed by
plaintext and ciphertext characters. Letter alignments defined a simple substitution, modified by rotating the disk after enciphering a few words. The first printed book on cryptography, Polygraphia, written in 1508 by the German monk Trithemius and published in 1518,
contains the first tableau – a square table on 24 characters listing all shift substitutions for a
fixed ordering of plaintext alphabet characters. Tableau rows were used sequentially to substitute one plaintext character each for 24 letters, where-after the same tableau or one based
on a different alphabet ordering was used. In 1553 Belaso (from Lombardy) suggested using an easily changed key (and key-phrases as memory aids) to define the fixed alphabetic
(shift) substitutions in a polyalphabetic substitution. The 1563 book of Porta (from Naples)
noted the ordering of tableau letters may define arbitrary substitutions (vs. simply shifted
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alphabets).
Various polyalphabetic auto-key ciphers, wherein the key changes with each message (the
alteration depending on the message), were explored in the 16th century, most significantly
by the Frenchman B. de Vigenère. His 1586 book Traicté des Chiffres proposed the combined use of a mixed tableau (mixed alphabet on both the tableau top and side) and an autokeying technique (cf. Example 7.61). A single character served as a priming key to select
the tableau row for the first character substitution, where-after the ® th plaintext character
determined the alphabet (tableau row) for substituting the next. The far less secure simple
Vigenère cipher (Definition 7.53) is incorrectly attributed to Vigenère.
The Playfair cipher (Example 7.51), popularized by L. Playfair in England circa 1854 and
invented by the British scientist C. Wheatstone, was used as a British field cipher [648, p.6].
J. Mauborgne (see also the Vernam and PURPLE ciphers below) is credited in 1914 with
the first known solution of this digram cipher.
The Jefferson cylinder was designed by American statesman T. Jefferson, circa 1790-1800.
In 1817, fellow American D. Wadsworth introduced the principle of plaintext and ciphertext alphabets of different lengths. His disk (cf. Alberti above) implemented a cipher similar
to Trithemius’ polyalphabetic substitution, but wherein the various alphabets were brought
into play irregularly in a plaintext-dependent manner, foreshadowing both the polyalphabetic ciphers of later 20th century rotor machines, and the concept of chaining. The inner
disk had 26 letters while the outer had an additional 7 digits; one full revolution of the larger
caused the smaller to advance 7 characters into its second revolution. The driving disk was
always turned in the same clockwise sense; when the character revealed through an aperture
in the plaintext disk matched the next plaintext character, that visible through a corresponding ciphertext aperture indicated the resulting ciphertext. In 1867, Wheatstone displayed
an independently devised similar device thereafter called the Wheatstone disc, receiving
greater attention although less secure (having disks of respectively 26 and 27 characters,
the extra character a plaintext space).
Vernam [1222] recorded his idea for telegraph encryption in 1917; a patent filed in September 1918 was issued July 1919. Vernam’s device combined a stream of plaintext (5-bit Baudot coded) characters, via XOR, with a keystream of 5-bit (key) values, resulting in the Vernam cipher (a term often used for related techniques). This, the first polyalphabetic substitution automated using electrical impulses, had period equal to the length of the key stream;
each 5-bit key value determined one of 32 fixed mono-alphabetic substitutions. Credit for
the actual one-time system goes to J. Mauborgne (U.S. Army) who, after seeing Vernam’s
device with a repeated tape, realized that use of a random, non-repeated key improved security. While Vernam’s device was a commercial failure, a related German system engineered by W. Kunze, R. Schauffler, and E. Langlotz was put into practice circa 1921-1923
for German diplomatic communications; their encryption system, which involved manually adding a key string to decimal-coded plaintext, was secured by using as the numerical
key a random non-repeating decimal digit stream – the original one-time pad. Pads of 50
numbered sheets were used, each with 48 five-digit groups; no pads were repeated aside for
one identical pad for a communicating partner, and no sheet was to be used twice; sheets
were destroyed once used. The Vernam cipher proper, when used as a one-time system, involves only 32 alphabets, but provides more security than rotor machines with a far greater
number of alphabets because the latter eventually repeat, whereas there is total randomness
(for each plaintext character) in selecting among the 32 Vernam alphabets.
The matrix cipher of Example 7.52 was proposed in 1929 by Hill [557], providing a practical method for polygraphic substitution, albeit a linear transformation susceptible to known-
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plaintext attack. Hill also recognized that using an involution as the encryption mapping allowed the same function to provide decryption. Recent contributions on homophonic substitution include Günther [529] and Jendal, Kuhn, and Massey [636].
Among the unrivalled cryptanalytic contributions of the Russian-born American Friedman
is his 1920 Riverbank Publication no.22 [426] on cryptanalysis using the index of coincidence. Friedman coined the term cryptanalysis in 1920, using it in his 1923 book Elements
of Cryptanalysis [425], a 1944 expansion of which, Military Cryptanalysis [423], remains
highly recommended. The method of Kasiski (from West Prussia) was originally published
in 1863; see Kahn [648, pp.208-213] for a detailed example. The discussion on IC and MR
follows that of Denning [326], itself based on Sinkov [1152]. Fact 7.75 follows from a standard expectation computation weighted by ±² or ±³ depending on whether the second of a
pair of randomly selected ciphertext characters is from the same ciphertext alphabet or one
of the ´DµC¶ remaining alphabets. The values in Table 7.1 are from Kahn [648], and vary
somewhat over time as languages evolve.
Friedman teaches how to cryptanalyze running-key ciphers in his (circa 1918) Riverbank
Publication no.16, Methods for the Solution of Running-Key Ciphers; the two basic techniques are outlined by Diffie and Hellman [347]. The first is a probable word attack wherein
an attacker guesses an (e.g., 10 character) word hopefully present in underlying text, and
subtracts that word (mod 26) from all possible starting locations in the ciphertext in hopes
of finding a recognizable 10-character result, where-after the guessed word (as either partial running-key or plaintext) might be extended using context. Probable-word attacks also
apply to polyalphabetic substitution. The second technique is based on the fact that each
ciphertext letter · results from a pair of plaintext/running-key letters ¸¹»ºi¼½¹¬¾º¿ , and is most
likely to result from such pairs wherein both ¹¬º and ¹¬¾º are high-frequency characters; one
isolates the highest-probability pairs for each such ciphertext character value · , makes trial
assumptions, and attempts to extend apparently successful guesses by similarly decrypting
adjacent ciphertext characters; see Denning [326, p.83] for a partial example. Diffie and
Hellman [347] note Fact 7.59 as an obvious method that is little-used (modern ciphers being more convenient); their suggestion that use of four iterative running keys is unbreakable
follows from English being 75% redundant. They also briefly summarize various scrambling techniques (encryption via analog rather than digital methods), noting that analog
scramblers are sometimes used in practice due to lower bandwidth and cost requirements,
although such known techniques appear relatively insecure (possibly an inherent characteristic) and their use is waning as digital networks become prevalent.
Denning [326] tabulates digrams into high, medium, low, and rare classes. Konheim [705,
p.24] provides transition probabilities ÀÁ¸Â´ÃÅÄ ¿ , the probability that the next letter is ´ given
that the current character is Ä in English text, in a table also presented by H. van Tilborg
[1210]. Single-letter distributions in plaintext languages other than English are given by
Davies and Price [308]. The letter frequencies in Figure 7.5, which should be interpreted
only as an estimate, were derived by Meyer and Matyas [859] using excerpts totaling 4 million characters from the 1964 publication: W. Francis, A Standard Sample of Present-Day
Edited American English for Use with Digital Computers, Linguistics Dept., Brown University, Providence, Rhode Island, USA. Figure 7.6 is based on data from Konheim [705,
p.19] giving an estimated probability distribution of 2-grams in English, derived from a
sample of size Æ$ÇÈ$ÉnÊ digrams.
See Shannon [1122] and Cover and King [285] regarding redundancy and Fact 7.67. While
not proven in any concrete manner, Fact 7.68 is noted by Friedman [424] and generally
accepted. Unicity distance was defined by Shannon [1121]. Related issues are discussed in
detail in various appendices of Meyer and Matyas [859]. Fact 7.71 and the random cipher
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model are due to Shannon [1121]; see also Hellman [548].
Diffie and Hellman [347] give an instructive overview of rotor machines (see also Denning
[326]), and note their use in World War II by the Americans in their highest level system, the
British, and the Germans (Enigma); they also give Fact 7.63 and the number of characters
required under ciphertext-only and known-plaintext attacks (Note 7.66). Beker and Piper
[84] provide technical details of the Hagelin M-209, as does Kahn [648, pp.427-431] who
notes its remarkable compactness and weight: 3.25 x 5.5 x 7 inches and 6 lb. (including
case); see also Barker [74], Morris [906], and Rivest [1053]. Davies and Price [308] briefly
discuss the Enigma, noting it was cryptanalyzed during World War II in Poland, France, and
then in the U.K. (Bletchley Park); see also Konheim [705].

Ë 7.4

The Japanese PURPLE cipher, used during World War II, was a polyalphabetic cipher cryptanalyzed August 1940 [648, p.18-23] by Friedman’s team in the U.S. Signal Intelligence
Service, under (Chief Signal Officer) Mauborgne. The earlier RED cipher used two rotor
arrays; preceding it, the ORANGE system implemented a vowels-to-vowels, consonantsto-consonants cipher using sets of rotors.
The concept of fractionation, related to product ciphers, is noted by Feistel [387], Shannon
[1121], and Kahn [648, p.344] who identifies this idea in an early product cipher, the WWI
German ADFGVX field cipher. As an example, an encryption function might operate on
a block of Ì»Í?Î plaintext characters in three stages as follows: the first substitutes two
symbols for each individual character; the second transposes (mixes) the substituted symbols among themselves; the third re-groups adjacent resulting symbols and maps them back
to the plaintext alphabet. The action of the transposition on partial (rather than complete)
characters contributes to the strength of the principle.

Ë

Ë

Shannon [1121, 5 and 23-26] explored the idea of the product of two ciphers, noted the
principles of confusion and diffusion (Remark 1.36), and introduced the idea of a mixing
transformation Ï (suggesting a preliminary transposition followed by a sequence of alternating substitution and simple linear operations), and combining ciphers in a product using
an intervening transformation Ï . Transposition and substitution, respectively, rest on the
principles of diffusion and confusion. Harpes, Kramer, and Massey [541] discuss a general
model for iterated block ciphers (cf. Definition 7.80).
The name Lucifer is associated with two very different algorithms. The first is an SP network described by Feistel [387], which employs (bitwise nonlinear) ÐWÑÒÐ invertible Sboxes; the second, closely related to DES (albeit significantly weaker), is described by
Smith [1160] (see also Sorkin [1165]). Principles related to both are discussed by Feistel, Notz, and Smith [388]; both are analyzed by Biham and Shamir [138], and the latter in
greater detail by Ben-Aroya and Biham [108] whose extension of differential cryptanalysis allows, using ÓÔ`Õ chosen plaintexts and complexity, attack on 55% of the key space in
Smith’s Lucifer – still infeasible in practice, but illustrating inferiority to DES despite the
longer 128-bit key.

Feistel’s product cipher Lucifer [387], instantiated by a blocksize ÖcÍ×$ÓnÎ , consists of an
unspecified number of alternating substitution and permutation (transposition) stages, using
a fixed (unpublished) Ö -bit permutation Ø and 32 parallel identical S-boxes each effecting
a mapping ÙÚ or ÙÛ (fixed but unpublished bijections on ÜÞÝß(×àá ), depending on the value
of one key bit; the unpublished key schedule requires 32-bits per S-box stage. Each stage
operates on all Ö bits; decryption is by stage-wise inversion of Ø and ÙPâ .
The structure of so-called Feistel ciphers (Definition 7.81) was first introduced in the Lucifer algorithm of Smith [1160], the direct predecessor of DES. This 16-round algorithm
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with 128-bit key operates on alternating half-blocks of a 128-bit message block with a simplified å function based on two published invertible æ6çæ bit S-boxes èé and è=ê (cf. above).
Feistel, Notz, and Smith [388] discuss both the abstract Feistel cipher structure (suggesting
its use with non-invertible S-boxes) and SP networks based on invertible (distinct) S-boxes.
Suggestions for SP networks include the use of single key bits to select one of two mappings (a fixed bijection or its inverse) from both S-boxes and permutation boxes; decryption
then uses a reversed key schedule with complemented key. They also noted the multi-round
avalanche effect of changing a single input bit, subsequently pursued by Kam and Davida
[659] in relation to SP networks and S-boxes having a completeness property: for every pair
of bit positions ë(ì½í , there must exist at least two input blocks î,ì½ï which differ only in bit ë
and whose outputs differ in at least bit í . More simply, a function is complete if each output
bit depends on all input bits. Webster and Tavares [1233] proposed the more stringent strict
avalanche criterion: whenever one input bit is changed, every output bit must change with
probability 1/2.
DES resulted from IBM’s submission to the 1974 U.S. National Bureau of Standards (NBS)
solicitation for encryption algorithms for the protection of computer data. The original
specification is the 1977 U.S. Federal Information Processing Standards Publication 46
[396], reprinted in its entirety as Appendix A in Meyer and Matyas [859]. DES is now specified in FIPS 46–2, which succeeded FIPS 46–1; the same cipher is defined in the American
standard ANSI X3.92 [33] and referred to as the Data Encryption Algorithm (DEA). Differences between FIPS 46/46–1 and ANSI X3.92 included the following: these earlier FIPS
required that DES be implemented in hardware and that the parity bits be used for parity;
ANSI X3.92 specifies that the parity bits may be used for parity. Although no purpose was
ê
stated by the DES designers for the permutations IP and IP ð , Preneel et al. [1008] provided
some evidence of their cryptographic value in the CFB mode.
FIPS 81 [398] specifies the common modes of operation. Davies and Price [308] provide a
comprehensive discussion of both DES and modes of operation; see also Diffie and Hellman
[347], and the extensive treatment of Meyer and Matyas [859]. The survey of Smid and
Branstad [1156] discusses DES, its history, and its use in the U.S. government. Test vectors
for various modes of DES, including the ECB vectors of Example 7.86, may be found in
ANSI X3.106 [34]. Regarding exhaustive cryptanalysis of DES and related issues, see also
the notes under ñ 7.2.
The 1981 publication FIPS 74 [397] notes that DES is not (generally) commutative under
two keys, and summarizes weak and semi-weak keys using the term dual keys to include
both (weak keys being self-dual); see also Davies [303] and Davies and Price [308]. Coppersmith [268] noted Fact 7.90; Moore and Simmons [900] pursue weak and semi-weak
DES keys and related phenomena more rigorously.
The 56-bit keylength of DES was criticized from the outset as being too small (e.g., see
Diffie and Hellman [346], and p.272 above). Claims which have repeatedly arisen and been
denied (e.g., see Tuchman [1199]) over the past 20 years regarding built-in weaknesses of
DES (e.g., trap-door S-boxes) remain un-substantiated. Fact 7.91 is significant in that if the
permutation group were closed under composition, DES would fall to a known-plaintext
attack requiring òó`ô steps – see Kaliski, Rivest, and Sherman [654], whose cycling experiments provided strong evidence against this. Campbell and Wiener [229] prove the fact
conclusively (and give the stated lower bound), through their own cycling experiments utilizing collision key search and an idea outlined earlier by Coppersmith [268] for establishing a lower bound on the group size; they attribute to Coppersmith the same result (in unpublished work), which may also be deduced from the cycle lengths published by Moore
and Simmons [901].
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Countless papers have analyzed various properties of DES; Davies and Price [308, pp.7375] provide a partial summary to 1987. Subsequent to the discovery of differential cryptanalysis (DC) by Biham and Shamir, Coppersmith [271] explains how DES was specifically
designed 15 years earlier to counter DC, citing national security concerns regarding the design team publishing neither the attack nor design criteria; then gives the (relevant) design
criteria – some already noted by others, e.g., see Hellman et al. [552] – for DES S-boxes
and the permutation õ , explaining how these preclude DC. Coppersmith notes elements of
DC were present in the work of den Boer [322], followed shortly by Murphy [913]. DES
was not, however, specifically designed to preclude linear cryptanalysis (LC); Matsui [797]
illustrates the order of the 8 DES S-boxes, while a strong (but not optimal) choice against
DC, is relatively weak against LC, and that DES can be strengthened (vs. DC and LC) by
carefully re-arranging these. Despite Remark 7.93, a DES key has actually been recovered
by Matsui [795] using LC under experimental conditions (using ö÷`ø known-plaintext pairs
from randomly generated plaintexts, and ö ÷Lø complexity running twelve 99 MHz machines
over 50 days); such a result remains to be published for exhaustive search or DC.
Ben-Aroya and Biham [108] note that often suggestions to redesign DES, some based on design criteria and attempts to specifically resist DC, have resulted in (sometimes far) weaker
systems, including the RDES (randomized DES) proposal of Koyama and Terada [709],
which fall to variant attacks. The lesson is that in isolation, individual design principles do
not guarantee security.

ù 7.5

DES alternatives are sought not only due to the desire for a keylength exceeding 56 bits,
but also because its bit-oriented operations are inconvenient in conventional software implementations, often resulting in poor performance; this makes triple-DES less attractive.
Regarding fast software implementations of DES, see Shepherd [1124], Pfitzmann and Aßmann [970], and Feldmeier and Karn [391].
FEAL stimulated the development of a sequence of advanced cryptanalytic techniques of
unparalleled richness and utility. While it appears to remain relatively secure when iterated
a sufficient number of rounds (e.g., 24 or more), this defeats its original objective of speed.
FEAL-4 as presented at Eurocrypt’87 (Abstracts of Eurocrypt’87, April 1987) was found to
have certain vulnerabilities by den Boer (unpublished Eurocrypt’87 rump session talk), resulting in Shimizu and Miyaguchi [1126] (or see Miyaguchi, Shiraishi, and Shimizu [887])
increasing FEAL to 8 rounds in the final proceedings. In 1988 den Boer [322] showed
FEAL-4 vulnerable to an adaptive chosen plaintext attack with únû$û to únû6û$ûnû plaintexts. In
1990, Gilbert and Chassé [455] devised a chosen-plaintext attack (called a statistical meetin-the-middle attack) on FEAL-8 requiring ú$ûRû$û$û pairs of plaintexts, the bitwise XOR of
each pair being selected to be an appropriate constant (thus another early variant of differential cryptanalysis).

FEAL-N with ü rounds, and its extension FEAL-NX with 128-bit key (Notes 7.97 and
7.98) were then published by Miyaguchi [884] (or see Miyaguchi et al. [885]), who nonetheless opined that chosen-plaintext attacks on FEAL-8 were not practical threats. However,
improved chosen-plaintext attacks were subsequently devised, as well as known-plaintext
attacks. Employing den Boer’s ý function expressing linearity in the FEAL þ -function,
Murphy [913] defeated FEAL-4 with 20 chosen plaintexts in under 4 hours (under 1 hour
for most keys) on a Sun 3/60 workstation. A statistical method of Tardy-Corfdir and Gilbert
[1187] then allowed a known-plaintext attack on FEAL-4 (1000 texts; or 200 in an announced improvement) and FEAL-6 ( ö"ÿ únû6û$ûnû texts), involving linear approximation of
FEAL S-boxes. Thereafter, the first version of linear cryptanalysis (LC) introduced by Matsui and Yamagishi [798] allowed known-plaintext attack of FEAL-4 (5 texts, 6 minutes on
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a 25MHz 68040 processor), FEAL-6 (100 texts, 40 minutes), and FEAL-8 (  texts, in
time equivalent to exhaustive search on 50-bit keys); the latter betters the    texts required
for FEAL-8 by Biham and Shamir [136] in their known-plaintext conversion of differential cryptanalysis (DC). Biham and Shamir [138, p.101] later implemented a DC chosenplaintext attack recovering FEAL-8 keys in two minutes on a PC using 128 chosen pairs,
the program requiring 280K bytes of storage. Biham [132] subsequently used LC to defeat
FEAL-8 with  known-plaintexts in 10 minutes on a personal computer. Ohta and Aoki
[943] suggest that FEAL-32 is as secure as DES against DC, while FEAL-16 is as secure
as DES against certain restricted forms of LC.
Differential-linear cryptanalysis was introduced by Langford and Hellman [741], combining linear and differential cryptanalysis to allow a reduced 8-round version of DES to be
attacked with fewer chosen-plaintexts than previous attacks. Aoki and Ohta [53] refined
these ideas for FEAL-8 yielding a differential-linear attack requiring only 12 chosen texts
and 35 days of computer time (cf. Table 7.10).
Test vectors for FEAL-N and FEAL-NX (Example 7.99) are given by Miyaguchi [884].
The DC attack of Biham and Shamir [137], which finds FEAL-N subkeys themselves, is
equally as effective on FEAL-NX. Biham [132] notes that an LC attack on FEAL-N is possible with less than  known plaintexts (and complexity) for up to  . For additional
discussion of properties of FEAL, see Biham and Shamir [138,  6.3].
 7.6

The primary reference for IDEA is Lai [726]. A preliminary version introduced by Lai and
Massey [728] was named PES (Proposed Encryption Standard). Lai, Massey, and Murphy
[730] showed that a generalization (see below) of differential cryptanalysis (DC) allowed
recovery of PES keys, albeit requiring all  possible ciphertexts (cf. exhaustive search
of  operations). Minor modifications resulted in IPES (Improved PES): in stage  , 
 , the group operations keyed by  "! # and $%! # (& and ' in Figure 7.11) were reversed

from PES; the permutation on 16-bit blocks after stage  , ()* , was altered; and
necessary changes were made in the decryption (but not encryption) key schedule. IPES
was commercialized under the name IDEA, and is patented (see Chapter 15).
The ingenious design of IDEA is supported by a careful analysis
and alge3 of the interaction
3
3
& , and +5498
' .
, +54
braic incompatibilities of operations across the groups +-,
/.10/2
/670
0
:6;<
The design of the MA structure (see Figure 7.11) results in IDEA being “complete” after a
single round; for other security properties, see Lai [726]. Regarding mixing operations from
different algebraic systems, see also the 1974 examination by Grossman [522] of transformations arising by alternating mod  and mod  addition ( ), and the use of arithmetic
2
.
modulo   >=  and  ?=  in MAA (Algorithm 9.68).
Daemen [292, 289] identifies several classes of so-called weak keys for IDEA, and notes a
small modification to the key schedule to eliminate them. The largest is a class of @A keys
for which membership can be tested in two encryptions plus a small number of computations, whereafter the key itself can be recovered using 16 chosen plaintext-difference encryptions, on the order of  group operations, plus BC key search encryptions. The probability of a randomly chosen key being in this class is  @:D   7E CC . A smaller number
of weak key blocks were observed earlier by Lai [726], and dismissed as inconsequential.
The analysis of Meier [832] revealed no attacks feasible against full 8-round IDEA, and
supports the conclusion of Lai [726] that IDEA appears to be secure against DC after 4 of
its 8 rounds (cf. Note 7.107). Daemen [289] also references attacks on reduced-round variants of IDEA. While linear cryptanalysis (LC) can be applied to any iterated block cipher,
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Harpes, Kramer, and Massey [541] provide a generalization thereof; IDEA and SAFER K64 are argued to be secure against this particular generalization.
Lai, Massey, and Murphy [730] (see also Lai [726]) generalized DC to apply to Markov
ciphers (which they introduced for this purpose; DES, FEAL, and LOKI are all examples
under the assumption of independent round keys) including IDEA; broadened the notion of
a difference from that based on F to: G>HJIKHMLONHOPRQRSUT where L is a specified group
operation and NH(PVQRSUT is the group inverse of an element H(P ; and defined an W -round differential (as opposed to an W -round characteristic used by Biham and Shamir [138] on DES) to
be a pair NXZY\[]Q such that two distinct plaintexts with difference G?H^I_X results in a pair
of round W outputs with difference [ .

|

Decimal values corresponding to Tables 7.12 and 7.13 may be found in Lai [726]. A tablebased alternative for multiplication mod `BTba9ced (cf. Note 7.104) is to look up the anti-log
of fhgji/kUN lBQmcKfngiAkoNpqQsrtgBut`Ta , relative to a generator X of v wyP xz { ; the required tables,
T
however, are quite large.
7.7
Massey [787] introduced SAFER K-64 with a 64-bit key and initially recommended 6
rounds, giving a reference implementation and test vectors (cf. Example 7.114). It is not
patented. Massey [788] then published SAFER K-128 (with a reference implementation),
differing only in its use of a non-proprietary (and backwards compatible) key schedule accommodating 128-bit keys, proposed by a Singapore group; 10 rounds were recommended
(12 maximum). Massey [788] gave further justification for design components of SAFER
K-64. Vaudenay [1215] showed SAFER K-64 is weakened if the S-box mapping (Remark 7.112) is replaced by a random permutation.
Knudsen [685] proposed the modified key schedule of Note 7.110 after finding a weakness
in 6-round SAFER K-64 that, while not of practical concern for encryption (with `}~ chosen
plaintexts, it finds 8 bits of the key), permitted collisions when using the cipher for hashing.
This and a subsequent certificational attack on SAFER K-64 by S. Murphy (to be published)
lead Massey (“Strengthened key schedule for the cipher SAFER”, posted to the USENET
newsgroup sci.crypt, September 9 1995) to advise adoption of the new key schedule, with
the resulting algorithm distinguished as SAFER SK-64 with 8 rounds recommended (minimum 6, maximum 10); an analogous change to the 128-bit key schedule yields SAFER
SK-128 for which 10 rounds remain recommended (maximum 12). A new variant of DC
by Knudsen and Berson [687] using truncated differentials (building on Knudsen [686])
yields a certificational attack on 5-round SAFER K-64 with ` } ~ chosen plaintexts; the attack, which does not extend to 6 rounds, indicates that security is less than argued by Massey
[788], who also notes that preliminary attempts at linear cryptanalysis of SAFER were unsuccessful.
RC5 was designed by Rivest [1056], and published along with a reference implementation.
The magic constants of Table 7.14 are based on the golden ratio and the base of natural logarithms. The data-dependent rotations (which vary across rounds) distinguish RC5 from
iterated ciphers which have identical operations each round; Madryga [779] proposed an
earlier (less elegant) cipher involving data-dependent rotations. A preliminary examination
by Kaliski and Yin [656] suggested that, while variations remain to be explored, standard
linear and differential cryptanalysis appear impractical for RC5–32 (64-bit blocksize) forw
 IMd`
: their differential attacks on 9 and 12 round RC5 require, respectively, `}~ , `a
chosen-plaintext pairs, while their linear attacks on 4, 5, and 6-round RC5–32 require, respectively, `A , ` }: , `~A known plaintexts. Both attacks depend on the number of rounds
and the blocksize, but not the byte-length of the input key (since subkeys are recovered di
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rectly). Knudsen and Meier [689] subsequently presented differential attacks on RC5 which
improved on those of Kaliski and Yin by a factor up to 512, and showed that RC5 has socalled weak keys (independent of the key schedule) for which these differential attacks perform even better.
LOKI was introduced by Brown, Pieprzyk, and Seberry [215] and renamed LOKI’89 after
the discovery of weaknesses lead to the introduction of LOKI’91 by Brown et al. [214].
Knudsen [682] noted each LOKI’89 key fell into a class of 16 equivalent keys, and the
differential cryptanalysis of Biham and Shamir [137] was shown to be effective against
reduced-round versions. LOKI’91 failed to succumb to differential analysis by Knudsen
[683]; Tokita et al. [1193] later confirmed the optimality of Knudsen’s characteristics, suggesting that LOKI’89 and LOKI’91 were resistant to both ordinary linear and differential
cryptanalysis. However, neither should be used for hashing as originally proposed (see
Knudsen [682]) or in other modes (see Preneel [1003]). Moreover, both are susceptible
to related-key attacks (Note 7.6), popularized by Biham [128, 129]; but see also the earlier ideas of Knudsen [683]. Distinct from these are key clustering attacks (see Diffie and
Hellman [347, p.410]), wherein a cryptanalyst first finds a key “close” to the correct key,
and then searches a cluster of “nearby” keys to find the correct one.
j

bit S-boxes first appeared in the Snefru hash function of Merkle [854]; here such
fixed S-boxes created from random numbers were used in its internal encryption mapping.
Regarding large S-boxes, see also Gordon and Retkin [517], Adams and Tavares [7], and
j
S-boxes in Khufu and Khafre (see also
Biham [132]. Merkle [856] again used

15.2.3(viii)). In this 1990 paper, Merkle gives a chosen-plaintext differential attack defeating 8 rounds of Khufu (with secret S-box). Regarding 16-round Khafre, a DC attack by
Biham and Shamir [138, 137] requires somewhat over 1500 chosen plaintexts and one hour
 :q 
on a personal computer, and their known-plaintext differential attack requires
plain
   
texts; for 24-round Khafre, they require
chosen plaintexts or
known plaintexts.
Khufu with 16 rounds was examined by Gilbert and Chauvaud [456], who gave an attack

  
using
chosen plaintexts and about
operations.


CAST is a design procedure for a family of DES-like ciphers, featuring fixed 
bit

S-boxes b
based on bent functions. Adams and Tavares [7] examine the construction of large S-boxes resistant to differential cryptanalysis, and give a partial example (with
j
64-bit blocklength and
bit S-boxes) of a CAST cipher. CAST ciphers have variable
keysize and numbers of rounds. Rijmen and Preneel [1049] presented a cryptanalytic technique applicable to Feistel ciphers with non-surjective round functions (e.g., LOKI’91 and
an example CAST cipher), noting cases where 6 to 8 rounds is insufficient.
Blowfish is a 16-round DES-like cipher due to Schneier [1093], with 64-bit blocks and keys
of length up to 448 bits. The computationally intensive key expansion phase creates eighj
teen 32-bit subkeys plus four
bit S-boxes derived from the input key (cf. Khafre
above), for a total of 4168 bytes. See Vaudenay [1216] for a preliminary analysis of Blowfish.
3-WAY is a block cipher with 96-bit blocksize and keysize, due to Daemen [289] and introduced by Daemen, Govaerts, and Vandewalle [290] along with a reference C implementation and test vectors. It was designed for speed in both hardware and software, and to resist
differential and linear attacks. Its core is a 3-bit nonlinear S-box and a linear mapping representable as polynomial multiplication in  b¡ .
¡

SHARK is an SP-network block cipher due to Rijmen et al. [1048] (coordinates for a reference implementation are given) which may be viewed as a generalization of SAFER, employing highly nonlinear S-boxes and the idea of MDS codes (cf. Note 12.36) for diffusion
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to allow a small number of rounds to suffice. The block ciphers BEAR and LION of Anderson and Biham [30] are 3-round unbalanced Feistel networks, motivated by the earlier
construction of Luby and Rackoff [776] (see also Maurer [816] and Lucks [777]) which
provides a provably secure (under suitable assumptions) block cipher from pseudorandom
functions using a 3-round Feistel structure. SHARK, BEAR, and LION all remain to be
subjected to independent analysis in order to substantiate their conjectured security levels.
SKIPJACK is a classified block cipher whose specification is maintained by the U.S. National Security Agency (NSA). FIPS 185 [405] notes that its specification is available to
organizations entering into a Memorandum of Agreement with the NSA, and includes interface details (e.g., it has an 80-bit secret key). A public report contains results of a preliminary security evaluation of this 64-bit block cipher (“SKIPJACK Review, Interim Report, The SKIPJACK Algorithm”, 1993 July 28, by E.F. Brickell, D.E. Denning, S.T. Kent,
D.P. Maher, and W. Tuchman). See also Roe [1064, p.312] regarding curious results on the
cyclic closure tests on SKIPJACK, which give evidence related to the size of the cipher
keyspace.
GOST 28147-89 is a Soviet government encryption algorithm with a 32-round Feistel structure and unspecified S-boxes; see Charnes et al. [241].
RC2 is a block cipher proprietary to RSA Data Security Inc. (as is the stream cipher RC4).
WAKE is a block cipher due to Wheeler [1237] employing a key-dependent table, intended
for fast encryption of bulk data on processors with 32-bit words. TEA (Tiny Encryption
Algorithm) is a block cipher proposed by Wheeler and Needham [1238].

¢
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8.1 Introduction
This chapter considers various techniques for public-key encryption, also referred to as
asymmetric encryption. As introduced previously ( 1.8.1), in public-key encryption systems each entity has a public key and a corresponding private key . In secure systems,
the task of computing given is computationally infeasible. The public key defines an encryption transformation , while the private key defines the associated decryption transformation
. Any entity wishing to send a message to obtains an authentic copy
of ’s public key , uses the encryption transformation to obtain the ciphertext
,
and transmits to . To decrypt , applies the decryption transformation to obtain the
original message
.
The public key need not be kept secret, and, in fact, may be widely available – only its
authenticity is required to guarantee that is indeed the only party who knows the corresponding private key. A primary advantage of such systems is that providing authentic public keys is generally easier than distributing secret keys securely, as required in symmetrickey systems.
The main objective of public-key encryption is to provide privacy or confidentiality.
Since ’s encryption transformation is public knowledge, public-key encryption alone does
not provide data origin authentication (Definition 9.76) or data integrity (Definition 9.75).
Such assurances must be provided through use of additional techniques (see 9.6), including
message authentication codes and digital signatures.
Public-key encryption schemes are typically substantially slower than symmetric-key
encryption algorithms such as DES ( 7.4). For this reason, public-key encryption is most
commonly used in practice for the transport of keys subsequently used for bulk data encryption by symmetric algorithms and other applications including data integrity and authentication, and for encrypting small data items such as credit card numbers and PINs.
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Public-key decryption may also provide authentication guarantees in entity authentication
and authenticated key establishment protocols.

Chapter outline

¶

The remainder of the chapter is organized as follows. 8.1.1 provides introductory material.
The RSA public-key encryption scheme is presented in 8.2; related security and implementation issues are also discussed. Rabin’s public-key encryption scheme, which is provably
as secure as factoring, is the topic of 8.3. 8.4 considers the ElGamal encryption scheme;
related security and implementation issues are also discussed. The McEliece public-key
encryption scheme, based on error-correcting codes, is examined in 8.5. Although known
to be insecure, the Merkle-Hellman knapsack public-key encryption scheme is presented in
8.6 for historical reasons – it was the first concrete realization of a public-key encryption
scheme. Chor-Rivest encryption is also presented ( 8.6.2) as an example of an as-yet unbroken public-key encryption scheme based on the subset sum (knapsack) problem. 8.7
introduces the notion of probabilistic public-key encryption, designed to meet especially
stringent security requirements. 8.8 concludes with Chapter notes and references.
The number-theoretic computational problems which form the security basis for the
public-key encryption schemes discussed in this chapter are listed in Table 8.1.

¶

¶

¶

¶

¶

¶

¶

¶

public-key encryption scheme
RSA
Rabin
ElGamal
generalized ElGamal
McEliece
Merkle-Hellman knapsack
Chor-Rivest knapsack
Goldwasser-Micali probabilistic
Blum-Goldwasser probabilistic

computational problem
integer factorization problem ( 3.2)
RSA problem ( 3.3)
integer factorization problem ( 3.2)
square roots modulo composite ( 3.5.2)
discrete logarithm problem ( 3.6)
Diffie-Hellman problem ( 3.7)
generalized discrete logarithm problem ( 3.6)
generalized Diffie-Hellman problem ( 3.7)
linear code decoding problem
subset sum problem ( 3.10)
subset sum problem ( 3.10)
quadratic residuosity problem ( 3.4)
integer factorization problem ( 3.2)
Rabin problem ( 3.9.3)

¶

¶

¶

¶

· ¶

¶

¶

¶

¶
¶

¶

¶

¶

Table 8.1: Public-key encryption schemes discussed in this chapter, and the related computational
problems upon which their security is based.

8.1.1 Basic principles
Objectives of adversary
The primary objective of an adversary who wishes to “attack” a public-key encryption scheme is to systematically recover plaintext from ciphertext intended for some other entity .
If this is achieved, the encryption scheme is informally said to have been broken. A more
ambitious objective is key recovery – to recover ’s private key. If this is achieved, the en-

¸

¸
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cryption scheme is informally said to have been completely broken since the adversary then
has the ability to decrypt all ciphertext sent to .

»

Types of attacks
Since the encryption transformations are public knowledge, a passive adversary can always mount a chosen-plaintext attack on a public-key encryption scheme (cf. 1.13.1). A
stronger attack is a chosen-ciphertext attack where an adversary selects ciphertext of its
choice, and then obtains by some means (from the victim ) the corresponding plaintext
(cf. 1.13.1). Two kinds of these attacks are usually distinguished.
1. In an indifferent chosen-ciphertext attack, the adversary is provided with decryptions
of any ciphertexts of its choice, but these ciphertexts must be chosen prior to receiving
the (target) ciphertext it actually wishes to decrypt.
2. In an adaptive chosen-ciphertext attack, the adversary may use (or have access to) ’s
decryption machine (but not the private key itself) even after seeing the target ciphertext . The adversary may request decryptions of ciphertext which may be related to
both the target ciphertext, and to the decryptions obtained from previous queries; a
restriction is that it may not request the decryption of the target itself.
Chosen-ciphertext attacks are of concern if the environment in which the public-key encryption scheme is to be used is subject to such an attack being mounted; if not, the existence of a chosen-ciphertext attack is typically viewed as a certificational weakness against
a particular scheme, although apparently not directly exploitable.

¼

»

¼

½

»

½

½

Distributing public keys
The public-key encryption schemes described in this chapter assume that there is a means
for the sender of a message to obtain an authentic copy of the intended receiver’s public
key. In the absence of such a means, the encryption scheme is susceptible to an impersonation attack, as outlined in 1.8.2. There are many techniques in practice by which authentic
public keys can be distributed, including exchanging keys over a trusted channel, using a
trusted public file, using an on-line trusted server, and using an off-line server and certificates. These and related methods are discussed in 13.4.

¼

¼

Message blocking
Some of the public-key encryption schemes described in this chapter assume that the message to be encrypted is, at most, some fixed size (bitlength). Plaintext messages longer
than this maximum must be broken into blocks, each of the appropriate size. Specific techniques for breaking up a message into blocks are not discussed in this book. The component blocks can then be encrypted independently (cf. ECB mode in 7.2.2(i)). To provide
protection against manipulation (e.g., re-ordering) of the blocks, the Cipher Block Chaining
(CBC) mode may be used (cf. 7.2.2(ii) and Example 9.84). Since the CFB and OFB modes
(cf. 7.2.2(iii) and 7.2.2(iv)) employ only single-block encryption (and not decryption) for
both message encryption and decryption, they cannot be used with public-key encryption
schemes.

¼

¼

¼

¼

8.2 RSA public-key encryption
The RSA cryptosystem, named after its inventors R. Rivest, A. Shamir, and L. Adleman, is
the most widely used public-key cryptosystem. It may be used to provide both secrecy and
digital signatures and its security is based on the intractability of the integer factorization
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¾

problem ( 3.2). This section describes the RSA encryption scheme, its security, and some
implementation issues; the RSA signature scheme is covered in 11.3.1.

¾

8.2.1 Description
8.1 Algorithm Key generation for RSA public-key encryption
SUMMARY: each entity creates an RSA public key and a corresponding private key.
Each entity should do the following:
1. Generate two large random (and distinct) primes and , each roughly the same size.
2. Compute
and
. (See Note 8.5.)
, such that
.
3. Select a random integer ,
4. Use the extended Euclidean algorithm (Algorithm 2.107) to compute the unique integer ,
, such that
.
5. ’s public key is
; ’s private key is .

¿

À Á
ÄZÃ|ÅÆÀ^Ç~È`ÉÊÅÊÁ?Ç~È`É
Ë È ÌËÌÄ
Í`ÎÏ<ÅÊËÐÄQÉHÃÈ
Ñ È%ÌÑ ÌÄ
ËÑÒDÈÅÓÔÏÄQÉ
ÅÆÂAÐUËUÉ ¿
Ñ
ÂÃ~ÀÁ

¿

Ë

Ñ

8.2 Definition The integers and in RSA key generation are called the encryption exponent
and the decryption exponent, respectively, while is called the modulus.

Â

8.3 Algorithm RSA public-key encryption

Õ

Ö

¿

¿

SUMMARY: encrypts a message for , which decrypts.
1. Encryption. should do the following:
(a) Obtain ’s authentic public key
.
(b) Represent the message as an integer in the interval
.
(c) Compute
(e.g., using Algorithm 2.143).
(d) Send the ciphertext to .
2. Decryption. To recover plaintext from , should do the following:
(a) Use the private key to recover
.

Õ

¿

ÚOÃÖwÛÓÔÏsÂ
Ú ¿
Ñ

ÅÂAÐËÉ
Ö

Ö

× ØÐ1Â Ç~È¦Ù

Ú ¿
Ö¡ÃIÚÜsÓÔÏÂ

ËÑÒÈÅÓÔÏwÄQÉ
Ý such that
ÍÎÏ9ÅÖÐ1ÀÉHÃDÈ
Ö ßVàfá"Ò-ÈâÅÓÔÏ^ÀÉäã
Raising both sides of this congruence to the power ÝÅÊÁÇFÈ`É and then multiplying both sides
by Ö yields
Ö7áäå9æèçßVàfáäéÆçêàfáäéÒÖ ÅÊÓ^ÔÏÀQÉÊã
On the other hand, if Í`ÎÏÅÖÐ1ÀÉHÃÀ , then this last congruence is again valid since each side
is congruent to Ø modulo À . Hence, in all cases
Ö ÛÜ Ò7Ö ÅÓÔÏ^ÀÉÊã
Proof that decryption works. Since
, there exists an integer
. Now, if
then by Fermat’s theorem (Fact 2.127),

ËÑ ÃDÈ?ÞÝ9Ä

By the same argument,

À

Á

Ö Û1Ü Ò7Ö

ÅÓÔÏ ÁÉÊã

Finally, since and are distinct primes, it follows that

Ö Û1Ü Ò7Ö

ÅÓÔÏ^Â(ÉÊÐ
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and, hence,
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8.4 Example (RSA encryption with artificially small parameters)
Key generation. Entity chooses the primes
 ,
 , and computes
   and
    . chooses 
 and, using the
extended Euclidean algorithm, finds    such that 
. ’s public

key is the pair
 
 , while ’s private key is    .
 ,  uses an algorithm for modular expoEncryption. To encrypt a message
nentiation (e.g., Algorithm 2.143) to compute

û-ü¤ý`þ`ÿ ü¡ï ýÿ`ÿ ðÊõ^ö÷ ó
ü
Fü
û
ü
ú
?

ü
þ
ðø
ü `ýó ý
ú
ñ
ü `ý NüDþ
ú
ü ý`ý
üÿ`ýþ `þ
í ñwò.õöK÷ø
õö÷
ü
ü ÿý`þþ!!
`ý-ü þ`ÿÿý
í
and sends this to ú .
î õö÷ø , ú computes
Decryption. To í decrypt
õö÷
&
ü þ `ÿ ÿ ý "#"$!%$! õð `ý -ü ó ÿý`þþ ù
ø
ð , sometimes
ó
8.5 Note (universal exponent) The number ')
called the uniü (+* ,û ð -./óÊ-
versal exponent of , may be used instead of ü 0
û 1 21 in RSA key generation
(Algorithm 8.1). Observe that ' is a proper divisor of . Using ' can result in a smaller
÷ð
ó
decryption exponent  , which may result in faster decryption (cf. Note 8.9). However, if û
û 5.65 is expected to be small, and consequently
and  are chosen at random, then 3* 4
û .ü

`ý

and ' will be roughly of the same size.

8.2.2 Security of RSA
This subsection discusses various security issues related to RSA encryption. Various attacks
which have been studied in the literature are presented, as well as appropriate measures to
counteract these threats.

ñ

(i) Relation to factoring
The task faced by a passive adversary is that of recovering plaintext from the corresponding ciphertext , given the public information  of the intended receiver . This is
called the RSA problem (RSAP), which was introduced in 7 3.3. There is no efficient algorithm known for this problem.
One possible approach which an adversary could employ to solving the RSA problem
is to first factor , and then compute and  just as did in Algorithm 8.1. Once  is
obtained, the adversary can decrypt any ciphertext intended for .
On the other hand, if an adversary could somehow compute  , then it could subsequently factor efficiently as follows. First note that since 

, there is an
<
integer 8 such that 5 98: . Hence, by Fact 2.126(i), ;

for all
!
F T is an odd integer. Then it can be shown that there
;1=?>AB @ . Let C
ED#F , where


exists an G =1H IKJ such that ; "LNMPONQSR
and ; "EL+Q
for at least half
of all ;U=)> B @ ; if ; and G are such integers then 3* ; "EL%MPO%Q V
is a non-trivial factor
of . Thus the adversary simply needs to repeatedly select random ;U=)> B @ and check if
an GW=XH IKJ satisfying the above property exists; the expected number of trials before a
non-trivial factor of is obtained is . This discussion establishes the following.

í

ðÆø ó
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8.6 Fact The problem of computing the RSA decryption exponent 

ðø ó

from the public key

and the problem of factoring , are computationally equivalent.
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When generating RSA keys, it is imperative that the primes Y and Z be selected in such a
way that factoring []\^YZ is computationally infeasible; see Note 8.8 for more details.
(ii) Small encryption exponent _
In order to improve the efficiency of encryption, it is desirable to select a small encryption
exponent ` (see Note 8.9) such as `a\b . A group of entities may all have the same encryption exponent ` , however, each entity in the group must have its own distinct modulus (cf.
c
8.2.2(vi)). If an entity d wishes to send the same message e to three entities whose public moduli are [gf , [ h , [ i , and whose encryption exponents are `j\?b , then d would send
kKl \me iSn5oPp [ l , for qr\Xstvutb . Since these moduli are most likely pairwise relatively
prime, an eavesdropper observing k f , k h , k i can use Gauss’s algorithm (Algorithm 2.121)
to find a solution w , xjyzw]{|[ f [ h [ i , to the three congruences
w-} k f~ n5oPp [ f
w-} k h~ n5oPp [ h
w-} k i~ n5oPp [ i
i {V[ f [ h [ i , by the Chinese remainder theorem (Fact 2.120), it must be the case
Since e
i
that w\|e . Hence, by computing the integer cube root of w , the eavesdropper can recover
the plaintext e .
Thus a small encryption exponent such as `j\?b should not be used if the same message, or even the same message with known variations, is sent to many entities. Alternatively, to prevent against such an attack, a pseudorandomly generated bitstring of appropriate length (taking into account Coppersmith’s attacks mentioned on pages 313–314)
should be appended to the plaintext message prior to encryption; the pseudorandom bitstring should be independently generated for each encryption. This process is sometimes
referred to as salting the message.
Small encryption exponents are also a problem for small messages e , because if e9{
[ f , then e can be recovered from the ciphertext k \?e 2nCoPp [ simply by computing
the integer `% root of k ; salting plaintext messages also circumvents this problem.
(iii) Forward search attack
If the message space is small or predictable, an adversary can decrypt a ciphertext k by simply encrypting all possible plaintext messages until k is obtained. Salting the message as
described above is one simple method of preventing such an attack.
(iv) Small decryption exponent 
As was the case with the encryption exponent ` , it may seem desirable to select a small decryption exponent  in order to improve the efficiency of decryption. f However, if  p ~ Yg
stZ1s  is small, as is typically the case, and if  has up to approximately one-quarter as
many bits as the modulus [ , then there is an efficient algorithm (referenced on page 313)
for computing  from the public information ~ [/t.`  . This algorithm cannot be extended to
the case where  is approximately the same size as [ . Hence, to avoid this attack, the decryption exponent  should be roughly the same size as [ .
(v) Multiplicative properties
Let e f and e h be two plaintext messages, and let k f and k h be their respective RSA encryptions. Observe that

 
~ e f e h }9e f e h } k f k h~ n5op [ 

In this case, one would select  first and then compute  in Algorithm 8.1, rather than vice-versa.
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In other words, the ciphertext corresponding to the plaintext |S5P¡ is ¢£
¢v¢¤S5P¥ ; this is sometimes referred to as the homomorphic property of RSA. This observation leads to the following adaptive chosen-ciphertext attack on RSA encryption.
Suppose that an active adversary wishes to decrypt a particular ciphertext ¢A¦¨§a5P
intended for © . Suppose also that © will decrypt arbitrary ciphertext for the adversary,
other than ¢ itself. The adversary can conceal ¢ by selecting a random integer ªX«¬A¯ ®
and computing ¢ )¢¤ª°§±5¥ . Upon presentation of ¢ , © will compute for the adversary
²³ ¢v´¶µ,5¥ . Since

·¸³ ¢´ µ

·¹¢ µ ³ª § ´ µ ·º ª
³K5P54´#»

the adversary can then compute ² £ª4¼ 5
 P¥ .
This adaptive chosen-ciphertext attack should be circumvented in practice by imposing
some structural constraints on plaintext messages. If a ciphertext ¢ is decrypted to a message
not possessing this structure, then ¢ is rejected by the decryptor as being fraudulent. Now,
if a plaintext message  has this (carefully chosen) structure, then with high probability
£ª¨5P¥ will not for ª«V¬A¯ ® . Thus the adaptive chosen-ciphertext attack described in
the previous paragraph will fail because © will not decrypt ¢ for the adversary. Note 8.63
provides a powerful technique for guarding against adaptive chosen-ciphertext and other
kinds of attacks.


(vi) Common modulus attack
The following discussion demonstrates why it is imperative for each entity to choose its
own RSA modulus .
It is sometimes suggested that a central trusted authority should select a single RSA
modulus , and then distribute a distinct encryption/decryption exponent pair ( ½¾K»¿¾À´ to
each entity in a network. However, as shown in (i) above, knowledge of any ³#½¾K».¿E¾K´ pair allows for the factorization of the modulus , and hence any entity could subsequently determine the decryption exponents of all other entities in the network. Also, if a single message
were encrypted and sent to two or more entities in the network, then there is a technique by
which an eavesdropper (any entity not in the network) could recover the message with high
probability using only publicly available information.
(vii) Cycling attacks
Let ¢A^W§±5P± be a ciphertext. Let Á be a positive integer such that ¢K§.Â±·¢Ã³#5C4´ ;
since encryption is a permutation on the message space Ä$Å»Æ».ÇÇÇ°»À]È¦ÆPÉ such an integer
Á must exist. For the same reason it must be the case that ¢K§ÂÊPË¡·ÌÍ³#5C4´ . This observation leads to the following cycling attack on RSA encryption. An adversary computes
¢K§a5P¡ , ¢K§vÎA5P¥ , ¢#§Ï 5¥/».ÇÇÇ until ¢ is obtained for the first time. If ¢K§.Âa5P¥-
¢ , then the previous number in the cycle, namely ¢K§ÂÊPËg5¥ , is equal to the plaintext  .
A generalized cycling attack is to find the smallest positive integer Ð such that Ñ
ÒÓ Ô³¢K§Õ¡È¦¢»¤4´4ÖÆ . If

Ù ¢Ú³#5WÛ´
¢ §vÕ ·V¢³#CPC×Ø´ and ¢ §Õ·

(8.1)

then Ñ£¦× . Similarly, if

Ù ¢³#CPC×Ø´ and ¢ §Õ ·¢Ú³#5WÛ´
¢ §vÕ·V

(8.2)

then ÑmÛ . In either case, has been factored, and the adversary can recover ¿ and then
 . On the other hand, if both

¢ §Õ ·¢³K5PÜ×´ and ¢ §Õ ·¢³K5PWÛ´#»

(8.3)
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then ÝÞàß and áKâãåäæá0ç#èCéPê5ß4ë . In fact, ì must be the smallest positive integer í
for which á#âî¨äXáÃçKè5éPê5ß4ë . In this case, the basic cycling attack has succeeded and so
ï ÞáKâvãEðPñ/èCéPê¡ß can be computed efficiently. Since (8.3) is expected to occur much less
frequently than (8.1) or (8.2), the generalized cycling attack usually terminates before the
cycling attack does. For this reason, the generalized cycling attack can be viewed as being
essentially an algorithm for factoring ß .
Since factoring ß is assumed to be intractable, these cycling attacks do not pose a threat
to the security of RSA encryption.
(viii) Message concealing
A plaintext message ï , ò,ó ï ó|ß ôzõ , in the RSA public-key encryption scheme is said
to be unconcealed if it encrypts to itself; that is, ï â±ä ï çKè5éPêCß4ë . There are always some
messages which are unconcealed (for example ï Þöò , ï Þmõ , and ï Þ)ß]ôÌõ ). In fact,
the number of unconcealed messages is exactly
÷
÷
õø^ùúê:çûgô¦õü¤ýÜô¦õë%þ°ÿ õøÌùúêÔçûgô¦õü Aô¦õë%þ 
Since û ô¨õ , ý±ô¨õ and ô¨õ are all even, the number of unconcealed messages is always at
least  . If ý and are random primes, and if û is chosen at random (or if û is chosen to be
a small number such as û¡Þ or ûSÞ ±øÌõCÞ ), then the proportion of messages
which are unconcealed by RSA encryption will, in general, be negligibly small, and hence
unconcealed messages do not pose a threat to the security of RSA encryption in practice.

8.2.3 RSA encryption in practice
There are numerous ways of speeding up RSA encryption and decryption in software and
hardware implementations. Some of these techniques are covered in Chapter 14, including fast modular multiplication (  14.3), fast modular exponentiation (  14.6), and the use
of the Chinese remainder theorem for faster decryption (Note 14.75). Even with these improvements, RSA encryption/decryption is substantially slower than the commonly used
symmetric-key encryption algorithms such as DES (Chapter 7). In practice, RSA encryption is most commonly used for the transport of symmetric-key encryption algorithm keys
and for the encryption of small data items.
The RSA cryptosystem has been patented in the U.S. and Canada. Several standards
organizations have written, or are in the process of writing, standards that address the use
of the RSA cryptosystem for encryption, digital signatures, and key establishment. For discussion of patent and standards issues related to RSA, see Chapter 15.
8.7 Note (recommended size of modulus) Given the latest progress in algorithms for factoring
integers (  3.2), a õ -bit modulus ß provides only marginal security from concerted attack.
As of 1996, in order to foil the powerful quadratic sieve (  3.2.6) and number field sieve
(  3.2.7) factoring algorithms, a modulus ß of at least  bits is recommended. For longterm security, õ
ò  -bit or larger moduli should be used.
8.8 Note (selecting primes)
(i) As mentioned in  8.2.2(i), the primes ý and should be selected so that factoring
ß Þöý is computationally infeasible. The major restriction on ý and in order to
avoid the elliptic curve factoring algorithm (  3.2.4) is that ý and should be about
the same bitlength, and sufficiently large. For example, if a õ
ò  -bit modulus ß is to
be used, then each of ý and should be about 
õ  bits in length.
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(ii) Another restriction on the primes  and  is that the difference  should not be
too small. If  is small, then   and hence !
" # . Thus, # could be
factored efficiently simply by trial division by all odd integers close to " # . If  and
 are chosen at random, then $% will be appropriately large with overwhelming
probability.
(iii) In addition to these restrictions, many authors have recommended that  and  be
strong primes. A prime  is said to be a strong prime (cf. Definition 4.52) if the following three conditions are satisfied:
(a) &(' has a large prime factor, denoted ) ;
(b) +*,' has a large prime factor; and
(c) )-.' has a large prime factor.
An algorithm for generating strong primes is presented in / 4.4.2. The reason for condition (a) is to foil Pollard’s 01' factoring algorithm ( / 3.2.3) which is efficient only
if # has a prime factor  such that 12' is smooth. Condition (b) foils the 3*4'
factoring algorithm mentioned on page 125 in / 3.12, which is efficient only if # has
a prime factor  such that $*' is smooth. Finally, condition (c) ensures that the
cycling attacks described in / 8.2.2(vii) will fail.
If the prime  is randomly chosen and is sufficiently large, then both 5' and 0*6'
can be expected to have large prime factors. In any case, while strong primes protect
against the 7' and 8*$' factoring algorithms, they do not protect against their generalization, the elliptic curve factoring algorithm ( / 3.2.4). The latter is successful in
factoring # if a randomly chosen number of the same size as  (more precisely, this
number is the order of a randomly selected elliptic curve defined over 9;: ) has only
small prime factors. Additionally, it has been shown that the chances of a cycling attack succeeding are negligible if  and  are randomly chosen (cf. / 8.2.2(vii)). Thus,
strong primes offer little protection beyond that offered by random primes. Given the
current state of knowledge of factoring algorithms, there is no compelling reason for
requiring the use of strong primes in RSA key generation. On the other hand, they
are no less secure than random primes, and require only minimal additional running
time to compute; thus there is little real additional cost in using them.
8.9 Note (small encryption exponents)
(i) If the encryption exponent < is chosen at random, then RSA encryption using the repeated square-and-multiply algorithm (Algorithm 2.143) takes = modular squarings
and an expected =?>@ (less with optimizations) modular multiplications, where = is
the bitlength of the modulus # . Encryption can be sped up by selecting < to be small
and/or by selecting < with a small number of 1’s in its binary representation.
(ii) The encryption exponent <0ACB is commonly used in practice; in this case, it is necessary that neither D3' nor E' be divisible by B . This results in a very fast encryption operation since encryption only requires 1 modular multiplication and 1 modular
squaring. Another encryption exponent used in practice is <3AF@HGJI-*%'ALKMMBN .
This number has only two 1’s in its binary representation, and so encryption using
the repeated square-and-multiply algorithm requires only 'K modular squarings and
1 modular multiplication. The encryption exponent <OA@HGJIP*%' has the advantage
over <QARB in that it resists the kind of attack discussed in / 8.2.2(ii), since it is unlikely the same message will be sent to @ G IS*Q' recipients. But see also Coppersmith’s
attacks mentioned on pages 313–314.
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8.3 Rabin public-key encryption
A desirable property of any encryption scheme is a proof that breaking it is as difficult as
solving a computational problem that is widely believed to be difficult, such as integer factorization or the discrete logarithm problem. While it is widely believed that breaking the
RSA encryption scheme is as difficult as factoring the modulus T , no such equivalence has
been proven. The Rabin public-key encryption scheme was the first example of a provably
secure public-key encryption scheme – the problem faced by a passive adversary of recovering plaintext from some given ciphertext is computationally equivalent to factoring.
8.10 Algorithm Key generation for Rabin public-key encryption
SUMMARY: each entity creates a public key and a corresponding private key.
Each entity U should do the following:
1. Generate two large random (and distinct) primes V and W , each roughly the same size.
2. Compute TYX.VZW .
3. U ’s public key is T ; U ’s private key is [ VZ\]W_^ .
8.11 Algorithm Rabin public-key encryption
SUMMARY: ` encrypts a message a for U , which U decrypts.
1. Encryption. ` should do the following:
(a) Obtain U ’s authentic public key T .
(b) Represent the message as an integer a in the range bdc\]e\]ff]fZ\Thg.eHi .
(c) Compute j7X,alk-mOn o5T .
(d) Send the ciphertext j to U .
2. Decryption. To recover plaintext a from j , U should do the following:
(a) Use Algorithm 3.44 to find the four square roots aqp , a , a$r , and a$s of j modk
ulo T .k (See also Note 8.12.)
(b) The message sent was either a p , a , a r , or a s . U somehow (cf. Note 8.14)
k
decides which of these is a .
8.12 Note (finding square roots of j modulo TqXtVW when Vlu2W+uwv[xmOn oly^ ) If V and W are
both chosen to be u2v[xmznHoly^ , then Algorithm 3.44 for computing the four square roots
of j modulo T simplifies as follows:
1. Use the extended Euclidean algorithm (Algorithm 2.107) to find integers { and | satisfying {V~}|WXCe . Note that { and | can be computed once and for all during the
key generation stage (Algorithm 8.10).
pxxs
mzn oV .
2. Compute OX2j]
pxs
3. Compute XCj]
mznHoQW .
4. Compute hX2[x{V}|]W ^mOn o5T .
5. Compute X2[x{VZ7g,|W^8mznHo5T .
6. The four square roots of j modulo T are  , g7hmzn o5T ,  , and g7mzn o5T .


In the very unlikely case that zZS¡1¢ , the ciphertext £ does not have four distinct square roots modulo

 , but rather only one or two.
¤

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

¥

8.3 Rabin public-key encryption

293

8.13 Note (security of Rabin public-key encryption)
(i) The task faced by a passive adversary is to recover plaintext ¦ from the corresponding ciphertext § . This is precisely the SQROOT problem of ¨ 3.5.2. Recall (Fact 3.46)
that the problems of factoring © and computing square roots modulo © are computationally equivalent. Hence, assuming that factoring © is computationally intractable,
the Rabin public-key encryption scheme is provably secure against a passive adversary.
(ii) While provably secure against a passive adversary, the Rabin public-key encryption
scheme succumbs to a chosen-ciphertext attack (but see Note 8.14(ii)). Such an attack can be mounted as follows. The adversary selects a random integer ¦«ªh¬D®  and
computes §D¯,¦$°-±z² ³© . The adversary then presents § to ´ ’s decryption machine,
which decrypts § and returns some plaintext µ . Since ´ does not know ¦ , and ¦ is
randomly
chosen, the plaintext µ is not necessarily the same as ¦ . With probability
¶
¹
·
¦º±z²H³5© , in which case »¼³?½ ¦!¾3µÀ¿©8Á is one of the prime factors of © . If
, µ(¸w
° ¸2¹
µ
¦Â±z² ³P© , then the attack is repeated with a new ¦ .Ã
(iii) The Rabin public-key encryption scheme is susceptible to attacks similar to those on
RSA described in ¨ 8.2.2(ii), ¨ 8.2.2(iii), and ¨ 8.2.2(v). As is the case with RSA, attacks (ii) and (iii) can be circumvented by salting the plaintext message, while attack
(v) can be avoided by adding appropriate redundancy prior to encryption.
8.14 Note (use of redundancy)
(i) A drawback of Rabin’s public-key scheme is that the receiver is faced with the task
of selecting the correct plaintext from among four possibilities. This ambiguity in
decryption can easily be overcome in practice by adding prespecified redundancy to
the original plaintext prior to encryption. (For example, the last 64 bits of the message
may be replicated.) Then, with high probability, exactly one of the four square roots
¦ ¶ ,¦
, ¦ , ¦lÄ of a legitimate ciphertext § will possess this redundancy, and the
°
Ã
receiver will select this as the intended plaintext. If none of the square roots of §
possesses this redundancy, then the receiver should reject § as fraudulent.
(ii) If redundancy is used as above, Rabin’s scheme is no longer susceptible to the chosenciphertext attack of Note 8.13(ii). If an adversary selects a message ¦ having the required redundancy and gives §¯2¦l°-±O² ³© to ´ ’s decryption machine, with very
high probability the machine will return the plaintext ¦ itself to the adversary (since
the other three square roots of § will most likely not contain the required redundancy),
providing no new information. On the other hand, if the adversary selects a message
¦ which does not contain the required redundancy, then with high probability none
of the four square roots of §0¯¦l°+±z² ³5© will possess the required redundancy. In
this case, the decryption machine will fail to decrypt § and thus will not provide a response to the adversary. Note that the proof of equivalence of breaking the modified
scheme by a passive adversary to factoring is no longer valid. However, if the natural assumption is made that Rabin decryption is composed of two processes, the first
which finds the four square roots of §7±z² ³5© , and the second which selects the distinguished square root as the plaintext, then the proof of equivalence holds. Hence, Rabin public-key encryption, suitably modified by adding redundancy, is of great practical interest.
Å

This chosen-ciphertext attack is an execution of the constructive proof of the equivalence of factoring Æ and
the SQROOT problem (Fact 3.46), where Ç ’s decryption machine is used instead of the hypothetical polynomialtime algorithm for solving the SQROOT problem in the proof.
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8.15 Example (Rabin public-key encryption with artificially small parameters)
Key generation. Entity È chooses the primes É$Ê4ËÌÌ , ÍÊ4ÎÎÏ , and computes Ð.ÊtÉÍÊ
Ñ
Ñ
ÏÒÓÌ . È ’s public key is Ð6Ê
ÏÒÓÌ , while È ’s private key is Ô ÉÊwËÌÌHÕ]Í0Ê%ÎÎÏÖ .
Encryption. Suppose that the last six bits of original messages are required to be replicated prior to encryption (cf. Note 8.14(i)). In order to encrypt the 10-bit message ×ØÊ
ÏÙÙÏÏÏÏÙÙÏ , Ú replicates the last six bits of × to obtain the 16-bit message
Ñ
×ºÊ%ÏÙÙÏÏÏÏÙÙÏÏÏÏÙÙdÏ , which in decimal notation is ×ºÊ%ÛÙÜÒ . Ú then computes
Ý

ÊÞ×lß-àzá âPÐãÊäÛÙÜÒ

Ñ

ß0àzá â

Ñ

ÏÒÓÌÊåÒËÏÏÏ

and sends this to È .
Decryption. To decrypt Ý , È uses Algorithm 3.44 and her knowledge of the factors of Ð to
compute the four square roots of Ý àzáHâ5Ð :
×qæÊ%Ò

Ñ

ÒÜÛÕl×
ß

ÊwËËÙÎÎÕ$×lç-Ê2ÛÙÜÒ

Ñ

Õl×$è-ÊwÜÏÏÏÓHÕ

which in binary are
×(æéÊ%ÏÙÙÙÏÙÙÙÙÙÙÙÏÙÏÏdÙHÕ
×lç+Ê%ÏÙÙÏÏÏÏÙÙÏÏÏÏÙÙÏÕ

Since only × ç has the required redundancy, È
message ×ºÊwÏÙÙÏÏÏÏÙÙÏ .

×

ÊwÏÙÏÙÏÏÙÙÙÙÏÙÙdÙÏÕ
ß
×lè-ÊwÏÏÙÙÙÏÏÏÏÙÏÙÏdÏÏdÙê
decrypts Ý to × ç and recovers the original
ë

8.16 Note (efficiency) Rabin encryption is an extremely fast operation as it only involves a single modular squaring. By comparison, RSA encryption with ìíÊwÎ takes one modular multiplication and one modular squaring. Rabin decryption is slower than encryption, but comparable in speed to RSA decryption.

8.4 ElGamal public-key encryption
The ElGamal public-key encryption scheme can be viewed as Diffie-Hellman key agreement ( î 12.6.1) in key transfer mode (cf. Note 8.23(i)). Its security is based on the intractability of the discrete logarithm problem (see î 3.6) and the Diffie-Hellman problem ( î 3.7). The
basic ElGamal and generalized ElGamal encryption schemes are described in this section.

8.4.1 Basic ElGamal encryption
8.17 Algorithm Key generation for ElGamal public-key encryption
SUMMARY: each entity creates a public key and a corresponding private key.
Each entity È should do the following:
1. Generate a large random prime É and a generator ï of the multiplicative group ðDò ñ of
the integers modulo É (using Algorithm 4.84).
2. Select a random integer ó , ÏôºótôõÉ1öwË , and compute ï÷~àzá âÉ (using Algorithm 2.143).
3. È ’s public key is Ô ÉZÕ]ïøÕ]ïZ÷ Ö ; È ’s private key is ó .

ù
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8.18 Algorithm ElGamal public-key encryption
SUMMARY: û encrypts a message ü for ý , which ý decrypts.
1. Encryption. û should do the following:
(a)
(b)
(c)
(d)
(e)

Obtain ý ’s authentic public key þJÿ   .
Represent the message as an integer ü in the range 
Select a random integer  , qÿ .
Compute  !" ÿ and #$,ü&%dþ '!" ÿ .
Send the ciphertext ()%þ*+ #  to ý .

ÿ .

2. Decryption. To recover plaintext ü from ( , ý should do the following:
(a) Use the private key , to compute .-0/213/ 4!" ÿ (note: 5-6/.17/  89/ 
 / : ).
(b) Recover ü by computing þ;9/  %<# !" ÿ .



Proof that decryption works. The decryption of Algorithm 8.18 allows recovery of original
plaintext because

 /  %6#>=

 / :

ü

 : =ãü

þ

"
ÿ



8.19 Example (ElGamal encryption with artificially small parameters)
Key generation. Entity ý selects the prime ÿ?@ A<B<C and a generator  D of E)GIF H3J6K . ý
chooses the private key ,L><C B< and computes

  !" ÿMN 1 K;J 1 !"  A<B CON< P<B
ý ’s public key is þJÿQR A<B<C  >  R <P<B  .
Encryption. To encrypt a message üNS< A<B , û selects a random integer TU B<  and
computes

VN 1

JIG3W !"
 A<B CON<X A<

and

#ON<<A BY%0< P<B 1

J3GIW !"
 A<B CO[Z<\ C

û sends R<X A< and #]Z \<C to ý .
Decryption. To decrypt, ý computes

IW J  "
 -6/.17/  N X<A  ^ !
 A<B CO[P<C 

and recovers ü

by computing
ü_[P<C

`%6Z<\<C !" <A<B CO[ <A<B
a

8.20 Note (common system-wide parameters) All entities may elect to use the same prime ÿ
and generator  , in which case ÿ and  need not be published as part of the public key.
This results in public keys of smaller sizes. An additional advantage of having a fixed base
 is that exponentiation can then be expedited via precomputations using the techniques
described in b 14.6.3. A potential disadvantage of common system-wide parameters is that
larger moduli ÿ may be warranted (cf. Note 8.24).
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8.21 Note (efficiency of ElGamal encryption)
(i) The
j encryption process requires two modular exponentiations, namely cde!fgih and
n ckl d e!fgmh . These exponentiations can be sped up by selecting random exponents
having some additional structure, for example, having low Hamming weights. Care
must be taken that the possible number of exponents is large enough to preclude a
search via a baby-step giant-step algorithm (cf. Note 3.59).
(ii) A disadvantage of ElGamal encryption is that there is message expansion by a factor
of 2. That is, the ciphertext is twice as long as the corresponding plaintext.
8.22 Remark (randomized encryption) ElGamal encryption is one of many encryption schemes
which utilizes randomization in the encryption process. Others include McEliece encryption ( o 8.5), and Goldwasser-Micali ( o 8.7.1), and Blum-Goldwasser ( o 8.7.2) probabilistic
encryption. Deterministic encryption schemes such as RSA may also employ randomization in order to circumvent some attacks (e.g., see o 8.2.2(ii) and o 8.2.2(iii)). The fundamental idea behind randomized encryption (see Definition 7.3) techniques is to use randomization to increase the cryptographic security of an encryption process through one or more of
the following methods:
(i) increasing the effective size of the plaintext message space;
(ii) precluding or decreasing the effectiveness of chosen-plaintext attacks by virtue of a
one-to-many mapping of plaintext to ciphertext; and
(iii) precluding or decreasing the effectiveness of statistical attacks by leveling the a priori
probability distribution of inputs.
8.23 Note (security of ElGamal encryption)
(i) The problem of breaking the ElGamal encryption scheme, i.e., recovering p given
h , c , ck , q , and r , is equivalent to solving the Diffie-Hellman problem (see o 3.7). In
fact, the ElGamal encryption scheme can be viewed as simply comprising a DiffieHellman key exchange to determine a session key c k d , and then encrypting the message by multiplication with that session key. For this reason, the security of the ElGamal encryption scheme is said to be based on the discrete logarithm problem in
sut
v , although such an equivalence has not been proven.
n
(ii) It is critical that different random integers be used to encrypt different messages.
n
Suppose the same j is used to encrypt
two messages pxw and pzy and the resulting
j
ciphertext pairs are q.w { r w:l and qy { r|y<l . Then r w }<r~yzpxw:}:py , and pzy could be
easily computed if pw were known.
8.24 Note (recommended parameter sizes) Given the latest progress on the discrete logarithm
s t
problem in v ( o 3.6), a  < -bit modulus h provides only marginal security from concerted
attack. As of 1996, a modulus h of at least << bits is recommended. For long-term security, <<  -bit or larger moduli should be used. For common system-wide parameters (cf.
Note 8.20) even larger key sizes may be warranted. This is because the dominant stage
s t
in the index-calculus algorithm ( o 3.6.5) for discrete logarithms in v is the precomputation of a database of factor base logarithms, following which individual logarithms can be
computed relatively quickly. Thus computing the database of logarithms for one particular
modulus h will compromise the secrecy of all private keys derived using h .
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8.4.2 Generalized ElGamal encryption
The ElGamal encryption scheme is typically described in the setting of the multiplicative
group `  , but can be easily generalized to work in any finite cyclic group  .
As with ElGamal encryption, the security of the generalized ElGamal encryption scheme is based on the intractability of the discrete logarithm problem in the group  . The
group  should be carefully chosen to satisfy the following two conditions:
1. for efficiency, the group operation in  should be relatively easy to apply; and
2. for security, the discrete logarithm problem in  should be computationally infeasible.
The following is a list of groups that appear to meet these two criteria, of which the first
three have received the most attention.
1. The multiplicative group )  of the integers modulo a prime  .
2. The multiplicative group  0  of the finite field   of characteristic two.
3. The group of points on an elliptic curve over a finite field.
4. The multiplicative group    of the finite field   , where ]x ,  a prime.
5. The group of units )  , where  is a composite integer.
6. The jacobian of a hyperelliptic curve defined over a finite field.
7. The class group of an imaginary quadratic number field.
8.25 Algorithm Key generation for generalized ElGamal public-key encryption
SUMMARY: each entity creates a public key and a corresponding private key.
Each entity  should do the following:
1. Select an appropriate cyclic group  of order  , with generator  . (It is assumed here
that  is written multiplicatively.)
2. Select a random integer  , L¡R¡¢x , and compute the group element £ .
3.  ’s public key is ¤3¦¥ £§ , together with a description of how to multiply elements in
 ;  ’s private key is  .
8.26 Algorithm Generalized ElGamal public-key encryption
SUMMARY: ¨ encrypts a message © for  , which  decrypts.
1. Encryption. ¨ should do the following:
(a) Obtain  ’s authentic public key ¤3¦¥ £§ .
(b) Represent the message as an element © of the group  .
(c) Select a random integer ª , ¡ª¡T¢x .
(d) Compute «R¬ and ]®©&¯6¤3£§°¬ .
(e) Send the ciphertext ±)¤*«+¥ 0§ to  .
2. Decryption. To recover plaintext © from ± ,  should do the following:
(a) Use the private key  to compute «5£ and then compute «³²´£ .
(b) Recover © by computing ¤;«9²µ£§2¯< .
8.27 Note (common system-wide parameters) All entities may elect to use the same cyclic
group  and generator  , in which case  and the description of multiplication in  need
not be published as part of the public key (cf. Note 8.20).
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8.28 Example (ElGamal encryption using the multiplicative group of ¶¸·0¹ , with artificially
small parameters)
Key generation. Entity º selects the group » to be the multiplicative group of the finite field
¶ · ¼ , whose elements are represented by the polynomials over ¶¸· of degree less than ½ , and
where multiplication is performed modulo the irreducible polynomial ¾¿*À¦Á)Â®ÀÃ$ÄÅÀÆÄÈÇ
Ê
·
(cf. Example 2.231). For convenience, a field element ÉÊ:À ÄOÉ · À ÄRÉËÌÀÄOÉÍ is represented by the binary string ¿IÉÊ É · ÉË ÉÍ<Á . The group » has order ÎÂÏÇ Ð and a generator is
Ñ ÂR¿IÒ<Ò Ç<Ò<Á .
º chooses the private key ÉÂÔÓ and computes ÑÕ Â Ñ+Ö Â8¿IÇ<Ò<Ç Ç<Á . º ’s public key is
ÑÕ ÂÏ¿|Ç Ò<Ç<Ç Á (together with Ñ ÂÏ¿|Ò Ò<Ç<Ò Á and the polynomial ¾¿*À¦Á which defines the multiplication in » , if these parameters are not common to all entities).
Encryption. To encrypt a message ×ØÂ&¿|Ç<Ç Ò<Ò Á , Ù selects a random integer Ú?Â&Ç<Ç and
ËIË Â@¿|Ç<Ç Ç<Ò Á , ¿ Ñ Õ Á Ë3Ë ÂÜ¿|Ò Ç<Ò Ò<Á , and ÝÂ×ßÞ¿ Ñ Õ Á Ë3Ë ÂÜ¿|Ò Ç<Ò Ç<Á . Ù sends
computes ÛxÂ Ñ
ÛTÂR¿IÇ<Ç<Ç Ò<Á and Ý$Â>¿|Ò Ç<Ò<Ç Á to º .
Ë
Decryption. To decrypt, º computes Û Õ Â¿|Ò<Ç Ò<Ò Á , ¿*Û Õ Ááà Â¿|Ç<Ç Ò<Ç Á and finally recovers
Õ
× by computing ×âÂ>¿;Û9à Á2Þ<Ý$Â>¿|Ç Ç<Ò Ò<Á .
ã

8.5 McEliece public-key encryption
The McEliece public-key encryption scheme is based on error-correcting codes. The idea
behind this scheme is to first select a particular code for which an efficient decoding algorithm is known, and then to disguise the code as a general linear code (see Note 12.36).
Since the problem of decoding an arbitrary linear code is NP-hard (Definition 2.73), a description of the original code can serve as the private key, while a description of the transformed code serves as the public key.
The McEliece encryption scheme (when used with Goppa codes) has resisted cryptanalysis to date. It is also notable as being the first public-key encryption scheme to use
randomization in the encryption process. Although very efficient, the McEliece encryption
scheme has received little attention in practice because of the very large public keys (see
Remark 8.33).
8.29 Algorithm Key generation for McEliece public-key encryption
SUMMARY: each entity creates a public key and a corresponding private key.
1. Integers Ú , Î , and ä are fixed as common system parameters.
2. Each entity º should perform steps 3 – 7.
3. Choose a ÚåLÎ generator matrix » for a binary ¿*Î9æ ÚÁ -linear code which can correct
ä errors, and for which an efficient decoding algorithm is known. (See Note 12.36.)
4. Select a random ÚÆåTÚ binary non-singular matrix ç .
5. Select a random Î®åÎ permutation matrix è .
6. Compute the ÚQå!Î matrix »Âéç³»Lè .
7. º ’s public key is ¿ »Læ~ä:Á ; º ’s private key is ¿3ç.æ »Læ èmÁ .

ê
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8.30 Algorithm McEliece public-key encryption
SUMMARY: ì encrypts a message í for î , which î decrypts.
1. Encryption. ì should do the following:
(a) Obtain î ’s authentic public key ï ð4ñÌò:ó .
(b) Represent the message as a binary string í of length ô .
(c) Choose a random binary error vector õ of length ö having at most ò 1’s.
(d) Compute the binary vector ÷)ø®í ðúùÈõ .
(e) Send the ciphertext ÷ to î .
2. Decryption. To recover plaintext í from ÷ , î should do the following:
(a) Compute ÷ûøé÷:üý2þ , where üý.þ is the inverse of the matrix ü .
(b) Use the decoding algorithm for the code generated by ð to decode ÷ to í .
(c) Compute íâø íÿûý2þ .
Proof that decryption works. Since

÷xøØ÷:ü ý.þ ø[ï;í ðúùúõ óIü ý2þ ø[ï*í ÿ9ðLüùÈõ<ó3ü ý.þ ø[ï;íÿ ó3ð®ùÈõü ý.þ ñ
and õ üý2þ is a vector with at most ò 1’s, the decoding algorithm for the code generated by
ð corrects ÷ to íâø®í ÿ . Finally, íÿ ý.þ ø®í , and, hence, decryption works.
A special type of error-correcting code, called a Goppa code, may be used in step 3 of
the key generation. For each irreducible polynomial  ï¦ó of degree ò over  , there exists
a binary Goppa code of length ö®ø
and dimension ô öí ò capable of correcting
any pattern of ò or fewer errors. Furthermore, efficient decoding algorithms are known for
such codes.
8.31 Note (security of McEliece encryption) There are two basic kinds of attacks known.
(i) From the public information, an adversary may try to compute the key ð or a key ð
for a Goppa code equivalent to the one with generator matrix ð . There is no efficient
method known for accomplishing this.
(ii) An adversary may try to recover the plaintext í directly given some ciphertext ÷ . The
adversary picks ô columns at random from ð . If ð , ÷ and õ denote the restriction
of ð , ÷ and õ , respectively, to these ô columns, then ïI÷¦ùzõ<ó9øxí ð . If õø and
if ð is non-singular, then í can be recovered by solving the system of equations
÷ øDí ð . Since the probability that õÅø , i.e., the selected ô bits were not in
error, is only   ý   , the probability of this attack succeeding is negligibly small.
8.32 Note (recommended parameter sizes) The original parameters suggested by McEliece
were öSø!"#"$ , òTø!%" , and ô&'%#"$ . Based on the security analysis (Note 8.31), an
optimum choice of parameters for the Goppa code which maximizes the adversary’s work
factor appears to be ö ø&#""$ , ò)ø)("* , and ô+-,#$"$ .
8.33 Remark (McEliece encryption in practice) Although the encryption and decryption operations are relatively fast, the McEliece scheme suffers from the drawback that the public
key is very large. A (less significant) drawback is that there is message expansion by a factor of ö  ô . For the recommended parameters ö ø&#""$ , òuø&(#* , ô+.,#$"$ , the public key is
about þ0/ bits in size, while the message expansion factor is about #12, . For these reasons,
the scheme receives little attention in practice.
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8.6 Knapsack public-key encryption
Knapsack public-key encryption schemes are based on the subset sum problem, which is
NP-complete (see 3 2.3.3 and 3 3.10). The basic idea is to select an instance of the subset
sum problem that is easy to solve, and then to disguise it as an instance of the general subset
sum problem which is hopefully difficult to solve. The original knapsack set can serve as
the private key, while the transformed knapsack set serves as the public key.
The Merkle-Hellman knapsack encryption scheme ( 3 8.6.1) is important for historical
reasons, as it was the first concrete realization of a public-key encryption scheme. Many
variations have subsequently been proposed but most, including the original, have been
demonstrated to be insecure (see Note 8.40), a notable exception being the Chor-Rivest
knapsack scheme ( 3 8.6.2).

8.6.1 Merkle-Hellman knapsack encryption
The Merkle-Hellman knapsack encryption scheme attempts to disguise an easily solved instance of the subset sum problem, called a superincreasing subset sum problem, by modular
multiplication and a permutation. It is however not recommended for use (see Note 8.40).
8.34 Definition A superincreasing sequence is a sequence 457698:5<;#8:=7=:=>875?A@ of positive integers
BFE 6
G
GH
with the property that 5BDC
for each I , JLKMINKPO .
6 5
Algorithm 8.35 efficiently solves the subset sum problem for superincreasing sequences.
8.35 Algorithm Solving a superincreasing subset sum problem
INPUT: a superincreasing sequence 45:6:8:5Q;R8:=7=:=>8:5?A@ and an integer S which is the sum of a
subset of the 5 B .
?
OUTPUT: 4TU6:8<TV;R8:=:=7=W8QT>?A@ where T BYX[Z]\ 8:^R_ , such that B H 6 T B 5 Ba` S .
1. I:bcO .
2. While INd.^ do the following:
2.1 If Sed5B then T>Bbf^ and S]bgSihg5B . Otherwise TjBkb \ .
2.2 I9blIDhf^ .
3. Return( 4TU698<TV;m8:=:=7=>8QT>?A@ ).
8.36 Algorithm Key generation for basic Merkle-Hellman knapsack encryption
SUMMARY: each entity creates a public key and a corresponding private key.
1. An integer O is fixed as a common system parameter.
2. Each entity n should perform steps 3 – 7.
3. Choose a superincreasing sequence 45 6 8:5 ; 8:=7=:=W875 ? @ and modulus o such that opC
5 6Dq
5 ;q-r:r7r q
5 ? .
4. Select a random integer s , ^tK&suK&ovhf^ , such that w"x7yz4sl87o{@ ` ^ .
5. Select a random permutation | of the integers Z ^R89JR8:=:=7=j8QO}_ .
6. Compute ~ Ba` s5 BW y+o for I ` ^R89J#87=:=7=>8QO .
7. n ’s public key is 4~z6987~;#8:=7=:=W87~]?A@ ; n ’s private key is 4|87o-8:sl8:45:678:5<;#8:=7=:=>875?A@@ .
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8.37 Algorithm Basic Merkle-Hellman knapsack public-key encryption
SUMMARY:  encrypts a message  for  , which  decrypts.
1. Encryption.  should do the following:
(a)
(b)
(c)
(d)

Obtain  ’s authentic public key kz:77R:7:>:]A .
Represent the message  as a binary string of length  , f
Compute the integer if   U    -:7      .
Send the ciphertext  to  .

 

}7: 



.

2. Decryption. To recover plaintext  from  ,  should do the following:

(a) Compute ) i¡m¢£ .
(b) By solving a superincreasing subset sum problem (Algorithm 8.35), find integers ¤  <¤  ::7WQ¤  , ¤]¥Y¦§©¨#:ªR« , such that g¤ 7¬:a ¤ m¬Q7:  ¤ W¬ .
(c) The message bits are c¥ag¤ ®¯ ¥±° , ²})ª#9³R:7:jQ .
Proof that decryption works. The decryption of Algorithm 8.37 allows recovery of original
plaintext because

´µ








g´µ


l¥ ¬ ®·¯ ¥±°

c¥]¥´
¥¶ 

¸¡m¢c£{

¥±¶ 



Since ¨L¹.»º&£ , 
, and hence the solution of the superincreas¥¶   ¥ ¬ ®·¯ ¥±° ¡m¢£
ing subset sum problem in step (b) of the decryption gives the message bits, after application
of the permutation ¼ .
8.38 Example (basic Merkle-Hellman knapsack encryption with artificially small parameters)
Key generation. Let [½ . Entity  chooses the superincreasing sequence ª"³#:ª"¾R9¿"¿R9¾#À ,
of §©ª#:³#9¿R9ÀR9Á#:½R« defined by
ª"Á"¾R9¿#ª"½" , £
µ¾#¿"¾ , 
Â½"¿"Á , and the permutation ¼
¼Yª"N
¿ , ¼Y³"N
½ , ¼Y¿#iª , ¼YÀ"N
³ , ¼YÁ"N
Á , and ¼Y½"iÀ .  ’s public key is the
knapsack set ¿"ª#Ã#9ª#Ã"½R9³"Á#¨#:À"¾"¾R9³©¨#¨"9Á#Á©Ã" , while  ’s private key is 0¼:£-:Ä9ª#³#:ª"¾#:¿"¿ ,
¾"À#:ª"Á#¾#9¿#ª"½# .
Encryption. To encrypt the message )ª"¨#ª"ª#¨"ª ,  computes
PÅ¿#ª"Ã



³#Á"¨



and sends this to  .
Decryption. To decrypt,  computes ÆÇ
creasing subset sum problem
ª#¿"½Ê&ª#³9¤ U

ª#¾9¤ 

¿"¿:¤7Ë



À"¾"¾





Á"Á#Ã.Åª"½#¨"Á

i¡m¢+£ÈÉª"¿#½

¾"À:¤7Ì



ª"Á"¾:¤7Í



, and solves the superin¿"ª#½9¤7Î

to get ª#¿"½Ê{ª"³  ª"¾  ¿"¿  ¾"À . Hence, ¤  )ª , ¤  ª , ¤Ët{ª , ¤ÌL)ª , ¤Ít{¨ , ¤ÎL)¨ ,
and application of the permutation ¼ yields the message bits   g¤7ËL{ª ,   g¤ÎL)¨ ,
Ëg¤  )ª , ÏÌg¤  ª , ÏÍf¤Ít&¨ , ÏÎP¤Ìtª .
Ð
Multiple-iterated Merkle-Hellman knapsack encryption
One variation of the basic Merkle-Hellman scheme involves disguising the easy superincreasing sequence by a series of modular multiplications. The key generation for this variation is as follows.
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8.39 Algorithm Key generation for multiple-iterated Merkle-Hellman knapsack encryption
SUMMARY: each entity creates a public key and a corresponding private key.
1. Integers Ñ and Ò are fixed as common system parameters.
2. Each entity Ó should perform steps 3 – 6.
×]Ø Ú ÕzÛÇ
Ö ×]Ø Ú:Ü7Ü:Ü>Ú ÕmÞà
ÖÝ× Ø ß .
3. Choose a superincreasing sequence ÔÕzÖÙ)
4. For á from 1 to Ò do the following:
4.1 Choose a modulus âã with âãä)ÕmÙÖ
4.2 Select a random integer è ã , étê&è ã
ã

ã9å

Ù

ã9å

Ø æ

Ù

ê&â

Ø èÏãòñómî+âÄã for ô ï
4.3 Compute Õmð Ö Ø ï Õzð Ö
5. Select a random permutation ö of the integers ÷]é

6.
Ó

’s public key is

key is Ô0ö

Ú â

Ù Ú Û Ú:Ü7Ü:ÜWÚ
ÔÕ
Õ
Õ Þ ß

Ù Ú:Ü7Ü:ÜWÚ â
ù

Ú è

Ù Ú:Ü7Ü:Ü>Ú è

ï

ãië

ã9å
é

Ù

Ø æç7ç:ç©æ

ÕzÞ Ö

ã9å

, such that ì"í7îÔè

é Ú9õRÚ:Ü:Ü7ÜjÚ Ñ
Ú9õRÚ:Ü:Ü7ÜjÚ Ñ}ø

Õ û ÖúùQØ ð
ô
Ö Ø
Ú ÕmÙÖÝ)
× Ø Ú m
Õ ÛÇ
ÖÝ× Ø Ú7Ü:Ü:Ü>Ú z
Õ Þ
Ö× Ø ß

, where Õ
ù

ð

ÕzÛ Ö

for

ï

Ù

Ø

.
ã Ú â

ã ßUï
é

.

.
.
é Ú:õ#Ú7Ü:Ü:ÜjÚ Ñ

; Ó ’s private

.

Encryption is performed in the same way as in the basic Merkle-Hellman scheme
(Alå Ù
gorithm 8.37). Decryption is performed by successively computing ü ã ï è ã ü ãý Ù ñómî
Ù ï{þ
. Finally, the superincreasing subset sum probâ ã for á ï
Ò Ú Ò ë é Ú7Ü:Ü7ÜAÚ é , where ü ý
ù
Ö ×]Ø æcç7ç:ç<æ»ÿ Þ ÕzÞ Ö × Ø is solved for ÿ ð , and the message bits are recovered
lem ü Ù ïfÿ Ù ÕzÙÖ ×]Ø æ»ÿ Û ÕzÛ'
after application of the permutation ö .
8.40 Note (insecurity of Merkle-Hellman knapsack encryption)
(i) A polynomial-time algorithm for breaking the basic Merkle-Hellman scheme is
 
known. Given the public knapsack set, this algorithm finds a pair of integers , â









such that Ù
to â (where è and â are part of the private key, and
   Õ ð ñ¸ómî+â , éLêPôNêPÑ , form
 ï è å ñâóRî â is )close
and such that the integers  ð ï
a superincreasing sequence. This sequence can then be used by an adversary in place
of Ô Ù Ú  Û Ú:Ü7Ü:ÜWÚ  Þ ß to decrypt messages.
(ii) The most powerful general attack known on knapsack encryption schemes is the technique discussed in 3.10.2 which reduces the subset sum problem to the problem of
finding a short vector in a lattice. It is typically successful if the density (see Definition 3.104) of the knapsack set is less than Ü   . This is significant because the
density of a Merkle-Hellman knapsack set must be less than 1, since otherwise there
will in general be many subsets of the knapsack set with the same sum, in which case
some ciphertexts will not be uniquely decipherable. Moreover, since each iteration in
the multiple-iterated scheme lowers the density, this attack will succeed if the knapsack set has been iterated a sufficient number of times.
Similar techniques have since been used to break most knapsacks schemes that have
been proposed, including the multiple-iterated Merkle-Hellman scheme. The most prominent knapsack scheme that has resisted such attacks to date is the Chor-Rivest scheme (but
see Note 8.44).

8.6.2 Chor-Rivest knapsack encryption
The Chor-Rivest scheme is the only known knapsack public-key encryption scheme that
does not use some form of modular multiplication to disguise an easy subset sum problem.

 c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

 8.6

Knapsack public-key encryption

303

8.41 Algorithm Key generation for Chor-Rivest public-key encryption
SUMMARY: each entity creates a public key and a corresponding private key.
Each entity  should do the following:
1. Select a finite field  of characteristic  , where  ,   , and for which the
discrete logarithm problem is feasible (see Note 8.45(ii)).
2. Select a random monic irreducible polynomial !#"%$'& of degree  over (*) (using Algorithm 4.70). The elements of   will be represented as polynomials in ('),+ $.- of
degree less than  , with multiplication performed modulo !#"/$*& .
3. Select a random primitive element 0#"%$*& of the field 1 (using Algorithm 4.80).
4. For each ground field element 2435(*) , find the discrete logarithm 6871:9 ;=<?>A@CBED"%$FG2H&
of the field element "%$IFJ2H& to the base 0,"/$*& .
5. Select a random permutation K on the set of integers LNM=OQP=OSREOQTUTQT,OVXWYPEZ .
6. Select a random integer [ , M]\^[]\_`WYR .
7. Compute a 7 :"68b @ 7 D Fc[&de;f"%g`W_P=& , M]\h24\_XWYP .
8.  ’s public key is "i"jaVkEOUaQlSOUTQTUTmOQai)8nolS&Op,OQq& ;  ’s private key is "j!#"%$'&OV0#"%$'&OpKrOQ[ ).
8.42 Algorithm Chor-Rivest public-key encryption
SUMMARY: s encrypts a message t for  , which  decrypts.
1. Encryption. s should do the following:
(a) Obtain  ’s authentic public key ""aVkOQaUlSOQTUTQTmOUai)8nolQ&OV#OQq& .
) w , where ) is a
(b) Represent the message t as a binary string of length u9v<


binomial coefficient (Definition 2.17).
(c) Consider t as the binary representation of an integer. Transform this integer
into a binary vector xyz"x{kEOQxYlSOQTQTUToOQx|)An}lH& of length  having exactly 
1’s as follows:
i. Set ~Y .
ii. For 2 from P to  do the following:
)8n 7 then set x|7n}lUYP , t_t W )8n 7 , ~Y~.WP . Otherwise,
If t
k
set x 7nol _M . (Note:  k :P for _M ;  ^M for ~oP .)

)8n}l

(d) Compute a
7k x 7 a 7 de;Ef"/`WYP& .
(e) Send the ciphertext a to  .

2. Decryption. To recover plaintext t from a ,  should do the following:
(a) Compute G:"aWq[=&de;fG"/`WYP& .
(b) Compute '"/$*&Y0,"/$*&dG;f!#"%$'& (using Algorithm 2.227).
(c) Compute U"/$*&1"%$*&}F!#"/$*& , a monic polynomial of degree  over ( ) .
 ol "%$F  & , where   3|(*)
(d) Factor ?"%$'& into linear factors over (*) : ?"%$'&
(cf. Note 8.45(iv)).
"x k OQx nol l OUTQTUToOQx )8n}l & as follows. The com(e) Compute a binary vector x
"%  & , P^\ \ . The remaining
ponents of x that are 1 have indices K
components are M .
(f) The message t is recovered from x as follows:
i. Set t__M , ~Y .
ii. For 2 from P to  do the following:
)8n 7 and ~~W_P .
If xJ7nol:P then set t_5tF
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Proof that decryption works. Observe that

'/*¢¡

£,/*¤¦¥e§¨©#%'
ª £,/*«S¬.A® ª £,/*j¯±°²Hµ ¶³·o´ ¸ µ « µ/¹ ¬A®º¥e§E¨{©#/*i
ª £,/* ¯ °I²Hµ ¶³· ´ ¸ µ ¯±»8¼?½ µv¾/¿ ® ¹/¹ ¬A® ª £#%*°I²Hµ ¶³· ´ ¸ µ »8¼?½ µv¾ i¥e§¨{©#%*
¬}Á
¬oÁ
ª À Å £,/* » ¼?½ µv¾vÆ/¸ µ ªÀ %Ç|È%ÉH ¸ µ ¥e§E¨5©#/*Ê
ÂÃgÄ
ÂÃÄ
µ
¬}Á
Since ÂÀ ÃÄ /IÇhÈ/ÉË ¸ and Ì %' are monic polynomials of degree Í and are congruent
#
©
/

*

modulo
, it must be the case that
¬oÁ
Ì /*h¡1%*}Ç©#/*h¡ À ÂÃÄ %ÎÇ|È%ÉH ¸ µ Ê
Hence, the Í roots of Ì %* all lie in Ï , and applying È ¬oÁ to these roots gives the coordinates
À
of Ð that are 1.
8.43 Example (Chor-Rivest public-key encryption with artificially small parameters)
Key generation. Entity Ñ does the following:
1. Selects Ò ¡:Ó and Í ¡^Ô .
2. Selects the irreducible polynomial ©#/*X¡Õ,Ö`Ç^×QqØÇ:ÙS,ÚÇÜÛQ5ÇÜÝ of degreeÅ
over ÏÞ . The elements of the finite field ß Þpà are represented as polynomials in ÏÞ 
of degree less than Ô , with multiplication performed modulo ©#%' .
3. Selects the random primitive element £#%'¡Ü×QqØÇ×S,ÚáÇÛ .
4. Computes the following discrete logarithms:

5.

âÄ Ü
¡ ã §=äAå ¯Cæ ¹ %'
¡Üçè=Ýé
â Á ¡Üã §=äAå ¯Cæ ¹ %Çç¡Üçê=×Ù
â Ú ¡Üã §=äAå ¯Cæ ¹ %ÇÝ¡ÜÝè=ÙÔ
â Ø ¡Üã §=ä å ¯Cæ ¹ %Ç×¡Üçè=èé
â Ö ¡Üã §=ä å ¯Cæ ¹ %ÇÔ¡Ü×Ó=ê
â?ë`¡Üã §=äAå ¯Cæ ¹ %ÇÙ¡ÜçÓ=éè
â?ì`¡Üã §=äAå ¯Cæ ¹ %ÇÛ¡ÜÝÝ=×=Ê
Selects the random permutation È on í è=îSçEîSÝEîS×=îQÔ=îQÙ=îSÛï defined by Èè¡ÜÛ , Èiç¡
Ô , ÈiÝr¡^è , Èi×r¡ÜÝ , ÈiÔ=¡Üç , ÈiÙ=¡ÜÙ , ÈiÛ=¡Ü× .
Selects the random integer ð ¡:çÓè=Ý .

6.
7. Computes

ñÄ :
¡ â
ñ Á ¡:â
ñ Ú ¡:â
ñ Ø ¡:â
ñ Ö ¡:â
ñ ë ¡:â
ñVì¡:â

ì Ç ð
Ö Ç ð
Ä Ç ð
Ú Ç ð
Á Ç ð
ë Ç ð
Ø Ç ð

¥e§¨eÝÔ=èè¦¡Üç=êÝÙ
¥e§¨eÝÔ=èè¦¡ÜÝ=èéç
¥e§¨eÝÔ=èè¦¡Ü×=×è
¥e§¨eÝÔ=èè¦¡Üç=×ÙÛ
¥e§¨eÝÔ=èè¦¡Üç=Ý×Ó
¥e§¨eÝÔ=èè¦¡Üç=èéÝ
¥e§¨eÝÔ=èè¦¡Ü×=çè=Ê
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ô ’s public key is õiõjöV÷øQöQùQøQöVúEøQöVûEøQöVüEøQöVýEøQöVþ=ÿø=ø =ÿ , while ô
õ #õ*ÿjø#õ*ÿjørøÿ .
Encryption. To encrypt a message  for ô ,  does the following:
(a) Obtains authentic ô ’s public key.
8.
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’s private key is

(b) Represents  as a binary string of length  :  . (Note that !#" ü $ % & .)
(c) Uses the method outlined in step 1(c) of Algorithm 8.42 to transform  to the binary
vector '(:õ)Eø*=ø+=ø+=ø*Eø*Eø*ÿ of length  .
(d) Computes ö,Üõö ÷.- ö ú.- ö û.- ö þ ÿ0/214325& .
(e) Sends ö6 to ô .
Decryption. To decrypt the ciphertext ö6 , ô does the following:
(a) Computes 78Üõö:9;<=ÿ0/2143=>?@ .
ùB8ù%û /21C3=#õ'ÿ:D û - @* ú - + -  .
(b) Computes A'õ*ÿ0;,õ*ÿ
ú - .
(c) Computes EUõ*ÿ:DA'õ*ÿ - #õ'ÿ:; ü - * û (d) Factors E?õ'ÿ:D'õ - =ÿiõ - @=ÿiõ -;F ÿ (so G ù  , G ú  , G û @ , G ü  F ).
ù
ù
ù
(e) The components of ' that are 1 have indices 6H õ ÿ0 , 6H õ ÿ0&@ , 6H õ)@ÿ0 F ,
ù
and 6H õ F ÿ: . Hence, 'IÜõ =ø*Eø*Eø*=ø+=ø+=ø*=ÿ .
(f) Uses the method outlined in step 2(f) of Algorithm 8.42 to transform ' to the integer
& , thus recovering the original plaintext.
J
8.44 Note (security of Chor-Rivest encryption)
(i) When the parameters of the system are carefully chosen (see Note 8.45 and page 318),
there is no feasible attack known on the Chor-Rivest encryption scheme. In particular, the density of the knapsack set õöp÷=øQöUùSø+KK+KoøUö)L H ùSÿ is NM0#"õ /8O*Pö QVÿ , which is
large enough to thwart the low-density attacks on the general subset sum problem
( R 3.10.2).
(ii) It is known that the system is insecure if portions of the private key are revealed, for
example, if #õ'ÿ and  in some representation of SUT are known, or if #õ'ÿ is known,
or if  is known.
8.45 Note (implementation)
(i) Although the Chor-Rivest scheme has been described only for the case a prime, it
extends to the case where the base field VWL is replaced by a field of prime power order.
(ii) In order to make the discrete logarithm problem feasible in step 1 of Algorithm 8.41,
the parameters and  may be chosen so that X5DZY[9D has only small factors. In
this case, the Pohlig-Hellman algorithm ( R 3.6.4) can be used to efficiently compute
discrete logarithms in the finite field SUT .
(iii) In practice, the recommended size of the parameters are ]\^ and \_ . One
particular choice of parameters originally suggested is `_? and _ ; in this
case, the largest prime factor of ? újü 9a is @ F  , and the density of the knapsack set is about 4Kb . Other parameter sets originally suggested are cd2&=øe
ý
Cf , cdg@ ø+=&Cf (base field S ûih ), and cjg+k=ø=4f (base field S úml ).
(iv) Encryption is a very fast operation. Decryption is much slower, the bottleneck being
the computation of A1õ'ÿ in step 2b. The roots of E?õ'ÿ in step 2d can be found simply
by trying all possibilities in VWL .
(v) A major drawback of the Chor-Rivest scheme is that the public key is fairly large,
namely, about õNenop"qqÿ bits. For the parameters g&? and =& , this is about
@ F  bits.
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(vi) There is message expansion by a factor of
this is y4b|{| .

r#sqtCu<v0r#s
u

. For taxzy{| and
w

}~x

,

8.7 Probabilistic public-key encryption
A minimal security requirement of an encryption scheme is that it must be difficult, in essentially all cases, for a passive adversary to recover plaintext from the corresponding ciphertext. However, in some situations, it may be desirable to impose more stringent security
requirements.
The RSA, Rabin, and knapsack encryption schemes are deterministic in the sense that
under a fixed public key, a particular plaintext  is always encrypted to the same ciphertext

. A deterministic scheme has some or all of the following drawbacks.
1. The scheme is not secure for all probability distributions of the message space. For
example, in RSA the messages and y always get encrypted to themselves, and hence
are easy to detect.
2. It is sometimes easy to compute partial information about the plaintext from the ciphertext. For example, in RSA if  x2C5 is the ciphertext corresponding to
a plaintext  , then



x





x





x




since  is odd, and hence an adversary can easily gain one bit of information about
, namely the Jacobi symbol   .
3. It is easy to detect when the same message is sent twice.
Of course, any deterministic encryption scheme can be converted into a randomized
scheme by requiring that a portion of each plaintext consist of a randomly generated bitstring of a pre-specified length  . If the parameter  is chosen to be sufficiently large for the
purpose at hand, then, in practice, the attacks listed above are thwarted. However, the resulting randomized encryption scheme is generally not provably secure against the different
kinds of attacks that one could conceive.
Probabilistic encryption utilizes randomness to attain a provable and very strong level
of security. There are two strong notions of security that one can strive to achieve.


8.46 Definition A public-key encryption scheme is said to be polynomially secure if no passive
adversary can, in expected polynomial time, select two plaintext messages  and  and
then correctly distinguish between encryptions of   and   with probability significantly

greater than  .
8.47 Definition A public-key encryption scheme is said to be semantically secure if, for all
probability distributions over the message space, whatever a passive adversary can compute
in expected polynomial time about the plaintext given the ciphertext, it can also compute
in expected polynomial time without the ciphertext.
Intuitively, a public-key encryption scheme is semantically secure if the ciphertext does
not leak any partial information whatsoever about the plaintext that can be computed in
expected polynomial time.
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8.48 Remark (perfect secrecy vs. semantic security) In Shannon’s theory (see  1.13.3(i)), an
encryption scheme has perfect secrecy if a passive adversary, even with infinite computational resources, can learn nothing about the plaintext from the ciphertext, except possibly
its length. The limitation of this notion is that perfect secrecy cannot be achieved unless the
key is at least as long as the message. By contrast, the notion of semantic security can be
viewed as a polynomially bounded version of perfect secrecy — a passive adversary with
polynomially bounded computational resources can learn nothing about the plaintext from
the ciphertext. It is then conceivable that there exist semantically secure encryption schemes where the keys are much shorter that the messages.
Although Definition 8.47 appears to be stronger than Definition 8.46, the next result
asserts that they are, in fact, equivalent.
8.49 Fact A public-key encryption scheme is semantically secure if and only if it is polynomially secure.

8.7.1 Goldwasser-Micali probabilistic encryption
The Goldwasser-Micali scheme is a probabilistic public-key system which is semantically
secure assuming the intractability of the quadratic residuosity problem (see  3.4).
8.50 Algorithm Key generation for Goldwasser-Micali probabilistic encryption
SUMMARY: each entity creates a public key and corresponding private key.
Each entity  should do the following:
1. Select two large random (and distinct) primes  and  , each roughly the same size.
2. Compute aD .
3. Select a ``U¡ such that  is a quadratic non-residue modulo  and the Jacobi symbol ¡ ¢ &£ ( is a pseudosquare modulo  ); see Remark 8.54.
4.  ’s public key is ¤¦¥§¨ ;  ’s private key is the pair ¤N¥+i¨ .
8.51 Algorithm Goldwasser-Micali probabilistic public-key encryption
SUMMARY: © encrypts a message ª for  , which  decrypts.
1. Encryption. © should do the following:
(a) Obtain  ’s authentic public key ¤¦¥«¨ .
(b) Represent the message ª as a binary string ªª¬§ª,®®+®!ª¯ of length ° .
(c) For ± from 1 to ° do:
i. Pick an ²~]6³¡ at random.
¹¸2ºC»
¼¸2º4»
 ; otherwise set µ)´ ¶`²
 .
ii. If ª`´0£ then set µ)´·¶`C²
(d) Send the ° -tuple µ6&¤ µ+¬+¥+µC¥+½½+½«¥+µ ¯)¨ to  .
2. Decryption. To recover plaintext ª from µ ,  should do the following:
(a) For ± from 1 to ° do:
i. Compute the Legendre symbol ¾ ´  ¿jÁ À (using Algorithm 2.149).
ii. If ¾d´U£ then set ª´ ¶DÂ ; otherwise set ª´)¶D£ .
(b) The decrypted message is ª;ªÃ¬ª,®®+®!ª¯ .

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

308

Ch. 8 Public-Key Encryption

Proof that decryption works. If a message bit Ä`Å is 0, then Æ)ÅÇ&È<É¼Ê2ËCÌ5Í is a quadratic
residue modulo Í . If a message bit ÄÅ is 1, then since Î is a pseudosquare modulo Í ,
Æ)ÅÏÇDÎCÈNÉ¹Ê8ËCÌÐÍ is also a pseudosquare modulo Í . By Fact 2.137, Æ)Å is a quadratic residue
modulo
Í if and only if Æ)Å is a quadratic residue modulo Ñ , or equivalently ÒjÔ Ó ÇÕ . Since
Ö
knows Ñ , she can compute this Legendre symbol and hence recover the message bit Ä Å .
8.52 Note (security of Goldwasser-Micali probabilistic encryption) Since È is selected at random from ×6Ù Ø , È<É¹Ê2ËCÌ>Í is a random quadratic residue modulo Í , and Î4ÈNÉ¼Ê2ËCÌ>Í is a random pseudosquare modulo Í . Hence, an eavesdropper sees random quadratic residues and
pseudosquares modulo Í . Assuming that the quadratic residuosity problem is difficult, the
eavesdropper can do no better that guess each message bit. More formally, if the quadratic
residuosity problem is hard, then the Goldwasser-Micali probabilistic encryption scheme is
semantically secure.
8.53 Note (message expansion) A major disadvantage of the Goldwasser-Micali scheme is the
message expansion by a factor of Ú#ÛqÍ bits. Some message expansion is unavoidable in a
probabilistic encryption scheme because there are many ciphertexts corresponding to each
plaintext. Algorithm 8.56 is a major improvement of the Goldwasser-Micali scheme in that
the plaintext is only expanded by a constant factor.
8.54 Remark (finding pseudosquares) A pseudosquare Î modulo Í can be found as follows.
First find a quadratic non-residue Ü modulo Ñ and a quadratic non-residue Ý modulo Þ (see
Remark 2.151). Then use Gauss’s algorithm (Algorithm 2.121) to compute the integer Î ,
ß¹à
à
Î
Í=á]Õ , satisfying the simultaneous congruences ÎâÜäã)Ê2ËCÌ8Ñ<å , Î`âÝæã)Ê2ËCÌ`Þiå .
Since Î ( âçÜÃã Ê2Ë4Ì8ÑNå ) is a quadratic non-residue modulo Ñ , it is also a quadratic nonresidue modulo Í (Fact 2.137). Also, by the properties of the Legendre and Jacobi symbols
( è 2.4.5), Ù é Ç éÔ éê Ç&ã·á5Õå)ãjá5ÕåUÇÕ . Hence, Î is a pseudosquare modulo Í .

8.7.2 Blum-Goldwasser probabilistic encryption
The Blum-Goldwasser probabilistic public-key encryption scheme is the most efficient
probabilistic encryption scheme known and is comparable to the RSA encryption scheme,
both in terms of speed and message expansion. It is semantically secure (Definition 8.47)
assuming the intractability of the integer factorization problem. It is, however, vulnerable
to a chosen-ciphertext attack (see Note 8.58(iii)). The scheme uses the Blum-Blum-Shub
generator ( è 5.5.2) to generate a pseudorandom bit sequence which is then XORed with the
plaintext. The resulting bit sequence, together with an encryption of the random seed used,
is transmitted to the receiver who uses his trapdoor information to recover the seed and subsequently reconstruct the pseudorandom bit sequence and the plaintext.
8.55 Algorithm Key generation for Blum-Goldwasser probabilistic encryption
SUMMARY:Ö each entity creates a public key and a corresponding private key.
Each entity should do the following:
1. Select two large random (and distinct) primes Ñ , Þ , each congruent to ë modulo ì .
2. Compute ÍaÇDÑÞ .
3. Use the extended Euclidean algorithm (Algorithm 2.107) to compute integers Ü and
Ý such that ÜÑ¼íîÝ+Þ.ÇÕ .
Ö
Ö
4. ’s public key is Í ; ’s private key is ãÑï+Þðï+ÜCïÝdå .
ñ
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8.56 Algorithm Blum-Goldwasser probabilistic public-key encryption
SUMMARY: ó encrypts a message ô for õ , which õ decrypts.
1. Encryption. ó should do the following:
(a) Obtain õ ’s authentic public key ö .
(b) Let ÷øúù!û#üqöqý and þøIùÿûpü6÷ðý . Represent the message ô as a string ô ø
of length , where each ô is a binary string of length þ .
ô
ô
ô
(c) Select as a seed , a random quadratic residue modulo ö . (This can be done
ö .)
by selecting a random integer
and setting
(d) For from to do the following:
i. Compute 0ø
ö .
ii. Let be the þ least significant bits of .
iii. Compute Uø
ô
.
(e) Compute
ø
ö .
to õ .
(f) Send the ciphertext 6ø
2. Decryption. To recover plaintext ô from , õ should do the following:
ø
(a) Compute
.
(b) Compute ¼ø
.
(c) Compute ]ø
.
.
(d) Compute æø
(e) Compute
ø
ö .
(f) For from to do the following:
ö .
i. Compute ø
ii. Let be the þ least significant bits of .
ø
iii. Compute ô
.
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&
'( )&+*
"-,  )  
' /.0' 1 '- 122231 '( 1 3-, 4
'
5 6.(.7&98)! 4;:=<=4 -,  > .?&A@#! 4
5 6.(.0B8C! 40 :D<E4 -,  .;B@F! 4
G F3H=-, I 
&





J # HL-, K 
B
 )J"M&8NGPOB 
!
# %$  
&
"
)& *C'

residue modulo ö , it is also a quadratic
0TSU   is aquadratic
$



4
&
PQ SR
V !N. & . Observe that
 0TSU;W
;TXU
0TSU
;

X
T
(
U
W
,

,
PQ-SR,
V .?  4 QSR
V YQ SR ,  V YQ SR $  3 V "Z.  & 402
, 0 TSU;W V "[$  . > & 4 and so
Similarly, PQ SR
0TSU;W\T
-Q?,QSR  , K V [$  . > & 402
Proof that decryption works. Since
residue modulo ; hence,

Repeating this argument yields

G V

-H=, I  V PQ-?,QSR  ,

0TSU;WLT^]`_ I
V

 .  & 4;2

Analogously,

J V -H , K  V  .  B 402
 & 4 and J3M&a8)GPOdB V f.  B 4 .
Finally, since M&a8bOB`øc! , J3M&a8)GPOdB V e.





ö , and õ recovers the same random seed that ó used in the
Hence, eøgJ3M&98hGPOB

encryption, and consequently also recovers the original plaintext.

<=iEi B 6j <=k

8.57 Example (Blum-Goldwasser probabilistic encryption with artificially small parameters)
Key generation. Entity õ selects the primes gø
, .ø
, each congruent to modulo
, and computes öaø
. Using the extended Euclidean algorithm, õ computes
.ø

<

)&B 6m k m i j=l

&

l
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noqpsr=t uvo6rEw
nxzyhud{|ob} ~
ho6w=t=wE=rE , while
?x"{Lnu 
 
}= 
 represents

e- vobr
eo6}E==} ob}=}E= , o
==E}   >o
=E=   o}E}=E 
o}Er=Ew==}
o6==  

""¡ 3^£¢ ¤¦¥§L¨© ª «¡ ª ¬®
¯
¯±°²±³±´µ
¯±²±¯¯
²²±¯±²
¶
¯±µ´±µ±´¶
¯±¯±²²
²²±²±²
´
¶(·³±¸±¯´
¯±¯±²¯
¯¯±²±²
·
¯±´²±¶±°¸
¯±¯±¯²
¯¯±¯±²
³
·²¸±´¶
¯±²±²²
²¯±²±²
  ho6}=E=º=E .  sends the ciphertext
and ¹o) 
» o¼(E=}=dE==d}E}==d}E}D}= =}DE=d}ED=º==D
to ~ .
Decryption. To decrypt » , ~ computes
½ vob(7x9y)}E;¾== ¹  ?x>p#}=Yob=ºE
½ ob(0{yC}=0¾DE ¹  0{pF}Eob=Et
¿ o) ¹ ¹  > x
obw=
À o) 0¹ \Á > {
obw=
 o À nxy ¿ u{  
ob}=rE=w=E}EÂ
Finally, ~ uses   to construct the "Ã and xÃ just as  did for encryption, and recovers the
Ä
plaintext  Ã by XORing the x Ã with the ciphertext blocks » Ã .
the integers
,
satisfying
. ’s public key is
’s private key is
.
Encryption. The parameters and have the values
and , respectively.
the message as a string
(
) where
,
,
,
. then selects a random quadratic residue
(
), and computes:

~

8.58 Note (security of Blum-Goldwasser probabilistic encryption)
(i) Observe first that is a Blum integer (Definition 2.156). An eavesdropper sees the
quadratic residue
. Assuming that factoring is difficult, the least significant
bits of the principal square root of
modulo are simultaneously secure (see
Definition 3.82 and Fact 3.89). Thus the eavesdropper can do no better than to guess
the pseudorandom bits ,
. More formally, if the integer factorization
problem is hard, then the Blum-Goldwasser probabilistic encryption scheme is semantically secure. Note, however, that for a modulus of a fixed bitlength (e.g.,
bits), this statement is no longer true, and the scheme should only be considered computationally secure.
(ii) As of 1996, the modulus should be at least
bits in length if long-term security
is desired (cf. Note 8.7). If is a
-bit integer, then
and
.
(iii) As with the Rabin encryption scheme (Algorithm 8.11), the Blum-Goldwasser scheme is also vulnerable to a chosen-ciphertext attack that recovers the private key from
the public key. It is for this reason that the Blum-Goldwasser scheme has not received
much attention in practice.
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8.59 Note (efficiency of Blum-Goldwasser probabilistic encryption)
(i) Unlike Goldwasser-Micali encryption, the ciphertext in Blum-Goldwasser encryption is only longer than the plaintext by a constant number of bits, namely
(the
size in bits of the integer
).
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(ii) The encryption process is quite efficient — it takes only 1 modular multiplication
to encrypt bits of plaintext. By comparison, the RSA encryption process (Algorithm 8.3) requires 1 modular exponentiation (
) to encrypt bits of plaintext. Assuming that the parameter is randomly chosen and assuming that an (unoptimized) modular exponentiation takes
modular multiplications, this translates
to an encryption rate for RSA of
bits per modular multiplication. If one chooses
a special value for , such as
(see Note 8.9), then RSA encryption is faster than
Blum-Goldwasser encryption.
(iii) Blum-Goldwasser decryption (step 2 of Algorithm 8.56) is also quite efficient, requir(step 2a), 1 exponentiation modulo
(step 2b),
ing 1 exponentiation modulo
1 exponentiation modulo (step 2c), 1 exponentiation modulo (step 2d), and multiplications modulo (step 2f) to decrypt
ciphertext bits. (The time to perform
step 2e is negligible.) By comparison, RSA decryption (step 2 of Algorithm 8.3) requires 1 exponentiation modulo (which can be accomplished by doing 1 exponentiation modulo and 1 exponentiation modulo ) to decrypt ciphertext bits. Thus,
for short messages (
bits), Blum-Goldwasser decryption is slightly slower than
RSA decryption, while for longer messages, Blum-Goldwasser is faster.
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8.7.3 Plaintext-aware encryption
While semantic security (Definition 8.47) is a strong security requirement for public-key
encryption schemes, there are other measures of security.
8.60 Definition A public-key encryption scheme is said to be non-malleable if given a ciphertext, it is computationally infeasible to generate a different ciphertext such that the respective plaintexts are related in a known manner.
8.61 Fact If a public-key encryption scheme is non-malleable, it is also semantically secure.
Another notion of security is that of being plaintext-aware. In Definition 8.62, valid ciphertext means those ciphertext which are the encryptions of legitimate plaintext messages
(e.g. messages containing pre-specified forms of redundancy).
8.62 Definition A public-key encryption scheme is said to be plaintext-aware if it is computationally infeasible for an adversary to produce a valid ciphertext without knowledge of the
corresponding plaintext.
In the “random oracle model”, the property of being plaintext-aware is a strong one
— coupled with semantic security, it can be shown to imply that the encryption scheme is
non-malleable and also secure against adaptive chosen-ciphertext attacks. Note 8.63 gives
one method of transforming any -bit to -bit trapdoor one-way permutation (such as RSA)
into an encryption scheme that is plaintext-aware and semantically secure.

×

×

æ ×
×ç9Ýq×èzÝqá=ÜEì
×>Ý/áEí=ÜEî ÕhÝbï=ðEì

×

8.63 Note (Bellare-Rogaway plaintext-aware encryption) Let be a -bit to -bit trapdoor oneway permutation (such as RSA). Let
and
be parameters such that
and
steps
each represent infeasible amounts of work (e.g.,
). The length of the plaintext is fixed to be
(e.g., for
,
). Let
and
be random functions. Then the encryption
function, as depicted in Figure 8.1, is
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where
denotes concatenated with a string of ’s of bitlength
nary string of bitlength , and denotes concatenation.
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Figure 8.1: Bellare-Rogaway plaintext-aware encryption scheme.
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Under the assumption that and are random functions, the encryption scheme of
Note 8.63 can be proven to be plaintext-aware and semantically secure. In practice, and
can be derived from a cryptographic hash function such as the Secure Hash Algorithm
( 9.4.2(iii)). In this case, the encryption scheme can no longer be proven to be plaintextaware because the random function assumption is not true; however, such a scheme appears
to provides greater security assurances than those designed using ad hoc techniques.

5

4

7

8.8 Notes and further references

7 8.1

7 8.2

For an introduction to public-key cryptography and public-key encryption in particular, see
1.8. A particularly readable introduction is the survey by Diffie [343]. Historical notes on
public-key cryptography are given in the notes to 1.8 on page 47. A comparison of the
features of public-key and symmetric-key encryption is given in 1.8.4; see also 13.2.5.

7

7

7

7

Other recent proposals for public-key encryption schemes include those based on finite automata (Renji [1032]); hidden field equations (Patarin [965]); and isomorphism of polynomials (Patarin [965]).
The RSA cryptosystem was invented in 1977 by Rivest, Shamir, and Adleman [1060]. Kaliski and Robshaw [655] provide an overview of the major attacks on RSA encryption and
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signatures, and the practical methods of counteracting these threats.
The computational equivalence of computing the decryption exponent and factoring
( 8.2.2(i)) was shown by Rivest, Shamir and Adleman [1060], based on earlier work by
Miller [876].
The attack on RSA with small encryption exponent ( 8.2.2(ii)) is discussed by Håstad [544],
who showed more generally that sending the encryptions of more than
linearly
related messages (messages of the form (
), where the and are known) ensatisfy
ables an eavesdropper to recover the messages provided that the moduli
. Håstad also showed that sending three linearly related messages
using the Rabin public-key encryption scheme (Algorithm 8.11) is insecure.
The attack on RSA with small decryption exponent ( 8.2.2(iv)) is due to Wiener [1240].
Wiener showed that his attack can be avoided if the encryption exponent is chosen to be
at least
longer than the modulus . In this case, should be at least
bits in length
to avoid the square-root discrete logarithm algorithms such as Pollard’s rho algorithm (Algorithm 3.60) and the parallelized variant of van Oorschot and Wiener [1207].
The adaptive chosen-ciphertext attack on RSA encryption ( 8.2.2(v)) is due to Davida
[302]. See also the related discussion in Denning [327]. Desmedt and Odlyzko [341] described an indifferent chosen-ciphertext attack in which the adversary has to obtain the
plaintext corresponding to about
carefully chosen-ciphertext, subsequent to which
it can decrypt all further ciphertext in
time without having to use the authorized
user’s decryption machine.
The common modulus attacks on RSA ( 8.2.2(vi)) are due to DeLaurentis [320] and Simmons [1137].
The cycling attack ( 8.2.2(vii)) was proposed by Simmons and Norris [1151]. Shortly after,
Rivest [1052] showed that the cycling attack is extremely unlikely to succeed if the primes
and are chosen so that: (i)
and
have large prime factors and , respectively; and (ii)
and
have large prime factors
and , respectively. Maurer
[818] showed that condition (ii) is unnecessary. Williams and Schmid [1249] proposed the
generalized cycling attack and showed that this attack is really a factoring algorithm. Rivest
[1051] provided heuristic evidence that if the primes and are selected at random, each
having the same bitlength, then the expected time before the generalized cycling attack succeeds is at least
.
The note on message concealing ( 8.2.2(viii)) is due to Blakley and Borosh [150], who also
extended this work to all composite integers and determined the number of deranging
exponents for a fixed , i.e., exponents for which the number of unconcealed messages is
the minimum possible. For further work see Smith and Palmer [1158].
Suppose that two or more plaintext messages which have a (known) polynomial relationand
might be linearly related:
) are encrypted with the
ship (e.g.
same small encryption exponent (e.g.
or
). Coppersmith et al. [277]
presented a new class of attacks on RSA which enable a passive adversary to recover such
plaintext from the corresponding ciphertext. This attack is of practical significance because
various cryptographic protocols have been proposed which require the encryption of polynomially related messages. Examples include the key distribution protocol of Tatebayashi,
Matsuzaki, and Newman [1188], and the verifiable signature scheme of Franklin and Reiter
[421]. Note that these attacks are different from those of 8.2.2(ii) and 8.2.2(vi) where the
same plaintext is encrypted under different public keys.
Coppersmith [274] presented an efficient algorithm for finding a root of a polynomial of degree over , where is an RSA-like modulus, provided that there there is a root smaller

:
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ua

than
. The algorithm yielded the following two attacks on RSA with small encryption
exponents. If
and if an adversary knows a ciphertext and more than
of the plaintext corresponding to , then the adversary can efficiently recover the rest of . Suppose
now that messages are padded with random bitstrings and encrypted with exponent
.
If an adversary knows two ciphertexts and which correspond to two encryptions of
the same message (with different padding), then the adversary can efficiently recovery
, provided that the padding is less than
of the length of . The latter attack suggests
that caution must be exercised when using random padding in conjunction with a small encryption exponent.



+











C

E 







 



+







be a -bit RSA modulus, where and are
-bit primes. Coppersmith [273]
Let
showed how can be factored in polynomial time if the high order
bits of are known.
This improves an algorithm of Rivest and Shamir [1058], which requires knowledge of the
high order
bits of . For related theoretical work, see Maurer [814]. One implication of
Coppersmith’s result is that the method of Vanstone and Zuccherato [1214] for generating
RSA moduli having a predetermined set of bits is insecure.










A trapdoor in the RSA cryptosystem was proposed by Anderson [26] whereby a hardware
device generates the RSA modulus
in such a way that the hardware manufacturer
can easily factor , but factoring remains difficult for all other parties. However, Kaliski
[652] subsequently showed how to efficiently detect such trapdoors and, in some cases, to
actually factor the modulus.



m



The arguments and recommendations about the use of strong primes in RSA key generation
(Note 8.8) are taken from the detailed article by Rivest [1051].
Shamir [1117] proposed a variant of the RSA encryption scheme called unbalanced RSA,
which makes it possible to enhance security by increasing the modulus size (e.g. from 500
bits to 5000 bits) without any deterioration in performance. In this variant, the public modulus is the product of two primes and , where one prime (say ) is significantly larger
in size than the other; plaintext messages are in the interval
. For concreteness, consider the situation where is a 500-bit prime, and is a 4500-bit prime. Factoring such a 5000-bit modulus is well beyond the reach of the special-purpose elliptic
curve factoring algorithm of 3.2.4 (whose running time depends on the size of the smallest
prime factor of ) and general-purpose factoring algorithms such as the number field sieve
of 3.2.7. Shamir recommends that the encryption exponent be in the interval
,
which makes the encryption time with a 5000-bit modulus comparable to the decryption
time with a 500-bit modulus. Decryption of the ciphertext (
) is accomplished by computing
, where
. Since
,
is in fact equal to . Decryption in unbalanced RSA thus only involves one exponentiation modulo a 500-bit prime, and takes the same time as decryption in ordinary RSA with a
500-bit modulus. This optimization does not apply to the RSA signature scheme ( 11.3.1),
since the verifier does not know the factor of the public modulus .
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A permutation polynomial of ·A¸ is a polynomial ¹®Zº²»¼·A¸o º which induces a permutation of ·¸ upon substitution of the elements of ·¸ ; that is, ½ ¹®?¾ ²a¿À¾Á»Â·¸cÃ#·A¸ . In RSA
encryption the permutation polynomial ºÄ of ·¸ is used, where Å Æb¨Ç®abÈm²É´ . Müller and
Nöbauer [910] suggested replacing the polynomial ºÊÄ by the so-called Dickson polynomi-

als to create a modified RSA encryption scheme called the Dickson scheme. The Dickson
scheme was further studied by Müller and Nöbauer [909]. Other suitable classes of permutation polynomials were investigated by Lidl and Müller [763]. Smith and Lennon [1161]
proposed an analogue of the RSA cryptosystem called LUC which is based on Lucas sequences. Due to the relationships between Dickson polynomials and the Lucas sequences,
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the LUC cryptosystem is closely related to the Dickson scheme. Bleichenbacher, Bosma,
and Lenstra [154] presented a chosen-message attack on the LUC signature scheme, undermining the primary advantage claimed for LUC over RSA. Pinch [976, 977] extended the
attacks on RSA with small encryption exponent ( 8.2.2(ii)) and small decryption exponent
( 8.2.2(iv)) to the LUC system.

Í

Í

ÎAÏ

An analogue of the RSA cryptosystem which uses special kinds of elliptic curves over ,
where is a composite integer, was proposed by Koyama et al. [708]. Demytko [321] presented an analogue where there is very little restriction on the types of elliptic curves that
can be used. A new cryptosystem based on elliptic curves over
in which the message is
held in the exponent instead of the group element was proposed by Vanstone and Zuccherato
[1213]. The security of all these schemes is based on the difficulty of factoring . Kurosawa, Okada, and Tsujii [721] showed that the encryption schemes of Koyama et al. and
Demytko are vulnerable to low exponent attacks (cf. 8.2.2(ii)); Pinch [977] demonstrated
that the attack on RSA with small decryption exponent ( 8.2.2(iv)) also extends to these
schemes. Kaliski [649] presented a chosen-ciphertext attack on the Demytko encryption
scheme (and also a chosen-message attack on the corresponding signature scheme), and
concluded that the present benefits of elliptic curve cryptosystems based on a composite
modulus do not seem significant.

Ð

ÎÏ

Í

Í 8.3

Ð

Ñ Í

The Rabin public-key encryption scheme (Algorithm 8.11) was proposed in 1979 by Rabin [1023]. In Rabin’s paper, the encryption function was defined to be
, where and comprise the public key. The security of this scheme is equivalent to the security of the scheme described in Algorithm 8.11 with encryption function
. A related digital signature scheme is described in 11.3.4. Schwenk
and Eisfeld [1104] consider public-key encryption and signature schemes whose security
relies on the intractability of factoring polynomials over .
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Û
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Í

AÎ Ï
Williams [1246] presented a public-key encryption scheme similar in spirit to Rabin’s but
using composite integers Ð¢Öâáã with primes áåäçæ¼Ó?ÜÁÝ\Þè Õ and ãéäëêØÓPÜ%Ý\Þ3èEÕ .
Williams’ scheme also has the property that breaking it (that is, recovering plaintext from
some given ciphertext) is equivalent to factoring Ð , but has the advantage over Rabin’s scheme that there is an easy procedure for identifying the intended message from the four roots
of a quadratic polynomial. The restrictions on the forms of the primes á and ã were removed

later by Williams [1248]. A simpler and more efficient scheme also having the properties
of provable security and unique decryption was presented by Kurosawa, Ito, and Takeuchi
[720]. As with Rabin, all these schemes are vulnerable to a chosen-ciphertext attack (but
see Note 8.14).

It is not the case that all public-key encryption schemes for which the decryption problem
is provably as difficult as recovering the private key from the public key must succumb to
a chosen-ciphertext attack. Goldwasser, Micali, and Rivest [484] were the first to observe
this, and presented a digital signature scheme provably secure against an adaptive chosenciphertext attack (see 11.6.4). Naor and Yung [921] proposed the first concrete public-key
encryption scheme that is semantically secure against indifferent chosen-ciphertext attack.
The Naor-Yung scheme uses two independent keys of a probabilistic public-encryption scheme that is secure against a passive adversary (for example, the Goldwasser-Micali scheme
of Algorithm 8.51) to encrypt the plaintext, and then both encryptions are sent along with
a non-interactive zero-knowledge proof that the same message was encrypted with both
keys. Following this work, Rackoff and Simon [1029] gave the first concrete construction
for a public-key encryption scheme that is semantically secure against an adaptive chosen-

Í
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ciphertext attack. Unfortunately, these schemes are all impractical because of the degree of
message expansion.

ì 8.4

Damgård [297] proposed simple and efficient methods for making public-key encryption
schemes secure against indifferent chosen-ciphertext attacks. Zheng and Seberry [1269]
noted that Damgård’s schemes are insecure against an adaptive chosen-ciphertext attack,
and proposed three practical schemes intended to resist such an attack. The Damgård and
Zheng-Seberry schemes were not proven to achieve their claimed levels of security. Bellare and Rogaway [93] later proved that one of the Zheng-Seberry schemes is provably secure against adaptive chosen-ciphertext attacks for their random oracle model. Lim and
Lee [766] proposed another method for making public-key schemes secure against adaptive chosen-ciphertext attacks; this scheme was broken by Frankel and Yung [419].
The ElGamal cryptosystem was invented by ElGamal [368]. Haber and Lenstra (see Rueppel et al. [1083]) raised the possibility of a trapdoor in discrete logarithm cryptosystems
whereby a modulus is generated (e.g., by a hardware manufacturer) that is intentionally
“weak”; cf. Note 4.58. Here, a “weak” prime is one for which the discrete logarithm problem in
is relatively easy. For example,
may contain only small prime factors, in
which case the Pohlig-Hellman algorithm ( 3.6.4) would be especially effective. Another
example is a prime for which the number field sieve for discrete logarithms (page 128) is
especially well-suited. However, Gordon [509] subsequently showed how such trapdoors
can be easily detected. Gordon also showed that the probability of a randomly chosen prime
possessing such a trapdoor is negligibly small.

îðñ ï

í

í
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Rivest and Sherman [1061] gave an overview and unified framework for randomized encryption, including comments on chosen-plaintext and chosen-ciphertext attacks.
Elliptic curves were first proposed for use in public-key cryptography by Koblitz [695] and
Miller [878]. Recent work on the security and implementation of elliptic curve systems
is reported by Menezes [840]. Menezes, Okamoto, and Vanstone [843] showed that if the
elliptic curve belongs to a special family called supersingular curves, then the discrete logarithm problem in the elliptic curve group can be reduced in expected polynomial time to
the discrete logarithm problem in a small extension of the underlying finite field. Hence, if
a supersingular elliptic curve is desired in practice, then it should be carefully chosen.

îðõ ï

ö

A modification of ElGamal encryption employing the group of units , where is a composite integer, was proposed by McCurley [825]; the scheme has the property that breaking
it is provably at least as difficult as factoring the modulus (cf. Fact 3.80). If a cryptanalyst
somehow learns the factors of , then in order to recover plaintext from ciphertext it is still
left with the task of solving the Diffie-Hellman problem ( 3.7) modulo the factors of .

ö

ö

ì

ö

Hyperelliptic curve cryptosystems were proposed by Koblitz [696] but little research has
since been done regarding their security and practicality.
The possibility of using the class group of an imaginary quadratic number field in publickey cryptography was suggested by Buchmann and Williams [218], however, the attractiveness of this choice was greatly diminished after the invention of a subexponential-time
algorithm for computing discrete logarithms in these groups by McCurley [826].
Smith and Skinner [1162] proposed analogues of the Diffie-Hellman key exchange (called
LUCDIF) and ElGamal encryption and digital signature schemes (called LUCELG) which
use Lucas sequences modulo a prime instead of modular exponentiation. Shortly thereafter, Laih, Tu, and Tai [733] and Bleichenbacher, Bosma, and Lenstra [154] showed that
the analogue of the discrete logarithm problem for Lucas functions polytime reduces to the

í
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discrete logarithm problem in the multiplicative group of the finite field
. Since there
are subexponential-time algorithms known for the discrete logarithm problem in these fields
(cf. 3.6), LUCDIF and LUCELG appear not to offer any advantages over the original schemes.

ü

ü 8.5

ü 8.6

The McEliece encryption scheme (Algorithm 8.30) was introduced in 1978 by McEliece
[828]. For information on Goppa codes and their decoding algorithms, see MacWilliams
and Sloane [778]. The problem of decoding an arbitrary linear code was shown to be NPhard by Berlekamp, McEliece, and van Tilborg [120]. The security of the McEliece scheme
has been studied by Adams and Meijer [6], Lee and Brickell [742], van Tilburg [1212], Gibson [451], and by Chabaud [235]. Gibson showed that there are, in fact, many trapdoors to
a given McEliece encryption transformation, any of which may be used for decryption; this
is contrary to the results of Adams and Meijer. However, Gibson notes that there are probably sufficiently few trapdoors that finding one by brute force is computationally infeasible.
The cryptanalytic attack reported by Korzhik and Turkin [707] has not been published in
its entirety, and is not believed to be an effective attack.
The strength of the McEliece encryption scheme can be severely weakened if the Goppa
code is replaced with another type of error-correcting code. For example, Gabidulin, Paramonov, and Tretjakov [435] proposed a modification which uses maximum-rank-distance
(MRD) codes in place of Goppa codes. This scheme, and a modification of it by Gabidulin
[434], were subsequently shown to be insecure by Gibson [452, 453].

ü

The basic and multiple-iterated Merkle-Hellman knapsack encryption schemes ( 8.6.1) were introduced by Merkle and Hellman [857]. An elementary overview of knapsack systems
is given by Odlyzko [941].
The first polynomial-time attack on the basic Merkle-Hellman scheme (cf. Note 8.40(i)) was
devised by Shamir [1114] in 1982. The attack makes use of H. Lenstra’s algorithm for integer programming which runs in polynomial time when the number of variables is fixed, but
is inefficient in practice. Lagarias [723] improved the practicality of the attack by reducing
the main portion of the procedure to a problem of finding an unusually good simultaneous diophantine approximation; the latter can be solved by the more efficient -lattice basis reduction algorithm ( 3.10.1). The first attack on the multiple-iterated Merkle-Hellman
scheme was by Brickell [200]. For surveys of the cryptanalysis of knapsack schemes, see
Brickell [201] and Brickell and Odlyzko [209]. Orton [960] proposed a modification to the
multiple-iterated Merkle-Hellman scheme that permits a knapsack density approaching 1,
thus avoiding currently known attacks. The high density also allows for a fast digital signature scheme.

ýcþ

ü

Shamir [1109] proposed a fast signature scheme based on the knapsack problem, later broken by Odlyzko [939] using the -lattice basis reduction algorithm.

ýXþ

The Merkle-Hellman knapsack scheme illustrates the limitations of using an NP-complete
problem to design a secure public-key encryption scheme. Firstly, Brassard [190] showed
that under reasonable assumptions, the problem faced by the cryptanalyst cannot be NPhard unless NP=co-NP, which would be a very surprising result in computational complexity theory. Secondly, complexity theory is concerned primarily with asymptotic complexity of a problem. By contrast, in practice one works with a problem instance of a fixed size.
Thirdly, NP-completeness is a measure of the worst-case complexity of a problem. By contrast, cryptographic security should depend on the average-case complexity of the problem
(or even better, the problem should be intractable for essentially all instances), since the
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cryptanalyst’s task should be hard for virtually all instances and not merely in the worst case.
There are many NP-complete problems that are known to have polynomial-time averagecase algorithms, for example, the graph coloring problem; see Wilf [1243]. Another interesting example is provided by Even and Yacobi [379] who describe a symmetric-key encryption scheme based on the subset sum problem for which breaking the scheme (under a
chosen-plaintext attack) is an NP-hard problem, yet an algorithm exists which solves most
instances in polynomial time.
The Chor-Rivest knapsack scheme (Algorithm 8.42) was proposed by Chor and Rivest
[261]. Recently, Schnorr and Hörner [1100] introduced new algorithms for lattice basis reduction that are improvements on the  -lattice basis reduction algorithm (Algo
rithm 3.101),
      and used these to break the Chor-Rivest scheme
   with parameters
. Since the density of such knapsack sets is
, the attack demonstrated
that subset sum problems with density greater than 1 can be solved via lattice basis reduction. Schnorr and Hörner
also
  reported
  some
   success solving Chor-Rivest subset sum
problems with parameters
. It remains to be seen whether the techniques
of
Schnorr
and
Hörner
can
be
successfully
applied to the recommended parameter
     
.
case

ÿ

#

Depending on the choice of parameters, the computation of discrete logarithms in the ChorRivest key generation stage (step 4 of Algorithm 8.41) may be a formidable task. A modified version of the scheme which does not require the computation of discrete logarithms
in a field was proposed by H. Lenstra [758]. This modified scheme is called the powerline
system and is not a knapsack system. It was proven to be at least as secure as the original
Chor-Rivest scheme, and is comparable in terms of encryption and decryption speeds.
Qu and Vanstone [1013] showed how the Merkle-Hellman knapsack schemes can be viewed
as special cases of certain knapsack-like encryption schemes arising from subset factorizations of finite groups. They also proposed an efficient public-key encryption scheme based
on subset factorizations of the additive group   of integers modulo ! . Blackburn, Murphy, and Stern [143] showed that a simplified variant which uses subset factorizations of

the ! -dimensional vector space  " over  " is insecure.
8.7
The notion of probabilistic public-key encryption was conceived by Goldwasser and Micali
[479], who also introduced the notions of polynomial and semantic security. The equivalence of these two notions (Fact 8.49) was proven by Goldwasser and Micali [479] and Micali, Rackoff, and Sloan [865]. Polynomial security was also studied by Yao [1258], who
referred to it as polynomial-time indistinguishability.
The Goldwasser-Micali scheme (Algorithm 8.51) can be described in a general setting by
using the notion of a trapdoor predicate. Briefly, a trapdoor predicate is a Boolean function
$&%   ')(+*  
such that given a bit , it is easy to choose an - at random satisfy$/. 
$/.
, . Moreover, given a bitstring - , computing -10 correctly with probability
ing -10
significantly greater than " 2 is difficult; however, if certain trapdoor information is known,
$/.
$
then it is easy to compute -10 . If entity 3 ’s public key is a trapdoor predicate , then
 any
$7.
other entity encrypts a message bit 465 by randomly selecting an -+5 such that -+580
$7. 495 ,
and then sends -:5 to 3 . Since 3 knows the trapdoor information, she can compute -:5;0 to
recover 495 , but an adversary can do no better than guess the value of 495 . Goldwasser and
Micali [479] proved that if trapdoor predicates exist, then this probabilistic encryption scheme is polynomially secure. Goldreich and Levin [471] simplified the work of Yao [1258],
and showed how any trapdoor length-preserving permutation < can be used to obtain a trapdoor predicate, which in turn can be used to construct a probabilistic public-key encryption

=
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scheme.
The Blum-Goldwasser scheme (Algorithm 8.56) was proposed by Blum and Goldwasser
[164]. The version given here follows the presentation of Brassard [192]. Two probabilistic public-key encryption schemes, one whose breaking is equivalent to solving the RSA
problem ( ? 3.3), and the other whose breaking is equivalent to factoring integers, were proposed by Alexi et al. [23]. The scheme based on RSA is as follows. Let @BADCFEHGIEHG+JK ,
where LMJINOP is entity Q ’s RSA public key. To encrypt an @ -bit message R for Q , choose
a random SUTWVYZ X such that the @ least significant bits of S equal R , and compute the ciphertext [YA\S^]`_bacdJ . Q can recover R by computing SeAf[;g7_bacdJ , and extracting the
@ least significant bits of S . While both the schemes proposed by Alexi et al. are more efficient than the Goldwasser-Micali scheme, they suffer from large message expansion and
are consequently not as efficient as the Blum-Goldwasser scheme.
The idea of non-malleable cryptography (Definition 8.60) was introduced by Dolev, Dwork,
and Naor [357], who also observed Fact 8.61. The paper gives the example of two contract bidders who encrypt their bids. It should not be possible for one bidder Q to see the
encrypted bid of the other bidder h and somehow be able to offer a bid that was slightly
lower, even if Q may not know what the resulting bid actually is at that time. Bellare and
Rogaway [95] introduced the notion of plaintext-aware encryption (Definition 8.62). They
presented the scheme described in Note 8.63, building upon earlier work of Johnson et al.
[639]. Rigorous definitions and security proofs were provided, as well as a concrete instantiation of the plaintext-aware encryption scheme using RSA as the trapdoor permutation,
and constructing the random functions i and j from the SHA-1 hash function ( ? 9.4.2(iii)).
Johnson and Matyas [640] presented some enhancements to the plaintext-aware encryption
scheme. Bellare and Rogaway [93] presented various techniques for deriving appropriate
random functions from standard cryptographic hash functions.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

Chapter
Hash Functions and Data Integrity
Contents in Brief
9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8

§?§N§?§?§?§&§?§?§?§&§?§?§&§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§&§?§?§&§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§?§&§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§?§?§&§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§&§?§?§?§N§?§?§&§?§?§?§&§
§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§
§&§?§?§&§?§?§?§&§?§?§?§N§?§?§&§?§?§?§&§

Introduction
Classification and framework
Basic constructions and general results
Unkeyed hash functions (MDCs)
Keyed hash functions (MACs)
Data integrity and message authentication
Advanced attacks on hash functions
Notes and further references

321
322
332
338
352
359
368
376

9.1 Introduction
Cryptographic hash functions play a fundamental role in modern cryptography. While related to conventional hash functions commonly used in non-cryptographic computer applications – in both cases, larger domains are mapped to smaller ranges – they differ in several
important aspects. Our focus is restricted to cryptographic hash functions (hereafter, simply
hash functions), and in particular to their use for data integrity and message authentication.
Hash functions take a message as input and produce an output referred to as a hashcode, hash-result, hash-value, or simply hash. More precisely, a hash function maps bitstrings of arbitrary finite length to strings of fixed length, say bits. For a domain and
range with
and
, the function is many-to-one, implying that the existence of collisions (pairs of inputs with identical output) is unavoidable. Indeed, restricting
to a domain of -bit inputs (
), if were “random” in the sense that all outputs were
essentially equiprobable, then about
inputs would map to each output, and two randomly chosen inputs would yield the same output with probability
(independent of ).
The basic idea of cryptographic hash functions is that a hash-value serves as a compact representative image (sometimes called an imprint, digital fingerprint, or message digest) of
an input string, and can be used as if it were uniquely identifiable with that string.
Hash functions are used for data integrity in conjunction with digital signature schemes, where for several reasons a message is typically hashed first, and then the hash-value,
as a representative of the message, is signed in place of the original message (see Chapter 11). A distinct class of hash functions, called message authentication codes (MACs),
allows message authentication by symmetric techniques. MAC algorithms may be viewed
as hash functions which take two functionally distinct inputs, a message and a secret key,
and produce a fixed-size (say -bit) output, with the design intent that it be infeasible in
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practice to produce the same output without knowledge of the key. MACs can be used to
provide data integrity and symmetric data origin authentication, as well as identification in
symmetric-key schemes (see Chapter 10).
A typical usage of (unkeyed) hash functions for data integrity is as follows. The hashvalue corresponding to a particular message is computed at time . The integrity of this
hash-value (but not the message itself) is protected in some manner. At a subsequent time
, the following test is carried out to determine whether the message has been altered, i.e.,
whether a message is the same as the original message. The hash-value of is computed
and compared to the protected hash-value; if they are equal, one accepts that the inputs are
also equal, and thus that the message has not been altered. The problem of preserving the
integrity of a potentially large message is thus reduced to that of a small fixed-size hashvalue. Since the existence of collisions is guaranteed in many-to-one mappings, the unique
association between inputs and hash-values can, at best, be in the computational sense. A
hash-value should be uniquely identifiable with a single input in practice, and collisions
should be computationally difficult to find (essentially never occurring in practice).

·

¸º

¸A¹

·»

·»

Chapter outline

¼

The remainder of this chapter is organized as follows. 9.2 provides a framework including
standard definitions, a discussion of the desirable properties of hash functions and MACs,
and consideration of one-way functions. 9.3 presents a general model for iterated hash
functions, some general construction techniques, and a discussion of security objectives
and basic attacks (i.e., strategies an adversary may pursue to defeat the objectives of a hash
function). 9.4 considers hash functions based on block ciphers, and a family of functions
based on the MD4 algorithm. 9.5 considers MACs, including those based on block ciphers
and customized MACs. 9.6 examines various methods of using hash functions to provide
data integrity. 9.7 presents advanced attack methods. 9.8 provides chapter notes with
references.

¼

¼

¼

¼

¼

¼

9.2 Classification and framework

9.2.1 General classification
At the highest level, hash functions may be split into two classes: unkeyed hash functions,
whose specification dictates a single input parameter (a message); and keyed hash functions,
whose specification dictates two distinct inputs, a message and a secret key. To facilitate
discussion, a hash function is informally defined as follows.

½

9.1 Definition A hash function (in the unrestricted sense) is a function which has, as a minimum, the following two properties:
1. compression — maps an input of arbitrary finite bitlength, to an output
of
fixed bitlength .
2. ease of computation — given and an input ,
is easy to compute.

Á

½

½

·
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As defined here, hash function implies an unkeyed hash function. On occasion when
discussion is at a generic level, this term is abused somewhat to mean both unkeyed and
keyed hash functions; hopefully ambiguity is limited by context.
For actual use, a more goal-oriented classification of hash functions (beyond keyed vs.
unkeyed) is necessary, based on further properties they provide and reflecting requirements
of specific applications. Of the numerous categories in such a functional classification, two
types of hash functions are considered in detail in this chapter:
1. modification detection codes (MDCs)
Also known as manipulation detection codes, and less commonly as message integrity codes (MICs), the purpose of an MDC is (informally) to provide a representative
image or hash of a message, satisfying additional properties as refined below. The
end goal is to facilitate, in conjunction with additional mechanisms (see 9.6.4), data
integrity assurances as required by specific applications. MDCs are a subclass of unkeyed hash functions, and themselves may be further classified; the specific classes
of MDCs of primary focus in this chapter are (cf. Definitions 9.3 and 9.4):
(i) one-way hash functions (OWHFs): for these, finding an input which hashes to
a pre-specified hash-value is difficult;
(ii) collision resistant hash functions (CRHFs): for these, finding any two inputs
having the same hash-value is difficult.
2. message authentication codes (MACs)
The purpose of a MAC is (informally) to facilitate, without the use of any additional
mechanisms, assurances regarding both the source of a message and its integrity (see
9.6.3). MACs have two functionally distinct parameters, a message input and a secret key; they are a subclass of keyed hash functions (cf. Definition 9.7).
Figure 9.1 illustrates this simplified classification. Additional applications of unkeyed
hash functions are noted in 9.2.6. Additional applications of keyed hash functions include use in challenge-response identification protocols for computing responses which are
a function of both a secret key and a challenge message; and for key confirmation (Definition 12.7). Distinction should be made between a MAC algorithm, and the use of an MDC
with a secret key included as part of its message input (see 9.5.2).
It is generally assumed that the algorithmic specification of a hash function is public
knowledge. Thus in the case of MDCs, given a message as input, anyone may compute the
hash-result; and in the case of MACs, given a message as input, anyone with knowledge of
the key may compute the hash-result.

Ä

Ä

Ä

Ä

9.2.2 Basic properties and definitions
To facilitate further definitions, three potential properties are listed (in addition to ease of
computation and compression as per Definition 9.1), for an unkeyed hash function with
inputs , and outputs , .

Æ ÆQÇ

Å

È ÈÇ

1. preimage resistance — for essentially all pre-specified outputs, it is computationally
infeasible to find any input which hashes to that output, i.e., to find any preimage
such that
when given any for which a corresponding input is not known.
2. 2nd-preimage resistance — it is computationally infeasible to find any second input
which has the same output as any specified input, i.e., given , to find a 2nd-preimage
such that
.

ÅÉ¿Æ ÇËÊHÌ È

Æ Ç?Ì Î Æ

ÆÇ
Í

È

Å<ÉÆ Ê(Ì Å<ÉÆ ÇËÊ

Æ

Ï This acknowledges that an adversary may easily precompute outputs for any small set of inputs, and thereby
invert the hash function trivially for such outputs (cf. Remark 9.35).
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Figure 9.1: Simplified classification of cryptographic hash functions and applications.
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3. collision resistance — it is computationally infeasible to find any two distinct inputs
, which hash to the same output, i.e., such that
. (Note that here
there is free choice of both inputs.)
Here and elsewhere, the terms “easy” and “computationally infeasible” (or “hard”) are
intentionally left without formal definition; it is intended they be interpreted relative to an
understood frame of reference. “Easy” might mean polynomial time and space; or more
practically, within a certain number of machine operations or time units – perhaps seconds
or milliseconds. A more specific definition of “computationally infeasible” might involve
super-polynomial effort; require effort far exceeding understood resources; specify a lower
bound on the number of operations or memory required in terms of a specified security parameter; or specify the probability that a property is violated be exponentially small. The
properties as defined above, however, suffice to allow practical definitions such as Definitions 9.3 and 9.4 below.
9.2 Note (alternate terminology) Alternate terms used in the literature are as follows: preimage resistant one-way (cf. Definition 9.9); 2nd-preimage resistance weak collision resistance; collision resistance strong collision resistance.

Ö

Ö

Ö
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For context, one motivation for each of the three major properties above is now given.
Consider a digital signature scheme wherein the signature is applied to the hash-value
rather than the message . Here should be an MDC with 2nd-preimage resistance, otherwise, an adversary may observe the signature of some party on
, then find an
such that
, and claim that has signed . If is able to actually choose
the message which signs, then need only find a collision pair
rather than the
harder task of finding a second preimage of ; in this case, collision resistance is also necessary (cf. Remark 9.93). Less obvious is the requirement of preimage resistance for some
public-key signature schemes; consider RSA (Chapter 11), where party has public key
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may choose a random value , compute
, and (depending on the
particular RSA signature verification process used) claim that is ’s signature on . This
(existential) forgery may be of concern if can find a preimage such that
, and
for which is of practical use.
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9.3 Definition A one-way hash function (OWHF) is a hash function as per Definition 9.1
(i.e., offering ease of computation and compression) with the following additional properties, as defined above: preimage resistance, 2nd-preimage resistance.

ì

9.4 Definition A collision resistant hash function (CRHF) is a hash function as per Definition 9.1 (i.e., offering ease of computation and compression) with the following additional
properties, as defined above: 2nd-preimage resistance, collision resistance (cf. Fact 9.18).
Although in practice a CRHF almost always has the additional property of preimage resistance, for technical reasons (cf. Note 9.20) this property is not mandated in Definition 9.4.
9.5 Note (alternate terminology for OWHF, CRHF) Alternate terms used in the literature are
as follows: OWHF weak one-way hash function (but here preimage resistance is often
not explicitly considered); CRHF strong one-way hash function.

í

í

9.6 Example (hash function properties)
(i) A simple modulo-32 checksum (32-bit sum of all 32-bit words of a data string) is an
easily computed function which offers compression, but is not preimage resistant.
of Example 9.11 is preimage resistant but provides neither com(ii) The function
pression nor 2nd-preimage resistance.
(iii) Example 9.13 presents a function with preimage resistance and 2nd-preimage resistance (but not compression).

î Üë á

ï
9.7 Definition A message authentication code (MAC) algorithm is a family of functions ìKð
parameterized by a secret key ñ , with the following properties:
1. ease
of computation — for a known function ìð , given a value ñ and an input ë ,
ìð Ü ë á is easy to compute. This result is called the MAC-value or MAC.
Ü á
2. compression —à ì ð maps an input ë of arbitrary finite bitlength to an output ì ð ë of
fixed bitlength .
Furthermore, given a description of the function family ì , for every fixed allowable
value of ñ (unknown to an adversary), the following property holds:
Ü ëò ß ì ð Ü ëóò áÞá , it is com3. computation-resistance — given zero or more text-MACÜ pairs
ß
Ü
áÞá for any new input
putationally infeasible to computeÜ any
text-MAC
pair ë ì ð ë
á
Ü
á
ë-å~
ô ëò (including possibly for ì ð ë åIì ð ëò for some õ ).
If computation-resistance does not hold, a MAC algorithm is subject to MAC forgery. While
computation-resistance implies the property of key non-recovery (it must be computationally infeasible to recover , given one or more text-MAC pairs
for that ), key
non-recovery does not imply computation-resistance (a key need not always actually be recovered to forge new MACs).

ñ

Ü ëò ß ì ð Ü ë ò áá

ñ

9.8 Remark (MAC resistance when key known) Definition 9.7 does not dictate whether MACs
need be preimage- and collision resistant for parties knowing the key (as Fact 9.21 implies
for parties without ).

ñ

ñ
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(i) Objectives of adversaries vs. MDCs
The objective of an adversary who wishes to “attack” an MDC is as follows:
(a) to attack a OWHF: given a hash-value , find a preimage such that
given one such pair
, find a second preimage such that
.
(b) to attack a CRHF: find any two inputs , , such that
A CRHF must be designed to withstand standard birthday attacks (see Fact 9.33).
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(ii) Objectives of adversaries vs. MACs
The corresponding objective of an adversary for a MAC algorithm is as follows:
(c) to attack a MAC: without prior knowledge of a key , compute a new text-MAC pair
for some text
, given one or more pairs
.
Computation-resistance here should hold whether the texts for which matching MACs
are available are given to the adversary, or may be freely chosen by the adversary. Similar
to the situation for signature schemes, the following attack scenarios thus exist for MACs,
for adversaries with increasing advantages:
are available.
1. known-text attack. One or more text-MAC pairs
2. chosen-text attack. One or more text-MAC pairs
are available for
chosen by the adversary.
3. adaptive chosen-text attack. The may be chosen by the adversary as above, now
allowing successive choices to be based on the results of prior queries.
As a certificational checkpoint, MACs should withstand adaptive chosen-text attack regardless of whether such an attack may actually be mounted in a particular environment. Some
practical applications may limit the number of interactions allowed over a fixed period of
time, or may be designed so as to compute MACs only for inputs created within the application itself; others may allow access to an unlimited number of text-MAC pairs, or allow
MAC verification of an unlimited number of messages and accept any with a correct MAC
for further processing.
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(iii) Types of forgery (selective, existential)
When MAC forgery is possible (implying the MAC algorithm has been technically defeated), the severity of the practical consequences may differ depending on the degree of
control an adversary has over the value for which a MAC may be forged. This degree is
differentiated by the following classification of forgeries:
1. selective forgery – attacks whereby an adversary is able to produce a new text-MAC
pair for a text of his choice (or perhaps partially under his control). Note that here the
selected value is the text for which a MAC is forged, whereas in a chosen-text attack
the chosen value is the text of a text-MAC pair used for analytical purposes (e.g., to
forge a MAC on a distinct text).
2. existential forgery – attacks whereby an adversary is able to produce a new text-MAC
pair, but with no control over the value of that text.
Key recovery of the MAC key itself is the most damaging attack, and trivially allows selective forgery. MAC forgery allows an adversary to have a forged text accepted as authentic. The consequences may be severe even in the existential case. A classic example is the
replacement of a monetary amount known to be small by a number randomly distributed
between and
. For this reason, messages whose integrity or authenticity is to be
verified are often constrained to have pre-determined structure or a high degree of verifiable
redundancy, in an attempt to preclude meaningful attacks.

÷
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Analogously to MACs, attacks on MDC schemes (primarily 2nd-preimage and collision attacks) may be classified as selective or existential. If the message can be partially
controlled, then the attack may be classified as partially selective (e.g., see 9.7.1(iii)).



9.2.3 Hash properties required for specific applications
Because there may be costs associated with specific properties – e.g., CRHFs are in general harder to construct than OWHFs and have hash-values roughly twice the bitlength – it
should be understood which properties are actually required for particular applications, and
why. Selected techniques whereby hash functions are used for data integrity, and the corresponding properties required thereof by these applications, are summarized in Table 9.1.
In general, an MDC should be a CRHF if an untrusted party has control over the exact
content of hash function inputs (see Remark 9.93); a OWHF suffices otherwise, including
the case where there is only a single party involved (e.g., a store-and-retrieve application).
Control over precise format of inputs may be eliminated by introducing into the message
randomization that is uncontrollable by one or both parties. Note, however, that data integrity techniques based on a shared secret key typically involve mutual trust and do not
address non-repudiation; in this case, collision resistance may or may not be a requirement.





Hash properties required
Integrity application
MDC + asymmetric signature
MDC + authentic channel
MDC + symmetric encryption
hash for one-way password file
MAC (key unknown to attacker)
MAC (key known to attacker)

Preimage
resistant
yes

2ndpreimage
yes
yes

yes
yes

Collision
resistant
yes
yes



yes
yes




yes



Details
page 324
page 364
page 365
page 389
page 326
page 325

 Resistance required if attacker is able to mount a chosen message attack.

Table 9.1: Resistance properties required for specified data integrity applications.

 Resistance required in rare case of multi-cast authentication (see page 378).
9.2.4 One-way functions and compression functions
Related to Definition 9.3 of a OWHF is the following, which is unrestrictive with respect
to a compression property.













9.9 Definition A one-way function (OWF) is a function such that for each in the domain of
, it is easy to compute
; but for essentially all in the range of , it is computationally
infeasible to find any such that
.



 

9.10 Remark (OWF vs. domain-restricted OWHF) A OWF as defined here differs from a
OWHF with domain restricted to fixed-size inputs in that Definition 9.9 does not require
2nd-preimage resistance. Many one-way functions are, in fact, non-compressing, in which
case most image elements have unique preimages, and for these 2nd-preimage resistance
holds vacuously – making the difference minor (but see Example 9.11).
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9.11 Example (one-way functions and modular squaring) The squaring of integers modulo a
prime , e.g.,
, behaves in many ways like a random mapping. However,
is not a OWF because finding square roots modulo primes is easy ( 3.5.1). On the
other hand,
is a OWF (Definition 9.9) for appropriate randomly chosen
primes and where
and the factorization of is unknown, as finding a preimage
(i.e., computing a square root mod ) is computationally equivalent to factoring (Fact 3.46)
and thus intractable. Nonetheless, finding a 2nd-preimage, and, therefore, collisions, is trivyields a collision), and thus fits neither the definition of a OWHF nor a
ial (given ,
CRHF with domain restricted to fixed-size inputs.
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9.12 Remark (candidate one-way functions) There are, in fact, no known instances of functions
which are provably one-way (with no assumptions); indeed, despite known hash function
constructions which are provably as secure as NP-complete problems, there is no assurance the latter are difficult. All instances of “one-way functions” to date should thus more
properly be qualified as “conjectured” or “candidate” one-way functions. (It thus remains
possible, although widely believed most unlikely, that one-way functions do not exist.) A
proof of existence would establish P NP, while non-existence would have devastating
cryptographic consequences (see page 377), although not directly implying P NP.

'?

'

6

Hash functions are often used in applications (cf. 9.2.6) which require the one-way
property, but not compression. It is, therefore, useful to distinguish three classes of functions (based on the relative size of inputs and outputs):

:

1. (general) hash functions. These are functions as per Definition 9.1, typically with additional one-way properties, which compress arbitrary-length inputs to -bit outputs.
2. compression functions (fixed-size hash functions). These are functions as per Definition 9.1, typically with additional one-way properties, but with domain restricted
to fixed-size inputs – i.e., compressing -bit inputs to -bit outputs,
.
3. non-compressing one-way functions. These are fixed-size hash functions as above,
. These include one-way permutations, and can be more explicitly
except that
described as computationally non-invertible functions.
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9.13 Example (DES-based OWF) A one-way function can be constructed from DES or any
block cipher which behaves essentially as a random function (see Remark 9.14), as follows:
, for any fixed known key . The one-way nature of this construction can be proven under the assumption that is a random permutation. An intuitive argument follows. For any choice of , finding any (and key ) such that
is
difficult because for any chosen ,
will be essentially random (for any key ) and
thus so will
; hence, this will equal with no better than random chance. By
similar reasoning, if one attempts to use decryption and chooses an , the probability that
is no better than random chance. Thus
appears to be a OWF. While
is not a OWHF (it handles only fixed-length inputs), it can be extended to yield one
(see Algorithm 9.41).
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9.14 Remark (block ciphers and random functions) Regarding random functions and their
properties, see 2.1.6. If a block cipher behaved as a random function, then encryption and
decryption would be equivalent to looking up values in a large table of random numbers;
for a fixed input, the mapping from a key to an output would behave as a random mapping.
However, block ciphers such as DES are bijections, and thus at best exhibit behavior more
like random permutations than random functions.
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9.15 Example (one-wayness w.r.t. two inputs) Consider
, where represents DES. This is not a one-way function of the joint input
, because given any function value
, one can choose any key and compute
yielding
a preimage
. Similarly,
is not a one-way function of if is known, as
given
and , decryption of using yields . (However, a “black-box” which
computes
for fixed, externally-unknown is a one-way function of .) In contrast,
is a one-way function of ; given
and , it is not known how to find
operations. (This latter concept is utilized in one-time
a preimage in less than about
digital signature schemes – see 11.6.2.)
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9.16 Example (OWF - multiplication of large primes) For appropriate choices of primes and
,
is a one-way function: given and , computing
is easy, but given
, finding and , i.e., integer factorization, is difficult. RSA and many other cryptographic
systems rely on this property (see Chapter 3, Chapter 8). Note that contrary to many oneway functions, this function does not have properties resembling a “random” function.
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9.17 Example (OWF - exponentiation in finite fields) For most choices of appropriately large
primes and any element
of sufficiently large multiplicative order (e.g., a generator),
is a one-way function. (For example, must not be such that
all the prime divisors of
are small, otherwise the discrete log problem is feasible by
the Pohlig-Hellman algorithm of 3.6.4.)
is easily computed given , , and using
the square-and-multiply technique (Algorithm 2.143), but for most choices it is difficult,
, to find an in the range
such that
, due to
given
the apparent intractability of the discrete logarithm problem ( 3.6). Of course, for specific
values of
the function can be inverted trivially. For example, the respective preimages
of and
are known to be and
, and by computing
for any small set of
values for (e.g.,
), these are also known. However, for essentially all
in the range, the preimage of is difficult to find.
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9.2.5 Relationships between properties
In this section several relationships between the hash function properties stated in the preceding section are examined.
9.18 Fact Collision resistance implies 2nd-preimage resistance of hash functions.



X
X



W%X[]+WX[

Justification. Suppose has collision resistance. Fix an input . If does not have 2ndpreimage resistance, then it is feasible to find a distinct input such that
,
in which case
is a pair of distinct inputs hashing to the same output, contradicting
collision resistance.

W%X YX[

9.19 Remark (one-way vs. preimage and 2nd-preimage resistant) While the term “one-way”
is generally taken to mean preimage resistant, in the hash function literature it is sometimes also used to imply that a function is 2nd-preimage resistant or computationally noninvertible. (Computationally non-invertible is a more explicit term for preimage resistance
when preimages are unique, e.g., for one-way permutations. In the case that two or more
preimages exist, a function fails to be computationally non-invertible if any one can be
found.) This causes ambiguity as 2nd-preimage resistance does not guarantee preimageresistance (Note 9.20), nor does preimage resistance guarantee 2nd-preimage resistance
(Example 9.11); see also Remark 9.10. An attempt is thus made to avoid unqualified use of
the term “one-way”.
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9.20 Note (collision resistance does not guarantee preimage resistance) Let be a hash function which is collision resistant and maps arbitrary-length inputs to -bit outputs. Consider
the function defined as (here and elsewhere, denotes concatenation):

¡

¢£¢
¨ ¢£¢©¥Sª
¸ ¢£¢©¤¥¦ª «º¹ ¬³¥¯®µ®\»%¼°±(«± ²\µb« ½ ³´£µ¶\·³®5

¡¤%¥ ¦(§
¨ ¦ -bit hash function which is collision resistant but not preimage resisThen ¡ is an ¤/¾

tant. As a simpler example, the identity function on fixed-length inputs is collision and 2ndpreimage resistant (preimages are unique) but not preimage resistant. While such pathological examples illustrate that collision resistance does not guarantee the difficulty of finding
preimages of specific (or even most) hash outputs, for most CRHFs arising in practice it
nonetheless appears reasonable to assume that collision resistance does indeed imply preimage resistance.

¡¿

9.21 Fact (implications of MAC properties) Let
be a keyed hash function which is a MAC
algorithm per Definition 9.7 (and thus has the property of computation-resistance). Then
is, against chosen-text attack by an adversary without knowledge of the key , (i) both
2nd-preimage resistant and collision resistant; and (ii) preimage resistant (with respect to
the hash-input).

¡¿

À

À

Justification. For (i), note that computation-resistance implies hash-results should not even
be computable by those without secret key . For (ii), by way of contradiction, assume
were not preimage resistant. Then recovery of the preimage for a randomly selected
hash-output violates computation-resistance.

¡

Á

¥

9.2.6 Other hash function properties and applications

Â

Most unkeyed hash functions commonly found in practice were originally designed for the
purpose of providing data integrity (see 9.6), including digital fingerprinting of messages
in conjunction with digital signatures ( 9.6.4). The majority of these are, in fact, MDCs
designed to have preimage, 2nd-preimage, or collision resistance properties. Because oneway functions are a fundamental cryptographic primitive, many of these MDCs, which typically exhibit behavior informally equated with one-wayness and randomness, have been
proposed for use in various applications distinct from data integrity, including, as discussed
below:
1. confirmation of knowledge
2. key derivation
3. pseudorandom number generation
Hash functions used for confirmation of knowledge facilitate commitment to data values,
or demonstrate possession of data, without revealing such data itself (until possibly a later
point in time); verification is possible by parties in possession of the data. This resembles
the use of MACs where one also essentially demonstrates knowledge of a secret (but with
the demonstration bound to a specific message). The property of hash functions required
is preimage resistance (see also partial-preimage resistance below). Specific examples include use in password verification using unencrypted password-image files (Chapter 10);
symmetric-key digital signatures (Chapter 11); key confirmation in authenticated key establishment protocols (Chapter 12); and document-dating or timestamping by hash-code
registration (Chapter 13).
In general, use of hash functions for purposes other than which they were originally designed requires caution, as such applications may require additional properties (see below)

Â
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these functions were not designed to provide; see Remark 9.22. Unkeyed hash functions
having properties associated with one-way functions have nonetheless been proposed for a
wide range of applications, including as noted above:

Å

key derivation – to compute sequences of new keys from prior keys (Chapter 13). A
primary example is key derivation in point-of-sale (POS) terminals; here an important requirement is that the compromise of currently active keys must not compromise
the security of previous transaction keys. A second example is in the generation of
one-time password sequences based on one-way functions (Chapter 10).
pseudorandom number generation – to generate sequences of numbers which have
various properties of randomness. (A pseudorandom number generator can be used to
construct a symmetric-key block cipher, among other things.) Due to the difficulty of
producing cryptographically strong pseudorandom numbers (see Chapter 5), MDCs
should not be used for this purpose unless the randomness requirements are clearly
understood, and the MDC is verified to satisfy these.
For the applications immediately above, rather than hash functions, the cryptographic primitive which is needed may be a pseudorandom function (or keyed pseudorandom function).

Å

9.22 Remark (use of MDCs) Many MDCs used in practice may appear to satisfy additional
requirements beyond those for which they were originally designed. Nonetheless, the use
of arbitrary hash functions cannot be recommended for any applications without careful
analysis precisely identifying both the critical properties required by the application and
those provided by the function in question (cf. 9.5.2).

Æ

Additional properties of one-way hash functions
Additional properties of one-way hash functions called for by the above-mentioned applications include the following.
1. non-correlation. Input bits and output bits should not be correlated. Related to this,
an avalanche property similar to that of good block ciphers is desirable whereby every
input bit affects every output bit. (This rules out hash functions for which preimage
resistance fails to imply 2nd-preimage resistance simply due to the function effectively ignoring a subset of input bits.)
2. near-collision resistance. It should be hard to find any two inputs , such that
and
differ in only a small number of bits.
3. partial-preimage resistance or local one-wayness. It should be as difficult to recover
any substring as to recover the entire input. Moreover, even if part of the input is
known, it should be difficult to find the remainder (e.g., if input bits remain unknown, it should take on average
hash operations to find these bits.)
Partial preimage resistance is an implicit requirement in some of the proposed applications
of 9.5.2. One example where near-collision resistance is necessary is when only half of
the output bits of a hash function are used.
Many of these properties can be summarized as requirements that there be neither local nor global statistical weaknesses; the hash function should not be weaker with respect
to some parts of its input or output than others, and all bits should be equally hard. Some
of these may be called certificational properties – properties which intuitively appear desirable, although they cannot be shown to be directly necessary.
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9.3 Basic constructions and general results

9.3.1 General model for iterated hash functions

Ñ

Most unkeyed hash functions are designed as iterative processes which hash arbitrarylength inputs by processing successive fixed-size blocks of the input, as illustrated in Figure 9.2.
(a) high-level view

(b) detailed view
original input

arbitrary length input

Ô

hash function

Þ

preprocessing
append padding bits
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compression
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output
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Figure 9.2: General model for an iterated hash function.
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A hash input of arbitrary finite length is divided into fixed-length -bit blocks . This
preprocessing typically involves appending extra bits (padding) as necessary to attain an
overall bitlength which is a multiple of the blocklength , and often includes (for security
reasons – e.g., see Algorithm 9.26) a block or partial block indicating the bitlength of the
unpadded input. Each block then serves as input to an internal fixed-size hash function
, the compression function of , which computes a new intermediate result of bitlength
for some fixed , as a function of the previous -bit intermediate result and the next input
block . Letting
denote the partial result after stage , the general process for an iterated
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ï¯ð^ïwñï8ò-óóbóïô can be modeled as follows:
õüû ðýþ õüû ÿ ñ ï û
ú +þï ð 8þ õ ô ó








 



õ û ÿ ñ serves as the -bit chaining variable between stage and stage , and õ ö is a
pre-defined starting value or initializing value (IV). An optional output transformation
(see Figure 9.2) is used in a final step to map the -bit chaining variable to an -bit result
8þ õ ô ; is often the identity mapping þ õ ô ð õ ô .










(9.1)







Particular hash functions are distinguished by the nature of the preprocessing, compression function, and output transformation.

9.3.2 General constructions and extensions
To begin, an example demonstrating an insecure construction is given. Several secure general constructions are then discussed.

ò

9.23 Example (insecure trivial extension of OWHF to CRHF) In the case that an iterated
OWHF yielding  -bit hash-values is not collision resistant (e.g., when a  birthday
collision attack is feasible – see  9.7.1) one might propose constructing from a CRHF
using as output the concatenation of the last two  -bit chaining variables, so that a -block
message has hash-value
rather than
. This is insecure as the final message

block
can be held fixed along with , reducing the problem to finding a collision on

for .

õ ôÿ ñ õ ô

õ ô ÿ ñ ïô

õô

õô

Extending compression functions to hash functions
Fact 9.24 states an important relationship between collision resistant compression functions
and collision resistant hash functions. Not only can the former be extended to the latter, but
this can be done efficiently using Merkle’s meta-method of Algorithm 9.25 (also called the
Merkle-Damgård construction). This reduces the problem of finding such a hash function
to that of finding such a compression function.

ý

9.24 Fact (extending compression functions) Any compression function which is collision
resistant can be extended to a collision resistant hash function (taking arbitrary length
inputs).
9.25 Algorithm Merkle’s meta-method for hashing

ý

INPUT: compression function which is collision resistant.
OUTPUT: unkeyed hash function which is collision resistant.

ý
äð

þ



Nð

1. Suppose maps ! -bit inputs to  -bit outputs (for concreteness, consider 
 #" and %$   ). Construct a hash function from , yielding  -bit hash-values,
as follows.
2. Break an input of bitlength & into blocks
each of bitlength , padding
out the last block with 0-bits if necessary.
3. Define an extra final block (' , the length-block, to hold the right-justified binary
representation of & (presume that &*),+ ).
4. Letting -. represent the bitstring of / 0’s, define the  -bit hash-value of to be


0 ('
computed from:
('
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The proof that the resulting function 5 is collision resistant follows by a simple argument that a collision for 5 would imply a collision for 6 for some stage 7 . The inclusion of
the length-block, which effectively encodes all messages such that no encoded input is the
tail end of any other encoded input, is necessary for this reasoning. Adding such a lengthblock is sometimes called Merkle-Damgård strengthening (MD-strengthening), which is
now stated separately for future reference.
9.26 Algorithm MD-strengthening
Before hashing a message 8:9;8=<>8@?BAACA>8ED (where 8EF is a block of bitlength G appropriate
for the relevant compression function) of bitlength H , append a final length-block, 8ED(IJ< ,
containing the (say) right-justified binary representation of H . (This presumes H KML,N .)
Cascading hash functions
9.27 Fact (cascading hash functions) If either 5 < or 5 ? is a collision resistant hash function,
then 5@OP8RQS915 < O8TQ*U0UV5 ? O8TQ is a collision resistant hash function.
If both 5 < and 5 ? in Fact 9.27 are W -bit hash functions, then 5 produces LXW -bit outputs; mapping this back down to an W -bit output by an W -bit collision-resistant hash function ( 5 < and 5 ? are candidates) would leave the overall mapping collision-resistant. If 5 <
and 5 ? are independent, then finding a collision for 5 requires finding a collision for both
simultaneously (i.e., on the same input), which one could hope would require the product of
the efforts to attack them individually. This provides a simple yet powerful way to (almost
surely) increase strength using only available components.

9.3.3 Formatting and initialization details
9.28 Note (data representation) As hash-values depend on exact bitstrings, different data representations (e.g., ASCII vs. EBCDIC) must be converted to a common format before computing hash-values.
(i) Padding and length-blocks
For block-by-block hashing methods, extra bits are usually appended to a hash input string
before hashing, to pad it out to a number of bits which make it a multiple of the relevant
block size. The padding bits need not be transmitted/stored themselves, provided the sender
and recipient agree on a convention.
9.29 Algorithm Padding Method 1
INPUT: data 8 ; bitlength W giving blocksize of data input to processing stage.
OUTPUT: padded data 8ZY , with bitlength a multiple of W .
1. Append to 8 as few (possibly zero) 0-bits as necessary to obtain a string 8ZY whose
bitlength is a multiple of W .
9.30 Algorithm Padding Method 2
INPUT: data 8 ; bitlength W giving blocksize of data input to processing stage.
OUTPUT: padded data 8ZY , with bitlength a multiple of W .
1. Append to 8 a single 1-bit.
[
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2. Then append as few (possibly zero) 0-bits as necessary to obtain a string ]Z^ whose
bitlength is a multiple of _ .
9.31 Remark (ambiguous padding) Padding Method 1 is ambiguous – trailing 0-bits of the
original data cannot be distinguished from those added during padding. Such methods are
acceptable if the length of the data (before padding) is known by the recipient by other
means. Padding Method 2 is not ambiguous – each padded string ] ^ corresponds to a unique
unpadded string ] . When the bitlength of the original data ] is already a multiple of _ ,
Padding Method 2 results in the creation of an extra block.
9.32 Remark (appended length blocks) Appending a logical length-block prior to hashing
prevents collision and pseudo-collision attacks which find second messages of different
length, including trivial collisions for random IVs (Example 9.96), long-message attacks
(Fact 9.37), and fixed-point attacks (page 374). This further justifies the use of MDstrengthening (Algorithm 9.26).
Trailing length-blocks and padding are often combined. For Padding Method 2, a length field of pre-specified bitlength ` may replace the final ` 0-bits padded if padding would
otherwise cause ` or more redundant such bits. By pre-agreed convention, the length field
typically specifies the bitlength of the original message. (If used instead to specify the number of padding bits appended, deletion of leading blocks cannot be detected.)
(ii) IVs
Whether the IV is fixed, is randomly chosen per hash function computation, or is a function
of the data input, the same IV must be used to generate and verify a hash-value. If not known
a priori by the verifier, it must be transferred along with the message. In the latter case, this
generally should be done with guaranteed integrity (to cut down on the degree of freedom
afforded to adversaries, in line with the principle that hash functions should be defined with
a fixed or a small set of allowable IVs).

9.3.4 Security objectives and basic attacks
As a framework for evaluating the computational security of hash functions, the objectives
of both the hash function designer and an adversary should be understood. Based on Definitions 9.3, 9.4, and 9.7, these are summarized in Table 9.2, and discussed below.
Hash type

Design goal

OWHF

preimage resistance;
2nd-preimage resistance
collision resistance
key non-recovery;
computation resistance

CRHF
MAC

Ideal strength
aCb
a b
a bdc>e
af
gShjikmlnZo(adp frq apsbst

Adversary’s goal
produce preimage;
find 2nd input, same image
produce any collision
deduce MAC key;
produce new (msg, MAC)

Table 9.2: Design objectives for u -bit hash functions (v -bit MAC key). g h denotes the probability
of forgery by correctly guessing a MAC.

Given a specific hash function, it is desirable to be able to prove a lower bound on the complexity of attacking it under specified scenarios, with as few or weak a set of assumptions as
possible. However, such results are scarce. Typically the best guidance available regarding
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the security of a particular hash function is the complexity of the (most efficient) applicable
known attack, which gives an upper bound on security. An attack of complexity w,x is one
which requires approximately w x operations, each being an appropriate unit of work (e.g.,
one execution of the compression function or one encryption of an underlying cipher). The
storage complexity of an attack (i.e., storage required) should also be considered.
(i) Attacks on the bitsize of an MDC
Given a fixed message y with z -bit hash {@|PyT} , a naive method for finding an input colliding
with y is to pick a random bitstring yZ~ (of bounded bitlength) and check if {@|PyE~}{@|PyR} .
The cost may be as little as one compression function evaluation, and memory is negligible. Assuming the hash-code approximates a uniform random variable, the probability of a
match is wV . The implication of this is Fact 9.33, which also indicates the effort required
to find collisions if y may itself be chosen freely. Definition 9.34 is motivated by the design goal that the best possible attack should require no less than such levels of effort, i.e.,
essentially brute force.
9.33 Fact (basic hash attacks) For an z -bit hash function { , one may expect a guessing attack
to find a preimage or second preimage within w  hashing operations. For an adversary able
to choose messages, a birthday attack (see 9.7.1) allows colliding pairs of messages y , yE~
with {@|PyR}S1{@|Py ~ } to be found in about w, operations, and negligible memory.
9.34 Definition An z -bit unkeyed hash function has ideal security if both: (1) given a hash
output, producing each of a preimage and a 2nd-preimage requires approximately w  operations; and (2) producing a collision requires approximately w  operations.
(ii) Attacks on the MAC key space
An attempt may be made to determine a MAC key using exhaustive search. With a single known text-MAC pair, an attacker may compute the z -bit MAC on that text under all
possible keys, and then check which of the computed MAC-values agrees with that of the
known pair. For a  -bit key space this requires w,x MAC operations, after which one expects
R
w x> candidate keys remain. Assuming the MAC behaves as a random mapping, it can
be shown that one can expect to reduce this to a unique key by testing the candidate keys using just over Cz text-MAC pairs. Ideally, a MAC key (or information of cryptographically
equivalent value) would not be recoverable in fewer than w x operations.
As a probabilistic attack on the MAC key space distinct from key recovery, note that
for a  -bit key and a fixed input, a randomly guessed key will yield a correct (z -bit) MAC
with probability ;w x for j3z .
(iii) Attacks on the bitsize of a MAC
MAC forgery involves producing any input y and the corresponding correct MAC without
having obtained the latter from anyone with knowledge of the key. For an z -bit MAC algorithm, either guessing a MAC for a given input, or guessing a preimage for a given MAC
output, has probability of success about w  , as for an MDC. A difference here, however,
is that guessed MAC-values cannot be verified off-line without known text-MAC pairs –
either knowledge of the key, or a “black-box” which provides MACs for given inputs (i.e.,
a chosen-text scenario) is required. Since recovering the MAC key trivially allows forgery,
an attack on the  -bit key space (see above) must be also be considered here. Ideally, an adversary would be unable to produce new (correct) text-MAC pairs |yR(} with probability
significantly better than |w x Xw  } , i.e., the better of guessing a key or a MAC-value.
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(iv) Attacks using precomputations, multiple targets, and long messages
9.35 Remark (precomputation of hash values) For both preimage and second preimage attacks,
an opponent who precomputes a large number of hash function input-output pairs may trade
off precomputation plus storage for subsequent attack time. For example, for a 64-bit hash
value, if one randomly selects  inputs, then computes their hash values and stores (hash
value, input) pairs indexed by hash value, this precomputation of mC¡£¢ time and space
allows an adversary to increase the probability of finding a preimage (per one subsequent
hash function computation) from s¤V¥ to s¤V¦ . Similarly, the probability of finding a second preimage increases to § times its original value (when no stored pairs are known) if §
input-output pairs of a OWHF are precomputed and tabulated.
9.36 Remark (effect of parallel targets for OWHFs) In a basic attack, an adversary seeks a second preimage for one fixed target (the image computed from a first preimage). If there are §
targets and the goal is to find a second preimage for any one of these § , then the probability
of success increases to § times the original probability. One implication is that when using
hash functions in conjunction with keyed primitives such as digital signatures, repeated use
of the keyed primitive may weaken the security of the combined mechanism in the following sense. If § signed messages are available, the probability of a hash collision increases
§ -fold (cf. Remark 9.35), and colliding messages yield equivalent signatures, which an opponent could not itself compute off-line.
Fact 9.37 reflects a related attack strategy of potential concern when using iterated hash
functions on long messages.
9.37 Fact (long-message attack for 2nd-preimage) Let ¨ be an iterated © -bit hash function with
compression function ª (as in equation (9.1), without MD-strengthening). Let « be a message consisting of ¬ blocks. Then a 2nd-preimage for ¨«T¢ can be found in time ,E®#¯¢s°!¯
operations of ª , and in space ©S¡¯°±0²³¡¢¢ bits, for any ¯ in the range ´µ¯µ·¶¸0¹¬CºX »¦ ¢ .
Justification. The idea is to use a birthday attack on the intermediate hash-results; a sketch
for the choice ¯¼M¬ follows. Compute ¨@P«R¢ , storing ¡½m¾º(¿¢ for each of the ¬ intermediate
hash-results ½m¾ corresponding to the ¬ input blocks «¾ in a table such that they may be later
indexed by value. Compute ¨@À#¢ for random choices À , checking for a collision involving
¨¡À¢ in the table, until one is found; approximately E®¯ values À will be required, by the
birthday paradox. Identify the index Á from the table responsible for the collision; the input
ÀX«ÂÃÄ(«ÂÃ
«EÆ then collides with « .
¦*ÅÅCÅ

9.38 Note (implication of long messages) Fact 9.37 implies that for “long” messages, a 2ndpreimage is generally easier to find than a preimage (the latter takes at most , operations),
becoming moreso with the length of « . For ¬jÇ;,»¦ , computation is minimized by choosing ¯¼1»¦ in which case a 2nd-preimage costs about ,»¦ executions of ª (comparable
to the difficulty of finding a collision).

9.3.5 Bitsizes required for practical security
Suppose that a hash function produces © -bit hash-values, and as a representative benchmark
assume that È (but not fewer) operations is acceptably beyond computational feasibility.¦
Then the following statements may be made regarding © .
É

Circa 1996, ÊÌË>Í simple operations is quite feasible, and ÊÎ(Ï is considered quite reachable by those with sufficient motivation (possibly using parallelization or customized machines).
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1. For a OWHF, ÐÒÑÔÓÕ is required. Exhaustive off-line attacks require at most Ö,×
operations; this may be reduced with precomputation (Remark 9.35).
2. For a CRHF, Ð3Ñ·Ø#ÙÕ is required. Birthday attacks are applicable (Fact 9.33).
3. For a MAC, ÐÚÑ%ÙÛ along with a MAC key of 64-80 bits is sufficient for most applications and environments (cf. Table 9.1). If a single MAC key remains in use,
off-line attacks may be possible given one or more text-MAC pairs; but for a proper
MAC algorithm, preimage and 2nd-preimage resistance (as well as collision resistance) should follow directly from lack of knowledge of the key, and thus security
with respect to such attacks should depend on the keysize rather than Ð . For attacks
requiring on-line queries, additional controls may be used to limit the number of such
queries, constrain the format of MAC inputs, or prevent disclosure of MAC outputs
for random (chosen-text) inputs. Given special controls, values as small as Ð!ÜÝÖ or
40 may be acceptable; but caution is advised, since even with one-time MAC keys,
the chance any randomly guessed MAC being correct is ÖVÞ× , and the relevant factors
are the total number of trials a system is subject to over its lifetime, and the consequences of a single successful forgery.
These guidelines may be relaxed somewhat if a lower threshold of computational infeasibility is assumed (e.g., ÖCß¡à instead of Öáâ ). However, an additional consideration to be taken
into account is that for both a CRHF and a OWHF, not only can off-line attacks be carried
out, but these can typically be parallelized. Key search attacks against MACs may also be
parallelized.

9.4 Unkeyed hash functions (MDCs)
A move from general properties and constructions to specific hash functions is now made,
and in this section the subclass of unkeyed hash functions known as modification detection
codes (MDCs) is considered. From a structural viewpoint, these may be categorized based
on the nature of the operations comprising their internal compression functions. From this
viewpoint, the three broadest categories of iterated hash functions studied to date are hash
functions based on block ciphers, customized hash functions, and hash functions based on
modular arithmetic. Customized hash functions are those designed specifically for hashing,
with speed in mind and independent of other system subcomponents (e.g., block cipher or
modular multiplication subcomponents which may already be present for non-hashing purposes).
Table 9.3 summarizes the conjectured security of a subset of the MDCs subsequently
discussed in this section. Similar to the case of block ciphers for encryption (e.g. 8- or 12round DES vs. 16-round DES), security of MDCs often comes at the expense of speed, and
tradeoffs are typically made. In the particular case of block-cipher-based MDCs, a provably
secure scheme of Merkle (see page 378) with rate Õ#ãÖäÙ (see Definition 9.40) is known but
little-used, while MDC-2 is widely believed to be (but not provably) secure, has rate Ü1Õ#ãå ,
and receives much greater attention in practice.

9.4.1 Hash functions based on block ciphers
A practical motivation for constructing hash functions from block ciphers is that if an efficient implementation of a block cipher is already available within a system (either in hardware or software), then using it as the central component for a hash function may provide
æ
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Hash function
Matyas-Meyer-Oseasë
MDC-2 (with DES)ó
MDC-4 (with DES)
Merkle (with DES)
MD4
MD5
RIPEMD-128
SHA-1, RIPEMD-160
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é

ê

Preimage

Collision

é

é

ì,í

ì,íîï

ôõ

öì÷

ìùødìúï

ìùøìûü

ôõ

öì÷

ì£ýþÿ

õùøìûü

öì÷

ì ý¡ýPï

ì û

öì÷

ì£ýïú

ìCï¡þ

öì÷

ì£ýïú

öì÷

ì£ýïú

öô

#öì
#öì
#öì
#öì

öô

ì£ýþ

ì¡ü
ì¡ü
ìCú¡þ

Comments
for keylength ðòñ
rate 0.5
rate 0.25
rate 0.276

Remark 9.50
Remark 9.52
–
–

The same strength is conjectured for Davies-Meyer and Miyaguchi-Preneel hash functions.
Strength could be increased using a cipher with keylength equal to cipher blocklength.

Table 9.3: Upper bounds on strength of selected hash functions. ñ -bit message blocks are processed
to produce -bit hash-values. Number of cipher or compression function operations currently believed necessary to find preimages and collisions are specified, assuming no underlying weaknesses
for block ciphers (figures for MDC-2 and MDC-4 account for DES complementation and weak key
properties). Regarding rate, see Definition 9.40.

the latter functionality at little additional cost. The (not always well-founded) hope is that
a good block cipher may serve as a building block for the creation of a hash function with
properties suitable for various applications.
Constructions for hash functions have been given which are “provably secure” assuming certain ideal properties of the underlying block cipher. However, block ciphers do
not possess the properties of random functions (for example, they are invertible – see Remark 9.14). Moreover, in practice block ciphers typically exhibit additional regularities
or weaknesses (see 9.7.4). For example, for a block cipher , double encryption using
an encrypt-decrypt (E-D) cascade with keys
,
results in the identity mapping when
ý
ï
. In summary, while various necessary conditions are known, it is unclear exý
ï
actly what requirements of a block cipher are sufficient to construct a secure hash function,
and properties adequate for a block cipher (e.g., resistance to chosen-text attack) may not
guarantee a good hash function.
In the constructions which follow, Definition 9.39 is used.
9.39 Definition An (n,r) block cipher is a block cipher defining an invertible function from
é -bit plaintexts to é -bit ciphertexts using an  -bit key. If
is such a cipher, then 
denotes the encryption of  under key  .
Discussion of hash functions constructed from é -bit block ciphers is divided between
those producing single-length (é -bit) and double-length ( ìXé -bit) hash-values, where single
and double are relative to the size of the block cipher output. Under the assumption that
computations of ì¡ ü operations are infeasible, the objective of single-length hash functions
is to provide a OWHF for ciphers of blocklength near é
 ôõ , or to provide CRHFs for
cipher blocklengths near é
ö#ì÷ . The motivation for double-length hash functions is that

many é -bit block ciphers exist of size approximately é
 ô#õ , and single-length hash-codes
of this size are not collision resistant. For such ciphers, the goal is to obtain hash-codes of
bitlength ìXé which are CRHFs.
In the simplest case, the size of the key used in such hash functions is approximately
the same as the blocklength of the cipher (i.e., é bits). In other cases, hash functions use

The discussion here is easily altered for a more conservative bound, e.g.,   operations as used in ! 9.3.5.
Here "$# is more convenient for discussion, due to the omnipresence of 64-bit block ciphers.
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larger (e.g., double-length) keys. Another characteristic to be noted in such hash functions
is the number of block cipher operations required to produce a hash output of blocklength
equal to that of the cipher, motivating the following definition.
9.40 Definition Let % be an iterated hash function constructed from a block cipher, with compression function & which performs ' block encryptions to process each successive ( -bit
message block. Then the rate of % is )*' .
The hash functions discussed in this section are summarized in Table 9.4. The MatyasMeyer-Oseas and MDC-2 algorithms are the basis, respectively, of the two generic hash
functions in ISO standard 10118-2, each allowing use of any ( -bit block cipher + and providing hash-codes of bitlength ,.-/( and ,.-102( , respectively.
Hash function
Matyas-Meyer-Oseas
Davies-Meyer
Miyaguchi-Preneel
MDC-2 (with DES)
MDC-4 (with DES)

3(547684 ,:9
3(54684;(<9
3(54684;(<9
3(54684;(<9
3?>@A42B>42)0C9
3?>@A42B>42)0C9

Rate
)
6=*(
)
)*0
)*@

Table 9.4: Summary of selected hash functions based on D -bit block ciphers. EGF
proximate); function yields H -bit hash-values.

key bitsize (ap-

(i) Single-length MDCs of rate 1
The first three schemes described below, and illustrated in Figure 9.3, are closely related
single-length hash functions based on block ciphers. These make use of the following predefined components:
1. a generic ( -bit block cipher +I parametrized by a symmetric key J ;
2. a function K which maps ( -bit inputs to keys J suitable for + (if keys for + are also
of length ( , K might be the identity function); and
3. a fixed (usually ( -bit) initial value LNM , suitable for use with + .
Matyas-Meyer-Oseas

Davies-Meyer

R PUTWV

OQP
R PUTWV
X
S

R P

Miyaguchi-Preneel

OQP
S

OQP
R PTYV
X

R P

Z

Figure 9.3: Three single-length, rate-one MDCs based on block ciphers.
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9.41 Algorithm Matyas-Meyer-Oseas hash
INPUT: bitstring \ .
OUTPUT: ] -bit hash-code of \ .
1. Input \ is divided into ] -bit blocks and padded, if necessary, to complete last block.
Denote the padded message consisting of ^_] -bit blocks: \a` \Ybc7cc;\Qd . A constant ] bit initial value eQf must be pre-specified.
2. The output is g d defined by: gihkj/eNf ; gmlajon5prqtsvuUwyx{z}|\Nl;~\Ql{ :/^ .
9.42 Algorithm Davies-Meyer hash
INPUT: bitstring \ .
OUTPUT: ] -bit hash-code of \ .
1. Input \ is divided into  -bit blocks where  is the keysize, and padded, if necessary,
to complete last block. Denote the padded message consisting of ^_ -bit blocks: \ ` \ b
cc7c\ d . A constant ] -bit initial value eNf must be pre-specified.
2. The output is g d defined by: gihkj/eNf ; gmlajon5 u |{gml} ` ~igl$ `  :^ .
9.43 Algorithm Miyaguchi-Preneel hash
This scheme is identical to that of Algorithm 9.41, except the output gml$ ` from the previous
stage is also XORed to that of the current stage. More precisely, gml is redefined as: ghmj
eQf gljn5prqts uUwyx z}|\Ql?~\Qlgml} `  /^ .
9.44 Remark (dual schemes) The Davies-Meyer hash may be viewed as the ‘dual’ of the Matyas-Meyer-Oseas hash, in the sense that \ l and g l} ` play reversed roles. When DES is
used as the block cipher in Davies-Meyer, the input is processed in 56-bit blocks (yielding rate Ai1 ), whereas Matyas-Meyer-Oseas and Miyaguchi-Preneel process 64-bit
blocks.
9.45 Remark (black-box security) Aside from heuristic arguments as given in Example 9.13,
it appears that all three of Algorithms 9.41, 9.42, and 9.43 yield hash functions which are
provably secure under an appropriate “black-box” model (e.g., assuming n has the required
randomness properties, and that attacks may not make use of any special properties or internal details of n ). “Secure” here means that finding preimages and collisions (in fact,
b
pseudo-preimages and pseudo-collisions – see  9.7.2) require on the order of  and 
] -bit block cipher operations, respectively. Due to their single-length nature, none of these
three is collision resistant for underlying ciphers of relatively small blocklength (e.g., DES,
which yields 64-bit hash-codes).
Several double-length hash functions based on block ciphers are considered next.
(ii) Double-length MDCs: MDC-2 and MDC-4
MDC-2 and MDC-4 are manipulation detection codes requiring 2 and 4, respectively, block
cipher operations per block of hash input. They employ a combination of either 2 or 4 iterations of the Matyas-Meyer-Oseas (single-length) scheme to produce a double-length hash.
When used as originally specified, using DES as the underlying block cipher, they produce
128-bit hash-codes. The general construction, however, can be used with other block ciphers. MDC-2 and MDC-4 make use of the following pre-specified components:
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1. DES as the block cipher 5 of bitlength :¢¡£ parameterized by a ¤¡ -bit key ¥ ;
2. two functions ¦ and ¦ § which map ¡£ -bit values ¨ to suitable ¤¡ -bit DES keys as follows. For ¨o/©<ª$©Q«5¬¬7¬$©Q{® , delete every eighth bit starting with ©Q¯ , and set the 2nd
and 3rd bits to ‘10’ for ¦ , and ‘01’ for §¦ :

¦Q°{¨k±²
Q§¦ °{¨k±²

©<ª³m´©W®©Qµ2©Q2©<¶$©Q·©<ª¸¬¬¬;©W¹¬
© ª ´m³© ® © µ ©  © ¶ © · © ª¸ ¬¬¬;© ¹ ¬

(The resulting values are guaranteed not to be weak or semi-weak DES keys, as all
such keys have bit 2 = bit 3; see page 375. Also, this guarantees the security requirement that ¦Q°ºN»k±i½§¦
¼ Q° ºN»k± .)
MDC-2 is specified in Algorithm 9.46 and illustrated in Figure 9.4.
ÄÆÅ

in1

ÇÈÅUÉWÊ

in3

Ã

in2
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Á
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¾
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Á
¿

¾

À

out1

ÇÆÅ

in4

È
ËÇ ÅUÉWÊ

out2

ÇÆÅ

Figure 9.4: Compression function of MDC-2 hash function.

ÂoÍ

DES.

9.46 Algorithm MDC-2 hash function (DES-based)
INPUT: string Î of bitlength ÏÈ1¡£2Ð for ÐÑÓÒ .
OUTPUT: ³ÒÔ -bit hash-code of Î .

Ú

1. Partition Î into ¡£ -bit blocks ÎNÕ : ÎÖ×Î ª Î « ¬¬7¬ ÎQØ .
2. Choose the 64-bit non-secret constants ºN» , ºN» (the same constants must be used for
MDC verification) from a set of recommended prescribed values. A default set of
prescribed values is (in hexadecimal): ºN»Ù 0x5252525252525252, ºN»Ù
0x2525252525252525.
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3. Let ÜÝÜ denote concatenation, and Þà ß , Þà á the left and right âã -bit halves of Þ à . The
output is ä=åæèç<éêmë5ÜìÜ êmë defined as follows (for íkîïîð ):

ö à é×÷Qå{ê à$øù ç?õ

êiñméóòQô õ
êiñmé òQô õ

ö à é ÷Yåê þ à$øù ç?õ

Þ à é¢ú5ûrü åæ à çý5æ à õ

ÜìÜ Þ à á

ê à éoÞ à ß

Þ à é¢úÈû ÿ ü å æ à çýæ à õ

ê à é

Þ àß

ÜìÜ Þ à á 

In Algorithm 9.46, padding may be necessary to meet the bitlength constraint on the
input æ . In this case, an unambiguous padding method may be used (see Remark 9.31),
possibly including MD-strengthening (see Remark 9.32).
MDC-4 (see Algorithm 9.47 and Figure 9.5) is constructed using the MDC-2 compression function. One iteration of the MDC-4 compression function consists of two sequential
executions of the MDC-2 compression function, where:
1. the two 64-bit data inputs to the first MDC-2 compression are both the same next
64-bit message block;
2. the keys for the first MDC-2 compression are derived from the outputs (chaining variables) of the previous MDC-4 compression;
3. the keys for the second MDC-2 compression are derived from the outputs (chaining
variables) of the first MDC-2 compression; and
4. the two 64-bit data inputs for the second MDC-2 compression are the outputs (chaining variables) from the opposite sides of the previous MDC-4 compression.
9.47 Algorithm MDC-4 hash function (DES-based)

INPUT: string æ of bitlength  é
ð for ðÓã . (See MDC-2 above regarding padding.)
OUTPUT: íã -bit hash-code of æ .
1. As in step 1 of MDC-2 above.
2. As in step 2 of MDC-2 above.
ë ÜìÜ ë defined as follows (for
3. With notation as in MDC-2, the output is ä=åæèçké
í î/ïvîð ):

ñké/òNôkõ

ñmé òNôkõ

à}ø_ù ç{õ

Þ à éú5ûrü åæ à çýæ à õ

ê à éÞ à ß

ÜìÜ Þ à á

ö à é ÷Wå þ à}ø_ù ç{õ

Þ à éúÆûrÿ ü åæ à çýæ à õ

ê à é

Þ àß

ÜìÜÆÞ à á

ö à éó÷Wå
à é×÷Qå{ê à ç{õ
à é ÷Qå ê à ç{õ

à éú;ü;å þ à$øù çý þ à$øù õ
à éú ;ÿ ü å

à}ø_ù çý à}ø_ù õ

à é àß
à é

àß

ÜìÜ

àá

ÜìÜ à á 

9.4.2 Customized hash functions based on MD4
Customized hash functions are those which are specifically designed “from scratch” for the
explicit purpose of hashing, with optimized performance in mind, and without being constrained to reusing existing system components such as block ciphers or modular arithmetic.
Those having received the greatest attention in practice are based on the MD4 hash function.
Number 4 in a series of hash functions (Message Digest algorithms), MD4 was designed specifically for software implementation on 32-bit machines. Security concerns motivated the design of MD5 shortly thereafter, as a more conservative variation of MD4.
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Figure 9.5: Compression function of MDC-4 hash function

Other important subsequent variants include the Secure Hash Algorithm (SHA-1), the hash
function RIPEMD, and its strengthened variants RIPEMD-128 and RIPEMD-160. Parameters for these hash functions are summarized in Table 9.5. “Rounds  Steps per round”
refers to operations performed on input blocks within the corresponding compression function. Table 9.6 specifies test vectors for a subset of these hash functions.
Notation for description of MD4-family algorithms
Table 9.7 defines the notation for the description of MD4-family algorithms described below. Note 9.48 addresses the implementation issue of converting strings of bytes to words
in an unambiguous manner.
9.48 Note (little-endian vs. big-endian) For interoperable implementations involving byte-toword conversions on different processors (e.g., converting between 32-bit words and groups
of four 8-bit bytes), an unambiguous convention must be specified. Consider a stream of
bytes   with increasing memory addresses ! , to be interpreted as a 32-bit word with numerical value " . In little-endian architectures, the byte with the lowest memory address
*
*
*
$&%(' ) )
% #+ ,
%(-. '
# . In big-endian
( # ) is the least significant byte: "
$
architectures, the byte with the lowest address ( # ) is the most significant byte: "
* #+
*
*
%(' ) #
%  '
%(-/ ,
 ) .
(i) MD4
MD4 (Algorithm 9.49) is a 128-bit hash function. The original MD4 design goals were
that breaking it should require roughly brute-force effort: finding distinct messages with
+
the same hash-value should take about % ) operations, and finding a message yielding a

0
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Name
MD4
MD5
RIPEMD-128
SHA-1
RIPEMD-160

Bitlength
3.4.5
3.4.5
3.4.5
3.8.:
3.8.:

345

Rounds 2 Steps per round
6273.8
<273.8
<273.8 twice (in parallel)
<274.:
>273.8 twice (in parallel)

Relative speed
3/9;::
:/9;85
:/9;6=
:/9;45
:/9;4<

Table 9.5: Summary of selected hash functions based on MD4.

Name
MD4

MD5

SHA-1

RIPEMD-160

String
“”
“a”
“abc”
“abcdefghijklmnopqrstuvwxyz”
“”
“a”
“abc”
“abcdefghijklmnopqrstuvwxyz”
“”
“a”
“abc”
“abcdefghijklmnopqrstuvwxyz”
“”
“a”
“abc”
“abcdefghijklmnopqrstuvwxyz”

Hash value (as a hex byte string)
31d6cfe0d16ae931b73c59d7e0c089c0
bde52cb31de33e46245e05fbdbd6fb24
a448017aaf21d8525fc10ae87aa6729d
d79e1c308aa5bbcdeea8ed63df412da9
d41d8cd98f00b204e9800998ecf8427e
0cc175b9c0f1b6a831c399e269772661
900150983cd24fb0d6963f7d28e17f72
c3fcd3d76192e4007dfb496cca67e13b
da39a3ee5e6b4b0d3255bfef95601890afd80709
86f7e437faa5a7fce15d1ddcb9eaeaea377667b8
a9993e364706816aba3e25717850c26c9cd0d89d
32d10c7b8cf96570ca04ce37f2a19d84240d3a89
9c1185a5c5e9fc54612808977ee8f548b2258d31
0bdc9d2d256b3ee9daae347be6f4dc835a467ffe
8eb208f7e05d987a9b044a8e98c6b087f15a0bfc
f71c27109c692c1b56bbdceb5b9d2865b3708dbc

Table 9.6: Test vectors for selected hash functions.

Notation
? ,@ ,A
0x67452301
B

?

?FEGIH

? @
? J @
K
?ML @
NPO ?MQ Q
@ ASR
T O ?UQ @ Q ASR
V O ?UQ Q
@ ASR
OXZY Q
Q X]\ E
O ` Y Q 9(9[9 Q(` \ R
9(9[9
R

Meaning
variables representing 32-bit quantities
hexadecimal 32-bit integer (least significant byte: 01)
addition modulo 4(C D
bitwise complement
result of rotating ? left through H positions
bitwise AND
bitwise inclusive-OR
bitwise exclusive-OR
? @ J ? A
? @ JS? A J @/A
?WL @ L A
O^X]_ Ea` _
simultaneous assignments
R,
O` Y Q
\
where
9(9[9 Q(` R is evaluated prior to any assignments
Table 9.7: Notation for MD4-family algorithms.
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pre-specified hash-value about b/c^d e operations. It is now known that MD4 fails to meet this
goal (Remark 9.50). Nonetheless, a full description of MD4 is included as Algorithm 9.49
for historical and cryptanalytic reference. It also serves as a convenient reference for describing, and allowing comparisons between, other hash functions in this family.
9.49 Algorithm MD4 hash function
INPUT: bitstring f of arbitrary bitlength ghji . (For notation see Table 9.7.)
OUTPUT: k.bl -bit hash-code of f . (See Table 9.6 for test vectors.)
1. Definition of constants. Define four 32-bit initial chaining values (IVs):
m
m
m.q
mr
con 0x67452301, dpn 0xefcdab89,
n 0x98badcfe,
n 0x10325476.
Define additive 32-bit constants:
st uwv
0, iSx u xjky ;
st uwv n 0x5a827999, k.zSx u x|{.k ; (constant = square-root of 2)
st uwv n 0x6ed9eba1, {.bpx u x~}. ; (constant = square-root of 3)
n
Define order for accessing source words (each list contains 0 through 15):
Pt i/k.y v
t ik/b/{(}(yz//l((k.i.(k.k.(k.b.(k{(k}(ky v ,
Pt kz;{k v n
t i(}(lkb(ky//k.{/b.(z(ki(k}({./k.k.(k.y v ,
Pt {b;} v n t i(l(}kb(bki(zk}k/.(y(k{({.kk..(k.y v .
n
Finally define the number of bit positions for left shifts (rotates):
t i/k.y v
t {((k.k(k./{((k.k(k..({/kk/k/{.((kkk v ,
t kz;{k v n
t {/y((k.{({(y/k{{/y.((k{({.y/.(k{ v ,
t {b;} v n t {/(k.k/k.y/{/(k.k/k.y/{.(kk.ky.{/.(k.k.(k.y v .
n
2. Preprocessing. Pad f such that its bitlength is a multiple of 512, as follows. Append
a single 1-bit, then append Mk ( h~i ) i -bits for the smallest  resulting in a bitlength
r
64 less than a multiple of 512. Finally append the 64-bit representation of gb( ,
as two 32-bit words with least significant word first. (Regarding converting between
streams of bytes and 32-bit words, the convention is little-endian; see Note 9.48.) Let
 be the number of 512-bit blocks in the resulting string ( gz.}

n y.kb
n


{.bk.z ). The formatted
m consists
m m q ofm k.rz £ 32-bit words: f[f c [(f cc . Iniq
r.£input
¤
tialize: ¢¡ [¡ [¡ (¡
.
c
d
c  d  
3. Processing. For each ¥ from i to  ¦k , copy the ¥¨§© block of 16 32-bit words into
¤
temporary storage: ª t u[v
f c^«¬I® ]i¯x u x°k.y , then process these as below in
three 16-step rounds before updating the chaining variables:
£¤
q
r.£
¢¡ c [¡ d (¡ (¡
(initialize working variables) ¢±²(³(´(µ
.
(Round 1) For u from i to ky do the following:
£
£
£¤
£
¶ ¤
¶ ¤º t u[v
±·¹¸P¢³(´(µ Zª t Pt uwvv  st uwv , ¢±²(³(´(µ
¢µ
(³(´ .
u
(Round 2) For from k.z to {k do the following:
£
£
£¤
£
¶ ¤
¶ ¤º t uwv £
±·¼»½ ³S[´(µ ¼ª t ½t uwvv  st uwv , ¢±¾[³S[´(µ
µ
(³(´ .
u
(Round 3) For from {.b to } do the following:
m
£
£
¶ ¤
¶ ¤º t uwv £
t uwv £ , ¢±¾[³S[´(µ £¤
±·
³S[´(µ ¼ª t ½t uwvv  s
µ
[³Sr (´ . £
q
r £¤
q
(update chaining values) ¡ (¡ (¡ [¡
¡ c 7±¾(¡ d ¿³(¡ 7´(¡ ¿µ .
c
d
q
r
4. Completion. The final hash-value is the concatenation: ¡ c(ÀÀ ¡ dÀÀ ¡ ÀÀ ¡
r
(with first and last bytes the low- and high-order bytes of ¡ c , ¡ , respectively).
9.50 Remark (MD4 collisions) Collisions have been found for MD4 in b[d  compression function computations (cf. Table 9.3). For this reason, MD4 is no longer recommended for use
as a collision-resistant hash function. While its utility as a one-way function has not been
studied in light of this result, it is prudent to expect a preimage attack on MD4 requiring
fewer than bcd e operations will be found.

Á
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(ii) MD5
MD5 (Algorithm 9.51) was designed as a strengthened version of MD4, prior to actual MD4
collisions being found. It has enjoyed widespread use in practice. It has also now been
found to have weaknesses (Remark 9.52).
The changes made to obtain MD5 from MD4 are as follows:
1. addition of a fourth round of 16 steps, and a Round 4 function
2. replacement of the Round 2 function by a new function
3. modification of the access order for message words in Rounds 2 and 3
4. modification of the shift amounts (such that shifts differ in distinct rounds)
5. use of unique additive constants in each of the Ã²ÄÅÆ steps, based on the integer part
of Ç(È É²ÊÌË ÍÎIÏÐÑ for step Ð (requiring overall, 256 bytes of storage)
6. addition of output from the previous step into each of the 64 steps.
9.51 Algorithm MD5 hash function
INPUT: bitstring Ò of arbitrary bitlength ÓÔjÕ . (For notation, see Table 9.7.)
OUTPUT: Å.ÇÖ -bit hash-code of Ò . (See Table 9.6 for test vectors.)
MD5 is obtained from MD4 by making the following changes.
1. Notation. Replace the Round 2 function by: ×½Ï^ØUÙÛÚPÙÛÜSÑÝ(à Þ¨ß ØÜâáÚ Ü .
Define a Round 4 function: ãIÏØMÙ¨ÚäÙ¨ÜSÑÝ[à Þ¨ß ÚKå|ÏØæá ÜÑ .
2. Definition of constants. Redefine unique additive constants:
çè Ðwé à first 32 bits of binary value êëIËìÏ¢Ë¢ÍÎíÏ^Ðïî7ÅÑìÑ , Õpð·Ðð~Æ.ñ , where Ð is in radians
and “abs” denotes absolute value. Redefine access order for words in Rounds 2 and
3, and define for Round 4:
òPè ÅÆóó;ñÅé à è ÅÙ(ÆÙ(Å.ÅÙ(ÕÙ(ôÙÅÕÙ(Å.ôÙ(ÃÙõ/ÙÅÃ/Ùñ.Ù(ÖÙ(ÅñÙ(Ç.Ùö.Ù(Å.Ç÷é ,
òPè ñÇóó;Ãöé à è ôÙ(ÖÙ(Å.ÅÙ(Å.Ã/ÙÅÙ(ÃÙ(öÙÅÕÙÅñ.ÙÕ/Ùñ.Ù(ÆÙ(õ.ÙÅÇ.ÙÅô/ÙÇ÷é ,
òPè ÃÖóó;Æñé à è ÕÙ(öÙ(Å.ÃÙ(ôÙ(Å.ÇÙ(ñÙ(Å.ÕÙ(ÅÙÖ/ÙÅô/ÙÆ.Ù(Å.ñ.Ù(ÃÙ(ÅÅÙÇ/Ùõ÷é .
Redefine number of bit positions for left shifts (rotates):
øè Õ/óóÅ.ôé à è öÙ(Å.Ç/ÙÅ.ö/ÙÇÇÙö/ÙÅÇÙÅö.ÙÇÇ.Ùö/ÙÅÇ/ÙÅ.öÙÇ.ÇÙöÙ(ÅÇÙ(ÅöÙ(ÇÇé ,
øè ÅÆóó;ñÅé à è ô/ÙõÙ(Å.Ã/ÙÇ.Õ/Ùô/ÙõÙ(Å.Ã/ÙÇ.Õ/Ùô.Ù(õÙÅÃ.ÙÇÕ.Ùô/Ùõ.Ù(Å.Ã.Ù(Ç.Õ÷é ,
øè ñÇóó;Ãöé à è Ã/ÙÅ.Å/ÙÅÆÙÇñÙ(ÃÙÅÅÙ(Å.ÆÙ(ÇñÙ(Ã.ÙÅÅ.ÙÅ.ÆÙÇ.ñÙÃÙÅ.ÅÙÅ.ÆÙÇ.ñé ,
øè ÃÖóó;Æñé à è Æ/ÙÅ.Õ/ÙÅôÙÇÅÙ(ÆÙÅÕÙ(Å.ôÙ(ÇÅÙ(Æ.ÙÅÕ.ÙÅ.ôÙÇ.ÅÙÆÙÅ.ÕÙÅ.ôÙÇ.Åé .
3. Preprocessing. As in MD4.
4. Processing. In each of Rounds 1, 2, and 3, replace “ ùûúüÏý7úþ øè ÐwéÑ ” by “ ùÿú
ùjî¦Ïý úþ øè Ðwé¨Ñ ”. Also, immediately following Round 3 add:
(Round 4) For Ð from Ã.Ö to Æñ do the following:

ý¦úûÏ îãIÏ¢ùSÙ Ù  Ñ
î  è ò½è Ðwéé î çè Ð[é¨Ñ , Ï Ù(ùÙ Ù  ÑoúûÏ Ù(ùîÏ^ýúþ øè Ð[é¨Ñ¢Ù[ùSÙ Ñ .
5. Completion. As in MD4.
9.52 Remark (MD5 compression function collisions) While no collisions for MD5 have yet
been found (cf. Table 9.3), collisions have been found for the MD5 compression function.
More specifically, these are called collisions for random IV. (See 9.7.2, and in particular
Definition 9.97 and Note 9.98.)
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(iii) SHA-1
The Secure Hash Algorithm (SHA-1), based on MD4, was proposed by the U.S. National
Institute for Standards and Technology (NIST) for certain U.S. federal government applications. The main differences of SHA-1 from MD4 are as follows:
1. The hash-value is 160 bits, and five (vs. four) 32-bit chaining variables are used.
2. The compression function has four rounds instead of three, using the MD4 step functions , , and as follows: in the first, in the third, and in both the second and
fourth rounds. Each round has 20 steps instead of 16.
3. Within the compression function, each 16-word message block is expanded to an 80word block, by a process whereby each of the last 64 of the 80 words is the XOR of
4 words from earlier positions in the expanded block. These 80 words are then input
one-word-per-step to the 80 steps.
4. The core step is modified as follows: the only rotate used is a constant 5-bit rotate;
the fifth working variable is added into each step result; message words from the expanded message block are accessed sequentially; and is updated as  rotated left
30 bits, rather than simply  .
5. SHA-1 uses four non-zero additive constants, whereas MD4 used three constants
only two of which were non-zero.
The byte ordering used for converting between streams of bytes and 32-bit words in the
official SHA-1 specification is big-endian (see Note 9.48); this differs from MD4 which is
little-endian.
9.53 Algorithm Secure Hash Algorithm – revised (SHA-1)
INPUT: bitstring  of bitlength  . (For notation, see Table 9.7.)
OUTPUT:  -bit hash-code of  . (See Table 9.6 for test vectors.)
SHA-1 is defined (with reference to MD4) by making the following changes.
1. Notation. As in MD4.
2. Definition of constants. Define a fifth IV to match those in MD4:  0xc3d2e1f0.
Define per-round integer additive constants:  0x5a827999, ! 0x6ed9eba1,
" 0x8f1bbcdc, # 0xca62c1d6. (No order for accessing source words, or specification of bit positions for left shifts is required.)
3. Overall preprocessing. Pad as in MD4, except the final two 32-bit words specifying
the bitlength  is appended with most significant word preceding least significant.
As in MD4, the formatted input is %$ 32-bit words: '&(*)))+(-,/.0* . Initialize
chaining variables: 12342542 " 42 # 4265798:1;<%454 " 4 # 47 .
4. Processing. For each = from  to $?>@ , copy the =BADC block of sixteen 32-bit words
into temporary storage: EGF HJIK8L D,NMPORQ 4TSUH3SVW , and process these as below in
four 20-step rounds before updating the chaining variables:
(expand 16-word block into 80-word block; let E Q denote EGF HJI )
for H from  to XY , EZQ68:1;1[E\Q%0 "^] E\Q%0^_ ] E\Q%0` #5] E\Q%0*D,a798bc7 .
(initialize working variables) 1;d4e4f4g\4h7i8j1;2342642 " 42 # 427 .
(Round 1) For H from  to Y do the following:
k
8:1;1;d8bcW7[lm<1;T4f4g37*l@hmlnE\Qoln ),
k
1;d4e4f4g\4h78:1 4dp4q8bcr4f4g37 .
(Round 2) For H from s to rY do the following:
k
8:1;1;d8bcW7[lmc1T4f4g37`lmhmltE\Q9lt ),
k
1;d4e4f4g\4h78:1 4dp4q8bcr4f4g37 .
u
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(Round 3) For w from xy to z{ do the following:
|@}:~;~;}
~Tf
z [n

`mmt\9t ),
~;ef\
}:~D|pq}c f

y
.
(Round 4) For w from y to { do the following:
|@}:~;~;}
~Tf
z[m
`mmt  t ),
~;ef\
}:~D|pq}c f

y
.
(update chaining values)
~;36

p6
 
T
 
f
 6
\


m .
 
    5        

5. Completion. The hash-value is:

   






6



}j~;3



(with first and last bytes the high- and low-order bytes of

,

, respectively).

9.54 Remark (security of SHA-1) Compared to 128-bit hash functions, the 160-bit hash-value
of SHA-1 provides increased security against brute-force attacks. SHA-1 and RIPEMD160 (see  9.4.2(iv)) presently appear to be of comparable strength; both are considered
stronger than MD5 (Remark 9.52). In SHA-1, a significant effect of the expansion of 16word message blocks to 80 words in the compression function is that any two distinct 16word blocks yield 80-word values which differ in a larger number of bit positions, significantly expanding the number of bit differences among message words input to the compression function. The redundancy added by this preprocessing evidently adds strength.
(iv) RIPEMD-160
RIPEMD-160 (Algorithm 9.55) is a hash function based on MD4, taking into account
knowledge gained in the analysis of MD4, MD5, and RIPEMD. The overall RIPEMD-160
compression function maps 21-word inputs (5-word chaining variable plus 16-word message block, with 32-bit words) to 5-word outputs. Each input block is processed in parallel
by distinct versions (the left line and right line) of the compression function. The 160-bit
outputs of the separate lines are combined to give a single 160-bit output.
Notation

 D~ B[B
~-(+<+

~-(+<+

£ ~DB[B
¥ ~-(+<+

Definition








o9[i
¡ c
~-¢¡  i

¤¡a 
o~D3¡ 



Table 9.8: RIPEMD-160 round function definitions.

The RIPEMD-160 compression function differs from MD4 in the number of words of
chaining variable, the number of rounds, the round functions themselves (Table 9.8), the
order in which the input words are accessed, and the amounts by which results are rotated.
The left and and right computation lines differ from each other in these last two items, in
their additive constants, and in the order in which the round functions are applied. This design is intended to improve resistance against known attack strategies. Each of the parallel
lines uses the same IV as SHA-1. When writing the IV as a bitstring, little-endian ordering
is used for RIPEMD-160 as in MD4 (vs. big-endian in SHA-1; see Note 9.48).
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9.55 Algorithm RIPEMD-160 hash function
INPUT: bitstring ¦ of bitlength §¨© .
OUTPUT: ª«© -bit hash-code of ¦ . (See Table 9.6 for test vectors.)
RIPEMD-160 is defined (with reference to MD4) by making the following changes.
1. Notation. See Table 9.7, with MD4 round functions ¬ ,  , ® redefined per Table 9.8
(which also defines the new round functions ¯ , ° ).
2. Definition of constants. Define a fifth IV: ®±² 0xc3d2e1f0. In addition:
(a) Use the MD4 additive constants for the left line, renamed: ³µ´·¶ ¸J¹K² 0, ©º»¸¼º
ª½ ; ³5´f¶ ¸J¹f² 0x5a827999, ª«¾º¤¸nºÀ¿ª ; ³5´f¶ ¸J¹² 0x6ed9eba1, ¿Á!º¤¸nºÀÂÃ .
Define two further constants (square roots of 5,7): ³µ´f¶ ¸J¹9² 0x8f1bbcdc, ÂÄ¼º
¸¼º«¿ ; ³5´f¶ ¸¹K² 0xa953fd4e, «ÂaºU¸¼ºÃÅ .
(b) Define five new additive constants for the right line (cube roots of 2,3,5,7):
³5ÆÇ¶ ¸J¹È² 0x50a28be6, ©aºÉ¸3ºVª½ ; ³5ÆÇ¶ ¸J¹È² 0x5c4dd124, ª«º»¸¼º¿ª ;
³5ÆÇ¶ ¸J¹e² 0x6d703ef3, ¿Á»ºÊ¸mºËÂÃ ; ³5Æ¶ ¸J¹e² 0x7a6d76e9, ÂÄ»ºÌ¸ÍºÎ«¿ ;
³5ÆÇ¶ ¸J¹È² 0, «ÂaºÉ¸¼ºÃÅ .
(c) See Table 9.9 for constants for step ¸ of the compression function: Ï ´ ¶ ¸J¹ , Ï/ÆÇ¶ ¸J¹
specify the access order for source words in the left and right lines; ÐN´f¶ ¸J¹ , Ð Æ ¶ ¸J¹
the number of bit positions for rotates (see below).
3. Preprocessing. As in MD4, with addition of a fifth chaining variable: Ñ6±TÒj®± .
4. Processing. For each Ó from © to Ô?Õ@ª , copy the ÓBÖD× block of sixteen 32-bit words
into temporary storage: ØG¶ ¸J¹KÒL¦ÙDÚNÛPÜRÝßÞ©TºU¸3ºVª½ . Then:
(a) Execute
five 16-step roundsà of the left line as follows:
à;á
Ñ3ÙÞÑç5ÞÑ6èÞÑ6éÞÑ ±5æ .
´ Þâ ´ Þã ´ Þä ´ Þå ´Kæ Ò
¸
©
ª½ do the following:
(left Round
1)
For
from
to
à;á
à
ê
Ò
¬
â

Þ
ã

Þ
ä
ØG¶ Ï ´ ¶ ¸Jà ¹¹ ë ³ ´ ¶ ¸J¹ æ ,
¾
´
ë
´
´
K
´
[
æ
ë
à;á
à
ê
´(Þâ·´(Þã´(Þä´KÞå9´ æ Ò
å9´Þå9´ ë
ÒìcÐN´¶ ¸J¹ æ Þâ·´(Þã(´íÒì^ª©5Þä´ æ .
(left Round
2)
For
¸
from

ª
«
to

¿
ª
do
the
following:
à;á
à
ê
´ ë  â´KÞã´(Þä´ à æ[ë ØG¶ ÏN´¶ ¸¹à ¹ ë ³5´¶ ¸¹ æ ,
à;á Ò
ê
´(Þâ·´(Þã´(Þä´KÞå9´ æ Ò
å9´Þå9´ ë
ÒìcÐN´¶ ¸J¹ æ Þâ·´(Þã(´íÒì^ª©5Þä´ æ .
(left Round
3)
For
from
to
do
the
following:
¸

¿
Á

Â
Ã
à;á
à
ê
´ ë ® â´(Þã´(Þä´ à æ`ë ØG¶ Ï/´·¶ ¸¹à ¹ ë ³5´¶ ¸¹ æ ,
à;á Ò
ê
´(Þâ·´(Þã´(Þä´KÞå9´ æ Ò
å9´Þå9´ ë
ÒìcÐN´¶ ¸J¹ æ Þâ·´(Þã(´íÒì^ª©5Þä´ æ .
(left Round
4)
For
from
to
do
the
following:
¸

Â
Ä

«
¿
à;á
à
ê
´¾ë ¯ â ´ Þã ´ Þä ´Èà æ`ë Øî¶ Ï ´ ¶ ¸J¹à ¹ ë ³ ´ ¶ ¸J¹ æ ,
à;á Ò
ê
å ´ Þå ´Zë
ÒìcÐ ´ ¶ ¸J¹ æ Þâ ´ Þã ´ Òì^ª©5Þä ´Èæ .
´ Þâ ´ Þã ´ Þä ´ Þå ´Kæ Ò
¸

«
Â

Ã
Å
(left Round
5)
For
from
to
do
the
following:
à;á
à
ê
´¾ë ° â ´ Þã ´ Þä ´Èæ`
à;á Ò
à ë Øî¶ Ï ´ ¶ ¸J¹à ¹ ê ë ³ ´ ¶ ¸J¹ æ ,
å ´ Þå ´Zë
ÒìcÐ ´ ¶ ¸J¹ æ Þâ ´ Þã ´ Òì^ª©5Þä ´Èæ .
´ Þâ ´ Þã ´ Þä ´ Þå ´Kæ Ò
(b) Execute
in
parallel
with
the
above
five
rounds
an analogous right line with
à;á
Æ Þâ Æ Þã Æ Þä Æ Þå Æ æ , ³ Æ ¶ ¸J¹ , Ï Æ ¶ ¸J¹ , Ð Æ ¶ ¸J¹ replacing the corresponding quantities with subscript ï ; and the order of the round functions reversed so that their
order
is: ° , ¯ , ® ,  , and ¬ . Start
by initializing the right line working variables:
à;á
à
Æ Þâ Æ Þã Æ Þä Æ Þå Æ æ Ò
Ñ Ù ÞÑ ç ÞÑ è ÞÑ é ÞÑ6± æ .
(c) After executing both the left and right lines above, update the chaining values
ê
as follows: á ÒðÑ Ù , Ñ Ù ÒðÑ ç á ë ã(´ ë ä Æ , Ñ ç ÒðÑ è ë äÇ´ ë å Æ , Ñ è Ò
ê
Æ , Ñ é ÒjÑ6± ë
Ñ é ë å9´ ë
´ ë â Æ , Ñ6±TÒ
ë â·´ ë ã Æ .
5. Completion. The final hash-value is the concatenation: Ñ3ÙññòÑ6ç^ññÑ6è5ññòÑ6éµññÑ ±
(with first and last bytes the low- and high-order bytes of Ñ Ù , Ñ6± , respectively).
ó
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Variable
õö [ 0..15]
õö [16..31]
õ ö [32..47]
õ ö [48..63]
õö [64..79]
õ÷ [ 0..15]
õ÷ [16..31]
õ ÷ [32..47]
õ ÷ [48..63]
õ÷ [64..79]
ø%ö [ 0..15]
ø%ö [16..31]
ø ö [32..47]
ø ö [48..63]
ø%ö [64..79]
ø%÷ [ 0..15]
ø%÷ [16..31]
ø ÷ [32..47]
ø ÷ [48..63]
ø%÷ [64..79]
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Value
[ 0, 1, 2, 3, 4, 5, 6, 7, 8, 9,10,11,12,13,14,15]
[ 7, 4,13, 1,10, 6,15, 3,12, 0, 9, 5, 2,14,11, 8]
[ 3,10,14, 4, 9,15, 8, 1, 2, 7, 0, 6,13,11, 5,12]
[ 1, 9,11,10, 0, 8,12, 4,13, 3, 7,15,14, 5, 6, 2]
[ 4, 0, 5, 9, 7,12, 2,10,14, 1, 3, 8,11, 6,15,13]
[ 5,14, 7, 0, 9, 2,11, 4,13, 6,15, 8, 1,10, 3,12]
[ 6,11, 3, 7, 0,13, 5,10,14,15, 8,12, 4, 9, 1, 2]
[15, 5, 1, 3, 7,14, 6, 9,11, 8,12, 2,10, 0, 4,13]
[ 8, 6, 4, 1, 3,11,15, 0, 5,12, 2,13, 9, 7,10,14]
[12,15,10, 4, 1, 5, 8, 7, 6, 2,13,14, 0, 3, 9,11]
[11,14,15,12, 5, 8, 7, 9,11,13,14,15, 6, 7, 9, 8]
[ 7, 6, 8,13,11, 9, 7,15, 7,12,15, 9,11, 7,13,12]
[11,13, 6, 7,14, 9,13,15,14, 8,13, 6, 5,12, 7, 5]
[11,12,14,15,14,15, 9, 8, 9,14, 5, 6, 8, 6, 5,12]
[ 9,15, 5,11, 6, 8,13,12, 5,12,13,14,11, 8, 5, 6]
[ 8, 9, 9,11,13,15,15, 5, 7, 7, 8,11,14,14,12, 6]
[ 9,13,15, 7,12, 8, 9,11, 7, 7,12, 7, 6,15,13,11]
[ 9, 7,15,11, 8, 6, 6,14,12,13, 5,14,13,13, 7, 5]
[15, 5, 8,11,14,14, 6,14, 6, 9,12, 9,12, 5,15, 8]
[ 8, 5,12, 9,12, 5,14, 6, 8,13, 6, 5,15,13,11,11]

Table 9.9: RIPEMD-160 word-access orders and rotate counts (cf. Algorithm 9.55).

9.4.3 Hash functions based on modular arithmetic
The basic idea of hash functions based on modular arithmetic is to construct an iterated
hash function using mod ù arithmetic as the basis of a compression function. Two motivating factors are re-use of existing software or hardware (in public-key systems) for modular arithmetic, and scalability to match required security levels. Significant disadvantages,
however, include speed (e.g., relative to the customized hash functions of ú 9.4.2), and an
embarrassing history of insecure proposals.
MASH
MASH-1 (Modular Arithmetic Secure Hash, algorithm 1) is a hash function based on modular arithmetic. It has been proposed for inclusion in a draft ISO/IEC standard. MASH-1
involves use of an RSA-like modulus ù , whose bitlength affects the security. ù should
be difficult to factor, and for ù of unknown factorization, the security is based in part on
the difficulty of extracting modular roots ( ú 3.5.2). The bitlength of ù also determines the
blocksize for processing messages, and the size of the hash-result (e.g., a 1025-bit modulus
yields a 1024-bit hash-result). As a recent proposal, its security remains open to question
(page 381). Techniques for reducing the size of the final hash-result have also been proposed, but their security is again undetermined as yet.
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9.56 Algorithm MASH-1 (version of Nov. 1995)
INPUT: data û of bitlength üTýVþÿ
.
OUTPUT: -bit hash of û ( is approximately the bitlength of the modulus









 ).
 of bitlength

1. System setup and constant definitions. Fix an RSA-like modulus
, where and are randomly chosen secret primes such that the factorization of
is intractable. Define the bitlength of the hash-result to be the largest multiple
Tÿ
jü is defined as an IV, and an of 16 less than (i.e.,
).
bit integer constant
0xf0 0. “ ” denotes bitwise inclusive-OR; “ ” denotes
bitwise exclusive-OR.
2. Padding, blocking, and MD-strengthening. Pad û with 0-bits, if necessary, to obtain
a string of bitlength
for the smallest possible
. Divide the padded text into
(
)-bit blocks û
containing the (
)-bit
Bû , and append a final block û
representation of þ .
3. Expansion. Expand each û to an -bit block by partitioning it into (4-bit) nibbles
and inserting four 1-bits preceding each, except for
wherein the inserted nibble
is 1010 (not 1111).
, map two -bit inputs (
, )
4. Compression function processing. For aý ·ý
to one -bit output as follows:
.
Here
denotes keeping the rightmost bits of the -bit result to its left.
.
5. Completion. The hash is the -bit block
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 032,
MASH-2 is defined as per MASH-1 with the exponent L>M used for squaring in the
compression function processing stage (step 4) replaced with LNO)9P .


9.5 Keyed hash functions (MACs)
Keyed hash functions whose specific purpose is message authentication are called message
authentication code (MAC) algorithms. Compared to the large number of MDC algorithms,
prior to 1995 relatively few MAC algorithms had been proposed, presumably because the
original proposals, which were widely adopted in practice, were adequate. Many of these
are for historical reasons block-cipher based. Those with relatively short MAC bitlengths
(e.g., 32-bits for MAA) or short keys (e.g., 56 bits for MACs based on DES-CBC) may still
offer adequate security, depending on the computational resources available to adversaries,
and the particular environment of application.
Many iterated MACs can be described as iterated hash functions (see Figure 9.2, and
equation (9.1) on page 333). In this case, the MAC key is generally part of the output transformation ; it may also be an input to the compression function in the first iteration, and
be involved in the compression function at every stage.
Fact 9.57 is a general result giving an upper bound on the security of MACs.

Q

R

S



9.57 Fact (birthday attack on MACs) Let be a MAC algorithm based on an iterated compression function, which has bits of internal chaining variable, and is deterministic (i.e.,
the -bit result is fully determined by the message). Then MAC forgery is possible using
known text-MAC pairs plus a number of chosen text-MAC pairs which (depending on ) is between and about
.

T ?   @  B
S



 ;WV

U
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9.5.1 MACs based on block ciphers
CBC-based MACs
The most commonly used MAC algorithm based on a block cipher makes use of cipherblock-chaining ( 7.2.2(ii)). When DES is used as the block cipher ,
in what follows, and the MAC key is a 56-bit DES key.

Z

[ \8]_^`

9.58 Algorithm CBC-MAC

a

b for [ .
[
1. Padding and blocking. Pad a if necessary (e.g., using Algorithm 9.30). Divide the
padded text into \ -bit blocks denoted a-cdeee1d3a1f .
2. CBC processing. Letting ['g denote encryption using [ with key b , compute the
block h f as follows: h cji [ gHk a cml ; hon i [ gHk hon<p cq an l , rtsvuwsyx . (This is
standard cipher-block-chaining, z1{_]| , discarding ciphertext blocks }~n-]_hon .)
 b,
3. Optional process to increase strength of MAC. Using a second secret key b+j]
pc
optionally compute: hf  i [ g+ k h fl , h f)i [ gHk h f  l . (This amounts to using twokey triple-encryption on the last block; see Remark 9.59.)
4. Completion. The MAC is the \ -bit block h f .
1

1

\

[

a \

INPUT: data ; specification of block cipher ; secret MAC key
OUTPUT: -bit MAC on ( is the blocklength of ).





 









  
 

optional




 c





-


Figure 9.6: CBC-based MAC algorithm.

For CBC-MAC with

\]^$`]

, Fact 9.57 applies with

] .

9.59 Remark (CBC-MAC strengthening) The optional process reduces the threat of exhaustive key search, and prevents chosen-text existential forgery (Example 9.62), without impacting the efficiency of the intermediate stages as would using two-key triple-encryption
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1

throughout. Alternatives to combat such forgery include prepending the input with a length
block before the MAC computation; or using key to encrypt the length yielding
, before using
as the key to MAC the message.

' 

 

¡

9.60 Remark (truncated MAC outputs) Exhaustive attack may, depending on the unicity distance of the MAC, be precluded (information-theoretically) by using less than bits of the
final output as the -bit MAC. (This must be traded off against an increase in the proba.) For
and
DES, an exhaustive
bility of randomly guessing the MAC:
attack reduces the key space to about
possibilities. However, even for
, a second
text-MAC pair almost certainly determines a unique MAC key.
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9.61 Remark (CBC-MAC IV) While a random IV in CBC encryption serves to prevent a codebook attack on the first ciphertext block, this is not a concern in a MAC algorithm.



9.62 Example (existential forgery of CBC-MAC) While CBC-MAC is secure for messages of
a fixed number of blocks, additional measures (beyond simply adding a trailing lengthblock) are required if variable length messages are allowed, otherwise (adaptive chosentext) existential forgery is possible as follows. Assume
is an -bit block, and let
denote the -bit binary representation of . Let
be a known text-MAC pair, and
request the MAC
for the one-block message
; then
is also the MAC for the 2-block message
. As a less trivial example, given two
known text-MAC pairs
,
for one-block messages
, and requesting the MAC
on a chosen 2-block third message
for a third text-MAC pair
, then
,
, and the MAC for the new 2-block
message
is known – it is
also. Moreover, MD-strengthening
(Algorithm 9.26) does not address the problem: assume padding by Algorithm 9.29, replace the third message above by the 3-block message
, note

°J±
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and ´ÇÆ is also the MAC for the new 3-block message Á ® ·¿·¸°ÄÅH·¿·¿º ² À º  À ½ .
Ê
©
©
¡

±

9.63 Example (RIPE-MAC) RIPE-MAC is a variant of CBC-MAC. Two versions RIPEMAC1 and RIPE-MAC3, both producing 64-bit MACs, differ in their internal encryption
function E being either single DES or two-key triple-DES, respectively, requiring a 56or 112-bit key (cf. Remark 9.59). Differences from Algorithm 9.58 are as follows: the
compression function uses a non-invertible chaining best described as CBC with data feedforward:
; after padding using Algorithm 9.30, a final 64-bit
length-block (giving bitlength of original input) is appended; the optional process of Algorithm 9.58 is mandatory with final output block encrypted using key derived by coma 56-bit DES key with parity bits
plementing alternating nibbles of : for
,
0xf0f0f0f0f0f0f0f0.

Ë

º ¯Ì ' ¶¤ º ¯ £ ² À ® ¯ À ® ¯
Ë ËÍÎËÏÑÐÐÐËÒÆ
Ë6ÓË ²ÕÔ ÐÐÐmËÒÆ Ë  Ë À

Ë

Ê

9.5.2 Constructing MACs from MDCs

Ë

A common suggestion is to construct a MAC algorithm from an MDC algorithm, by simply
including a secret key as part of the MDC input. A concern with this approach is that
implicit but unverified assumptions are often made about the properties that MDCs have;
in particular, while most MDCs are designed to provide one-wayness or collision resistance,
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the requirements of a MAC algorithm differ (Definition 9.7). Even in the case that a oneway hash function precludes recovery of a secret key used as a partial message input (cf.
partial-preimage resistance, page 331), this does not guarantee the infeasibility of producing
MACs for new inputs. The following examples suggest that construction of a MAC from
a hash function requires careful analysis.

Þ

ß

ØCÙØ-Ú3ØÛÑÜÜÜ<Ø1Ý

à
á
ÙÎâ1ãäàoåæÙßçàoå<è/Úmä¼Øå@é Þ Õç ØéÙ
Þ
ê
Ø ë Ù Þ çêíì¸ì Øîé Þ
Ø
ëñð>Ù çêíì¿ì Ø-ì¸ì ïé ßçëñä3ï1é
ë
ò
Ø

9.64 Example (secret prefix method) Consider a message
and an iterated MDC
with compression function , with definition:
;
. (1) Suppose one attempts to use as a MAC algorithm by prepending a secret key ,
so that the proposed MAC on is
. Then, extending the message by an
arbitrary single block , one may deduce
as
without knowing
the secret key (the original MAC
serves as chaining variable). This is true even for
hash functions whose preprocessing pads inputs with length indicators (e.g., MD5); in this
case, the padding/length-block for the original message would appear as part of the
extended message,
, but a forged MAC on the latter may nonetheless be deduced. (2)
For similar reasons, it is insecure to use an MDC to construct a MAC algorithm by using the
secret MAC key as IV. If comprises the entire first block, then for efficiency
may be precomputed, illustrating that an adversary need only find a (not necessarily )
such that
; this is equivalent to using a secret IV.
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9.65 Example (secret suffix method) An alternative proposal is to use a secret key as a suffix,
i.e., the -bit MAC on is
. In this case, a birthday attack applies ( 9.7.1).
An adversary free to choose the message (or a prefix thereof) may, in O(
) operations,
find a pair of messages
for which
. (This can be done off-line, and does
not require knowledge of ; the assumption here is that is the size of both the chaining
variable and the final output.) Obtaining a MAC
on by legitimate means then allows
an adversary to produce a correct text-MAC pair
for a new message . Note that
this method essentially hashes and then encrypts the hash-value in the final iteration; in this
weak form of MAC, the MAC-value depends only on the last chaining value, and the key
is used in only one step.

øAù+ú Û

Øüð

ô

The above examples suggest that a MAC key should be involved at both the start and
the end of MAC computations, leading to Example 9.66.
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9.66 Example (envelope method with padding) For a key and MDC , compute the MAC
on a message as:
. Here is a string used to pad to the length
of one block, to ensure that the internal computation involves at least two iterations. For
example, if is MD5 and is 128 bits, is a 384-bit pad string.

Þ

ô

Due to both a certificational attack against the MAC construction of Example 9.66 and
theoretical support for that of Example 9.67 (see page 382), the latter construction is favored.
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ê
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9.67 Example (hash-based MAC) For a key and MDC , compute the MAC on a message
as HMAC
, where , are distinct strings of sufficient
length to pad out to a full block for the compression function. The overall construction is
quite efficient despite two calls to , since the outer execution processes only (e.g., if is
MD5) a two-block input, independent of the length of .

Ø

÷

Þ

ô

Additional suggestions for achieving MAC-like functionality by combining MDCs and
encryption are discussed in 9.6.5.
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9.5.3 Customized MACs
Two algorithms designed for the specific purpose of message authentication are discussed
in this section: MAA and MD5-MAC.
Message Authenticator Algorithm (MAA)
The Message Authenticator Algorithm (MAA), dating from 1983, is a customized MAC
algorithm for 32-bit machines, involving 32-bit operations throughout. It is specified as
Algorithm 9.68 and illustrated in Figure 9.7. The main loop consists of two parallel interdependent streams of computation. Messages are processed in 4-byte blocks using 8 bytes
of chaining variable. The execution time (excluding key expansion) is proportional to message length; as a rough guideline, MAA is twice as slow as MD4.
9.68 Algorithm Message Authenticator Algorithm (MAA)


  ; secret 64-bit MAC key 
INPUT: data  of bitlength
, 
OUTPUT: 32-bit MAC on  .

   .

1. Message-independent key expansion. Expand key  to six 32-bit quantities  ,  ,  ,


,  , ("! are initial values; #!
are main loop variables; $!% are appended
to the message) as follows.
1.1 First replace any bytes 0x00 or 0xff in  as follows. &(') ; for * from 1 to 8

(&+'
& ; if  *,# 0x00 or 0xff then (&'-&/.0 ;  *,1'- *, OR & )).
1.2 Let 2 and 3 be the first 4 bytes and last 4 bytes of  , and compute:4
687:9
687?9@
-'-254 (mod
<;8=>254 (mod
;
 6D7E9
687:9@
7
 6D7?9@
('A 3CB (mod
<;F=>3GB (mod
;H%IJK.L&>; (mod
)
 6D7?9
 6D7?9@
('-25 (mod
;F=>25 (mod
;

687?9
687?9@
'-3NM (mod
<;F=>3"M (mod
;
 6D7?9
 6D7?9@
O'P2RQ (mod
;F=>2RQ (mod
;
 687 9
 687 9@
S'-3CT (mod
<;F=>3GT (mod
;

1.3 Process the 3 resulting pairs IU"!V; , IDW!
; , ID$! ; to remove any bytes 0x00,
0xff as for  earlier. Define the AND-OR constants: XY 0x02040801, Z[
0x00804021, \] 0xbfef7fdf, ^_ 0x7dfefbff.
2. Initialization and preprocessing. Initialize the rotating vector: `a'- , and the chaining variables: bdce'f , b 7 'g . Append the key-derived blocks  , to  , and
let  ch  hi denote the resulting augmented segment of 32-bit blocks. (The final 2
blocks of the segment thus involve key-derived secrets.)
3. Block processing. Process each 32-bit block hj (for * from 1 to k ) as follows.

`l'-Im`a'nop;D!/q+'-Im`$=
;
k c 'rI8b c =  j ;ts c IDIJIDb 7 =  j ;h.0qV;vuxw0X?;vy?z:{]\>;
k 7 'rI8b 7 =  j ;ts 7 IDIJIDb c =  j ;h.0qV;vuxw0Z ;vy?z:{]^d;
b c '|k c , b 7 '|k 7
687 9

where s j denotes special multiplication mod
* as noted above (*d} or );
687
“+” is addition mod
; and “'n1 ” denotes rotation left one bit. (Each combined
AND-OR operation on a 32-bit quantity sets 4 bits to 1, and 4 to 0, precluding 0multipliers.)
4. Completion. The resulting MAC is: b~+b c =>b 7 .


In ISO 8731-2, a well-defined but unconventional definition of multiplication mod %h  is specified, producing 32-bit results which in some cases are %WG or %WG ; for this reason, specifying e.g.,  here may
be ambiguous; the standard should be consulted for exact details.
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Figure 9.7: The Message Authenticator Algorithm (MAA).

Since the relatively complex key expansion stage is independent of the message, a onetime computation suffices for a fixed key. The mixing of various operations (arithmetic mod
ºa»½¼¿¾ÁÀ
·¸ e¹@º
·
, for
and ; XOR; and nonlinear AND-OR computations) is intended to
strengthen the algorithm against arithmetic cryptanalytic attacks.
MD5-MAC
A more conservative approach (cf. Example 9.66) to building a MAC from an MDC is to
arrange that the MAC compression function itself depend on Â , implying the secret key be
involved in all intervening iterations; this provides additional protection in the case that
weaknesses of the underlying hash function become known. Algorithm 9.69 is such a technique, constructed using MD5. It provides performance close to that of MD5 (5-20% slower
in software).
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9.69 Algorithm MD5-MAC
INPUT: bitstring Ã of arbitrary bitlength ÄÆÅ Ç ; key È of bitlength ÉËÊÌÍ .
OUTPUT: ÎÏ -bit MAC-value of Ã .
MD5-MAC is obtained from MD5 (Algorithm 9.51) by the following changes.
1. Constants. The constants Ð#Ñ and ÒÓÑ are as defined in Example 9.70.
2. Key expansion.
(a) If È is shorter than 128 bits, concatenate È to itself a sufficient number of times,
and redefine È to be the leftmost 128 bits.
(b) Let MD5 denote MD5 with both padding and appended length omitted. Expand
È into three 16-byte subkeys ÔVÕ , ÔCÖ , and Ôx× as follows: for Ø from Ç to 2,
Ô ÑÙ MD5Ú8ÈVÛÜÐ Ñ Û5ÈoÝ .
(c) Partition each of ÔVÕ and ÔÞÖ into four 32-bit substrings Ô ßà Ø,á , Ç ÉâØÉËã .
3. ÔxÕ replaces the four 32-bit ähå ’s of MD5 (i.e., æ¿ÑçÔxÕ5à Ø,á ).
4. ÔCÖpà Ø,á is added èéêlÌë × to each constant ìvà í§á used in Round Ø of MD5.
5. Ô × is used to construct the following 512-bit block, which is appended to the padded
input Ã subsequent to the regular padding and length block as defined by MD5:
Ôx×>ÛÜÔx×KîïÒhÕ>Û5ÔV×?îïÒðÖðÛ5Ôx×?îñÒh× .
6. The MAC-value is the leftmost 64 bits of the 128-bit output from hashing this padded
and extended input string using MD5 with the above modifications.
9.70 Example (MD5-MAC constants/test vectors) The 16-byte constants ÒÓÑ and three test vectors (Ã , MD5-MAC(Ã )) for key Èòç 00112233445566778899aabbccddeeff are
given below. (The Ò Ñ themselves are derived using MD5 on pre-defined constants.) With
subscripts in Ò Ñ taken mod 3, the 96-byte constants Ð Õ , Ð Ö , Ð × are defined:
Ð Ñ ç/Ò Ñ ÛÒ Ñôó$Ö ÛpÒ Ñ,ó× ÛpÒ Ñ ÛpÒ Ñ,ó$Ö ÛÒ Ñ,ó× .
T0:
97 ef 45 ac 29 0f 43 cd 45 7e 1b 55 1c 80 11 34
T1:
b1 77 ce 96 2e 72 8e 7c 5f 5a ab 0a 36 43 be 18
T2:
9d 21 b4 21 bc 87 b9 4d a2 9d 27 bd c7 5b d7 c3
("",
1f1ef2375cc0e0844f98e7e811a34da8)
("abc",
e8013c11f7209d1328c0caa04fd012a6)
("abcdefghijklmnopqrstuvwxyz", 9172867eb60017884c6fa8cc88ebe7c9)
õ

9.5.4 MACs for stream ciphers
Providing data origin authentication and data integrity guarantees for stream ciphers is particularly important due to the fact that bit manipulations in additive stream-ciphers may directly result in predictable modifications of the underlying plaintext (e.g., Example 9.83).
While iterated hash functions process message data a block at a time (ö 9.3.1), MACs designed for use with stream ciphers process messages either one bit or one symbol (block) at
a time, and those which may be implemented using linear feedback shift registers (LFSRs)
are desirable for reasons of efficiency.
One such MAC technique, Algorithm 9.72 below, is based on cyclic redundancy codes
(cf. Example 9.80). In this case, the polynomial division may be implemented using an
LFSR. The following definition is of use in what follows.

÷
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9.71 Definition A ùDúû%üOý hash-family þ is a collection of hash functions mapping ú -bit messages to ü -bit hash-values. A ù8úÁû%üOý hash-family is ÿ -balanced if for all messages
and all ü -bit hash-values ,
ú ù Rù ý
ýJý /ÿ , where the probability is over all randomly selected functions Cþ .

       


9.72 Algorithm CRC-based MAC

  
&(' "  & $ & .
1. Notation. Associate   !#" with the polynomial ù%$Wý 
2. Selection of MAC key.
 ù)#$ ý of degree ü . (This repre(a) Select a random binary irreducible polynomial R
sents randomly drawing a function  from a ùDúû%üOý hash-family.)
(b) Select a random ü -bit one-time key * (to be used as a one-time pad).
The secret MAC key consists of 5
 ù%#$ ý and * , both of which must be shared a priori
between the MAC originator and verifier.
3. Compute Rù ý  coef ù+Vù)$#ý-,!$/.103254 5ù%$#ýDý , the ü -bit string of coefficients from
the degree ü7698 remainder polynomial after dividing Vù%W
$ ý:,;$. by 5 ù%W$ ý .
4. The ü -bit MAC-value for is:  ù+Vý+< * .
9.73 Fact (security of CRC-based MAC) For any values ú and ü>=?8 , the hash-family resulting
 ý , and the probability of MAC
@
üOý<B ùC .
from Algorithm 9.72 is ÿ -balanced for ÿ  ùDúAN
forgery is at most ÿ .
9.74 Remark (polynomial reuse) The hash function  in Algorithm 9.72 is determined by the
irreducible polynomial Rù)$#ý . In practice, Rù%$Wý may be re-used for different messages (e.g.,
within a session), but for each message a new random key * should be used.
INPUT: ú -bit message ; shared key (see below) between MAC source and verifier.
OUTPUT: ü -bit MAC-value on (e.g., ü
).

9.6 Data integrity and message authentication
This section considers the use of hash functions for data integrity and message authentication. Following preliminary subsections, respectively, providing background definitions
and distinguishing non-malicious from malicious threats to data integrity, three subsequent
subsections consider three basic approaches to providing data integrity using hash functions, as summarized in Figure 9.8.

9.6.1 Background and definitions
This subsection discusses data integrity, data origin authentication (message authentication), and transaction authentication.
Assurances are typically required both that data actually came from its reputed source
(data origin authentication), and that its state is unaltered (data integrity). These issues cannot be separated – data which has been altered effectively has a new source; and if a source
cannot be determined, then the question of alteration cannot be settled (without reference
to a source). Integrity mechanisms thus implicitly provide data origin authentication, and
vice versa.
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Figure 9.8: Three methods for providing data integrity using hash functions. The second method provides
encipherment simultaneously.
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(i) Data integrity
9.75 Definition Data integrity is the property whereby data has not been altered in an unauthorized manner since the time it was created, transmitted, or stored by an authorized source.
Verification of data integrity requires that only a subset of all candidate data items satisfies particular criteria distinguishing the acceptable from the unacceptable. Criteria allowing recognizability of data integrity include appropriate redundancy or expectation with
respect to format. Cryptographic techniques for data integrity rely on either secret information or authentic channels ( 9.6.4).
The specific focus of data integrity is on the bitwise composition of data (cf. transaction authentication below). Operations which invalidate integrity include: insertion of bits,
including entirely new data items from fraudulent sources; deletion of bits (short of deleting
entire data items); re-ordering of bits or groups of bits; inversion or substitution of bits; and
any combination of these, such as message splicing (re-use of proper substrings to construct
new or altered data items). Data integrity includes the notion that data items are complete.
For items split into multiple blocks, the above alterations apply analogously with blocks
envisioned as substrings of a contiguous data string.

F

(ii) Data origin authentication (message authentication)
9.76 Definition Data origin authentication is a type of authentication whereby a party is corroborated as the (original) source of specified data created at some (typically unspecified)
time in the past.
By definition, data origin authentication includes data integrity.
9.77 Definition Message authentication is a term used analogously with data origin authentication. It provides data origin authentication with respect to the original message source
(and data integrity, but no uniqueness and timeliness guarantees).
Methods for providing data origin authentication include the following:
1. message authentication codes (MACs)
2. digital signature schemes
3. appending (prior to encryption) a secret authenticator value to encrypted text.
Data origin authentication mechanisms based on shared secret keys (e.g., MACs) do not
allow a distinction to be made between the parties sharing the key, and thus (as opposed to
digital signatures) do not provide non-repudiation of data origin – either party can equally
originate a message using the shared key. If resolution of subsequent disputes is a potential
requirement, either an on-line trusted third party in a notary role, or asymmetric techniques
(see Chapter 11) may be used.
While MACs and digital signatures may be used to establish that data was generated by
a specified party at some time in the past, they provide no inherent uniqueness or timeliness
guarantees. These techniques alone thus cannot detect message re-use or replay, which is
necessary in environments where messages may have renewed effect on second or subsequent use. Such message authentication techniques may, however, be augmented to provide
these guarantees, as next discussed.

G

H

Such a sealed authenticator (cf. a MAC, sometimes called an appended authenticator) is used along with an
encryption method which provides error extension. While this resembles the technique of using encryption and
an MDC ( 9.6.5), whereas the MDC is a (known) function of the plaintext, a sealed authenticator is itself secret.

I

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

362

Ch. 9 Hash Functions and Data Integrity

(iii) Transaction authentication
9.78 Definition Transaction authentication denotes message authentication augmented to additionally provide uniqueness and timeliness guarantees on data (thus preventing undetectable message replay).
The uniqueness and timeliness guarantees of Definition 9.78 are typically provided
by appropriate use of time-variant parameters (TVPs). These include random numbers in
challenge-response protocols, sequence numbers, and timestamps as discussed in 10.3.1.
This may be viewed as a combination of message authentication and entity authentication
(Definition 10.1). Loosely speaking,

J

message authentication + TVP = transaction authentication.
As a simple example, sequence numbers included within the data of messages authenticated by a MAC or digital signature algorithm allow replay detection (see Remark 9.79),
and thus provide transaction authentication.
As a second example, for exchanges between two parties involving two or more messages, transaction authentication on each of the second and subsequent messages may be
provided by including in the message data covered by a MAC a random number sent by the
other party in the previous message. This chaining of messages through random numbers
prevents message replay, since any MAC values in replayed messages would be incorrect
(due to disagreement between the random number in the replayed message, and the most
recent random number of the verifier).
Table 9.10 summarizes the properties of these and other types of authentication. Authentication in the broadest sense encompasses not only data integrity and data origin authentication, but also protection from all active attacks including fraudulent representation
and message replay. In contrast, encryption provides protection only from passive attacks.
Property
L K Type
of authentication

message authentication
transaction authentication
entity authentication
key authentication

identification
of source
yes
yes
yes
yes

data
integrity
yes
yes
—
yes

timeliness or
uniqueness
—
yes
yes
desirable

defined
in
9.6.1
9.6.1
10.1.1
12.2.1

J

J

J
J

Table 9.10: Properties of various types of authentication.

9.79 Remark (sequence numbers and authentication) Sequence numbers may provide uniqueness, but not (real-time) timeliness, and thus are more appropriate to detect message replay
than for entity authentication. Sequence numbers may also be used to detect the deletion of
entire messages; they thus allow data integrity to be checked over an ongoing sequence of
messages, in addition to individual messages.

9.6.2 Non-malicious vs. malicious threats to data integrity
The techniques required to provide data integrity on noisy channels differ substantially from
those required on channels subject to manipulation by adversaries.
Checksums provide protection against accidental or non-malicious errors on channels
which are subject to transmission errors. The protection is non-cryptographic, in the sense
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that neither secret keys nor secured channels are used. Checksums generalize the idea of
a parity bit by appending a (small) constant amount of message-specific redundancy. Both
the data and the checksum are transmitted to a receiver, at which point the same redundancy
computation is carried out on the received data and compared to the received checksum.
Checksums can be used either for error detection or in association with higher-level errorrecovery strategies (e.g., protocols involving acknowledgements and retransmission upon
failure). Trivial examples include an arithmetic checksum (compute the running 32-bit sum
of all 32-bit data words, discarding high-order carries), and a simple XOR (XOR all 32bit words in a data string). Error-correcting codes go one step further than error-detecting
codes, offering the capability to actually correct a limited number of errors without retransmission; this is sometimes called forward error correction.

O

O

9.80 Example (CRCs) Cyclic redundancy codes or CRCs are commonly used checksums. A
-bit CRC algorithm maps arbitrary length inputs into -bit imprints, and provides significantly better error-detection capability than -bit arithmetic checksums. The algorithm
-bit vector represented as a binary polynomial; for
is based on a carefully chosen
, a commonly used polynomial (CRC-16) is
. A -bit data
input is represented as a binary polynomial
of degree
, and the CRC-value corresponding to
is the 16-bit string represented by the polynomial remainder
when
is divided by
; polynomial remaindering is analogous to computing integer
remainders by long division. For all messages
with
, CRC-16 can detect
all errors that consist of only a single bit, two bits, three bits, or any odd number of bits, all
burst errors of bitlength 16 or less, 99.997% (
) of 17-bit burst errors, and 99.998%
(
) of all bursts 18 bits or longer. (A burst error of bitlength is any bitstring of exactly bits beginning and ending with a .) Analogous to the integer case, other data strings
yielding the same remainder as
can be trivially found by adding multiples of the
divisor
to
, or inserting extra blocks representing a multiple of
. CRCs thus
do not provide one-wayness as required for MDCs; in fact, CRCs are a class of linear (error
correcting) codes, with one-wayness comparable to an XOR-sum.
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While of use for detection of random errors, -bit checksums are not of cryptographic
use, because typically a data string checksumming to any target value can be easily created.
One method is to simply insert or append to any data string of choice a -bit correctingblock which has the effect of correcting the overall checksum to the desired value. For
example, for the trivial XOR checksum, if the target checksum is , insert as block the
XOR of and the XOR of all other blocks.
In contrast to checksums, data integrity mechanisms based on (cryptographic) hash
functions are specifically designed to preclude undetectable intentional modification. The
hash-values resulting are sometimes called integrity check values (ICV), or cryptographic
check values in the case of keyed hash functions. Semantically, it should not be possible for
an adversary to take advantage of the willingness of users to associate a given hash output
with a single, specific input, despite the fact that each such output typically corresponds to
a large set of inputs. Hash functions should exhibit no predictable relationships or correlations between inputs and outputs, as these may allow adversaries to orchestrate unintended
associations.
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A modification is typically used in practice (e.g., complementing
) to address the combination of an input
and a “stuck-at-zero” communications fault yielding a successful CRC check.
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9.6.3 Data integrity using a MAC alone
Message Authentication Codes (MACs) as discussed earlier are designed specifically for
applications where data integrity (but not necessarily privacy) is required. The originator
of a message computes a MAC
over the message using a secret MAC key shared
with the intended recipient, and sends both (effectively
). The recipient determines by some means (e.g., a plaintext identifier field) the claimed source identity, separates the received MAC from the received data, independently computes a MAC over this
data using the shared MAC key, and compares the computed MAC to the received MAC.
The recipient interprets the agreement of these values to mean the data is authentic and has
integrity – that is, it originated from the other party which knows the shared key, and has
not been altered in transit. This corresponds to Figure 9.8(a).



r%:

1#5):



9.6.4 Data integrity using an MDC and an authentic channel
The use of a secret key is not essential in order to provide data integrity. It may be eliminated
by hashing a message and protecting the authenticity of the hash via an authentic (but not
necessarily private) channel. The originator computes a hash-code using an MDC over the
message data, transmits the data to a recipient over an unsecured channel, and transmits the
hash-code over an independent channel known to provide data origin authentication. Such
authentic channels may include telephone (authenticity through voice recognition), any data
medium (e.g., floppy disk, piece of paper) stored in a trusted place (e.g., locked safe), or
publication over any difficult-to-forge public medium (e.g., daily newspaper). The recipient
independently hashes the received data, and compares the hash-code to that received. If
these values agree, the recipient accepts the data as having integrity. This corresponds to
Figure 9.8(c).
Example applications include virus protection of software, and distribution of software
or public keys via untrusted networks. For virus checking of computer source or object
code, this technique is preferable to one resulting in encrypted text. A common example
of combining an MDC with an authentic channel to provide data integrity is digital signature schemes such as RSA, which typically involve the use of MDCs, with the asymmetric
signature providing the authentic channel.

9.6.5 Data integrity combined with encryption
Whereas digital signatures provide assurances regarding both integrity and authentication,
in general, encryption alone provides neither. This issue is first examined, and then the
question of how hash functions may be employed in conjunction with encryption to provide data integrity.
(i) Encryption alone does not guarantee data integrity
A common misconception is that encryption provides data origin authentication and data
integrity, under the argument that if a message is decrypted with a key shared only with
party , and if the decrypted message is meaningful, then it must have originated from .
Here “meaningful” means the message contains sufficient redundancy or meets some other
a priori expectation. While the intuition is that an attacker must know the secret key in
order to manipulate messages, this is not always true. In some cases he may be able to
choose the plaintext message, while in other cases he may be able to effectively manipulate
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plaintext despite not being able to control its specific content. The extent to which encrypted
messages can be manipulated undetectably depends on many factors, as illustrated by the
following examples.



9.81 Example (re-ordering ECB blocks) The ciphertext blocks of any block cipher used only
in ECB mode are subject to re-ordering.
9.82 Example (encryption of random data) If the plaintext corresponding to a given ciphertext contains no redundancy (e.g., a random key), then all attempted decryptions thereof are
meaningful, and data integrity cannot be verified. Thus, some form of redundancy is always
required to allow verification of integrity; moreover, to facilitate verification in practice, explicit redundancy verifiable by automated means is required.



9.83 Example (bit manipulations in additive stream ciphers) Despite the fact that the one-time
pad offers unconditional secrecy, an attacker can change any single bit of plaintext by modifying the corresponding bit of ciphertext. For known-plaintext attacks, this allows an attacker to substitute selected segments of plaintext by plaintext of his own choosing. An
example target bit is the high-order bit in a numeric field known to represent a dollar value.
Similar comments apply to any additive stream cipher, including the OFB mode of any
block cipher.



9.84 Example (bit manipulation in DES ciphertext blocks) Several standard modes of operation for any block cipher are subject to selective bit manipulation. Modifying the last ciphertext block in a CFB chain is undetectable. A ciphertext block in CFB mode which yields
random noise upon decryption is an indication of possible selective bit-manipulation of the
preceding ciphertext block. A ciphertext block in CBC mode which yields random noise
upon decryption is an indication of possible selective bit-manipulation of the following ciphertext block. For further discussion regarding error extension in standard modes of operation, see 7.2.2.





(ii) Data integrity using encryption and an MDC
If both confidentiality and integrity are required, then the following data integrity technique
employing an -bit MDC may be used. The originator of a message computes a hash
value
over the message, appends it to the data, and encrypts the augmented
message using a symmetric encryption algorithm with shared key , producing ciphertext


^%:

g5):+g ^%: 



 \#5%r ^%- 





(9.2)

(Note that this differs subtlely from enciphering the message and the hash separately as
, which e.g. using CBC requires two IVs.) This is transmitted to a recipient, who determines (e.g., by a plaintext identifier field) which key to use for decryption,
and separates the recovered data from the recovered hash . The recipient then independently computes the hash
of the received data , and compares this to the recovered
hash . If these agree, the recovered data is accepted as both being authentic and having
integrity. This corresponds to Figure 9.8(b).
The intention is that the encryption protects the appended hash, and that it be infeasible for an attacker without the encryption key to alter the message without disrupting the
correspondence between the decrypted plaintext and the recovered MDC. The properties
required of the MDC here may be notably weaker, in general, than for an MDC used in conjunction with, say, digital signatures. Here the requirement, effectively a joint condition on
the MDC and encryption algorithm, is that it not be feasible for an adversary to manipulate
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or create new ciphertext blocks so as to produce a new ciphertext
which upon decryption will yield plaintext blocks having the same MDC as that recovered, with probability
significantly greater than 1 in
.

¦¨§

9.85 Remark (separation of integrity and privacy) While this approach appears to separate privacy and data integrity from a functional viewpoint, the two are not independent with respect to security. The security of the integrity mechanism is, at most, that of the encryption
algorithm regardless of the strength of the MDC (consider exhaustive search of the encryption key). Thought should, therefore, be given to the relative strengths of the components.
9.86 Remark (vulnerability to known-plaintext attack) In environments where known-plaintext attacks are possible, the technique of equation (9.2) should not be used in conjunction
with additive stream ciphers unless additional integrity techniques are used. In this scenario, an attacker can recover the key stream, then make plaintext changes, recompute a
new MDC, and re-encrypt the modified message. Note this attack compromises the manner in which the MDC is used, rather than the MDC or encryption algorithm directly.

©

ª^«%©:¬

If confidentiality is not essential other than to support the requirement of integrity, an
apparent option is to encrypt only either the message or the MDC
. Neither approach
is common, for reasons including Remark 9.85, and the general undesirability to utilize encryption primitives in systems requiring only integrity or authentication services. The following further comments apply:

«%©A¯®g°5«+ª±«)©:¬ ¬¬

1. encrypting the hash-code only:
Applying the key to the hash-value only (cf. Example 9.65) results in a property (typiwith collidcal for public-key signatures but) atypical for MACs: pairs of inputs
ing outputs (MAC-values here) can be verifiably pre-determined without knowledge
of . Thus must be collision-resistant. Other issues include: pairs of inputs having
the same MAC-value under one key also do under other keys; if the blocklength of
the cipher
is less than the bitlength of the hash-value, splitting the latter across
encryption blocks may weaken security; must be reserved exclusively for this integrity function (otherwise chosen-text attacks on encryption allow selective MAC
forgery); and
must not be an additive stream cipher (see Remark 9.86).
2. encrypting the plaintext only:
This offers little computational savings over encrypting both message and hash (except for very short messages) and, as above,
must be collision-resistant and thus
twice the typical MAC bitlength. Correct guesses of the plaintext may be confirmed
(candidate values for can be checked by comparing
to
).
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(iii) Data integrity using encryption and a MAC
It is sometimes suggested to use a MAC rather than the MDC in the mechanism of equation (9.2) on page 365. In this case, a MAC algorithm
replaces the MDC , and rather
than
, the message sent is

£\·?® ° «%©¹¸¸ ª^«%©-¬ ¬

ª °¶µ
£ ¤ ·\® ° «%©¸¸rª ° µ%«)©:¬¬

ª

(9.3)

The use of a MAC here offers the advantage (over an MDC) that should the encryption algorithm be defeated, the MAC still provides integrity. A drawback is the requirement of
managing both an encryption key and a MAC key. Care must be exercised to ensure that
dependencies between the MAC and encryption algorithms do not lead to security weaknesses, and as a general recommendation these algorithms should be independent (see Example 9.88).
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9.87 Remark (precluding exhaustive MAC search) Encryption of the MAC-value in equation
(9.3) precludes an exhaustive key search attack on the MAC key.
Two alternatives here include encrypting the plaintext first and then computing a MAC
over the ciphertext, and encrypting the message and MAC separately. These are discussed
in turn.
1. computing a MAC over the ciphertext:
.
This allows message authentication without knowledge of the plaintext (or ciphertext key). However, as the message authentication is on the ciphertext rather than the
plaintext directly, there are no guarantees that the party creating the MAC knew the
plaintext . The recipient, therefore, must be careful about conclusions drawn – for
example, if
is public-key encryption, the originator of may be independent of
the party sharing the key with the recipient.
.
2. separate encryption and MAC:
This alternative requires that neither the encryption nor the MAC algorithm compromises the objectives of the other. In particular, in this case an additional requirement
on the algorithm is that the MAC on must not compromise the confidentiality of
(cf. Definition 9.7). Keys
should also be independent here, e.g., to preclude exhaustive search on the weaker algorithm compromising the other (cf. Example 9.88). If and are not independent, exhaustive key search is theoretically
possible even without known plaintext.
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(iv) Data integrity using encryption – examples
9.88 Example (improper combination of CBC-MAC and CBC encryption) Consider using the
being CBC-encryption with key and
data integrity mechanism of equation (9.3) with
initialization vector
,
being CBC-MAC with and
, and
,
.
The data
can then be processed in a single CBC pass, since the CBC-MAC
is equal to the last ciphertext block
, and the last data block is
,
yielding final ciphertext block
. The encrypted MAC is thus
independent of both plaintext and ciphertext, rendering the integrity mechanism completely
insecure. Care should thus be taken in combining a MAC with an encryption scheme. In
general, it is recommended that distinct (and ideally, independent) keys be used. In some
cases, one key may be derived from the other by a simple technique; a common suggestion for DES keys is complementation of every other nibble. However, arguments favoring
independent keys include the danger of encryption algorithm weaknesses compromising
authentication (or vice-versa), and differences between authentication and encryption keys
with respect to key management life cycle. See also Remark 13.32.
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An efficiency drawback in using distinct keys for secrecy and integrity is the cost of two
separate passes over the data. Example 9.89 illustrates a proposed data integrity mechanism
(which appeared in a preliminary draft of U.S. Federal Standard 1026) which attempts this
by using an essentially zero-cost linear checksum; it is, however, insecure.
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9.89 Example (CBC encryption with XOR checksum – CBCC) Consider using the data integrity mechanism of equation (9.2) with
being CBC-encryption with key ,
a message of blocks, and as MDC function the simple XOR of all plaintext blocks,
=
. The quantity
which serves as MDC then becomes plaintext block
. The resulting ciphertext blocks using CBC encryption with
are
,
. In the absence of manipulation, the recovered plaintext is
. To see that this scheme is insecure as an integrity mechanism,
let denote the actual ciphertext blocks received by a recipient, resulting from possibly
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ë îìó²þô .ðî Byé ìó;construction,
for data integrity, or
÷úùèû ð é ìó²þô ññ ÿas îa checkif there
í ì ÷ ë/with
equivalently, that ÿ î
is no manipulaì
²
ó

þ
ô
tion (i.e., if éyìê î é ê , which implies ëYìê î ë/ê ). Moreover, the sum ÿ is invariant under any
permutation of the values éyìê  
(since ùèû ð éó²þô ñ appears as a term in ÿ , but éó²þô
does not, é ó²þtô must be excluded from the permutable set). Thus, any of the first ciphertext
blocks can be permuted without affecting the successful verification of the MDC. Furthermore, insertion into the ciphertext stream of any random block é twice, or any set of such

pairs, will cancel itself out in the sum ÿ , and thus also cannot be detected.
9.90 Example (CBC encryption with mod    checksum) Consider as an alternative to Exóê(òô ë ê , the sum of plaintext blocks as  -bit
ample 9.89 the simple MDC function ï^ð ë ñÒî
integers with wrap-around carry (add overflow bits back into units bit), i.e., the sum modulo
î for ciphers of blocklength 64. The sum ÿ from Example 9.89 in
this
 case ; consider

involves both XOR and addition modulo    ; both permutations of ciphertext
blocks and insertions of pairs of identical random blocks are now detected. (This technique
should not, however, be used in environments subject to chosen-plaintext attack.)

9.91 Example (PCBC encryption with mod  checksum) A non-standard, non-self-synchronizing mode of DES known as plaintext-ciphertext block chaining (PCBC) is defined as foland plaintext ë î ë ô ë!²ë ó : é ê(þô î#" ð ë ê(þô
lows, for 
ê ñ where î üý ,
ê$ -/. î)(/ð ë ê  é ê ñ for *+ , and ( a simple function suchû as (Yð ë ÷%ê  $ é ê ñ¹î ð ë ê'$', & é ê ñ mod
. A one-pass technique providing both encryption and integrity, which exploits the errorpropagation property of this mode, is as follows. Append an additional plaintext block to
provide redundancy, e.g., ë ó²þô îæü/ý (alternatively: a fixed constant or ë ô ). Encrypt all
blocks of the augmented plaintext using PCBC encryption as defined above. The quantity
é ó²þô î0" û ð ëó²þô ÷ (Yð ë/ó  é ó ññ serves as MAC. Upon decipherment of é ó²þtô , the receiver accepts the message as having integrity if the expected redundancy is evident in the recovered
block ëó²þô . (To avoid a known-plaintext attack, the function ( in PCBC should not be a
simple XOR for this integrity application.)

manipulated blocks , and let denote the plaintext recovered by the recipient by CBC
decryption with the proper IV. The MDC computed over the recovered plaintext blocks is
then

9.7 Advanced attacks on hash functions
A deeper understanding of hash function security can be obtained through consideration of
various general attack strategies. The resistance of a particular hash function to known general attacks provides a (partial) measure of security. A selection of prominent attack strategies is presented in this section, with the intention of providing an introduction sufficient to
establish that designing (good) cryptographic hash functions is not an easily mastered art.
Many other attack methods and variations exist; some are general methods, while others
rely on peculiar properties of the internal workings of specific hash functions.
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9.7.1 Birthday attacks

3

Algorithm-independent attacks are those which can be applied to any hash function, treating it as a black-box whose only significant characteristics are the output bitlength (and
MAC key bitlength for MACs), and the running time for one hash operation. It is typically assumed the hash output approximates a uniform random variable. Attacks falling
under this category include those based on hash-result bitsize (page 336); exhaustive MAC
key search (page 336); and birthday attacks on hash functions (including memoryless variations) as discussed below.
(i) Yuval’s birthday attack on hash functions
Yuval’s birthday attack was one of the first (and perhaps the most well-known) of many
cryptographic applications of the birthday paradox arising from the classical occupancy
distribution ( 2.1.5): when drawing elements randomly, with replacement, from a set of
elements, with high probability a repeated element will be encountered after O(
selections. Such attacks are among those called square-root attacks.
The relevance to hash functions is that it is easier to find collisions for a one-way hash
function than to find pre-images or second preimages of specific hash-values. As a result,
signature schemes which employ one-way hash functions may be vulnerable to Yuval’s attack outlined below. The attack is applicable to all unkeyed hash functions (cf. Fact 9.33),
with running time
varying with the bitlength of the hash-value.

5

4

6 587

9%:<;=?>A@ 7

B

9.92 Algorithm Yuval’s birthday attack

C @ B CED C
CGD HC @G HC G CED
C@G @
D
1. Generate K'LM;=?>A@ minor modifications CHG D of CED .

FI:JCHGD 7 IF :JCH@G 7 F

INPUT: legitimate message ; fraudulent message ; -bit one-way hash function .
OUTPUT: ,
resulting from minor modifications of ,
with
=
(thus a signature on
serves as a valid signature on ).
2. Hash each such modified message, and store the hash-values (grouped with corresponding message) such that they can be subsequently searched on hash-value. (This
can done in O( ) total time using conventional hashing.)
of , computing
for each and checking for
3. Generate minor modifications
matches with any above; continue until a match is found. (Each table lookup will
require constant time; a match can be expected after about candidates .)

K

CHGD

C@G C @

FN:OC@G 7

K

CH@G

C GD CHG
@

9.93 Remark (application of birthday attack) The idea of this attack can be used by a dishonest signer who provides to an unsuspecting party his signature on
and later repudiates
signing that message, claiming instead that the message signed was ; or by a dishonest
verifier, who is able to convince an unsuspecting party to sign a prepared message , and
later claim that party’s signature on . This remark generalizes to other schemes in which
the hash of a message is taken to represent the message itself.

CH@G

CGD

Regarding practicality, the collisions produced by the birthday attack are “real” (vs.
pseudo-collisions or compression function collisions), and moreover of direct practical consequence when messages are constructed to be meaningful. The latter may often be done as
follows: alter inputs via individual minor modifications which create semantically equivalent messages (e.g., substituting tab characters in text files for spaces, unprintable characters
for each other, etc.). For 128-bit hash functions, 64 such potential modification points are
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required to allow
variations. The attack then requires O
time (feasible with extreme parallelization); and while it requires space for O
messages (which is impractical), the memory requirement can be addressed as discussed below.
(ii) Memoryless variation of birthday attack
To remove the memory requirement of Algorithm 9.92, a deterministic mapping may be
used which approximates a random walk through the hash-value space. By the birthday
paradox, in a random walk through a space of
points, one expects to encounter some
point a second time (i.e., obtain a collision) after
steps, after which the walk will
repeat its previous path (and begin to cycle). General memoryless cycle-finding techniques
may then be used to find this collision. (Here memoryless means requiring negligible memory, rather than in the stochastic sense.) These include Floyd’s cycle-finding algorithm
( 3.2.2) and improvements to it.
Following Algorithm 9.92, let be a function such that
is a minor
modification, determined by the hash-value , of message (each bit of might define
whether or not to modify
at a pre-determined modification point). If
is fixed, then
essentially maps a hash-result to a message and it is convenient to write
.
Moreover, let be injective so that distinct hashes result in distinct . Then, with fixed
messages , , and using some easily distinguishable property (e.g., parity) which splits
the space of hash-values into two roughly equal-sized subsets, define a function mapping
hash-results to hash-results by:
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The memoryless collision search technique (see above) is then used to find two inputs to j
n
which map to the same output (i.e., collide). If behaves statistically as a random mapping
then, with probability rpsut , the parity will differ in _ and _vd for the colliding inputs, in
n
n SOZ e oqS/_vdxT<T . This yields a colliding
which case without loss of generality SJZ e gAS/_`T<Twa
d T of distinct messages []\ , [ X , respectively,
ayZ e oqofS/_ Algorithm
pair of variations
n [ n d\ SO[aMd ZT ,e asgAS/_`perT , the[ Xd output
such that SJ[Hd \ TEa
9.92.
X

(iii) Illustrative application to MD5
Actual application of the above generic attack to a specific hash function raises additional
technicalities. To illustrate how these may be addressed, such application is now examined,
with assumptions and choices made for exposition only. Let be an iterated hash function
processing messages in 512-bit blocks and producing 128-bit hashes (e.g., MD5, RIPEMD128). To minimize computational expense, restrict (effectively and ) in equation (9.4)
to single 512-bit blocks of , such that each iteration of involves only the compression
function on inputs one message block and the current chaining variable.
Let the legitimate message input
consist of 512-bit blocks (
, prior to MDstrengthening). Create a fraudulent message of equal bitlength. Allow to differ from
up to and including the
block, for any fixed
. Use the
block of ,
denoted (
), as a matching/replacement block, to be replaced by the 512-bit blocks
resulting from the collision search. Set all blocks in
subsequent to
identically equal
to those in ; will then differ from only in the single block
. For maximum
freedom in the construction of , choose
. Let , be the respective 128-bit
intermediate results (chaining variables) after the iterated hash operates on the first blocks
of , . Compression function maps
640-bit inputs to
-bit outputs.
Since the chaining variables depend on ,
may be defined independent of
here (cf. equation (9.4)); assume both entire blocks
may be replaced without practical
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implication. Let
denote an injective mapping from the space of 128-bit hashvalues to the space of 512-bit potential replacement blocks, defined as follows: map each
two-bit segment of to one of four 8-bit values in the replacement block . (A practical
motivation for this is that if is an ASCII message to be printed, and the four 8-bit values
are selected to represent non-printable characters, then upon printing, the resulting blocks
are all indistinguishable, leaving no evidence of adversarial manipulation.)
The collision-finding function for this specific example (corresponding to the generic
equation (9.4)) is then:
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Collisions for MD5 (and similar hash functions) can thus be found in
and without significant storage requirements.

ª%<«¬/p operations

9.7.2 Pseudo-collisions and compression function attacks

®

The exhaustive or brute force methods discussed in 9.3.4, producing preimages, 2nd-preimages, and collisions for hash functions, are always theoretically possible. They are not
considered true “attacks” unless the number of operations required is significantly less than
both the strength conjectured by the hash function designer and that of hash functions of
similar parameters with ideal strength. An attack requiring such a reduced number of operations is informally said to break the hash function, whether or not this computational effort
is feasible in practice. Any attack method which demonstrates that conjectured properties
do not hold must be taken seriously; when this occurs, one must admit the possibility of
additional weaknesses.
In addition to considering the complexity of finding (ordinary) preimages and collisions, it is common to examine the feasibility of attacks on slightly modified versions of
the hash function in question, for reasons explained below. The most common case is examination of the difficulty of finding preimages or collisions if one allows free choice of
IVs. Attacks on hash functions with unconstrained IVs dictate upper bounds on the security
of the actual algorithms. Vulnerabilities found, while not direct weaknesses in the overall
hash function, are nonetheless considered certificational weaknesses and cast suspicion on
overall security. In some cases, restricted attacks can be extended to full attacks by standard
techniques.
Table 9.11 lists the most commonly examined variations, including pseudo-collisions
– collisions allowing different IVs for the different message inputs. In contrast to preimages and collisions, pseudo-preimages and pseudo-collisions are of limited direct practical
significance.

¯

9.94 Note (alternate names for collision and preimage attacks) Alternate names for those in
Table 9.11 are as follows: preimage or 2nd-preimage target attack; pseudo-preimage
free-start target attack; collision (fixed IV) collision attack; collision (random IV)
semi-free-start collision attack; pseudo-collision free-start collision attack.

¯

¯ ¯

¯

9.95 Note (relative difficulty of attacks) Finding a collision can be no harder than finding a 2ndpreimage. Similarly, finding a pseudo-collision can be no harder than finding (two distinct)
pseudo-preimages.
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° Type of attack
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Table 9.11: Definition of preimage and collision attacks.
and
denote (potentially different)
IVs used for MDC applied to inputs and , respectively;
denotes the IV pre-specified in the
definition of ,
a pre-specified target input, and
a pre-specified target output. * Denotes
IVs or inputs which may be freely chosen by an attacker;
denotes the hash-code resulting
from applying with fixed IV
to input
. — Means not applicable.

9.96 Example (trivial collisions for random IVs) If free choice of IV is allowed, then trivial
pseudo-collisions can be found by deleting leading blocks from a target message. For example, for an iterated hash (cf. equation (9.1) on page 333),
.
Thus, for
,
yields a pseudo-collision of , independent of the strength of . (MD-strengthening as per Algorithm 9.26 precludes this.)

ÎH±Ò²§½ÓÑH¹JÎ±¼º´]ÏÔ» I¸Ñ ¹JÎ±³²Áº©´Ðf»Å½Ó¸N¹OÎH±§º©´EÏ©´Ðf» ¸N¹OÎH±§º©´EÏ©´Ð»m½ ÑH¹AÑH¹JÎ±§º©´]Ï»A¸ º´IÐpÕ »

Another common analysis technique is to consider the strength of weakened variants of
an algorithm, or attack specific subcomponents, akin to cryptanalyzing an 8-round version
of DES in place of the full 16 rounds.

Ï
·
¸ ÑH¹/Öi×ÁØ º©´×» Ö%×ÂØ Ï N¸ ¹/± ´º©´§»

Ñ

9.97 Definition An attack on the compression function of an iterated hash function is any attack
as per Table 9.11 with
replacing
– the compression function in place
of hash function , chaining variable
in place of initializing value , and a single input
block in place of the arbitrary-length message .

´H×

±

Ù ´×¾½Ú´

An attack on a compression function focuses on one fixed step of the iterative function of equation (9.1). The entire message consists of a single block
(without
MD-strengthening), and the hash output is taken to be the compression function output so
. The importance of such attacks arises from the following.

¸N¹O´¼»m½ Ö%×

9.98 Note (compression function vs. hash function attacks) Any of the six attacks of Table 9.11
which is found for the compression function of an iterated hash can be extended to a similar
attack of roughly equal complexity on the overall hash. An iterated hash function is thus
in this regard at most as strong as its compression function. (However note, for example,
an overall pseudo-collision is not always of practical concern, since most hash functions
specify a fixed IV.)

´Û½*´EÏÂ´ÐÅ¶¶¶©´Ü ´ ² ½Ó´]Ï
Ñ
´²½*´H²Ï ´ÐÅ¶¶¶Â´HÜ
¸I¹J´§» bÏ Ý

ÑH¹OÎH±§º©´H²Ï »i½

For example, consider a message
. Suppose a successful 2nd-preimage
attack on compression function yields a 2nd-preimage
such that
. Then,
is a preimage of
.
More positively, if MD-strengthening is used, the strength of an iterated hash with
respect to the attacks of Table 9.11 is the same as that of its compression function (cf.

ÑH¹JÎ±¼º´]ÏÔ»
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Fact 9.24). However, an iterated hash may certainly be weaker than its compression function (e.g., Example 9.96; Fact 9.37).
In summary, a compression function secure against preimage, 2nd-preimage, and collision (fixed IV) attacks is necessary and sometimes, but not always, sufficient for a secure
iterated hash; and security against the other (i.e., free-start) attacks of Table 9.11 is desirable, but not always necessary for a secure hash function in practice. For this reason, compression functions are analyzed in isolation, and attacks on compression functions as per
Definition 9.97 are considered. A further result motivating the study of pseudo-preimages
is the following.

â

à

ã
ä
ã ä

á

9.99 Fact (pseudo-preimages yielding preimages) If the compression function of an -bit
iterated hash function does not have ideal computational security ( ) against pseudopreimage attacks, then preimages for can be found in fewer than operations (cf. 9.3.4,
Table 9.2). This result is true even if has MD-strengthening.

ââ

å

Justification. The attack requires messages of 3 or more blocks, with 2 or more unconstrained to allow a meet-in-the-middle attack (page 374). If pseudo-preimages can be found
in operations, then
forward points and
backward points are employed
(fewer backward points are used since they are more costly). Preimages can thus be found
in
operations.
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9.7.3 Chaining attacks

à

Chaining attacks are those which are based on the iterative nature of hash functions and, in
particular, the use of chaining variables. These focus on the compression function rather
than the overall hash function , and may be further classified as below. An example for
context is first given.
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9.100 Example (chaining attack) Consider a (candidate) collision resistant iterative hash function producing a 128-bit hash-result, with a compression function taking as inputs a
512-bit message block and 128-bit chaining variable
(
) and producing output
. For a fixed 10-block message (640 bytes), consider
.
Suppose one picks any one of the 10 blocks, and wishes to replace it with another block
without affecting the hash . If behaves
likea random mapping, the number of such

512-bit blocksis
approximately
. Any efficient method for finding any

one of these
blocks distinct from the original constitutes an attack on  . The challenge

is that such blocks are a sparse subset of all possible blocks, about 1 in
.
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(i) Correcting-block chaining attacks
Using the example above for context, one could attempt to (totally) replace a message
with a new message  , such that
 , by using a single unconstrained “correcting” block in  , designated ahead of time, to be determined later such that it produces a
chaining value which results in the overall hash being equal to target value
. Such a correcting block attack can be used to find both preimages and collisions. If the unconstrained
block is the first (last) block in the message, it is called a correcting first (last) block attack. These attacks may be precluded by requiring per-block redundancy, but this results in
an undesirable bandwidth penalty. Example 9.101 illustrates a correcting first block attack.
The extension of Yuval’s birthday attack (page 369), with message alterations restricted to
the last block of candidate messages, resembles a correcting last block attack applied simultaneously to two messages, seeking a (birthday) collision rather than a fixed overall target
hash-value.

ð

ð

âIúJð¼ü?ôÓâIúJð Áü

âNúOð¼ü

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

374

Ch. 9 Hash Functions and Data Integrity

9.101 Example (correcting block attack on CBC cipher mode) The CBC mode of encryption
with non-secret key (  ; !#"%$ ) is unsuitable as an MDC algorithm,
because it fails to be one-way – the compression function is reversible when the encryption
key is known. A message " & , of unconstrained length (say ' blocks) can be constructed to
& )+*+*!* " &, be '.-0/ blocks chosen
have any specified target hash-value as follows. Let " (
freely. Set 1&,324 , then for 5 from ' to / compute 1& 246  1& $7#" & . Finally, compute
"8 296  1& $# . Then, for "&0":8 "(& *!*+* "&, , ;<="&>$.? and all but block "8 (which
will appear random) can be freely chosen by an adversary; even this minor drawback can
be partially addressed by a meet-in-the-middle strategy (see below). Analogous remarks
@
apply to the CFB mode.
(ii) Meet-in-the-middle chaining attacks
These are birthday attacks similar to Yuval’s (and which can be made essentially memoryless) but which seek collisions on intermediate results (i.e., chaining variables) rather than
the overall hash-result. When applicable, they allow (unlike Yuval’s attack) one to find a
message with a pre-specified hash-result, for either a 2nd-preimage or a collision. An attack point is identified between blocks of a candidate (fraudulent) message. Variations of
the blocks preceding and succeeding this point are generated. The variations are hashed
forward from the algorithm-specified IV (computing ABC ) "%$ as usual) and backC
ward from the target final hash-result (computing DA
>E ) "ECF$ for some >E ,
"EC , ideally for ">E chosen by the adversary), seeking a collision in the chaining variable  at the attack point. For the attack to work, the attacker must be able to efficiently
go backwards through the chain (certainly moreso than by brute force – e.g., see Example 9.102), i.e., invert the compression function in the following manner: given a value
EC , find a pair   ) " EC $ such that A  ) " EC $: EC .
9.102 Example (meet-in-the-middle attack on invertible key chaining modes) Chaining modes
which allow easily derived stage keys result in reversible compression functions unsuitable
for use in MDCs due to lack of one-wayness (cf. Example 9.101). An example of such
invertible key chaining methods is Bitzer’s scheme: GH , IJA ) "K$L
NMOBC+$ where PNQR"GSTBC+$ and S!U$ is a function mapping chaining variables
to the key space. For exposition, let S be the identity function. This compression function
is unsuitable because it falls to a meet-in-the-middle attack as outlined above. The ability
to move backwards through chaining variables, as required by such an attack, is possible
here with the chaining variable  computed from >EC as follows. Choose a fixed value
PTECV24P , compute :246WEC+$ , then choose as message block "ECV2XPYG . @
(iii) Fixed-point chaining attacks
A fixed point of a compression function is a pair BC ) "%$ such that ABC ) "%$:Z .
For such a pair of message block and chaining value, the overall hash on a message is unchanged upon insertion of an arbitrary number of identical blocks "  at the chain point at
which that chaining value arises. Such attacks are thus of concern if it can be arranged that
the chaining variable has a value for which a fixed point is known. This includes the following cases: if fixed points can be found and it can be easily arranged that the chaining
variable take on a specific value; or if for arbitrary chaining values BC , blocks "  can
be found which result in fixed-points. Fixed points allow 2nd-preimages and collisions to
be produced; their effect can be countered by inclusion of a trailing length-block (Algorithm 9.26).

[
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(iv) Differential chaining attacks
Differential cryptanalysis has proven to be a powerful tool for the cryptanalysis of not only
block ciphers but also of hash functions (including MACs). For multi-round block ciphers
this attack method examines input differences (XORs) to round functions and the corresponding output differences, searching for statistical anomalies. For hash functions, the
examination is of input differences to compression functions and the corresponding output
differences; a collision corresponds to an output difference of zero.

9.7.4 Attacks based on properties of underlying cipher
The implications of certain properties of block ciphers, which may be of no practical concern when used for encryption, must be carefully examined when such ciphers are used
to construct iterated hash functions. The general danger is that such properties may facilitate adversarial manipulation of compression function inputs so as to allow prediction or
greater control of outputs or relations between outputs of successive iterations. Included
among block cipher properties of possible concern are the following (cf. Chapter 7):
1. complementation property: ]R^`_acb=dfehgji ]k^l_ a b dfe , where d denotes bitwise
complement. This makes it trivial to find key-message pairs of block cipher inputs
whose outputs differ in a pre-determined manner. For example, for such a block cipher _ , the compression function mbnopq+r%doKe^Z_#s#t=uv%wyxztBb=doKe w do (a linear transformation of the Matyas-Meyer-Oseas function) produces the same output for do and
its bitwise complement do .
2. weak keys: _ab_a{b|d}ee~^Hd (for all d ). This property of involution of the block
cipher may allow an adversary to easily create a two-step fixed point of the compression function m in the case that message blocks d o have direct influence on the block
cipher key input (e.g., if m^_ x t bn opq e , insert 2 blocks d o containing a weak key).
The threat is similar for semi-weak keys, where _ a b_ a b=d}ee:^Rd .
3. fixed points: _ a b=dfe:^d . Block cipher fixed points may facilitate fixed-point attacks
if an adversary can control the block cipher key input. For example, for the DaviesMeyer compression function mbnoBpCq+rOdo%e^_ xt bnoBpCq+e w noBpCq , if nopq is a fixed
point of the block cipher for key d o (i.e., _ x t bn opq e ^9n opq ), then this yields a
predictable compression function output mbn oBpCq rOd o e:^ .
4. key collisions: _ a b=d}e^Z_ a b=dfe . These may allow compression function collisions.
Although they may serve as distinguishing metrics, attacks which appear purely certificational in nature should be noted separately from others; for example, fixed point attacks
appear to be of limited practical consequence.
9.103 Example
(DES-based hash functions) Consider DES as the block cipher in question (see

7.4). DES has the complementation property; has 4 weak keys and 6 pairs of semi-weak
keys (each with bit 2 equal to bit 3); each weak key has ! fixed points (thus a random
p
plaintext is a fixed point of some weak key with probability   ), as do 4 of the semiweak keys; and key collisions can be found in ! operations. The security implications of
these properties must be taken into account in the design of any DES-based hash function.
Concerns regarding both weak keys and the complementation property can be eliminated
by forcing key bits 2 and 3 to be 10 or 01 within the compression function.
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9.8 Notes and further references


9.1
The definitive reference for cryptographic hash functions, and an invaluable source for the
material in this chapter (including many otherwise unattributed results), is the comprehensive treatment of Preneel [1003, 1004]; see also the surveys of Preneel [1002] and Preneel,
Govaerts, and Vandewalle [1006]. Davies and Price [308] also provide a solid treatment
of message authentication and data integrity. An extensive treatment of conventional hashing, including historical discussion tracing origins back to IBM in 1953, is given by Knuth
[693, p.506-549]. Independent of cryptographic application, universal classes of hash functions were introduced by Carter and Wegman [234] in the late 1970s, the idea being to find
a class of hash functions such that for every pair of inputs, the probability was low that a
randomly chosen function from the class resulted in that pair colliding. Shortly thereafter,
Wegman and Carter [1234] noted the cryptographic utility of these hash functions, when
combined with secret keys, for (unconditionally secure) message authentication tag systems; they formalized this concept, earlier considered by Gilbert, MacWilliams, and Sloane
[454] (predating the concept of digital signatures) who attribute the problem to Simmons.
Simmons ([1138],[1144]; see also Chapter 10 of Stinson [1178]) independently developed
a general theory of unconditionally secure message authentication schemes and the subject

of authentication codes (see also 9.5 below).



Rabin [1022, 1023] first suggested employing a one-way hash function (constructed by using successive message blocks to key an iterated block encryption) in conjunction with a
one-time signature scheme and later in a public-key signature scheme; Rabin essentially
noted the requirements of 2nd-preimage resistance and collision resistance. Merkle [850]
explored further uses of one-way hash functions for authentication, including the idea of
tree authentication [852] for both one-time signatures and authentication of public files.
9.2
Merkle [850] (partially published as [853]) was the first to give a substantial (informal) definition of one-way hash functions in 1979, specifying the properties of preimage and 2ndpreimage resistance. Foreshadowing UOWHFs (see below), he suggested countering the
effect of Remark 9.36 by using slightly different hash functions  over time; Merkle [850,
p.16-18] also proposed a public key distribution method based on a one-way hash function
(effectively used as a one-way pseudo-permutation) and the birthday paradox, in a precursor to his “puzzle system” (see page 537). The first formal definition of a CRHF was given
in 1988 by Damgård [295] (an informal definition was later given by Merkle [855, 854];
see also [853]), who was first to explore collision resistant hash functions in a complexitytheoretic setting. Working from the idea of claw-resistant pairs of trapdoor permutations
due to Goldwasser, Micali, and Rivest [484], Damgård defined claw-resistant families of
permutations (without the trapdoor property). The term claw-resistant (originally: clawfree) originates from the pictorial representation of a functional mapping showing two distinct domain elements being mapped to the same range element under distinct functions C>
and CU (colliding at C>|}:CU| ), thereby tracing out a claw.
Goldwasser et al. [484] established that the intractability of factoring suffices for the existence of claw-resistant pairs of permutations. Damgård showed that the intractability of the
discrete logarithm problem likewise suffices. Using several reasonably efficient numbertheoretic constructions for families of claw-resistant permutations, he gave the first provably collision resistant hash functions, under such intractability assumptions (for discrete
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logarithms, the assumption required is that taking specific discrete logarithms be difficult).
Russell [1088] subsequently established that a collection of collision resistant hash functions exists if and only if there exists a collection of claw-resistant pairs of pseudo-permutations; a pseudo-permutation on a set is a function computationally indistinguishable from
a permutation (pairs of elements demonstrating non-injectivity are hard to find). It remains
open whether the existence of one-way functions suffices for the existence of collision resistant hash functions.
The definition of a one-way function (Definition 9.9) was given in the seminal paper of
Diffie and Hellman [345], along with the use of the discrete exponential function modulo
a prime as a candidate OWF, which they credit to Gill. The idea of providing the hashvalue of some data, to indicate prior commitment to (or knowledge of) that data, was utilized in Lamport’s one-time signature scheme (circa 1976); see page 485. The OWF of
Example 9.13 was known to Matyas and Meyer circa 1979. As noted by Massey [786], the
idea of one-wayness was published in 1873 by J.S. Jevons, who noted (preceding RSA by a
century) that multiplying two primes is easy whereas factoring the result is not. Published
work dated 1968 records the use of ciphers essentially as one-way functions (decryption
was not required) in a technique to avoid storing cleartext computer account passwords in
time-shared systems. These were referred to as one-way ciphers by Wilkes [1244] (p.9193 in 1968 or 1972 editions; p.147 in 1975 edition), who credits Needham with the idea
and an implementation thereof. The first proposal of a non-invertible function for the same
purpose appears to be that of Evans, Kantrowitz, and Weiss [375], while Purdy [1012] proposed extremely high-degree, sparse polynomials over a prime field as a class of functions
which were computationally difficult to invert. Foreshadowing later research into collision
resistance, Purdy also defined the degeneracy of such a function to be the maximum number
of preimages than any image could have, noting that “if the degeneracy is catastrophically
large there may be no security at all”.
Naor and Yung [920] introduced the cryptographic primitive known as a universal one-way
hash function (UOWHF) family, and give a provably secure construction for a one-way hash
function from a one-way hash function which compresses by a single bit (:¡£¢ to bits);
the main property of a UOWHF family is 2nd-preimage resistance as for a OWHF, but here
an instance of the function is picked at random from a family of hash functions after fixing
an input, as might be modeled in practice by using a random IV with a OWHF. Naor and
Yung [920] also prove by construction that UOWHFs exist if and only if one-way permutations do, and show how to use UOWHFs to construct provably secure digital signature
schemes assuming the existence of any one-way permutation. Building on this, Rompel
[1068] showed how to construct a UOWHF family from any one-way function, and based
signature schemes on such hash functions; combining this with the fact that a one-way function can be constructed from any secure signature scheme, the result is that the existence of
one-way functions is necessary and sufficient for the existence of secure digital signature
schemes. De Santis and Yung [318] proceed with more efficient reductions from one-way
functions to UOWHFs, and show the equivalence of a number of complexity-theoretic definitions regarding collision resistance. Impagliazzo and Naor [569] give an efficient construction for a UOWHF and prove security equivalent to the subset-sum problem (an NPhard problem whose corresponding decision problem is NP-complete); for parameters for
which a random instance of subset-sum is hard, they argue that this UOWHF is secure (cf.
Remark 9.12). Impagliazzo, Levin, and Luby [568] prove the existence of one-way functions is necessary and sufficient for that of secure pseudorandom generators.
Application-specific (often unprovable) hash function properties beyond collision resistance (but short of preimage resistance) may often be identified as necessary, e.g., for orHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

378

Ch. 9 Hash Functions and Data Integrity

dinary RSA signatures computed directly after hashing, the multiplicative RSA property
dictates that for the hash function ¤ used it be infeasible to find messages ¥ , ¥Q¦ , ¥<§ such
that ¤Y¨|¥}©:ª¤Y¨|¥Q¦+©}«¤<¨=¥ §z© . Anderson [27] discusses such additional requirements on hash
functions. For a summary of requirements on a MAC in the special case of multi-cast authentication, see Preneel [1003]. Bellare and Rogaway [93] include discussion of issues
related to the random nature of practical hash functions, and cryptographic uses thereof.
Damgård [295] showed that the security of a digital signature scheme which is not existentially forgeable under an adaptive chosen-message attack will not be decreased if used in
conjunction with a collision-resistant hash function.

¬

Bellare, Goldreich, and Goldwasser [88] (see also [89]) introduce the idea of incremental
hashing, involving computing a hash value over data and then updating the hash-value after
changing the data; the objective is that the computation required for the update be proportional to the amount of change.
9.3

¬

Merkle’s meta-method [854] (Algorithm 9.25) was based on ideas from his 1979 Ph.D. thesis [850]. An equivalent construction was given by Damgård [296], which Gibson [450]
remarks on again yielding Merkle’s method. Naor and Yung [920] give a related construction for a UOWHF. See Preneel [1003] for fundamental results (cf. Remarks 9.35 and 9.36,
and Fact 9.27 on cascading hash functions which follow similar results on stream ciphers
by Maurer and Massey [822]). The padding method of Algorithms 9.29 and 9.30 originated
from ISO/IEC 10118-4 [608]. The basic idea of the long-message attack (Fact 9.37) is from
Winternitz [1250].
9.4
The hash function of Algorithm 9.42 and referred to as Davies-Meyer (as cited per Quisquater and Girault [1019]) has been attributed by Davies to Meyer; apparently known to
Meyer and Matyas circa 1979, it was published along with Algorithm 9.41 by Matyas,
Meyer, and Oseas [805]. The Miyaguchi-Preneel scheme (Algorithm 9.43) was proposed
circa 1989 by Preneel [1003], and independently by Miyaguchi, Ohta, and Iwata [886]. The
three single-length rate-one schemes discussed (Remark 9.44) are among 12 compression
functions employing non-invertible chaining found through systematic analysis by Preneel
et al. [1007] to be provably secure under black-box analysis, 8 being certificationally vulnerable to fixed-point attack nonetheless. These 12 are linear transformations on the message block and chaining variable (i.e.,  ¥ ®B¯!°1®²±fªZ³j ¥Q¯+°j± for any of the 6 invertible ´jµ¶´
binary matrices ³ ) of the Matyas-Meyer-Oseas (Algorithm 9.41) and Miyaguchi-Preneel
schemes; these latter two themselves are among the 4 recommended when the underlying
cipher is resistant to differential cryptanalysis (e.g., DES), while Davies-Meyer is among
the remaining 8 recommended otherwise (e.g., for FEAL). MDC-2 and MDC-4 are of IBM
origin, proposed by Brachtl et al. [184], and reported by Meyer and Schilling [860]; details
of MDC-2 are also reported by Matyas [803]. For a description of MDC-4, see Bosselaers
and Preneel [178].
The DES-based hash function of Merkle [855] which is mentioned uses the meta-method
and employs a compression function · mapping 119-bit input to 112-bit output in 2 DES
operations, allowing 7-bit message blocks to be processed (with rate 0.055). An optimized
version maps 234 bits to 128 bits in 6 DES operations, processing 106-bit message blocks
(with rate 0.276); unfortunately, overheads related to “bit chopping” and the inconvenient
block size are substantial in practice. This construction is provably as secure as the underlying block cipher assuming an unflawed cipher (cf. Table 9.3; Preneel [1003] shows that
accounting for DES weak keys and complementation drops the rate slightly to 0.266). Win¸
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ternitz [1250] considers the security of the Davies-Meyer hash under a black-box model (cf.
Remark 9.45).
The search for secure double-length hash functions of rate 1 is ongoing, the goal being
security better than single-length Matyas-Meyer-Oseas and approaching that of MDC-2.
Quisquater and Girault [1019] proposed two functions, one (QG-original) appearing in the
Abstracts of Eurocrypt’89 and a second (QG-revised) in the final proceedings altered to
counter an attack of Coppersmith [276] on the first. The attack, restricted to the case of
DES as underlying block cipher, uses fixed points resulting from weak keys to find collisions in º!»¼ DES operations. A general attack of Knudsen and Lai [688], which (unfortunately) applies to a large class of double-length (i.e., º+½ -bit) rate-one block-cipher-based
hashes including QG-original, finds preimages in about ºT¾ operations plus ºT¾ storage. The
systematic method used to establish this result was earlier used by Hohl et al. [560] to prove
that pseudo-preimage and pseudo-collision attacks on a large class of double-length hash
functions of rate 1/2 and 1, including MDC-2, are no more difficult than on the single-length
rate-one Davies-Meyer hash; related results are summarized by Lai and Knudsen [727].
A second attack due to Coppersmith [276], not restricted to DES, employs 88 correcting
blocks to find collisions for QG-revised in º!¿À steps. Another modification of QG-original,
the LOKI Double Hash Function (LOKI-DBH) of Brown, Pieprzyk, and Seberry [215], appears as a general construction to offer the same security as QG-revised (provided the underlying block cipher is not LOKI).
The speeds in Table 9.5 are normalized from the timings reported by Dobbertin, Bosselaers, and Preneel [355], relative to an assembly code MD4 implementation optimized for
the Pentium processor, with a throughput (90 MHz clock) of 165.7 Mbit/s (optimized C
code was roughly a factor of 2 slower). See Bosselaers, Govaerts, and Vandewalle [177]
for a detailed MD5 implementation discussion.
MD4 and MD5 (Algorithms 9.49, 9.51) were designed by Rivest [1055, 1035]. An Australian extension of MD5 known as HAVAL has also been proposed by Zheng, Pieprzyk,
and Seberry [1268]. The first published partial attack on MD4 was by den Boer and Bosselaers [324], who demonstrated collisions could be found when Round 1 (of the three) was
omitted from the compression function, and confirmed unpublished work of Merkle showing that collisions could be found (for input pairs differing in only 3 bits) in under a millisecond on a personal computer if Round 3 was omitted. More devastating was the partial
attack by Vaudenay [1215] on the full MD4, which provided only near-collisions, but allowed sets of inputs to be found for which, of the corresponding four 32-bit output words,
three are constant while the remaining word takes on all possible 32-bit values. This revealed the word access-order in MD4 to be an unfortunate choice. Finally, late in 1995,
using techniques related to those which earlier allowed a partial attack on RIPEMD (see
below), Dobbertin [354] broke MD4 as a CRHF by finding not only collisions as stated in
Remark 9.50 (taking a few seconds on a personal computer), but collisions for meaningful
messages (in under one hour, requiring 20 free bytes at the start of the messages).
A first partial attack on MD5 was published by den Boer and Bosselaers [325], who found
pseudo-collisions for its compression function Á , which maps a 128-bit chaining variable
and sixteen 32-bit words down to 128-bits; using ºWÂ|¼ operations, they found a 16-word
message Ã and chaining variables Ä Ç ÄcÈ (these differing only in 4 bits, the most sigÂÆÅ
nificant of each word), such that ÁÉÄ ÃRË Ç ÁÉÄ{È ÃRË . Because this specialized internal
Â+Ê
Ê
pseudo-collision could not be extended to an external collision due to the fixed initial chaining values (and due to the special relation between the inputs), this attack was considered by
many to have little practical significance, although exhibiting a violation of the design goal
to build a CRHF from a collision resistant compression function. But in May of 1996, usHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

380

Ch. 9 Hash Functions and Data Integrity

ing techniques related to his attack on MD4 above, Dobbertin (rump session, Eurocrypt’96)
found MD5 compression function collisions (Remark 9.52) in 10 hours on a personal computer (about Ì!ÍÎ compress function computations).
Anticipating the feasibility of Ì+ÏÎ operations, Rivest [1055] proposed a method to extend
MD4 to 256 bits by running two copies of MD4 in parallel over the input, with different
initial chaining values and constants for the second, swapping the values of the variable Ð
with the first after processing each 16-word block and, upon completion, concatenating the
128-bit hash-values from each copy. However, in October of 1995 Dobbertin [352] found
collisions for the compression function of extended MD4 in Ì+ÑÏ compress function operations, and conjectured that a more sophisticated attack could find a collision for extended
MD4 itself in O( Ì+ÎÒ ) operations.
MD2, an earlier and slower hash function, was designed in 1988 by Rivest; see Kaliski
[1033] for a description. Rogier and Chauvaud [1067] demonstrated that collisions can be
efficiently found for the compression function of MD2, and that the MD2 checksum block
is necessary to preclude overall MD2 collisions.
RIPEMD [178] was designed in 1992 by den Boer and others under the European RACE
Integrity Primitives Evaluation (RIPE) project. A version of MD4 strengthened to counter
known attacks, its compression function has two parallel computation lines of three 16step rounds. Nonetheless, early in 1995, Dobbertin [353] demonstrated that if the first or
last (parallel) round of the 3-round RIPEMD compress function is omitted, collisions can
be found in Ì!ÍNÓ compress function computations (one day on a 66 MHz personal computer). This result coupled with concern about inherent limitations of 128-bit hash results
motivated RIPEMD-160 (Algorithm 9.55) by Dobbertin, Bosselaers, and Preneel [355];
but for corrections, see the directory /pub/COSIC/bosselae/ripemd/ at ftp site
ftp.esat.kuleuven.ac.be. Increased security is provided by five rounds (each
with two lines) and greater independence between the parallel lines, at a performance
penalty of a factor of 2. RIPEMD-128 (with 128-bit result and chaining variable) was simultaneously proposed as a drop-in upgrade for RIPEMD; it scales RIPEMD-160 back to
four rounds (each with two lines).
SHA-1 (Algorithm 9.53) is a U.S. government standard [404]. It differs from the original
standard SHA [403], which it supersedes, only in the inclusion of the 1-bit rotation in the
block expansion from 16 to 80 words. For discussion of how this expansion in SHA is related to linear error correcting codes, see Preneel [1004].
Lai and Massey [729] proposed two hash functions of rate 1/2 with ÌFÔ -bit hash values,
Tandem Davies-Meyer and Abreast Davies-Meyer, based on an Ô -bit block cipher with ÌFÔ bit key (e.g., IDEA), and a third Ô -bit hash function using a similar block cipher. Merkle’s
public-domain hash function Snefru [854] and the FEAL-based N-Hash proposed by Miyaguchi, Ohta, and Iwata [886] are other hash functions which have attracted considerable attention. Snefru, one of the earliest proposals, is based on the idea of Algorithm 9.41, (typically) using as Õ the first 128 bits of output of a custom-designed symmetric 512-bit block
cipher with fixed key Öj×ÙØ . Differential cryptanalysis has been used by Biham and Shamir
[137] to find collisions for Snefru with 2 passes, and is feasible for Snefru with 4 passes;
Merkle currently recommends 8 passes (impacting performance). Cryptanalysis of the 128bit hash N-Hash has been carried out by Biham and Shamir [136], with attacks on 3, 6, 9,
and 12 rounds being of respective complexity Ì+Ú , Ì ÑÎ , Ì ÎÒ , and Ì!Û Ï for the more secure of
the two proposed variations.
Despite many proposals, few hash functions based on modular arithmetic have withstood
attack, and most that have (including those which are provably secure) tend to be relatively
Ü
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inefficient. MASH-1 (Algorithm 9.56), from Committee Draft ISO/IEC 10118-4 [608],
evolved from a long line of related proposals successively broken and repaired, including contributions by Jueneman; Davies and Price; A. Jung; Girault [457] (which includes a
summary); and members of ISO SC27/WG2 circa 1994-95 (e.g., in response to the cryptanalysis of the 1994 draft proposal, by Coppersmith and Preneel, in ISO/IEC JTC1/SC27
N1055, Attachment 12, “Comments on MASH-1 and MASH-2 (Feb.21 1995)”). Most
prominent among prior proposals was the sqmodn algorithm (due to Jung) in informative
Annex D of CCITT Recommendation X.509 (1988 version), which despite suffering ignominy at the hands of Coppersmith [275], was resurrected with modifications as the basis
for MASH-1.
9.5
Simmons [1146] notes that techniques for message authentication without secrecy (today
called MACs) were known to Simmons, Stewart, and Stokes already in the early 1970s.
In the open literature, the idea of using DES to provide a MAC was presented already in
Feb. 1977 by Campbell [230], who wrote “ ß+ß+ß Each group of 64 message bits is passed
through the algorithm after being combined with the output of the previous pass. The final
DES output is thus a residue which is a cryptographic function of the entire message”, and
noted that to detect message replay or deletion each message could be made unique by using
per-message keys or cryptographically protected sequence numbers. Page 121 of this same
publication describes the use of encryption in conjunction with an appended redundancy
check code for manipulation detection (cf. Figure 9.8(b)).
The term MAC itself evolved in the period 1979-1982 during development of ANSI X9.9
[36], where it is defined as “an eight-digit number in hexadecimal format which is the result
of passing a financial message through the authentication algorithm using a specific key.”
FIPS 81 [398] standardizes MACs based on CBC and CFB modes (CFB-based MACs are
little-used, having some disadvantages over CBC-MAC and apparently no advantages); see
also FIPS 113 [400]. Algorithm 9.58 is generalized by ISO/IEC 9797 [597] to a CBC-based
MAC for an à -bit block cipher providing an á -bit MAC, áãâkà , including an alternative to
the optional strengthening process of Algorithm 9.58: a second key äå (possibly dependent
on ä ) is used to encrypt the final output block. As discussed in Chapter 15, using ISO/IEC
9797 with DES to produce a 32-bit MAC and Algorithm 9.29 for padding is equivalent
to the MAC specified in ISO 8731-1, ANSI X9.9 and required by ANSI X9.17. Regarding RIPE-MAC (Example 9.63) [178], other than the æ{çèé probability of guessing a 64-bit
MAC, and MAC forgery as applicable to all iterated MACs (see below), the best known attacks providing key recovery are linear cryptanalysis using æ!éê known plaintexts for RIPEMAC1, and a æëë|ê exhaustive search for RIPE-MAC3. Bellare, Kilian, and Rogaway [91]
formally examine the security of CBC-based MACs and provide justification, establishing
(via exact rather than asymptotic arguments) that pseudorandom functions are preserved
under cipher block chaining; they also propose solutions to the problem of Example 9.62
(cf. Remark 9.59).
The MAA (Algorithm 9.68) was developed in response to a request by the Bankers Automated Clearing Services (U.K.), and first appeared as a U.K. National Physical Laboratory
Report (NPL Report DITC 17/83 February 1983). It has been part of an ISO banking standard [577] since 1987, and is due to Davies and Clayden [306]; comments on its security
(see also below) are offered by Preneel [1003], Davies [304], and Davies and Price [308],
who note that its design follows the general principles of the Decimal Shift and Add (DSA)
algorithm proposed by Sievi in 1980. As a consequence of the conjecture that MAA may
show weaknesses in the case of very long messages, ISO 8731-2 specifies a special mode
of operation for messages over 1024 bytes. For more recent results on MAA including exHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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ploration of a key recovery attack, see Preneel and van Oorschot [1010].
Methods for constructing a MAC algorithm from an MDC, including the secret prefix, suffix, and envelope methods, are discussed by Tsudik [1196]; Galvin, McCloghrie, and Davin
[438] suggest addressing the message extension problem (Example 9.65) in the secret suffix method by using a prepended length field (this requires two passes over the message
if the length is not known a priori). Preneel and van Oorschot [1009] compare the security of these methods; propose MD5-MAC (Algorithm 9.69) and similar constructions for
customized MAC functions based on RIPEMD and SHA; and provide Fact 9.57, which applies to MAA (ìí9îzï0í9ðFñ ) with òlí9ð+óôõ ö and ÷øíùð+óôõ ó , while for MD5-MAC
(ì`íûúðzüíýð+ñ ) both ò and ÷ are on the order of ð!þÿ . Remark 9.60 notwithstanding,
the use of an ì -bit internal chaining variable with a MAC-value of bitlength ñùíìð is
supported by these results.
The envelope method with padding (Example 9.66) is discussed by Kaliski and Robshaw
(CryptoBytes vol.1 no.1, Spring 1995). Preneel and van Oorschot [1010] proposed a key
recovery attack on this method, which although clearly impractical by requiring over ð+þÿ
known text-MAC pairs (for MD5 with 128-bit key), reveals an architectural flaw. Bellare,
Canetti, and Krawczyk [86] rigorously examined the security of a nested MAC construction
(NMAC), and the practical variation HMAC thereof (Example 9.67), proving HMAC to be
secure provided the hash function used exhibits certain appropriate characteristics. Prior
to this, the related construction     was considered in the note of Kaliski and
ô
Robshaw (see above).
Other recent proposals for practical MACs include the bucket hashing construction of Rogaway [1065], and the XOR MAC scheme of Bellare, Guérin, and Rogaway [90]. The latter
is a provably secure construction for MACs under the assumption of the availability of a
finite pseudorandom function, which in practice is instantiated by a block cipher or hash
function; advantages include that it is parallelizable and incremental.
MACs
intended to provide unconditional security are often called authentication codes (cf.

9.1 above), with an authentication tag (cf. MAC value) accompanying data to provide
origin authentication (including data integrity). More formally, an authentication code involves finite sets  of source states (plaintext),  of authentication tags, and  of secret
keys, and a set of rules such that each  defines a mapping !" . An (authenticated) message, consisting of a source state and a tag, can be verified only by the intended
recipient (as for MACs) possessing a pre-shared key. Wegman and Carter [1234] first combined one-time pads with hash functions for message authentication; this approach was pursued by Brassard [191] trading unconditional security for short keys.
This approach was further refined by Krawczyk [714] (see also [717]), whose CRC-based
scheme (Algorithm 9.72) is a minor modification of a construction by Rabin [1026]. A second LFSR-based scheme proposed by Krawczyk for producing ñ -bit hashes (again combined with one-time pads as per Algorithm 9.72) improves on a technique of Wegman and
Carter, and involves matrix-vector multiplication by an ñ$#&% binary Toeplitz matrix ' (each
left-to-right diagonal is fixed: ')(+* ,í-').* / for 1032yí4035 ), itself generated from a random binary irreducible polynomial of degree ñ (defining the LFSR), and ñ bits of initial
state. Krawczyk proves that the probability of successful MAC forgery here for a % -bit message is at most %6ð 798  , e.g., less than ð:8ó; even for ñXí?îï and a 1 Gbyte message (cf.
Fact 9.73). Earlier, Bierbrauer et al. [127] explored the relations between coding theory,
universal hashing, and practical authentication codes with relatively short keys (see also
Johansson, Kabatianskii, and Smeets [638]; and the survey of van Tilborg [1211]). These
and other MAC constructions suitable for use with stream ciphers are very fast, scalable,

<
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and information-theoretically secure when the short keys they require are used as one-time
pads; when used with key streams generated by pseudorandom generators, their security is
dependent on the stream and (at best) computationally secure.

>

Desmedt [335] investigated authenticity in stream ciphers, and proposed both unconditionally secure authentication systems and stream ciphers providing authenticity. Lai, Rueppel,
and Woollven [731] define an efficient MAC for use with stream ciphers (but see Preneel
[1003] regarding a modification to address tampering with ends of messages). Part of an
initial secret key is used to seed a key stream generator, each bit of which selectively routes
message bits to one of two feedback shift registers (FSRs), the initial states of which are part
of the secret key and the final states of which comprise the MAC. The number of pseudorandom bits required equals the number of message bits. Taylor [1189] proposes an alternate
MAC technique for use with stream ciphers.

>

9.6
Simmons [1144] notes the use of sealed authenticators by the U.S. military. An early presentation of MACs and authentication is given by Meyer and Matyas [859]; the third or later
printings are recommended, and include the one-pass PCBC encryption-integrity method of
Example 9.91. Example 9.89 was initially proposed by the U.S. National Bureau of Standards, and was subsequently found by Jueneman to have deficiencies; this is included in the
extensive discussion by Jueneman, Matyas, and Meyer [645] of using MDCs for integrity,
along with the idea of Example 9.90, which Davies and Price [308, p.124] also consider for
?A@CBD . Later work by Jueneman [644] considers both MDCs and MACs; see also Meyer
and Schilling [860]. Davies and Price also provide
> an excellent discussion of transaction authentication, noting additional techniques (cf. 9.6.1) addressing message replay including
use of MAC values themselves from immediately preceding messages as chaining values in
place of random number chaining. Subtle flaws in various fielded data integrity techniques
are discussed by Stubblebine and Gligor [1179].
9.7
The taxonomy of preimages and collisions is from Preneel [1003]. The alternate terminology of Note 9.94 is from Lai and Massey [729], who published the first systematic treatment
of attacks on iterated hash functions, including relationships between fixed-start and freestart attacks, considered ideal security, and re-examined MD-strengthening. The idea of
Algorithm 9.92 was published by Yuval [1262], but the implications of the birthday paradox were known to others at the time, e.g., see Merkle [850, p.12-13]. The details of the
memoryless version are from van Oorschot and Wiener [1207], who also show the process
can be perfectly parallelized (i.e., attaining a factor E speedup with E processors) using parallel collision search methods; related independent work (unpublished) has been reported
by Quisquater.
Meet-in-the-middle chaining attacks can be extended to handle additional constraints and
otherwise generalized. A “triple birthday” chaining attack, applicable when the compression function is invertible, is given by Coppersmith [267] and generalized by Girault, Cohen, Campana [460]; see also Jueneman [644]. For additional discussion of differential
cryptanalysis of hash functions based on block ciphers, see Biham and Shamir [138], Preneel, Govaerts, and Vandewalle [1005], and Rijmen and Preneel [1050].
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10.1 Introduction
This chapter considers techniques designed to allow one party (the verifier) to gain assurances that the identity of another (the claimant) is as declared, thereby preventing impersonation. The most common technique is by the verifier checking the correctness of a message (possibly in response to an earlier message) which demonstrates that the claimant is
in possession of a secret associated by design with the genuine party. Names for such techniques include identification, entity authentication, and (less frequently) identity verification. Related topics addressed elsewhere include message authentication (data origin authentication) by symmetric techniques (Chapter 9) and digital signatures (Chapter 11), and
authenticated key establishment (Chapter 12).
A major difference between entity authentication and message authentication (as provided by digital signatures or MACs) is that message authentication itself provides no timeliness guarantees with respect to when a message was created, whereas entity authentication involves corroboration of a claimant’s identity through actual communications with an
associated verifier during execution of the protocol itself (i.e., in real-time, while the verifying entity awaits). Conversely, entity authentication typically involves no meaningful
message other than the claim of being a particular entity, whereas message authentication
does. Techniques which provide both entity authentication and key establishment are deferred to Chapter 12; in some cases, key establishment is essentially message authentication
where the message is the key.
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Chapter outline

¨

¨

The remainder of 10.1 provides introductory material. 10.2 discusses identification schemes involving fixed passwords including Personal Identification Numbers (PINs), and
providing so-called weak authentication; one-time password schemes are also considered.
10.3 considers techniques providing so-called strong authentication, including challengeresponse protocols based on both symmetric and public-key techniques. It includes discussion of time-variant parameters (TVPs), which may be used in entity authentication protocols and to provide uniqueness or timeliness guarantees in message authentication. 10.4
examines customized identification protocols based on or motivated by zero-knowledge
techniques. 10.5 considers attacks on identification protocols. 10.6 provides references
and further chapter notes.

¨

¨

¨

¨

10.1.1 Identification objectives and applications

©

The general setting for an identification protocol involves a prover or claimant and a verifier . The verifier is presented with, or presumes beforehand, the purported identity of the
claimant. The goal is to corroborate that the identity of the claimant is indeed , i.e., to
provide entity authentication.

ª

©

10.1 Definition Entity authentication is the process whereby one party is assured (through acquisition of corroborative evidence) of the identity of a second party involved in a protocol,
and that the second has actually participated (i.e., is active at, or immediately prior to, the
time the evidence is acquired).
10.2 Remark (identification terminology) The terms identification and entity authentication are
used synonymously throughout this book. Distinction is made between weak, strong, and
zero-knowledge based authentication. Elsewhere in the literature, sometimes identification
implies only a claimed or stated identity whereas entity authentication suggests a corroborated identity.
(i) Objectives of identification protocols
From the point of view of the verifier, the outcome of an entity authentication protocol is
either acceptance of the claimant’s identity as authentic (completion with acceptance), or
termination without acceptance (rejection). More specifically, the objectives of an identification protocol include the following.
1. In the case of honest parties and , is able to successfully authenticate itself to
, i.e., will complete the protocol having accepted ’s identity.
2. (transferability) cannot reuse an identification exchange with so as to successfully impersonate to a third party .
3. (impersonation) The probability is negligible that any party distinct from , carrying out the protocol and playing the role of , can cause to complete and accept
’s identity. Here negligible typically means “is so small that it is not of practical
significance”; the precise definition depends on the application.
4. The previous points remain true even if: a (polynomially) large number of previous
authentications between and have been observed; the adversary has participated in previous protocol executions with either or both and ; and multiple instances of the protocol, possibly initiated by , may be run simultaneously.
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ª

ª
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©

©
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The idea of zero-knowledge-based protocols is that protocol executions do not even reveal
any partial information which makes ’s task any easier whatsoever.
An identification (or entity authentication) protocol is a “real-time” process in the sense
that it provides an assurance that the party being authenticated is operational at the time of
protocol execution – that party is taking part, having carried out some action since the start
of the protocol execution. Identification protocols provide assurances only at the particular instant in time of successful protocol completion. If ongoing assurances are required,
additional measures may be necessary; see 10.5.

®

¯

(ii) Basis of identification
Entity authentication techniques may be divided into three main categories, depending on
which of the following the security is based:
1. something known. Examples include standard passwords (sometimes used to derive
a symmetric key), Personal Identification Numbers (PINs), and the secret or private
keys whose knowledge is demonstrated in challenge-response protocols.
2. something possessed. This is typically a physical accessory, resembling a passport
in function. Examples include magnetic-striped cards, chipcards (plastic cards the
size of credit cards, containing an embedded microprocessor or integrated circuit;
also called smart cards or IC cards), and hand-held customized calculators (password
generators) which provide time-variant passwords.
3. something inherent (to a human individual). This category includes methods which
make use of human physical characteristics and involuntary actions (biometrics),
such as handwritten signatures, fingerprints, voice, retinal patterns, hand geometries, and dynamic keyboarding characteristics. These techniques are typically noncryptographic and are not discussed further here.
(iii) Applications of identification protocols
One of the primary purposes of identification is to facilitate access control to a resource,
when an access privilege is linked to a particular identity (e.g., local or remote access to
computer accounts; withdrawals from automated cash dispensers; communications permissions through a communications port; access to software applications; physical entry to restricted areas or border crossings). A password scheme used to allow access to a user’s
computer account may be viewed as the simplest instance of an access control matrix: each
resource has a list of identities associated with it (e.g., a computer account which authorized
entities may access), and successful corroboration of an identity allows access to the authorized resources as listed for that entity. In many applications (e.g., cellular telephony) the
motivation for identification is to allow resource usage to be tracked to identified entities,
to facilitate appropriate billing. Identification is also typically an inherent requirement in
authenticated key establishment protocols (see Chapter 12).

10.1.2 Properties of identification protocols
Identification protocols may have many properties. Properties of interest to users include:
1. reciprocity of identification. Either one or both parties may corroborate their identities to the other, providing, respectively, unilateral or mutual identification. Some
techniques, such as fixed-password schemes, may be susceptible to an entity posing
as a verifier simply in order to capture a claimant’s password.
2. computational efficiency. The number of operations required to execute a protocol.
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3. communication efficiency. This includes the number of passes (message exchanges)
and the bandwidth required (total number of bits transmitted).
More subtle properties include:
4. real-time involvement of a third party (if any). Examples of third parties include an
on-line trusted third party to distribute common symmetric keys to communicating
entities for authentication purposes; and an on-line (untrusted) directory service for
distributing public-key certificates, supported by an off-line certification authority
(see Chapter 13).
5. nature of trust required in a third party (if any). Examples include trusting a third
party to correctly authenticate and bind an entity’s name to a public key; and trusting
a third party with knowledge of an entity’s private key.
6. nature of security guarantees. Examples include provable security and zero-knowledge properties (see 10.4.1).
7. storage of secrets. This includes the location and method used (e.g., software only,
local disks, hardware tokens, etc.) to store critical keying material.

°

Relation between identification and signature schemes
Identification schemes are closely related to, but simpler than, digital signature schemes,
which involve a variable message and typically provide a non-repudiation feature allowing
disputes to be resolved by judges after the fact. For identification schemes, the semantics
of the message are essentially fixed – a claimed identity at the current instant in time. The
claim is either corroborated or rejected immediately, with associated privileges or access
either granted or denied in real time. Identifications do not have “lifetimes” as signatures
do – disputes need not typically be resolved afterwards regarding a prior identification,
and attacks which may become feasible in the future do not affect the validity of a prior
identification. In some cases, identification schemes may also be converted to signature
schemes using a standard technique (see Note 10.30).

±

10.2 Passwords (weak authentication)
Conventional password schemes involve time-invariant passwords, which provide so-called weak authentication. The basic idea is as follows. A password, associated with each
user (entity), is typically a string of 6 to 10 or more characters the user is capable of committing to memory. This serves as a shared secret between the user and system. (Conventional password schemes thus fall under the category of symmetric-key techniques providing unilateral authentication.) To gain access to a system resource (e.g., computer account,
printer, or software application), the user enters a (userid, password) pair, and explicitly or
implicitly specifies a resource; here userid is a claim of identity, and password is the evidence supporting the claim. The system checks that the password matches corresponding
data it holds for that userid, and that the stated identity is authorized to access the resource.
Demonstration of knowledge of this secret (by revealing the password itself) is accepted by
the system as corroboration of the entity’s identity.
Various password schemes are distinguished by the means by which information allowing password verification is stored within the system, and the method of verification.
The collection of ideas presented in the following sections motivate the design decisions

² Some identification techniques involve, as a by-product, the granting of tickets which provide time-limited

access to specified resources (see Chapter 13).
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made in typical password schemes. A subsequent section summarizes the standard attacks
these designs counteract. Threats which must be guarded against include: password disclosure (outside of the system) and line eavesdropping (within the system), both of which
allow subsequent replay; and password guessing, including dictionary attacks.

10.2.1 Fixed password schemes: techniques
(i) Stored password files
The most obvious approach is for the system to store user passwords cleartext in a system
password file, which is both read- and write-protected (e.g., via operating system access
control privileges). Upon password entry by a user, the system compares the entered password to the password file entry for the corresponding userid; employing no secret keys or
cryptographic primitives such as encryption, this is classified as a non-cryptographic technique. A drawback of this method is that it provides no protection against privileged insiders or superusers (special userids which have full access privileges to system files and
resources). Storage of the password file on backup media is also a security concern, since
the file contains cleartext passwords.
(ii) “Encrypted” password files
Rather than storing a cleartext user password in a (read- and write-protected) password file,
a one-way function of each user password is stored in place of the password itself (see Figure 10.1). To verify a user-entered password, the system computes the one-way function of
the entered password, and compares this to the stored entry for the stated userid. To preclude attacks suggested in the preceding paragraph, the password file need now only be
write-protected.
10.3 Remark (one-way function vs. encryption) For the purpose of protecting password files,
the use of a one-way function is generally preferable to reversible encryption; reasons include those related to export restrictions, and the need for keying material. However, in both
cases, for historical reasons, the resulting values are typically referred to as “encrypted”
passwords. Protecting passwords by either method before transmission over public communications lines addresses the threat of compromise of the password itself, but alone does
not preclude disclosure or replay of the transmission (cf. Protocol 10.6).
(iii) Password rules
Since dictionary attacks (see 10.2.2(iii)) are successful against predictable passwords,
some systems impose “password rules” to discourage or prevent users from using “weak”
passwords. Typical password rules include a lower bound on the password length (e.g., 8 or
12 characters); a requirement for each password to contain at least one character from each
of a set of categories (e.g., uppercase, numeric, non-alphanumeric); or checks that candidate passwords are not found in on-line or available dictionaries, and are not composed of
account-related information such as userids or substrings thereof.
Knowing which rules are in effect, an adversary may use a modified dictionary attack
strategy taking into account the rules, and targeting the weakest form of passwords which
nonetheless satisfy the rules. The objective of password rules is to increase the entropy
(rather than just the length) of user passwords beyond the reach of dictionary and exhaustive search attacks. Entropy here refers to the uncertainty in a password (cf. 2.2.1); if all
passwords are equally probable, then the entropy is maximal and equals the base-2 logarithm of the number of possible passwords.
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Figure 10.1: Use of one-way function for password-checking.

Another procedural technique intended to improve password security is password aging. A time period is defined limiting the lifetime of each particular password (e.g., 30 or
90 days). This requires that passwords be changed periodically.
(iv) Slowing down the password mapping
To slow down attacks which involve testing a large number of trial passwords (see 10.2.2),
the password verification function (e.g., one-way function) may be made more computationally intensive, for example, by iterating a simpler function
times, with the output
of iteration used as the input for iteration
. The total number of iterations must be
restricted so as not to impose a noticeable or unreasonable delay for legitimate users. Also,
the iterated function should be such that the iterated mapping does not result in a final range
space whose entropy is significantly decimated.
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(v) Salting passwords
To make dictionary attacks less effective, each password, upon initial entry, may be augmented with a -bit random string called a salt (it alters the “flavor” of the password; cf.
10.2.3) before applying the one-way function. Both the hashed password and the salt are
recorded in the password file. When the user subsequently enters a password, the system
looks up the salt, and applies the one-way function to the entered password, as altered or
augmented by the salt. The difficulty of exhaustive search on any particular user’s password is unchanged by salting (since the salt is given in cleartext in the password file); however, salting increases the complexity of a dictionary attack against a large set of passwords
simultaneously, by requiring the dictionary to contain variations of each trial password,
implying a larger memory requirement for storing an encrypted dictionary, and correspondingly more time for its preparation. Note that with salting, two users who choose the same
password have different entries in the system password file. In some systems, it may be
appropriate to use an entity’s userid itself as salt.

¼

»

ÁÂ

(vi) Passphrases
To allow greater entropy without stepping beyond the memory capacity of human users,
passwords may be extended to passphrases; in this case, the user types in a phrase or sentence rather than a short “word”. The passphrase is hashed down to a fixed-size value, which
plays the same role as a password; here, it is important that the passphrase is not simply trun-
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cated by the system, as passwords are in some systems. The idea is that users can remember
phrases easier than random character sequences. If passwords resemble English text, then
since each character contains only about 1.5 bits of entropy (Fact 7.67), a passphrase provides greater security through increased entropy than a short password. One drawback is
the additional typing requirement.

10.2.2 Fixed password schemes: attacks
(i) Replay of fixed passwords
A weakness of schemes using fixed, reusable passwords (i.e., the basic scheme of 10.2),
is the possibility that an adversary learns a user’s password by observing it as it is typed
in (or from where it may be written down). A second security concern is that user-entered
passwords (or one-way hashes thereof) are transmitted in cleartext over the communications
line between the user and the system, and are also available in cleartext temporarily during
system verification. An eavesdropping adversary may record this data, allowing subsequent
impersonation.
Fixed password schemes are thus of use when the password is transmitted over trusted
communications lines safe from monitoring, but are not suitable in the case that passwords
are transmitted over open communications networks. For example, in Figure 10.1, the
claimant may be a user logging in from home over a telephone modem, to a remote office
site two (or two thousand) miles away; the cleartext password might then travel over an
unsecured telephone network (including possibly a wireless link), subject to eavesdropping.
In the case that remote identity verification is used for access to a local resource, e.g.,
an automated cash dispenser with on-line identity verification, the system response (accept/reject) must be protected in addition to the submitted password, and must include variability to prevent trivial replay of a time-invariant accept response.

Å

Ç

Æ

(ii) Exhaustive password search
A very naive attack involves an adversary simply (randomly or systematically) trying passwords, one at a time, on the actual verifier, in hope that the correct password is found. This
may be countered by ensuring passwords are chosen from a sufficiently large space, limiting the number of invalid (on-line) attempts allowed within fixed time periods, and slowing
down the password mapping or login-process itself as in 10.2.1(iv). Off-line attacks, involving a (typically large) computation which does not require interacting with the actual
verifier until a final stage, are of greater concern; these are now considered.
Given a password file containing one-way hashes of user passwords, an adversary may
attempt to defeat the system by testing passwords one at a time, and comparing the one-way
hash of each to passwords in the encrypted password file (see 10.2.1(ii)). This is theoretically possible since both the one-way mapping and the (guessed) plaintext are known. (This
could be precluded by keeping any or all of the details of the one-way mapping or the password file itself secret, but it is not considered prudent to base the security of the system on
the assumption that such details remain secret forever.) The feasibility of the attack depends
on the number of passwords that need be checked before a match is expected (which itself
depends on the number of possible passwords), and the time required to test each (see Example 10.4, Table 10.1, and Table 10.2). The latter depends on the password mapping used,
its implementation, the instruction execution time of the host processor, and the number of
processors available (note exhaustive search is parallelizable). The time required to actually compare the image of each trial password to all passwords in a password file is typically
negligible.
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10.4 Example (password entropy) Suppose passwords consist of strings of 7-bit ASCII characters. Each has a numeric value in the range 0-127. (When 8-bit characters are used, values 128-255 compose the extended character set, generally inaccessible from standard keyboards.) ASCII codes 0-31 are reserved for control characters; 32 is a space character; 33126 are keyboard-accessible printable characters; and 127 is a special character. Table 10.1
gives the number of distinct -character passwords composed of typical combinations of
characters, indicating an upper bound on the security of such password spaces.

È

ÊË
Ñ?Ò

Ì Í
ÌÎÓ Ð
ÌÔÓÌ
ÎÌÓ Ï
Î×ÓÍ
ØÌÓÎ
Ø×ÓÖ

ÎÍ

(lowercase)

×

ÐÍ
Ô

UÕ ÖÏ

É

Ë

(lowercase
alphanumeric)

Ì Ð ÓÏ
ÎUÕÓÖ
ÎUÍÓÌ
ØÕÓ Ø
ØÍÓ Ð
Ð ÕÓ×

ÍÌ

ÏÐ

(mixed case
alphanumeric)

Ì Ï ÓÔ
Î Ó×
ØÐÕÓ×
Ø×ÓÍ
Ð ÎÓÓ Í
ÐUÏ Ð

(keyboard
characters)

UÎ ÌÓ Ï
Î ÓØ
ØÏÍÓÖ
Ð ÌÓÓÍÕ
ÐUÍ Ï Ó×
Ð

ËÙ

Ò

Ì

Table 10.1: Bitsize of password space for various character combinations. The number of character passwords, given choices per character, is . The table gives the base- logarithm
of this number of possible passwords.

ÊË
Ñ?Ò

Ì Í
ÎUÍ (lowercase Í Ì (mixed case Ï Ð (keyboard
(lowercase) alphanumeric)
alphanumeric)
characters)
Õ hr
ÖÓÍU× hr
ÎÓ Ø hr
ØÎUÖ hr
ÐÍ
Ð
Õ× hr
ÕÌUÖ hr
ÕÎUÖ dy
Ø9Ó×
×
Õ Ï dy
ÕUÔÖ dy
ÌÌ yr
ØØÖ yryr
Ô
ÕÓÎ yr
ÕUÔ
ÕØÖÖ
Ø ÌÖUÖÖ
ÎØ yr
ÍØÖ yryr
ÔÍÖUÖÖ yryr Ø9ÓÖÚ ÕUÖÛ yryr
ÏÕUÖ
Ô Ï Ö yr
ÌUÎÖÖUÖ yr Ð Ó ÎÚÕÖ Û yr ÎÓÔÚ ÕUÖÜ yr
Table 10.2: Time required to search entire password space. The table gives the time Ý (in hours,
days, or years) required to search or pre-compute over the entire specified spaces using a single
Ë Ùß1àfßá , where à is the number of times the password mapping
processor (cf. Table 10.1). ÝÞ
á
à Ì Ð , á Þ ÕâãÕÌ Ð ÖUÖÖUä sec. (This approximates
is iterated, and the time per iteration, for Þ
the UNIX crypt command on a high-end PC performing DES at 1.0 Mbytes/s – see å 10.2.3.)
(iii) Password-guessing and dictionary attacks
To improve upon the expected probability of success of an exhaustive search, rather than
searching through the space of all possible passwords, an adversary may search the space in
order of decreasing (expected) probability. While ideally arbitrary strings of characters
would be equiprobable as user-selected passwords, most (unrestricted) users select passwords from a small subset of the full password space (e.g., short passwords; dictionary
words; proper names; lowercase strings). Such weak passwords with low entropy are easily
guessed; indeed, studies indicate that a large fraction of user-selected passwords are found
in typical (intermediate) dictionaries of only
words, while even a large dictionary
of
words represents only a tiny fraction of all possible -character passwords (see
Table 10.1).
Passwords found in any on-line or available list of words may be uncovered by an adversary who tries all words in this list, using a so-called dictionary attack. Aside from traditional dictionaries as noted above, on-line dictionaries of words from foreign languages, or

È

éç`èsè`èè

æç`èsè`èè

È
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on specialized topics such as music, film, etc. are available. For efficiency in repeated use
by an adversary, an “encrypted” (hashed) list of dictionary or high-probability passwords
may be created and stored on disk or tape; password images from system password files
may then be collected, ordered (using a sorting algorithm or conventional hashing), and
then compared to entries in the encrypted dictionary. Dictionary-style attacks are not generally successful at finding a particular user’s password, but find many passwords in most
systems.

10.2.3 Case study – UNIX passwords

ì

The UNIX operating system provides a widely known, historically important example of a
fixed password system, implementing many of the ideas of 10.2.1. A UNIX password file
contains a one-way function of user passwords computed as follows: each user password
serves as the key to encrypt a known plaintext (64 zero-bits). This yields a one-way function
of the key, since only the user (aside from the system, temporarily during password verification) knows the password. For the encryption algorithm, a minor modification of DES
( 7.4) is used, as described below; variations may appear in products outside of the USA.
The technique described relies on the conjectured property that DES is resistant to knownplaintext attacks – given cleartext and the corresponding ciphertext, it remains difficult to
find the key.
The specific technique makes repeated use of DES, iterating the encipherment
times (see Figure 10.2). In detail, a user password is truncated to its first 8 ASCII characters. Each of these provides bits for a 56-bit DES key (padded with 0-bits if less than
8 characters). The key is used to DES-encrypt the 64-bit constant 0, with the output fed
back as input times iteratively. The 64-bit result is repacked into 11 printable characters
(a 64-bit output and 12 salt bits yields 76 bits; 11 ASCII characters allow 77). In addition,
a non-standard method of password salting is used, intended to simultaneously complicate
dictionary attacks and preclude use of off-the-shelf DES hardware for attacks:
1. password salting. UNIX password salting associates a 12-bit “random” salt (12 bits
taken from the system clock at time of password creation) with each user-selected
password. The 12 bits are used to alter the standard expansion function of the DES
mapping (see 7.4), providing one of 4096 variations. (The expansion creates a
48-bit block; immediately thereafter, the salt bits collectively determine one of 4096
permutations. Each bit is associated with a pre-determined pair from the 48-bit block,
e.g., bit 1 with block bits 1 and 25, bit 2 with block bits 2 and 26, etc. If the salt bit is 1,
the block bits are swapped, and otherwise they are not.) Both the hashed password
and salt are recorded in the system password file. Security of any particular user’s
password is unchanged by salting, but a dictionary attack now requires
variations of each trial password.
2. preventing use of off-the-shelf DES chips. Because the DES expansion permutation
is dependent on the salt, standard DES chips can no longer be used to implement
the UNIX password algorithm. An adversary wishing to use hardware to speed up an
attack must build customized hardware rather than use commercially available chips.
This may deter adversaries with modest resources.
The value stored for a given userid in the write-protected password file /etc/passwd
is thus the iterated encryption of 0 under that user’s password, using the salted modification
of DES. The constant 0 here could be replaced by other values, but typically is not. The
overall algorithm is called the UNIX crypt password algorithm.
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is a trademark of Bell Laboratories.
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ûüfý^þÿ1ÿ ÿ þ
û

next input 

û



data 64

user
password

truncate to 8
ASCII chars;
0-pad if
necessary

key
56

ú



user salt
DES

12

output




64



12

repack 76 bits
into eleven
7-bit characters
“encrypted” password
/etc/passwd

Figure 10.2: UNIX crypt password mapping. DES* indicates DES with the expansion mapping 
modified by a 12-bit salt.

10.5 Remark (performance advances) While the UNIX crypt mapping with  iterations
provided a reasonable measure of protection against exhaustive search when introduced in
the 1970s, for equivalent security in a system designed today a more computationally intensive mapping would be provided, due to performance advances in both hardware and
software.

10.2.4 PINs and passkeys
(i) PINs
Personal identification numbers (PINs) fall under the category of fixed (time-invariant)
passwords. They are most often used in conjunction with “something possessed”, typically
a physical token such as a plastic banking card with a magnetic stripe, or a chipcard. To
prove one’s identity as the authorized user of the token, and gain access to the privileges
associated therewith, entry of the correct PIN is required when the token is used. This provides a second level of security if the token is lost or stolen. PINs may also serve as the
second level of security for entry to buildings which have an independent first level of security (e.g., a security guard or video camera).
For user convenience and historical reasons, PINs are typically short (relative to fixed
password schemes) and numeric, e.g., 4 to 8 digits. To prevent exhaustive search through
such a small key space (e.g.,  values for a 4-digit numeric PIN), additional procedural
constraints are necessary. For example, some automated cash dispenser machines accessed
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by banking cards confiscate a card if three incorrect PINs are entered successively; for others, incorrect entry of a number of successive PINs may cause the card to be “locked” or
deactivated, thereafter requiring a longer PIN (e.g., 8 digits) for reactivation following such
suspicious circumstances.
In an on-line system using PINs or reusable passwords, a claimed identity accompanied
by a user-entered PIN may be verified by comparison to the PIN stored for that identity in
a system database. An alternative is to use the PIN as a key for a MAC (see Chapter 9).
In an off-line system without access to a central database, information facilitating PIN
verification must be stored on the token itself. If the PIN need not be user-selected, this may
be done by defining the PIN to be a function of a secret key and the identity associated with
the token; the PIN is then verifiable by any remote system knowing this master key.
In an off-line system, it may also be desirable to allow the PIN to be user-selectable, to
facilitate PIN memorization by users. In this case, the PIN may be encrypted under a master
key and stored on the token, with the master key known to all off-line terminals that need
to be capable of verifying the token. A preferable design is to store a one-way function of
the PIN, user identity, and master key on the token.
(ii) Two-stage authentication and password-derived keys
Human users have difficulty remembering secret keys which have sufficient entropy to provide adequate security. Two techniques which address this issue are now described.
When tokens are used with off-line PIN verification, a common technique is for the
PIN to serve to verify the user to the token, while the token contains additional independent
information allowing the token to authenticate itself to the system (as a valid token representing a legitimate user). The user is thereby indirectly authenticated to the system by a
two-stage process. This requires the user have possession of the token but need remember
only a short PIN, while a longer key (containing adequate entropy) provides cryptographic
security for authentication over an unsecured link.
A second technique is for a user password to be mapped by a one-way hash function
into a cryptographic key (e.g., a 56-bit DES key). Such password-derived keys are called
passkeys. The passkey is then used to secure a communications link between the user and
a system which also knows the user password. It should be ensured that the entropy of the
user’s password is sufficiently large that exhaustive search of the password space is not more
efficient than exhaustive search of the passkey space (i.e., guessing passwords is not easier
than guessing 56-bit DES keys); see Table 10.1 for guidance.
An alternative to having passkeys remain fixed until the password is changed is to keep
a running sequence number on the system side along with each user’s password, for use as
a time-variant salt communicated to the user in the clear and incremented after each use. A
fixed per-user salt could also be used in addition to a running sequence number.
Passkeys should be viewed as long-term keys, with use restricted to authentication and
key management (e.g., rather than also for bulk encryption of user data). A disadvantage of
using password-derived keys is that storing each user’s password within the system requires
some mechanism to protect the confidentiality of the stored passwords.

10.2.5 One-time passwords (towards strong authentication)
A natural progression from fixed password schemes to challenge-response identification
protocols may be observed by considering one-time password schemes. As was noted in
10.2.2, a major security concern of fixed password schemes is eavesdropping and subsequent replay of the password. A partial solution is one-time passwords: each password is
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used only once. Such schemes are safe from passive adversaries who eavesdrop and later
attempt impersonation. Variations include:
1. shared lists of one-time passwords. The user and the system use a sequence or set of !
secret passwords, (each valid for a single authentication), distributed as a pre-shared
list. A drawback is maintenance of the shared list. If the list is not used sequentially, the system may check the entered password against all remaining unused passwords. A variation involves use of a challenge-response table, whereby the user and
the system share a table of matching challenge-response pairs, ideally with each pair
valid at most once; this non-cryptographic technique differs from the cryptographic
challenge-response of " 10.3.
2. sequentially updated one-time passwords. Initially only a single secret password is
shared. During authentication using password # , the user creates and transmits to the
system a new password (password #%$'& ) encrypted under a key derived from password # . This method becomes difficult if communication failures occur.
3. one-time password sequences based on a one-way function. Lamport’s one-time
password scheme is described below. This method is more efficient (with respect to
bandwidth) than sequentially updated one-time passwords, and may be viewed as a
challenge-response protocol where the challenge is implicitly defined by the current
position within the password sequence.
One-time passwords based on one-way functions (Lamport’s scheme)
In Lamport’s one-time password scheme, the user begins with a secret ( . A one-way function (OWF) ) is used to define the password sequence: ( , )+*,(.- , )+*/)+*,(.-0- , 12131 , )546*,(.- .
=
The password for the #7,8 identification session, &:9;#9<! , is defined to be (>=%?@) 4BA *,(.- .
10.6 Protocol Lamport’s OWF-based one-time passwords
SUMMARY: C identifies itself to D using one-time passwords from a sequence.
1. One-time setup.
(a) User C begins with a secret ( . Let ) be a one-way function.
(b) A constant ! is fixed (e.g., !?E&FF or &FFF ), defining the number of identifications to be allowed. (The system is thereafter restarted with a new ( , to avoid
replay attacks.)
(c) C transfers (the initial shared secret) (G5?H)546*,(.- , in a manner guaranteeing
its authenticity, to the system D . D initializes its counter for C to #0I;?@& .
2. Protocol messages. The # 7,8 identification, &9;#J9K! , proceeds as follows:
CMLNDPOQC>R%#RS(

= *6?@)54BA

=

*T(-0-U*0&-

b

Here CVLND : W denotes C sending the message W to D .
3. Protocol actions. To identify itself for session # , C does the following.
(a) C ’s equipment computes (>=?X)54BA = *,(- (easily done either from ( itself, or
from an appropriate intermediate value saved during the computation of )546*,(.initially), and transmits (1) to D .
(b) D checks that #Y?Z# I , and that the received password ( = satisfies: )+*T( = -?
([=
. If both checks succeed, D accepts the password, sets #0I^]_#BI`$a& , and
A\
saves (>= for the next session verification.
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10.7 Note (pre-play attack) Protocol 10.6 and similar one-time password schemes including
that of Note 10.8 remain vulnerable to an active adversary who intercepts and traps (or impersonates the system in order to extract) an as-yet unused one-time password, for the purpose of subsequent impersonation. To prevent this, a password should be revealed only to
a party which itself is known to be authentic. Challenge-response techniques (see d 10.3)
address this threat.
10.8 Note (alternative one-time password scheme) The following one-time-password alternative to Protocol 10.6 is suitable if storing actual passwords on the system side is acceptable
(cf. Figure 10.1; compare also to d 10.3.2(iii)). The claimant e has a shared password f
with the system verifier g , to which it sends the data pair: h,ijk+hTij2fl6l . The verifier computes the hash of the received value i and its local copy of f , and declares acceptance if
this matches the received hash value. To avoid replay, i should be a sequence number, timestamp, or other parameter which can be easily guaranteed to be accepted only once.

10.3 Challenge-response identification (strong
authentication)
The idea of cryptographic challenge-response protocols is that one entity (the claimant)
“proves” its identity to another entity (the verifier) by demonstrating knowledge of a secret
known to be associated with that entity, without revealing the secret itself to the verifier during the protocol.m This is done by providing a response to a time-variant challenge, where
the response depends on both the entity’s secret and the challenge. The challenge is typically a number chosen by one entity (randomly and secretly) at the outset of the protocol.
If the communications line is monitored, the response from one execution of the identification protocol should not provide an adversary with useful information for a subsequent
identification, as subsequent challenges will differ.
Before considering challenge-response identification protocols based on symmetrickey techniques ( d 10.3.2), public-key techniques ( d 10.3.3), and zero-knowledge concepts
( d 10.4), background on time-variant parameters is first provided.

10.3.1 Background on time-variant parameters
Time-variant parameters may be used in identification protocols to counteract replay and
interleaving attacks (see d 10.5), to provide uniqueness or timeliness guarantees, and to prevent certain chosen-text attacks. They may similarly be used in authenticated key establishment protocols (Chapter 12), and to provide uniqueness guarantees in conjunction with
message authentication (Chapter 9).
Time-variant parameters which serve to distinguish one protocol instance from another
are sometimes called nonces, unique numbers, or non-repeating values; definitions of these
terms have traditionally been loose, as the specific properties required depend on the actual
usage and protocol.
10.9 Definition A nonce is a value used no more than once for the same purpose. It typically
serves to prevent (undetectable) replay.
n

In some mechanisms, the secret is known to the verifier, and is used to verify the response; in others, the secret
need not actually be known by the verifier.
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The term nonce is most often used to refer to a “random” number in a challenge-response
protocol, but the required randomness properties vary. Three main classes of time-variant
parameters are discussed in turn below: random numbers, sequence numbers, and timestamps. Often, to ensure protocol security, the integrity of such parameters must be guaranteed (e.g., by cryptographically binding them with other data in a challenge-response
sequence). This is particularly true of protocols in which the only requirement of a timevariant parameter is uniqueness, e.g., as provided by a never-repeated sequential counter.o
Following are some miscellaneous points about time-variant parameters.
1. Verifiable timeliness may be provided through use of random numbers in challengeresponse mechanisms, timestamps in conjunction with distributed timeclocks, or sequence numbers in conjunction with the maintenance of pairwise (claimant, verifier)
state information.
2. To provide timeliness or uniqueness guarantees, the verifier in the protocol controls
the time-variant parameter, either directly (through choice of a random number) or
indirectly (through information maintained regarding a shared sequence, or logically
through a common time clock).
3. To uniquely identify a message or sequence of messages (protocol instance), nonces
drawn from a monotonically increasing sequence may be used (e.g., sequence or serial numbers, and timestamps, if guaranteed to be increasing and unique), or random
numbers of sufficient size. Uniqueness is often required only within a given key lifetime or time window.
4. Combinations of time-variant parameters may be used, e.g., random numbers concatenated to timestamps or sequence numbers. This may guarantee that a pseudorandom number is not duplicated.
(i) Random numbers
Random numbers may be used in challenge-response mechanisms, to provide uniqueness
and timeliness assurances, and to preclude certain replay and interleaving attacks (see p 10.5,
including Remark 10.42). Random numbers may also serve to provide unpredictability, for
example, to preclude chosen-text attacks.
The term random numbers, when used in the context of identification and authentication protocols, includes pseudorandom numbers which are unpredictable to an adversary
(see Remark 10.11); this differs from randomness in the traditional statistical sense. In protocol descriptions, “choose a random number” is usually intended to mean “pick a number
with uniform distribution from a specified sample space” or “select from a uniform distribution”.
Random numbers are used in challenge-response protocols as follows. One entity includes a (new) random number in an outgoing message. An incoming message subsequently received (e.g., the next protocol message of the same protocol instance), whose construction required knowledge of this nonce and to which this nonce is inseparably bound, is then
deemed to be fresh (Remark 10.10) based on the reasoning that the random number links
the two messages. The non-tamperable binding is required to prevent appending a nonce
to an old message.
Random numbers used in this manner serve to fix a relative point in time for the parties
involved, analogous to a shared timeclock. The maximum allowable time between protocol
messages is typically constrained by a timeout period, enforced using local, independent
countdown timers.
q

Such predictable parameters differ from sequence numbers in that they might not be bound to any stored state.
Without appropriate cryptographic binding, a potential concern then is a pre-play attack wherein an adversary
obtains the response before the time-variant parameter is legitimately sent (see Note 10.7).
r
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10.10 Remark (freshness) In the context of challenge-response protocols, fresh typically means
recent, in the sense of having originated subsequent to the beginning of the current protocol
instance. Note that such freshness alone does not rule out interleaving attacks using parallel
sessions (see t 10.5).
10.11 Remark (birthday repetitions in random numbers) In generating pseudorandom numbers
for use as time-variant parameters, it suffices if the probability of a repeated number is acceptably low and if numbers are not intentionally reused. This may be achieved by selecting
the random value from a sufficiently large sample space, taking into account coincidences
arising from the birthday paradox. The latter may be addressed by either using a larger sample space, or by using a generation process guaranteed to avoid repetition (e.g., a bijection),
such as using the counter or OFB mode of a block cipher ( t 7.2.2).
10.12 Remark (disadvantages of random numbers) Many protocols involving random numbers
require the generation of cryptographically secure (i.e., unpredictable) random numbers.
If pseudorandom number generators are used, an initial seed with sufficient entropy is required. When random numbers are used in challenge-response mechanisms in place of
timestamps, typically the protocol involves one additional message, and the challenger must
temporarily maintain state information, but only until the response is verified.
(ii) Sequence numbers
A sequence number (serial number, or counter value) serves as a unique number identifying a message, and is typically used to detect message replay. For stored files, sequence
numbers may serve as version numbers for the file in question. Sequence numbers are specific to a particular pair of entities, and must explicitly or implicitly be associated with both
the originator and recipient of a message; distinct sequences are customarily necessary for
messages from u to v and from v to u .
Parties follow a pre-defined policy for message numbering. A message is accepted only
if the sequence number therein has not been used previously (or not used previously within
a specified time period), and satisfies the agreed policy. The simplest policy is that a sequence number starts at zero, is incremented sequentially, and each successive message
has a number one greater than the previous one received. A less restrictive policy is that
sequence numbers need (only) be monotonically increasing; this allows for lost messages
due to non-malicious communications errors, but precludes detection of messages lost due
to adversarial intervention.
10.13 Remark (disadvantages of sequence numbers) Use of sequence numbers requires an overhead as follows: each claimant must record and maintain long-term pairwise state information for each possible verifier, sufficient to determine previously used and/or still valid
sequence numbers. Special procedures (e.g., for resetting sequence numbers) may be necessary following circumstances disrupting normal sequencing (e.g., system failures). Forced
delays are not detectable in general. As a consequence of the overhead and synchronization
necessary, sequence numbers are most appropriate for smaller, closed groups.
(iii) Timestamps
Timestamps may be used to provide timeliness and uniqueness guarantees, to detect message replay. They may also be used to implement time-limited access privileges, and to
detect forced delays.
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Timestamps function as follows. The party originating a message obtains a timestamp
from its local (host) clock, and cryptographically binds it to a message. Upon receiving a
time-stamped message, the second party obtains the current time from its own (host) clock,
and subtracts the timestamp received. The received message is valid provided:
1. the timestamp difference is within the acceptance window (a fixed-size time interval,
e.g., 10 milliseconds or 20 seconds, selected to account for the maximum message
transit and processing time, plus clock skew); and
2. (optionally) no message with an identical timestamp has been previously received
from the same originator. This check may be made by the verifier maintaining a list
of all timestamps received from each source entity within the current acceptance window. Another method is to record the latest (valid) timestamp used by each source
(in this case the verifier accepts only strictly increasing time values).
The security of timestamp-based verification relies on use of a common time reference.
This requires that host clocks be available and both “loosely synchronized” and secured
from modification. Synchronization is necessary to counter clock drift, and must be appropriate to accommodate the acceptance window used. The degree of clock skew allowed,
and the acceptance window, must be appropriately small to preclude message replay if the
above optional check is omitted. The timeclock must be secure to prevent adversarial resetting of a clock backwards so as to restore the validity of old messages, or setting a clock
forward to prepare a message for some future point in time (cf. Note 10.7).
10.14 Remark (disadvantages of timestamps) Timestamp-based protocols require that timeclocks be both synchronized and secured. The preclusion of adversarial modification of
local timeclocks is difficult to guarantee in many distributed environments; in this case,
the security provided must be carefully re-evaluated. Maintaining lists of used timestamps
within the current window has the drawback of a potentially large storage requirement, and
corresponding verification overhead. While technical solutions exist for synchronizing distributed clocks, if synchronization is accomplished via network protocols, such protocols
themselves must be secure, which typically requires authentication; this leads to a circular
security argument if such authentication is itself timestamp-based.
10.15 Remark (comparison of time-variant parameters) Timestamps in protocols offer the advantage of fewer messages (typically by one), and no requirement to maintain pairwise
long-term state information (cf. sequence numbers) or per-connection short-term state information (cf. random numbers). Minimizing state information is particularly important for
servers in client-server applications. The main drawback of timestamps is the requirement
of maintaining secure, synchronized distributed timeclocks. Timestamps in protocols may
typically be replaced by a random number challenge plus a return message.

10.3.2 Challenge-response by symmetric-key techniques
Challenge-response mechanisms based on symmetric-key techniques require the claimant
and the verifier to share a symmetric key. For closed systems with a small number of users,
each pair of users may share a key a priori; in larger systems employing symmetric-key
techniques, identification protocols often involve the use of a trusted on-line server with
which each party shares a key. The on-line server effectively acts like the hub of a spoked
wheel, providing a common session key to two parties each time one requests authentication
with the other.
w
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The apparent simplicity of the techniques presented below and in y 10.3.3 is misleading.
The design of such techniques is intricate and the security is brittle; those presented have
been carefully selected.
(i) Challenge-response based on symmetric-key encryption
Both the Kerberos protocol (Protocol 12.24) and the Needham-Schroeder shared-key protocol (Protocol 12.26) provide entity authentication based on symmetric encryption and involve use of an on-line trusted third party. These are discussed in Chapter 12, as they additionally provide key establishment.
Below, three simple techniques based on ISO/IEC 9798-2 are described. They assume
the prior existence of a shared secret key (and no further requirement for an on-line server).
In this case, two parties may carry out unilateral entity authentication in one pass using
timestamps or sequence numbers, or two passes using random numbers; mutual authentication requires, respectively, two and three passes. The claimant corroborates its identity
by demonstrating knowledge of the shared key by encrypting a challenge (and possibly additional data) using the key. These techniques are similar to those given in y 12.3.1.
10.16 Remark (data integrity) When encipherment is used in entity authentication protocols,
data integrity must typically also be guaranteed to ensure security. For example, for messages spanning more than one block, the rearrangement of ciphertext blocks cannot be detected in the ECB mode of block encryption, and even CBC encryption may provide only
a partial solution. Such data integrity should be provided through use of an accepted data
integrity mechanism (see y 9.6; cf. Remark 12.19).
9798-2 mechanisms: Regarding notation: z|{ and }6{ , respectively, denote a random number and a timestamp, generated by ~ . (In these mechanisms, the timestamp } { may be replaced by a sequence number  { , providing slightly different guarantees.)  denotes a
symmetric encryption algorithm, with a key  shared by ~ and  ; alternatively, distinct
keys  { and  { may be used for unidirectional communication. It is assumed that both
parties are aware of the claimed identity of the other, either by context or by additional (unsecured) cleartext data fields. Optional message fields are denoted by an asterisk (*), while
a comma (,) within the scope of  denotes concatenation.
1. unilateral authentication, timestamp-based:
~ENPT} {J 6

Upon reception and decryption,  verifies that the timestamp is acceptable, and optionally verifies the received identifier as its own. The identifier  here prevents an
adversary from re-using the message immediately on ~ , in the case that a single bidirectional key  is used.
2. unilateral authentication, using random numbers:
To avoid reliance on timestamps, the timestamp may be replaced by a random number, at the cost of an additional message:
~ENPz
~ENP

6


Tz|

 6


decrypts the received message and checks that the random number matches that
sent in (1). Optionally,  checks that the identifier in (2) is its own; this prevents
a reflection attack in the case of a bi-directional key  . To prevent chosen-text attacks on the encryption scheme   , ~ may (as below) embed an additional random
number in (2) or, alternately, the form of the challenges can be restricted; the critical
requirement is that they be non-repeating.
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3. mutual authentication, using random numbers:
MN|

6¡

M¢N¤£¥.,|¦J§B|>§2Y¨2¡6©¡
MN¤£¥.,|ª§¦¡

6«¡



Upon reception
of (2), carries out the checks as above and,
in addition, recovers the
 ¦

decrypted
for inclusion in (3). Upon decrypting (3), checks
that both random
 ¦
numbers match those used earlier. The second random number
in (2) serves both
as a challenge and to prevent chosen-text attacks.
10.17 Remark (doubling unilateral authentication) While mutual authentication may be obtained by running any of the above unilateral authentication mechanisms twice (once in each
direction), such an ad-hoc combination suffers the drawback that the two unilateral authentications, not being linked, cannot logically be associated with a single protocol run.
(ii) Challenge-response based on (keyed) one-way functions
The encryption algorithm in the above mechanisms may be replaced by a one-way or nonreversible function of the shared key and challenge, e.g., having properties similar to a MAC
(Definition 9.7). This may be preferable in situations where encryption algorithms are otherwise unavailable or undesirable (e.g., due to export restrictions or computational costs).
The modifications required to the 9798-2 mechanisms above (yielding the analogous mechanisms of ISO/IEC 9798-4) are the following:
¥
£ ¥
1. the encryption function
is replaced by a MAC algorithm ¬ ;
2. rather than decrypting and verifying that fields match, the recipient now independently computes the MAC value from known quantities, and accepts if the computed
MAC matches the received MAC value; and
3. to enable
independent MAC computation by the recipient, the additional
cleartext
¦
|¦
field  must be sent in message (1) of the one-pass mechanism.
must be sent as
an additional cleartext field in message (2) of the three-pass mechanism.
¥
The revised three-pass challenge-response mechanism based on a MAC ¬ , with actions as noted above, provides mutual identification. Essentially the same protocol, called
SKID3, has messages as follows:
E®P_|

6¡

E¢®P_|¦¯§
E®P
¬

¥T|¦J§B|ª§2:¡6©¡

¬
¥.T|ª§|¦¯§3[¡

6«¡



Note that the additional field is included in message (3). The protocol SKID2, obtained
by omitting the third message, provides unilateral entity authentication.
(iii) Implementation using hand-held passcode generators
Answering a challenge in challenge-response protocols requires some type of computing
device and secure storage for long-term keying material (e.g., a file on a trusted local disk,
perhaps secured under a local password-derived key). For additional security, a device such
as a chipcard (and corresponding card reader) may be used for both the key storage and
response computation. In some cases, a less expensive option is a passcode generator.
Passcode generators are hand-held devices, resembling thin calculators in both size
and display, and which provide time-variant passwords or passcodes (see Figure 10.3). The
generator contains a device-specific secret key. When a user is presented with a challenge
(e.g., by a system displaying it on a computer terminal), the challenge is keyed into the generator. The generator displays a passcode, computed as a function of the secret key and the
°
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challenge; this may be either an asymmetric function, or a symmetric function (e.g., encryption or MAC as discussed above). The user returns the response (e.g., keys the passcode in
at his terminal), which the system verifies by comparison to an independently computed
response, using the same information stored on the system side.
For further protection against misplaced generators, the response may also depend on a
user-entered PIN. Simpler passcode generators omit the user keypad, and use as an implicit
challenge a time value (with a typical granularity of one minute) defined by a timeclock
loosely synchronized automatically between the system and the passcode generator. A more
sophisticated device combines implicit synchronization with explicit challenges, presenting
an explicit challenge only when synchronization is lost.
A drawback of systems using passcode generators is, as per ² 10.2.1(i), the requirement
to provide confidentiality for user passwords stored on the system side.
·

¸

(user)

(system)

secret database
·

(login request)
·

passcode
generator

PIN ´

PIN ´
³º´

³|´

³|´

user-entered
PIN
(optional)
µ

¹

¹
µ

(challenge)

¶

(optional)
challenge
generator
»

yes

(response)
display

ACCEPT

no
REJECT

Figure 10.3: Functional diagram of a hand-held passcode generator. ¼ ´ is ½ ’s user-specific secret.
¾
is a one-way function. The (optional) PIN could alternatively be locally verified in the passcode
generator only, making ¿ independent of it.

10.3.3 Challenge-response by public-key techniques
Public-key techniques may be used for challenge-response based identification, with a
claimant demonstrating knowledge of its private key in one of two ways (cf. ² 12.5):
1. the claimant decrypts a challenge encrypted under its public key;
2. the claimant digitally signs a challenge.
Ideally, the public-key pair used in such mechanisms should not be used for other purposes, since combined usage may compromise security (Remark 10.40). A second caution
is that the public-key system used should not be susceptible to chosen-ciphertext attacks,À
Á

Both chosen-ciphertext and chosen-plaintext attacks are of concern for challenge-response techniques based
on symmetric-key encryption.
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as an adversary may attempt to extract information by impersonating a verifier and choosing strategic rather than random challenges. (See Notes 8.13 and 8.58 regarding the Rabin/Williams and Blum-Goldwasser schemes.)
Incorporating a self-generated random number or confounder ( Â 10.5) into the data over
which the response is computed may address both of these concerns. Such data may be
made available to the verifier in cleartext to allow verification.
(i) Challenge-response based on public-key decryption
Identification based on PK decryption and witness. Consider the following protocol:
ÃMÄ®ÅPÆQÇÈTÉËÊ6Ì2Å.Ì2ÍÏÎJÈ,ÉÌ3Å:ÊÈ6ÐÊ
ÃMÑ®ÅPÆ_É
Å

È6ÒÊ

É

Ç¤È,ÉËÊ

É

chooses a random , computes the witness ÓPÔ
(Ó demonstrates
knowledge ofÍ Î
Í Î ÈTÉÌ2ÅÊ
without disclosing it – cf. Â 10.4.1), and computes the challenge
. Here
Õ5Ô
Ã
Ç
denotes the public-key
encryption
(e.g.,
RSA)
algorithm
of
,
and
denotes
aÖ one-way
Å
Ã
Ã
ÉÖ
Å>Ö
Ç¤È,ÉÖ×Ê
sends
(1)
to
.
decrypts
and
,
computes
,
hash function.
Õ to recover
Ó
Ô
É ÖØ É
Å Ö
Å
ÖJØ
Ó
ÔKÓ (implying
Ô
and
quits
if
)
or
if
is
not
equal
to
its
own
identifier
.
Otherwise,
Ã
É
É Ö
Å
Å
Ã
sends Ô
to
. succeeds with (unilateral) entity authentication of upon verifyÉ
ing the received agrees with that sent earlier. The use of the witness precludes chosen-text
attacks.
Modified Needham-Schroeder PK protocol for identification. The modified Needham-Schroeder
public-key
protocol of Note 12.39 provides key transport of distinct keys ÙÛÚ , Ù3Ü from
Ã
Å
Å
Ã
to and to , respectively, as well as mutual authentication.
If the key establishment
ÍÏÞ
feature is not required,
denoting
the public-key encrypÙÝÚ and Ù2Ü may be omitted. With
Å
tion algorithm for (e.g., RSA), the messages in the modified protocol for identification
are then as follows:
ÃMÑNÅPÆQÍÏÞ>È,É
ÃMÄNÅPÆQÍ Î
ÃMÑNÅPÆ_É
Ü

È,É
Ú

Ú

Ì2Ã>ÊßÈ0ÐÊ

ÌBÉ
Ü

ÊÈ0ÒÊ
È0àÊ

Verification actions are analogous to those of Note 12.39.
(ii) Challenge-response based on digital signatures
X.509 mechanisms based on digital signatures. The ITU-T (formerly CCITT) X.509 twoand three-way strong authentication protocols specify identification techniques based on
digital signatures and, respectively, timestamps and random number challenges. These are
described in Â 12.5.2, and optionally provide key establishment in addition to entity authentication.
9798-3 mechanisms. Three challenge-response identification mechanisms based on signatures are given below, analogous to those in Â 10.3.2(i) based on symmetric-key encryption,
but, in this case,É Îcorresponding
to techniques in ISO/IEC 9798-3. Regarding notation (cf.
Î
9798-2
above):
and
,
respectively,
denote a random number and timestamp generated
á
Î
Ã
Ã
by . â denotes ’s signature mechanism; if this mechanism provides message
recovery,
É Î
ãäÕ á
some of the cleartext fields listed below
are
redundant
and
may
be
omitted.
denotes
Ã
the public-key certificate containing ’s signature public key. (In these mechanisms, if the
verifier has the authentic public key of the claimant a priori, certificates may be omitted;
otherwise, it is assumed that the verifier has appropriate information to verify the validity
of the public key contained in a received certificate – see Chapter 13.) Remark 10.17 also
applies here.
å

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

æ

10.4 Customized and zero-knowledge identification protocols

405

1. unilateral authentication with timestamps:
çMèNéPêëäì6í|î6ïJðî6ï¯ð3éð2ñ¤ïòTî6ï¯ð2é:óò6ôó
é

é

Upon reception, verifies
that the timestamp is acceptable,
the received identifier
ç
ëäì6í|î6ï
is its own, and (using ’s public key extracted from
after verifying the latter)
checks that the signature over these two fields is correct.
2. unilateral authentication with random numbers: Reliance on timestamps may be replaced by a random number, at the cost of an additional message:
çEõNéPêí|ö

ò0ôó

çEèNéPê¤ëäì6íºî6ï¯ðBí|ïJð2é.ð2ñïòTí|ïJðí ö

ð3é:óò0÷ó

é

verifies
that theëäcleartext
identifier isç its own, and using a valid signature public key
ç
ì6í|î6ï
from
),
verifies
that ’s signature is valid over the cleartext random
for (e.g.,
í|ï
í ö
í|ï
number , the same number
as sent in (1), and this identifier. The signed
explicitly prevents chosen-text attacks.
3. mutual authentication with random numbers:
çEõNéPêí ö

çEèNéPê¤ëäì6íºî ï

ðBí ï

ð2é.ð2ñ ï

ò0ôó
òTí ï

çEõNéPê¤ëäì6íºî6öªð2çªð2ñö[ò,íö>ðBí ï

ðíö[ð3é:óò0÷ó
ð2ç>ó

ò0øó

Processing of (1) and (2) is as above; (3) is processed analogously to (2).

10.4 Customized and zero-knowledge identification
protocols
This section considers protocols specifically designed to achieve identification, which use
asymmetric techniques but do not rely on digital signatures or public-key encryption, and
which avoid use of block ciphers, sequence numbers, and timestamps. They are similar
in some regards to the challenge-response protocols of ù 10.3, but are based on the ideas
of interactive proof systems and zero-knowledge proofs (see ù 10.4.1), employing random
numbers not only as challenges, but also as commitments to prevent cheating.

10.4.1 Overview of zero-knowledge concepts
ç

A disadvantage of simple password protocols is that when a é claimant (calledé a prover in
the context of zero-knowledge
protocols) gives the verifier her password,
can thereç
ç
é
after impersonate . Challenge-response
protocols
improve
on
this:
responds
to ’s
ç
challenge to demonstrate knowledge
of ’s secret in a time-variant manner, providing iné
formation not directly reusable by . This might nonetheless reveal some partial information about the claimant’s secret; an adversarial verifier might also be able to strategically
select challenges to obtain responses providing such information (see chosen-text attacks,
ù 10.5).
Zero-knowledge (ZK) protocols are designed to address these concerns, by allowing
a prover to demonstrate knowledge of a secret while revealing no information whatsoever
(beyond what the verifier was able to deduce prior to the protocol run) of use to the verifier
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in conveying this demonstration of knowledge to others. The point is that only a single bit
of information need be conveyed – namely, that the prover actually does know the secret.
More generally, a zero-knowledge protocol allows a proof of the truth of an assertion,
while conveying no information whatsoever (this notion can be quantified in a rigorous
sense) about the assertion itself other than its actual truth. In this sense, a zero-knowledge
proof is similar to an answer obtained from a (trusted) oracle.
(i) Interactive proof systems and zero-knowledge protocols
The ZK protocols to be discussed are instances of interactive proof systems, wherein a prover and verifier exchange multiple messages (challenges and responses), typically dependent
on random numbers (ideally: the outcomes of fair coin tosses) which they may keep secret.
The prover’s objective is to convince (prove to) the verifier the truth of an assertion, e.g.,
claimed knowledge of a secret. The verifier either accepts or rejects the proof. The traditional mathematical notion of a proof, however, is altered to an interactive game wherein
proofs are probabilistic rather than absolute; a proof in this context need be correct only
with bounded probability, albeit possibly arbitrarily close to 1. For this reason, an interactive proof is sometimes called a proof by protocol.
Interactive proofs used for identification may be formulated as proofs of knowledge.
ú
possesses some secret û , and attempts to convince ü it has knowledge of û by correctly
responding to queries (involving publicly known inputs and agreed upon functions) which
require knowledge of û to answer. Note that proving knowledge of û differs from proving
that such û exists – for example, proving knowledge of the prime factors of ý differs from
proving that ý is composite.
An interactive proof is said to be a proof of knowledge if it has both the properties of
completeness and soundness. Completeness may be viewed as the customary requirement
that a protocol functions properly given honest participants.
10.18 Definition (completeness property) An interactive proof (protocol) is complete if, given
an honest prover and an honest verifier, the protocol succeeds with overwhelming probability (i.e., the verifier accepts the prover’s claim). The definition of overwhelming depends
on the application, but generally implies that the probability of failure is not of practical
significance.
10.19 Definition (soundness property) An interactive proof (protocol) is sound if there exists an
expected polynomial-time
algorithm þ with the following property: if a dishonest prover
ú
(impersonating ) can with non-negligible probability successfully execute the protocol
ü , then þ
with
can be used to extract from this prover knowledge (essentially equivalent
ú
to ’s secret) which with overwhelming probability allows successful subsequent protocol
executions.
An alternate explanation of the condition in Definition 10.19 is as follows: the prover’s secret û together with public data satisfies some polynomial-time predicate, and another solution of this predicate (possibly the same) can be extracted, allowing successful execution
of subsequent protocol instances.
ú
ú
Since any party capable of impersonating must know the equivalent of ’s secret
knowledge ( þ can be used to extract it from this party in polynomial time), soundness guarantees that the protocol does indeed provide a proof of knowledge – knowledge equivalent
to that being queried is required to succeed. Soundness thus prevents a dishonest prover
from convincing an honest verifier (but does does not by itself guarantee that acquiring the

ÿ
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prover’s secret is difficult; see Remark 10.23). A standard method to establish the soundness of a particular protocol is to assume the existence of a dishonest prover capable of successfully executing the protocol, and show how this allows one to compute the real prover’s
secret.
While an interactive proof of knowledge (or protocol based thereon) must be sound
to be of cryptographic use, the main property of zero-knowledge protocols is the zeroknowledge aspect itself. For what follows, define a transcript (or view) to be the collection
of messages resulting from protocol execution.
10.20 Definition (zero-knowledge property) A protocol which is a proof of knowledge has the
zero-knowledge property if it is simulatable in the following sense: there exists an expected
polynomial-time algorithm (simulator) which can produce, upon input of the assertion(s)
to be proven but without interacting with the real prover, transcripts indistinguishable from
those resulting from interaction with the real prover.
The zero-knowledge property implies that a prover executing the protocol (even when interacting with a malicious verifier) does not release any information (about its secret knowledge, other than that the particular assertion itself is true) not otherwise computable in
polynomial time from public information alone. Thus, participation does not increase the
chances of subsequent impersonation.





10.21 Remark (simulated ZK protocols and protocol observers) Consider an observer who
witnesses a zero-knowledge interactive proof (ZKIP) involving a prover convincing a
verifier (
) of some knowledge has. The “proof” to does not provide any
guarantees to . (Indeed, and might have a prior agreement, conspiring against ,
on the challenges to be issued.) Similarly, a recorded ZKIP conveys no guarantees upon
playback. This is fundamental to the idea of the zero-knowledge property and the condition
that proofs be simulatable by a verifier alone. Interactive proofs convey knowledge only to
(interactive) verifiers able to select their own random challenges.

     











10.22 Definition (computational vs. perfect zero-knowledge) A protocol is computationally
zero-knowledge if an observer restricted to probabilistic polynomial-time tests cannot distinguish real from simulated transcripts. For perfect zero-knowledge, the probability distributions of the transcripts must be identical. By convention, when not further qualified,
zero-knowledge means computational zero-knowledge.
In the case of computational zero-knowledge, real and simulated transcripts are said
to be polynomially indistinguishable (indistinguishable using polynomial-time algorithms).
Any information extracted by a verifier through interaction with a prover provides no advantage to the verifier within polynomial time.
10.23 Remark (ZK property and soundness vs. security) The zero-knowledge property (Definition 10.20) does not guarantee that a protocol is secure (i.e., that the probability of it being
easily defeated is negligible). Similarly, the soundness property (Definition 10.19) does not
guarantee that a protocol is secure. Neither property has much value unless the underlying
problem faced by an adversary is computationally hard.
(ii) Comments on zero-knowledge vs. other asymmetric protocols
The following observations may be made regarding zero-knowledge (ZK) techniques, as
compared with other public-key (PK) techniques.
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1. no degradation with usage: protocols proven to have the ZK property do not suffer
degradation of security with repeated use, and resist chosen-text attacks. This is perhaps the most appealing practical feature of ZK techniques.
A ZK technique which is not provably secure may or may not be viewed as more
desirable than a PK technique which is provably secure (e.g., as difficult as factoring).
2. encryption avoided: many ZK techniques avoid use of explicit encryption algorithms. This may offer political advantages (e.g., with respect to export controls).
3. efficiency: while some ZK-based techniques are extremely efficient (see 10.4.5),
protocols which formally have the zero-knowledge property typically have higher
communications and/or computational overheads than PK protocols which do not.
The computational efficiency of the more practical ZK-based schemes arises from
their nature as interactive proofs, rather than their zero-knowledge aspect.
4. unproven assumptions: many ZK protocols (“proofs of knowledge”) themselves rely
on the same unproven assumptions as PK techniques (e.g., the intractability of factoring or quadratic residuosity).
5. ZK-based vs. ZK: although supported by prudent underlying principles, many techniques based on zero-knowledge concepts fall short of formally being zero-knowledge and/or formally sound in practice, due to parameter selection for reasons of efficiency, or for other technical reasons (cf. Notes 10.33 and 10.38). In fact, many
such concepts are asymptotic, and do not apply directly to practical protocols (Remark 10.34).



(iii) Example of zero-knowledge proof: Fiat-Shamir identification protocol
The general idea of a zero-knowledge (ZK) proof is illustrated by the basic version of the
Fiat-Shamir protocol. The basic version is presented here for historical and illustrative purposes (Protocol 10.24). In practice, one would use a more efficient variation, such as Protocol 10.26, with multiple “questions” per iteration rather than as here, where poses only
a single one-bit challenge per iteration.
The objective is for to identify itself by proving knowledge of a secret (associated
with through authentic public data) to any verifier , without revealing any information
about not known or computable by prior to execution of the protocol (see Note 10.25).
The security relies on the difficulty of extracting square roots modulo large composite integers of unknown factorization, which is equivalent to that of factoring (Fact 3.46).









10.24 Protocol Fiat-Shamir identification protocol (basic version)
SUMMARY: proves knowledge of to in executions of a 3-pass protocol.
1. One-time setup.
but keeps
(a) A trusted center selects and publishes an RSA-like modulus
primes and secret.
(b) Each claimant selects a secret coprime to ,
, computes
, and registers with as its public key.
2. Protocol messages. Each of rounds has three messages with form as follows.
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Technically, should verify the condition
or equivalently
, for this to be a
sound proof of knowledge; and should stop with failure if
, where is ’s response in the third
message. But either condition failing would allow the factorization of , violating the assumption that cannot
be factored.

f
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3. Protocol actions. The following steps are iterated times (sequentially and independently). accepts the proof if all rounds succeed.
(a)
chooses a random (commitment) ,
, and sends (the witness)
to .
randomly selects a (challenge) bit
or
, and sends to .
(b)
(c)
computes and sends to (the response) , either
(if
) or
(if
).
rejects the proof if
, and otherwise accepts upon verifying
(d)
. (Depending on ,
or
, since
.
Note that checking for
precludes the case
.)

{
s/t k0v$ 

j 

Protocol 10.24 may be explained and informally justified as follows. The challenge (or
exam) requires that be capable of answering two questions, one of which demonstrates
her knowledge of the secret , and the other an easy question (for honest provers) to prevent
cheating. An adversary impersonating might try to cheat by selecting any and setting
, then answering the challenge
with a “correct” answer
; but would
be unable to answer the exam
which requires knowing a square root of mod .
A prover knowing can answer both questions, but otherwise can at best answer one
of the two questions, and so has probability only
of escaping detection. To decrease
(e.g.,
or
the probability of cheating arbitrarily to an acceptably small value of
), the protocol is iterated times, with accepting ’s identity only if all questions
(over rounds) are successfully answered.
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10.25 Note (secret information revealed by ) The response
is independent of ’s secret ,
while the response
also provides no information about because the random
is unknown to . Information pairs
extracted from could equally well be simulated by a verifier alone by choosing randomly, then defining
or
.
While this is not the method by which would construct such pairs, such pairs
have
a probability distribution which is indistinguishable from those would produce; this establishes the zero-knowledge property. Despite the ability to simulate proofs, is unable
to impersonate because cannot predict the real-time challenges.
As a minor technical point, however, the protocol does reveal a bit of information: the
answer
provides supporting evidence that is indeed a square modulo , and the
soundness of the protocol allows one to conclude, after successful iterations, that this is
indeed the case.

k

~ t kO

(iv) General structure of zero-knowledge protocols
Protocol 10.24 illustrates the general structure of a large class of three-move zero-knowledge protocols:

j

j}j})¡)i+i+£¢¥¤¦$h§\oX§¨{3{o © {
j})i+k{ «ª¬oX {

The prover claiming to be selects a random element from a pre-defined set as its secret
commitment (providing hidden randomization or “private coin tosses”), and from this computes an associated (public) witness. This provides initial randomness for variation from
other protocol runs, and essentially defines a set of questions all of which the prover claims
to be able to answer, thereby a priori constraining her forthcoming response. By protocol
design, only the legitimate party , with knowledge of ’s secret, is truly capable of answering all the questions, and the answer to any one of these provides no information about

j

j
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®®

’s long-term secret. ’s subsequent challenge selects one of these questions. provides
its response, which checks for correctness. The protocol is iterated, if necessary, to improve the bound limiting the probability of successful cheating.
Zero-knowledge interactive protocols thus combine the ideas of cut-and-choose protocols (this terminology results from the standard method by which two children share a
piece of cake: one cuts, the other chooses) and challenge-response protocols. responds
to at most one challenge (question) for a given witness, and should not reuse any witness;
in many protocols, security (possibly of long-term keying material) may be compromised
if either of these conditions is violated.



10.4.2 Feige-Fiat-Shamir identification protocol
The basic version of the Fiat-Shamir protocol is presented as Protocol 10.24. This can be
generalized, and the Feige-Fiat-Shamir (FSS) identification protocol (Protocol 10.26) is a
minor variation of such a generalization. The FFS protocol involves an entity identifying
itself by proving knowledge of a secret using a zero-knowledge proof; the protocol reveals
no partial information whatsoever regarding the secret identification value(s) of (cf. Definition 10.20). It requires limited computation (a small fraction of that required by RSA –
see 10.4.5), and is thus well-suited for applications with low-power processors (e.g., 8-bit
chipcard microprocessors).



¯



® °

10.26 Protocol Feige-Fiat-Shamir identification protocol

±

SUMMARY: proves its identity to in executions of a 3-pass protocol.
1. Selection of system parameters. A trusted center publishes the common modulus
for all users, after selecting two secret primes and each congruent to
, and such that is computationally infeasible to factor. (Consequently,
is a Blum integer per 2.4.6, and
is a quadratic non-residue mod with Jacobi
symbol
.) Integers and are defined as security parameters (see Note 10.28).
2. Selection of per-entity secrets. Each entity does the following.
in the range
, and
(a) Select random integers
random bits
. (For technical reasons,
is required, but
is almost surely guaranteed as its failure allows factorization of .)
for
. (This allows to range
(b) Compute
over all integers coprime to with Jacobi symbol
, a technical condition required to prove that no secret information is “leaked”; by choice of , precisely
one signed choice for has a square root.)
(c)
identifies itself by non-cryptographic means (e.g., photo id) to , which
thereafter registers ’s public key
, while only knows its private key
and . (To guarantee the bounded probability of attack
specified per Note 10.28, may confirm that each indeed does have Jacobi
symbol +1 relative to .) This completes the one-time set-up phase.
3. Protocol messages. Each of rounds has three messages with form as follows.
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4. Protocol actions. The following steps are executed times; accepts ’s identity if
all rounds succeed. Assume has ’s authentic public key
; otherwise, a certificate may be sent in message (1), and used as in Protocol 10.36.
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chooses a random integer ,
, and a random bit ; computes

; and sends (the witness) to  .

(b)  sends to (the challenge,) a random  -bit vector      .

  
(c) computes and sends to  (the response): 
(the product of and those   specified
by
the
challenge).



     
, and verifies that 
and "$
(d)  computes 

! # .
%
#
(The latter precludes an adversary succeeding by choosing
.)
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10.27 Example (Feige-Fiat-Shamir protocol with artificially small parameters)
'/.
1. The trusted center & selects the primes ' )(+*-, , . )* , and publishes
0-0 ,-1 ,
. Integers  2, and 3
are defined as security parameters.
2. Entity does the following.
0+4  65-,-7 0  8 %5-(+5-(
(a) Selects 3 random integers 
,
,
, and 3 bits
,
6# , 8
.
0
7-5+5-7-, .
(b) Computes  %5-5 *-5 ,  2,+,-*+5-#-7 , and  8
0 ,-,-*+5-#+7+ 7-595+79,-: 090 ,91 ,
0+4
5
5
*
5
and private key is
(c) ’s public key is
0
5-,-7
;5-(+5-( .
3. See Protocol 10.26 for a summary of the messages exchanged.
0
7 4 1 ,
4. (a) chooses
, computes %7 *-1-* , and sends this to  .
(b)  sends to the 3-bit vector #+ #+ .
%5-#+, #-5 .
 8  
(c) computes and sends to <

0
6
7
*
1
*

8
(d)  computes 


and accepts ’s identity since  %=
6
#
and >! .
?
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10.28 Note (security of Feige-Fiat-Shamir identification protocol)
(i) probability of forgery. Protocol 10.26 is provably secure against chosen message attack in the following
sense: provided that factoring is difficult, the best attack has
 A
a probability 7@
of successful impersonation.
(ii) security assumption required. The security relies on the difficulty of extracting square
roots modulo large composite integers of unknown factorization. This is equivalent
to that of factoring (see Fact 3.46).
(iii) zero-knowledge and soundness. The protocol is, relative to a trusted server, a (sound)
zero-knowledge proof of knowledge provided  CB ED -F D -F
and 3 HG D +F
.
See Remark 10.34 regarding the practical significance of such constraints. A simplistic view for fixed  is that the verifier, interested in soundness, favors larger 3 (more
iterations) for a decreased probability of fraud; while the prover, interested in zeroknowledge, favors smaller 3 .
(iv) parameter selection. Choosing  and 3 such that I3 J7-# allows a 1 in a million
chance of impersonation, which suffices in the case that an identification attempt requires a personal appearance by a would-be impersonator (see K 10.5). Computation,
* was originally suggested
memory, and communication can be traded off; 6
0
3 65 ;
as appropriate.
Specific parameter choices might be, for security 7@ L : 
8
0

7
@
%
+
(
3
for
.
L :
(v) security trade-off. Both computation and communication may be reduced by trading
off security parameters to yield a single iteration (3
), holding the product I3
constant and increasing  while decreasing 3 ; however, in this case the protocol is no
longer a zero-knowledge proof of knowledge.

ö

ö

ú ú

ö

ú û Íöü

ú û öü

ú
ô õ ]õ ô

ú ú

ú ô

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

412

Ch. 10 Identification and Entity Authentication

10.29 Note (modifications to Feige-Fiat-Shamir)
(i) As an alternative to step 1 of Protocol 10.26, each user may pick its own such modulus
M . N is still needed to associate each user with its modulus.
(ii) The communication complexity can be reduced if O sends P (e.g., 128 bits of) a hash
value QSRUTWV instead of T in message (1), with P ’s verification modified accordingly.
(iii) The scheme can be made identity-based as follows (cf. X 13.4.3). N assigns a distinguished identifying string YIZ to each party O (e.g., O ’s name, address, or other information which a verifier may wish to corroborate). O ’s public values [+\ , ]_^6`a^Cb
are then derived by both N and other parties P as [+\dcfegRhYiZkjl`V using an appropriate function e . Then the trusted center, knowing the factorization of M , computes a
square root m\ of each [+\ and gives these to O .
As an example of e , consider, for a randomly chosen but known value n , egRUYiZkjo`pVqc
YiZsrt`drunkvwx M . Since a square root of e\ycJegRhYiZzjl`V is required, any e \ with
Jacobi symbol {|] mod M may be multiplied by a fixed number with Jacobi symbol
{|] . A non-residue e \ with Jacobi ra] may be either discarded ( O must then indicate
to P , e.g., in message (3), which values ` allow computation of the [+} ); or mapped
to a residue via multiplication by {|] , again with an indication to P of this to allow
computation of [+} . Note that both cases for dealing with a non-residue e \ with Jacobi
ra] reveal some (non-useful) information.
(iv) The parallel version of the protocol, in which each of three messages contains the
respective data for all ~ rounds simultaneously, can be shown to be secure (it releases
no “transferable information”), but for technical reasons loses the zero-knowledge
property. Such parallel execution (as opposed to sequential iteration) in interactive
proofs allows the probability of error (forgery) to be decreased without increasing the
number of rounds.
10.30 Note (converting identification to signature scheme) The following general technique may
be used to convert an identification scheme involving a witness-challenge-response sequence to a signature scheme: replace the random challenge  of the verifier by the one-way
hash c%QSRUTq V , of the concatenation of the witness T and the message  to be signed ( Q
essentially plays the role of verifier). As this converts an interactive identification scheme to
a non-interactive signature scheme, the bitsize of the challenge  must typically be increased
to preclude off-line attacks on the hash function.

10.4.3 GQ identification protocol
The Guillou-Quisquater (GQ) identification scheme (Protocol 10.31) is an extension of the
Fiat-Shamir protocol. It allows a reduction in both the number of messages exchanged and
memory requirements for user secrets and, like Fiat-Shamir, is suitable for applications in
which the claimant has limited power and memory. It involves three messages between a
claimant O whose identity is to be corroborated, and a verifier P .
10.31 Protocol GQ identification protocol
SUMMARY: O proves its identity (via knowledge of mZ ) to P in a 3-pass protocol.
1. Selection of system parameters.
(a) An authority N , trusted by all parties with respect to binding identities to public
keys, selects secret random RSA-like primes and  yielding a modulus M c
/ . (As for RSA, it must be computationally infeasible to factor M .)
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(b)  defines a public exponent _ with -U /% where y%U-  -+ ,
and computes its private exponent d¡k¢£¤ . (See Note 10.33.)
(c) System parameters hgo¥ are made available (with guaranteed authenticity) for
all users.
2. Selection of per-user parameters.
(a) Each entity ¦ is given a unique identity §i¨ , from which (the redundant identity) ©+¨ª¬«gU§I¨ , satisfying ¯®¬©-¨$®C¥ , is derived using a known redundancy function « . (See Note 10.35. Assuming that factoring ¥ is difficult implies + ° © ¨ /6 .)
(b)  gives to ¦ the secret (accreditation data) ¨"2©-¨k ²± ¢£|¥ .
3. Protocol messages. Each of ³ rounds has three messages as follows (often ³z6 ).
¦2´¶µ¸·¹§I¨z¡º»<¼-½¾¢£|¥
  
¦2¿¶µ¸·ÁÀÃÂ¾ÄÅÆ Åz¾Ç6ÀÇÈ/É Ê-
¦2´¶µ¸·¹Ë_È¼¾Ì¨ÎÍÏ¢£|¥
 -

4. Protocol actions. ¦ proves its identity to µ by ³ executions of the following; µ accepts the identity only if all ³ executions are successful.
(a) ¦ selects a random secret integer ¼ (the commitment), ÇÐ¼2ÇÐ¥2 , and
computes (the witness) ºÑ¼9½¾¢£Ï¥ .
(b) ¦ sends to µ the pair of integers U§I¨zlºÒ .
(c) µ selects and sends to ¦ a random integer À (the challenge), Ç6ÀÏÇ" .
(d) ¦ computes and sends to µ (the response) Ë>¼aÌ9p¨ÎÍÏ¢£Ï¥ .
(e) µ receives Ë , constructs ©-¨ from §i¨ using « (see above), computes Ó%©-¨ Í Ì
Ö × . (The
Ë½¢£Ô|¥ , and accepts ¦ ’s proof of identity if both ÓÕ$º and ÓØ
latter precludes an adversary succeeding by choosing ¼2× .)
10.32 Example (GQ identification protocol with artificially small parameters and ³z6 )
1. (a) The authority  selects primes ÚÙ+Û-Ü , ÝÚÞ-+Ü , and computes ¥)Cg>
ß
ß
Ê-× Ü+ .
ß
ß
ß
-Ü-+à , selects Ý%Ù Ü+Ù-Ù , and computes
(b)  computes _%h<-  d<-
d ¡ ¢£¤>2Ê-+-à+Þ-Ù .
ß
ß
ß
(c) System parameters EÙ Ü-Ù+Ù+ Ê-× Ü-+ are made available for all users.
ß
2. (a) Suppose that ¦ ’s redundant identity is © ¨ % Ù+Þ-Ü .
ß
ß
(b)  gives to ¦ the accreditation data ¨"% ©-¨á ²± ¢£|¥
×--+Ù .
3. See Protocol 10.31 for a summary of the messages exchanged.
ß-ß
4. (a) ¦ selects ¼%Û-Ù
Û and computes ºÕ¼-½¢£|¥¯%à-Ü+Ù-Ê+Ù .
(b) ¦ sends to µ the pair h§i¨k;à+Ü-Ù-Ê+Ù- .
(c) µ sends to ¦ the random challenge Àd6-à+Ü-à-× .
(d) ¦ sends Ë_<¼Ì¨ÎÍ¢£|¥¯%à-+Ù-Ù+ to µ .
(e) µ computes Ó¸©-¨ Í ÌâË½¢£Ô|¥6à+Ü-Ù+Ê-Ù and accepts ¦ ’s identity since Óº
and Ó>6
Ö × .
ã
10.33 Note (security of GQ identification protocol)
(i) probability of forgery. In Protocol 10.31,  determines the security level (cf. FiatShamir where ä%Ê but there are many rounds); some values such as >6Ê Uå+æ  may
offer computational advantages. A fraudulent claimant can defeat the protocol with
a 1 in  chance by guessing À correctly a priori (and then forming ºÑ%© ¨ Í ÌUË²½ as the
verifier would). The recommended bitlength of  thus depends on the environment
under which attacks could be mounted (see ç 10.5).
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(ii) security assumption required. Extracting èéUê roots modulo the composite integer ë
(i.e., solving the RSA problem – ì 3.3) appears necessary to defeat the protocol; this is
no harder than factoring ë (Fact 3.30), and appears computationally intractable without knowing the factors of ë .
(iii) soundness. In practice, GQ with íïî ð and a ñ -bit prime è is often suggested. For
generalized parameters òUëólèólí;ô , the probability of forgery is è¡õö . If è is constant,
then technically for soundness, í must grow asymptotically faster than ÷ùø-ú÷ùø-úë . (For
soundness, è¡õöî$ûò ü9õý;öô must be smaller than inverse-polynomial in ÷ùø-úë ; only
polynomial security is provided if for a constant þ , è°öî$ûòEò ÷ø+ú¡ëô ÿ ô . See also Remark 10.34.)
(iv) zero-knowledge property. In opposition to the soundness requirement, for GQ to be
zero-knowledge apparently requires ílè îØûòEò ÷ø+úëô ÿô for constant þ , imposing an
upper bound on í asymptotically: for è constant, í must be no larger than polynomial
in ÷ùø-úë .
10.34 Remark (asymptotic concepts vs. practical protocols) The asymptotic conditions for
soundness specified in Note 10.33 have little meaning in practice, e.g., because big-O notation is not applicable once fixed values are assigned to parameters. Indeed, zero-knowledge
is a theoretical concept; while complexity-theoretic definitions offer guidance in selecting
practical security parameters, their significance diminishes when parameters are fixed. Regarding Note 10.33, if íî ð is viewed as the instantiation of a non-constant parameter
(e.g., the iterated logarithm of ë ), then íäî¹ð will suffice for all practical purposes; con
sider ëî2ð
, íkî ÷ùú ë aî%ð .
10.35 Note (redundancy function for identity-based GQ)
(i) The protocol as given is an identity-based version (cf. Note 10.29), where ’s public
key is reconstructed from identifier  sent in message (1). Alternatively, a certified
public key may be used, distributed in a certificate as per Protocol 10.36.
(ii) One example of the redundancy function  is the redundancy mapping of the preprocessing stage of ISO/IEC 9796 (see ì 11.3.5). A second example is a single function
value of  as in Note 10.29, for an appropriate value  .
(iii) The purpose of the redundancy is to preclude an adversary computing false accreditation data corresponding to a plausible identity; this would be equivalent to forging
a certificate in certificate-based schemes.

10.4.4 Schnorr identification protocol
The Schnorr identification protocol is an alternative to the Fiat-Shamir and GQ protocols.
Its security is based on the intractability of the discrete logarithm problem. The design allows pre-computation, reducing the real-time computation for the claimant to one multiplication modulo a prime  ; it is thus particularly suitable for claimants of limited computational ability. A further important computational efficiency results from the use of a
subgroup of order  of the multiplicative group of integers modulo  , where  ò»ð-ô ; this
also reduces the required number of transmitted bits. Finally, the protocol was designed to
require only three passes, and a low communications bandwidth (e.g., compared to FiatShamir).
The basic idea is that proves knowledge of a secret  (without revealing it) in a timevariant manner (depending on a challenge ü ), identifying through the association of 
with the public key è via ’s authenticated certificate.
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10.36 Protocol Schnorr identification protocol
SUMMARY:  proves its identity to  in a 3-pass protocol.
1. Selection of system parameters.
(a) A suitable prime  is selected such that  "! is divisible by another prime # .
(Discrete logarithms modulo  must be computationally infeasible – see $ 3.6;
e.g., &%('*),+.-./ , #0('*),1.+ .)
(b) An element 2 is chosen, !435253567! , having multiplicative order # . (For
example, for 8 a generator mod  , 2:9;8=<?>A@B)DC?EGFIHKJ*LI ; see Note 4.81.)
(c) Each party obtains an authentic copy of the system parameters MONP#ANQ2SR and the
verification function (public key) of the trusted party T , allowing verification
of T ’s signatures UWVXMYZR on messages Y . ( UWV involves a suitable known hash
function prior to signing, and may be any signature mechanism.)
(d) A parameter [ (e.g., [\0(]^ ), '_S`a# , is chosen (defining a security level '_ ).
2. Selection of per-user parameters.
(a) Each claimant  is given a unique identity bc .
(b)  chooses a private key d , ^e3adf3(#gh! , and computes i&9h2j@lkmHKJ*LI .
(c)  identifies itself by conventional means (e.g., passport) to T , transfers i to T
with integrity, and obtains a certificate n.oprq c 9sM,b c NtiuN&U V M,b c NviORDR from T
binding bwc with i .
3. Protocol messages. The protocol involves three messages.

(xy;z{n.oprq c N}|~92=IHKJLI
MD!R
(y;z{\M W .!33a'_S`a#wRMD'R
(xy;z&9d*S~KHKJL#
MDR
4. Protocol actions.  identifies itself to verifier  as follows.
(a)  chooses a random  (the commitment), !363a#lf! , computes (the witness)
|9h2=IHKJ*LI , and sends (1) to  .
(b)  authenticates  ’s public key i by verifying T ’s signature on nGoPprq c , then
sends to  a (never previously used) random  (the challenge), !3a3('w_ .
(c)  checks !t33('_ and sends  (the response) &9d*fHKJ*L# .
(d)  computes 92=PiHKJ*LI , and accepts  ’s identity provided 9| .
10.37 Example (Schnorr identification protocol with artificially small parameters)
1. (a) The prime 69a]! is selected, where K! is divisible by the prime #9a]] .
(b) A generator mod 48731 is 8 9¡ ; 2 is computed as 8¢<?>A@ ).C?EGFHKJLI69!!]]] .
(c) The system parameters are MD]!N£]]N !!]]]R .
(d) The parameter [g9a is chosen.
2. (b)  chooses a private key de9¤ and computes i 92j@lkHKJLI69¤¤ .
3. See Protocol 10.36 for a summary of the messages exchanged.
4. (a)  chooses m9'] and sends |~9h2=HKJ*LI69a!' to  .
(b)  sends to  the random challenge \9!'¥ .
(c)  sends  the number  9;d*fHKJ*L#9'¤¤ .
(d)  computes 92=PiHKJ*LI69!' and accept’s  ’s identity since 9| ¦ .
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10.38 Note (security of Schnorr identification protocol)
(i) probability of forgery. In Protocol 10.36, § must be sufficiently large to make the
probability ¨©lª of correctly guessing the challenge « negligible. §¬®¯ , °±;¨P²Gª¬
¨ ³.´ was originally suggested in the case that a response is required within seconds
(see µ 10.5); larger ° may be necessary to preclude time-memory trade-offs, and °I±
¨¶·.´ is recommended to preclude other off-line discrete log attacks. Correctly guessing « allows an adversary to impersonate ¸ by choosing any ¹ , sending º¬¼»=½w¾¿
ÀfÁ*ÂÃ to Ä in (1), then sending ¹ in (3).
(ii) soundness. It can be shown that the protocol is a proof of knowledge of Å , i.e., any
party completing the protocol as ¸ must be capable of computing Å . Informally, the
protocol reveals “no useful information” about Å because º is a random number, and ¹
is perturbed by the random number Æ . (However, this does not prove that adversarial
discovery of Å is difficult.)
(iii) zero-knowledge property. The protocol is not zero-knowledge for large « , because
through interaction, Ä obtains the solution Ç,º¢ÈQ¹ È «É to the equation º¬»=½P¾l¿ ÀKÁ*ÂIÃ ,
which Ä itself might not be able to compute (e.g., if « were chosen to depend on º ).
10.39 Note (reducing transmission bandwidth) The number of bits transmitted in the protocol
can be reduced by replacing º in message (1) by § pre-specified bits of º (e.g., the least
significant § bits), and having Ä compare this to § corresponding bits of Ê .

10.4.5 Comparison: Fiat-Shamir, GQ, and Schnorr
The protocols of Feige-Fiat-Shamir, Guillou-Quisquater, and Schnorr all provide solutions
to the identification problem. Each has relative advantages and disadvantages with respect
to various performance criteria and for specific applications. To compare the protocols, a
typical set of selected parameters must be chosen for each providing comparable estimated
security levels. The protocols may then be compared based on the following criteria:
1. communications: number of messages exchanged, and total bits transferred;
2. computations: number of modular multiplications for each of prover and verifier
(noting on-line and off-line computations);
3. memory: storage requirements for secret keys (and signature size, in the case of signature schemes);
4. security guarantees: comparisons should consider security against forgery by guessing (soundness), possible disclosure of secret information (zero-knowledge property), and status regarding provable security; and
5. trust required in third party: variations of the protocols may require different trust
assumptions in the trusted party involved.
The number of criteria and potential parameter choices precludes a comparison which
is both definitive and concise. The following general comments may, however, be made.
1. computational efficiency. Fiat-Shamir requires between one and two orders of magnitude fewer full modular multiplications (steps) by the prover than an RSA privatekey operation (cf. µ 10.3.3). When Ëw§g¬;¨¯ and Ì is 512 bits, Fiat-Shamir uses from
about 11 to about 30 steps ( ËÍ¬Î¨¯ , §t¬ÐÏ ; and Ë4¬ÎÏ , §¬Ñ¨¯ ); GQ requires about
60 steps (for §\¬5Ï , ÒÓ¬5¨¯¬5Ô ÁÕ Ç,¾ÖÉ ), or somewhat fewer if ¾ has low Hamming
²
weight; and full exponentiation in unoptimized RSA takes 768 steps.

×
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2. off-line computations. Schnorr identification has the advantage of requiring only a
single on-line modular multiplication by the claimant, provided exponentiation may
be done as a precomputation. (Such a trade-off of on-line for off-line computation is
possible in some applications; in others, the total computation must be considered.)
However, significant computation is required by the verifier compared to Fiat-Shamir
and GQ.
3. bandwidth and memory for secrets. GQ allows the simultaneous reduction of both
memory (parameter Ù ) and transmission bandwidth (parameter Ú ) with ÙZÛÎÚfÛÝÜ ,
by introducing the public exponent Þßáà with the intention that the probability of
successful cheating becomes ÞBâlã£ä ; this simultaneous reduction is not possible in FiatShamir, which requires Ù user secrets and Ú iterations for an estimated security (probability of cheating) of à*âlã ä . Regarding other tradeoffs, see Note 10.28.
4. security assumptions. The protocols require the assumptions that the following underlying problems are intractable, for a composite (RSA) integer å : Fiat-Shamir –
extracting square roots mod å ; GQ – extracting Þ*æ,ç roots mod å (i.e., the RSA problem); Schnorr identification – computing discrete logs modulo a prime è .

10.5 Attacks on identification protocols
The methods an adversary may employ in an attempt to defeat identification protocols are a
subset of those discussed in Chapter 12 for authenticated key establishment, and the types
of adversaries may be similarly classified (e.g., passive vs. active, insider vs. outsider); for
a discussion of attacks on simple password schemes, see é 10.2.2. Identification is, however, less complex than authenticated key establishment, as there is no issue of an adversary learning a previous session key, or forcing an old key to be reused. For conciseness,
the following definitions are made:
1. impersonation: a deception whereby one entity purports to be another.
2. replay attack: an impersonation or other deception involving use of information from
a single previous protocol execution, on the same or a different verifier. For stored
files, the analogue of a replay attack is a restore attack, whereby a file is replaced by
an earlier version.
3. interleaving attack: an impersonation or other deception involving selective combination of information from one or more previous or simultaneously ongoing protocol
executions (parallel sessions), including possible origination of one or more protocol
executions by an adversary itself.
4. reflection attack: an interleaving attack involving sending information from an ongoing protocol execution back to the originator of such information.
5. forced delay: a forced delay occurs when an adversary intercepts a message (typically
containing a sequence number), and relays it at some later point in time. Note the
delayed message is not a replay.
6. chosen-text attack: an attack on a challenge-response protocol wherein an adversary strategically chooses challenges in an attempt to extract information about the
claimant’s long-term key.
Chosen-text attacks are sometimes referred to as using the claimant as an oracle, i.e.,
to obtain information not computable from knowledge of a claimant’s public key
alone. The attack may involve chosen-plaintext if the claimant is required to sign,
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encrypt, or MAC the challenge, or chosen-ciphertext if the requirement is to decrypt
a challenge.
Potential threats to identification protocols include impersonation by any of the following attacks: replay, interleaving, reflection, or forced delay. Impersonation is also trivial if
an adversary is able to discover an entity’s long-term (secret or private) keying material, for
example, using a chosen-text attack. This may be possible in protocols which are not zeroknowledge, because the claimant uses its private key to compute its response, and thus a
response may reveal partial information. In the case of an active adversary, attacks may involve the adversary itself initiating one or more new protocol runs, and creating, injecting,
or otherwise altering new or previous messages. Table 10.3 summarizes counter-measures
for these attacks.
Type of attack
replay
interleaving
reflection

chosen-text
forced delay

Principles to avoid attack
use of challenge-response techniques; use of nonces; embed target identity in response
linking together all messages from a protocol run (e.g., using
chained nonces)
embed identifier of target party in challenge responses; construct
protocols with each message of different form (avoid message
symmetries); use of uni-directional keys
use of zero-knowledge techniques; embed in each challenge response a self-chosen random number (confounder)
combined use of random numbers with short response time-outs;
timestamps plus appropriate additional techniques

Table 10.3: Identification protocol attacks and counter-measures.

10.40 Remark (use of keys for multiple purposes) Caution is advised if any cryptographic key is
used for more than one purpose. For example, using an RSA key for both entity authentication and signatures may compromise security by allowing a chosen-text attack. Suppose
authentication here consists of ê challenging ë with a random number ìAí RSA-encrypted
under ë ’s public key, and ë is required to respond with the decrypted random number. If
ê challenges ë with ìAí5îðïWñò}ó , ë ’s response to this authentication request may (unwittingly) provide to ê its RSA signature on the hash value of the (unknown to ë ) message ò .
See also Example 9.88, where a DES key used for both CBC encryption and CBC-MAC
leads to a security flaw; and Remark 13.32.
10.41 Remark (adversary acting “as a wire”) In any identification protocol between ë and ê ,
an adversary ô may step into the communications path and simply relay (without changing)
the messages between legitimates parties ë and ê , itself acting as a part of the communications link. Typically in practice, this is not considered a true “attack”, in the sense that it
does not alter the aliveness assurance delivered by the protocol; however, in some special
applications, this may be a concern (see Remark 10.42).
10.42 Remark (grandmaster postal-chess problem) Identification protocols do not provide assurances about the physical location of the authenticated party. Therefore, Remark 10.41
notwithstanding, a concern may arise in the special case that the following is possible: an
adversary ô attempts to impersonate ê , is challenged (to prove it is ê ) by ë , and is able to

õ
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relay (in real time, without detection or noticeable delay, and pretending to be ÷ ) the challenge on to the real ø , get a proper response from ø , and pass this response along back to
÷ . In this case, additional measures are necessary to prevent a challenged entity from eliciting aid in computing responses. This is related to the so-called grandmaster postal-chess
problem, whereby an amateur’s chess rating may unfairly be improved by engaging in two
simultaneous chess games with distinct grandmasters, playing black in one game and white
in the second, and using the grandmaster’s moves from each game in the other. Either two
draws, or a win and a loss, are guaranteed, both of which will improve the amateur’s rating.
For further discussion of protocol attacks including specific examples of flawed entity
authentication protocols, see ù 12.9.
(i) Maintaining authenticity
Identification protocols provide assurances corroborating the identity of an entity only at
a given instant in time. If the continuity of such an assurance is required, additional techniques are necessary to counteract active adversaries. For example, if identification is carried out at the beginning of a communications session to grant communications permissions, a potential threat is an adversary who “cuts in” on the communications line immediately after the successful identification of the legitimate party. Approaches to prevent this
include:
1. performing re-authentication periodically, or for each discrete resource requested
(e.g., each file access). A remaining threat here is an adversary who “steps out” every time re-authentication is performed, allowing the legitimate party to perform this
task, before re-entering.
2. tying the identification process to an ongoing integrity service. In this case, the identification process should be integrated with a key establishment mechanism, such that
a by-product of successful identification is a session key appropriate for use in a subsequent ongoing integrity mechanism.
(ii) Security level required for on-line vs. off-line attacks
The security level required for identification protocols depends on the environment and the
specific application at hand. The probability of success of “guessing attacks” should be
considered, and distinguished from the amount of computation required to mount on-line
or off-line attacks (using the best techniques known). Some illustrative notes follow (see
also Note 10.28).
1. Local attacks. Selecting security parameters which limit the probability of successful
impersonation of a guessing attack (an adversary simply guesses a legitimate party’s
secret) to a ú in ûPüDý chance ( ûþ bits of security) may suffice if, for each attempted
impersonation, a local appearance is required by the would-be impersonator and there
is a penalty for failed attempts. Depending on the potential loss resulting relative to
the penalty, úþ to ÿþ bits or more of security may be required.
2. Remote attacks. A higher level of security is required in environments where unlimited identification attempts, each involving minimal computational effort, are possible by remote electronic communications, by an anonymous claimant interacting
with an on-line system, with no penalties for failed attempts. ûþ to þ bits of security
or more may be called for here, unless the number of interactions may be somehow
limited.
3. Off-line or non-interactive attacks. Selecting security parameters such that an attack
requires û .ý computations
in real-time
(during a protocol execution) may be accept

able, but a bound of û ý to û ý computations (the latter should be adequate in all
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cases) may be called for if the computations can be carried out off-line, and the attack is verifiable (i.e., the adversary can confirm, before interacting with the on-line
system, that his probability of successful impersonation is near 1; or can recover a
long-term secret by off-line computations subsequent to an interaction).

10.6 Notes and further references


10.1



Davies and Price [308] and Ford [414] provide extensive discussion of authentication and
identification; see also the former for biometric techniques, as well as Everett [380]. The
comprehensive survey on login protocols by de Waleffe and Quisquater [319] is highly recommended. Crépeau and Goutier provide a lucid concise summary of user identification
techniques with Brassard [192]. For standardized entity authentication mechanisms, see
ISO/IEC 9798 [598, 599, 600, 601, 602].
10.2


See the 9.2 notes on page 377 for historical discussion of using a one-way function (oneway cipher) for “encrypted” password files. Morris and Thompson [907] introduce the notion of password salting in their 1979 report on UNIX passwords; in one study of 3289 user
passwords unconstrained by password rules, 86% fell within an easily-searched subset of
passwords. Feldmeier and Karn [391] give an update 10 years later, indicating 30% of passwords they encountered fell to their attack using a precomputed encrypted dictionary, sorted
on tapes by salt values. See also Klein [680] and Lomas et al. [771]. Password salting is
related to randomized encryption; the idea of padding plaintext with random bits before encryption may also be used to prevent forward search attacks on public-key encryption with
small plaintext spaces. Password rules and procedures have been published by the U.S. Departments of Commerce [399] and Defense [334].




Methods for computing password-derived keys ( 10.2.4) are specified in the Kerberos Authentication Service [1041] and PKCS #5 [1072]. A concern related to password-derived
keys is that known plaintext allows password-guessing attacks; protocols specifically designed to prevent such attacks are mentioned in Chapter 12 notes on 12.6. The idea
of chaining one-time passwords by a one-way function (Protocol 10.6) is due to Lamport [739]; for related practical applications, see RFC 1938 [1047]. Davies and Price
[308, p.176] note a questionnaire-based identification technique related to fixed challengeresponse tables, wherein the user is challenged by a random subset of previously answered
questions.
10.3
Needham and Schroeder [923] stimulated much early work in the area of authentication protocols in the late 1970s, and Needham was again involved with Burrows and Abadi [227] in
the BAN logic work which stimulated considerable interest in protocol analysis beginning
in the late 1980s; see Chapter 12 notes for further discussion.
Gong [501] provides an overview of both time variant parameters and message replay;
see also Neuman and Stubblebine [925], and the annexes of parts of ISO/IEC 9798 (e.g.,
[600]). For security arguments against the use of timestamps and a discussion of implementation difficulties, see Bellovin and Merritt [103]; Gaarder and Snekkenes [433]; Diffie, van
Oorschot,
and Wiener [348]; and Gong [500], who considers postdated timestamps. See

also 12.3 notes. Lam and Beth [734] note that timestamp-based protocols are appropriate
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for connectionless interactions whereas challenge-response suits connection-oriented communications, and suggest challenge-response techniques be used to securely synchronize
timeclocks with applications themselves using timestamp-based authentication.
ISO/IEC 9798 [598] parts 2 through 5 specify entity authentication protocols respectively
based on symmetric encryption [599], digital signatures [600], keyed one-way functions
[601], and zero-knowledge techniques [602]; a subset of these are presented in this chapter.
FIPS 196 [407] is a subset of 9798-3 containing the unilateral and mutual authentication
protocols involving challenge-response with random numbers.
Several parts of 9798 were influenced by the SKID2 and SKID3 (Secret Key IDentification)
protocols from the RACE/RIPE project [178], which leave the keyed hash function unspecified but recommend RIPE-MAC with 64-bit random-number challenges. Diffie [342, 345]
notes that two-pass challenge-response identification based on encryption and random challenges has been used since the 1950s in military Identification Friend or Foe (IFF) systems
to distinguish friendly from hostile aircraft. Mao and Boyd [781] discuss the danger of improperly using encryption in authentication protocols, specifically the CBC mode without
an integrity mechanism (cf. Remark 10.16). Stubblebine and Gligor [1179] discuss attacks
involving this same mode; see also the much earlier paper by Akl [20].
Davies and Price [308] give a concise discussion of password generators. The identification
technique in  10.3.3(i) based on public-key decryption and witness is derived from a Danish contribution to the 4th Working Draft of ISO/IEC 9798-5, specifying a protocol called
COMSET and motivated in part by Brandt et al. [188], and related to ideas noted earlier by
Blum et al. [163].
 10.4

A refreshingly non-mathematical introduction to zero-knowledge proofs is provided by
Quisquater, Guillou, and Berson [1020], who document the secret of Ali Baba’s legendary
cave, and its rediscovery by Mick Ali. Mitropoulos and Meijer [883] give an exceptionally readable and comprehensive survey (circa 1990) of interactive proofs and zero knowledge, with a focus on identification. Other overviews include Johnson [641]; Stinson [1178,
Ch.13]; and Brassard, Chaum, and Crépeau [193] (or [192]) for a discussion of minimum
disclosure proofs, based on bit commitment and the primitive of a blob. Brassard and
Crépeau [195] provide a user-friendly discussion of various definitions of zero-knowledge,
while Goldreich and Oren [475] examine properties and relationships between various definitions of ZK proof systems.
Rabin [1022] employed the idea of cut-and-choose protocols for cryptographic applications
as early as 1978. While Babai (with Moran) [60, 61] independently developed a theory of
randomized interactive proofs known as Arthur-Merlin games in an attempt to “formalize
the notion of efficient provability by overwhelming statistical evidence”, interactive proof
systems and the notion of zero-knowledge (ZK) proofs were formalized in 1985 by Goldwasser, Micali, and Rackoff [481] in the context of an interactive proof of membership of
a string in a language ; they showed that the languages of quadratic-residues and of
quadratic non-residues each have ZK interactive proof (ZKIP) systems revealing only a
single bit of knowledge, namely, that
. Goldreich, Micali, and Wigderson [473, 474]
prove likewise for graph non-isomorphism (known not to be in NP) and graph isomorphism,
and that assuming the existence of secure encryption schemes, every language in NP has a
ZKIP; see also Chaum [244], and Brassard and Crépeau [194].
Motivated by cryptographic applications and identification in particular, Feige, Fiat, and
Shamir [383] adapted the concepts of interactive proofs of membership to interactive proofs
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of knowledge, including reformulated definitions for completeness, soundness, and zeroknowledge; while proofs of membership reveal one bit of set membership information,
proofs of knowledge reveal only one bit about the prover’s state of knowledge. The definitions given in  10.4.1 are based on these. These authors refine the original scheme of Fiat
and Shamir [395] to yield that of Protocol 10.26; both may be converted to identity-based
schemes (Note 10.29) in the sense of Shamir [1115]. The Fiat-Shamir scheme is related
to (but more efficient than) an earlier protocol for proving quadratic residuosity (presented
at Eurocrypt’84, but unpublished) by Fischer, Micali, and Rackoff [412]. The Fiat-Shamir
protocol as per Protocol 10.24 includes an improvement noted by Desmedt et al. [340] to
avoid inverses in the derivation of user secrets; this optimization may also be made to Protocol 10.26.
Related to definitions in  10.4.1, Bellare and Goldreich [87] noted that Goldwasser, Micali, and Rackoff [481] did not formally propose a definition for a proof of knowledge, and
suggested that the formal definitions of Feige, Fiat, and Shamir [383] and Tompa and Woll
[1194] were unsatisfactory for some applications. To address these issues they proposed
a new definition, having some common aspects with that of Feige and Shamir [384], but
offering additional advantages.
Micali and Shamir [868] provide preliminary notes on reducing computation in the FiatShamir protocol by choosing the public keys  ,  to be the first  prime numbers;
each user then has an independent modulus  . A modification of Fiat-Shamir identification by Ong and Schnorr [957] decreases computational complexity, signature size, and the
number of communications required, condensing  Fiat-Shamir iterations into one iteration
while leaving each user with  private keys (cf. the  extension below); for computational efficiency, they suggest using as secret keys (not too) small integers.
The idea of generalizing Fiat-Shamir identification in other ways, including “replacing
square roots by cubic or higher roots”, was suggested in the original paper; using higher
roots allows users to reduce their number of private keys  , including to the limiting case
 . Guillou and Quisquater [524] proposed a specific formulation of this idea of “using
deep coin tosses” as the GQ scheme (Protocol 10.31); apparently independently, Ohta and
Okamoto [945, 944] proposed a similar formulation, including security analysis.
The Ohta-Okamoto (OO) version of this extended Fiat-Shamir scheme differs from the GQ
version (Protocol 10.31) as follows: (1) in OO, rather than computing !#" from identity
$
$
" , % chooses its own secret !#"'&)(+* and publishes "',!#".-0/1324 ; and (2) the verifi$
cation relation 5 6879".:<;>=?-A@B/132CED becomes =?-6F5G; "E: . OO is more general in that, as
originally proposed, it avoids the GQ (RSA) constraint that HI2J@KMLN<@OEDBDP . Subsequent
analysis by Burmester and Desmedt [221] suggests that additional care may be required
when  is not prime. While the OO version precludes an identity-based variation, a further
subsequent version of extended Fiat-Shamir (GQ variation) by Okamoto [949] (“Scheme
3” of 5 protocols therein) is provably as secure as factoring, only slightly less efficient, and
is amenable to an identity-based variation.
The zero-knowledge interactive protocols of Chaum et al. [248, 249] for proving possession
of discrete logarithms, provided a basis for Protocol 10.36 which is due to Schnorr [1097,
1098]. Schnorr also proposed a preprocessing scheme to reduce real-time computation, but
see de Rooij [314] regarding its security. The Schnorr identification and signature schemes
must not both be used with the same parameters QRLTS [1098] (cf. Remark 10.40). Schnorr’s
protocol is related to the log-based identification scheme of Beth [123] also proven to be
zero-knowledge. Burmester et al. [223] analyze (cf. Note 10.33) a generalized identification
protocol encompassing all the well-known variations related to Fiat-Shamir and including
U
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those of both Chaum et al. and Beth noted above. Van de Graaf and Peralta [1200] give a
ZK interactive protocol for proving that a Blum integer is a Blum integer.
Brickell and McCurley [207] propose a modification of Schnorr’s identification scheme, in
which W is kept secret and exponent computations are reduced modulo XZYF[ rather than W ;
it has provable security if factoring X\Y][ is difficult, and moreover security equivalent to
that of Schnorr’s scheme otherwise; a drawback is that almost 4 times as much computation is required by the claimant. Another variant of Schnorr’s scheme by Girault [458, 461]
was the first identity-based identification scheme based on discrete logs; it uses a composite
modulus, and features the user choosing its own secret key, which remains unknown to the
trusted party (cf. implicitly-certified public keys, ^ 12.6.2). A further variation of Schnorr’s
identification protocol by Okamoto [949] (“Scheme 1”) uses two elements _a` and _cb , of order W , and is provably secure, assuming the computational infeasibility of computing the d+e
discrete logarithm fhg9ikj3lm_<b of _<b relative to _.` ; it does, however, involve some additional
computation.
Aside from the above protocols based on the computational intractability of the standard
number-theoretic problems (factoring and discrete logarithms), a number of very efficient
identification protocols have more recently been proposed based on NP-hard problems.
Shamir [1116] proposed a zero-knowledge identification protocol based on the NP-hard
permuted kernel problem: given an nporq matrix s over d+e , X prime (and relatively
small, e.g., Xtvu9w[ ), and an q -vector x , find a permutation y on z{[}|~~~M|TqR such that
such that
x} 3sG , where Js is the kernel of s consisting of all q -vectors 
st P~~~#+g}X . Patarin and Chauvaud [966] discuss attacks on the permuted kernel problem which are feasible for the smallest of parameter choices originally suggested,
while earlier less efficient attacks are presented by Baritaud et al. [73] and Georgiades [447].
Stern [1176] proposed a practical zero-knowledge identification scheme based on the NPhard syndrome decoding problem, following an earlier less practical scheme of Stern [1174]
based on intractable problems in coding theory. Stern [1175] proposed another practical identification scheme based on an NP-hard combinatorial constrained linear equations
problem, offering a very short key length, which is of particular interest in specific applications. Pointcheval [983] proposed another such scheme based on the NP-hard perceptrons
problem: given an noq matrix  with entries [ , find an q -vector  with entries [
such that ]8 .
Goldreich and Krawczyk [469] pursue the fact that the original definition of ZK of Goldwasser, Micali, and Rackoff is not closed under sequential composition (this was noted earlier by D. Simon), establishing the importance of the stronger definitions of ZK formulated
subsequently (e.g., auxiliary-input zero-knowledge – see Goldreich and Oren [475]), for
which closure under sequential composition has been proven. They prove that even these
strong formulations of ZK are not, however, closed under parallel composition (thus motivating the definition of weaker notions of zero-knowledge), and that 3-pass interactive ZK
proofs of membership that are black-box simulation ZK exist only for languages in BPP
(Definition 2.77); while the definition of “black-box simulation ZK” is more restrictive than
the original definition of ZK, all known ZK protocols are ZK by this definition also. Consequently, protocols that are (formally) ZK are less practical than their corresponding 3-pass
parallel versions.
As a replacement for the security requirement of zero knowledge in many protocols, Feige
and Shamir [384] proposed witness indistinguishability and the related notion of witness
hiding protocols. Unlike zero knowledge, witness indistinguishability is preserved under
arbitrary composition of protocols.
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Methods have been proposed to reduce the communication complexity of essentially all
customized identification protocols, including the use of hash values in the first message (cf.
Note 10.29; Note 10.39). Girault and Stern [462] examine the security implications of the
length of such hash values, note that collision-resistance of the hash function suffices for the
typically claimed security levels, and examine further optimizations of the communication
complexity of such protocols, including use of r-collision resistant hash functions.
Blum, Feldman, and Micali [163] introduced the idea of non-interactive (or more clearly:
mono-directional) ZK proofs, separating the notions of interactive proof systems and zeroknowledge protocols; here the prover and verifier share a random string, and communication is restricted to one-way (or the prover may simply publish a proof, for verification at
some future time). De Santis, Micali, and Persiano [317] improve these results employing a
weaker complexity assumption; Blum et al. [162] provide a summary and further improvements. While the technique of Remark 10.30, due to Fiat and Shamir [395], allows a zeroknowledge identification scheme to be converted to a signature scheme, the latter cannot be
a sound zero-knowledge signature scheme because the very simulatability of the identification which establishes the ZK property would allow signature forgery (e.g., see Okamoto
[949]).
A further flavor of zero-knowledge (cf. Definition 10.22) is statistical (or almost perfect)
zero-knowledge; here the probability distributions of the transcripts must be statistically
indistinguishable (indistinguishable by an examiner with unlimited computing power but
given only polynomially many samples). Pursuing other characterizations, interactive protocols in which the assurance a verifier obtains is based on some unproven assumption may
be distinguished as arguments (see Brassard and Crépeau [195]), with proofs then required
to be free of any unproven assumptions, although possibly probabilistic.



For performance comparisons and tradeoffs for the Fiat-Shamir, Guillou-Quisquater, and
Schnorr schemes, see Fiat and Shamir [395], Schnorr [1098], Okamoto [949], and Lim and
Lee [768], among others. For an overview of chipcard technology and the use thereof for
identification, see Guillou, Ugon, and Quisquater [527]; an earlier paper on chipcards is by
Guillou and Ugon [526]. Knobloch [681] describes a preliminary chipcard implementation
of the Fiat-Shamir protocol.
10.5
Bauspiess and Knobloch [78] discuss issues related to Remark 10.41, including taking over
a communications line after entity authentication has completed. Bengio et al. [113] discuss
implementation issues related to identification schemes such as the Fiat-Shamir protocol,
including Remark 10.42. Classes of replay attacks are discussed in several papers, e.g.,
see Syverson [1182] and the ISO/IEC 10181-2 authentication framework [610]. For further
references on the analysis of entity authentication protocols and attacks, see the 12.9 notes.
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11.1 Introduction
This chapter considers techniques designed to provide the digital counterpart to a handwritten signature. A digital signature of a message is a number dependent on some secret known
only to the signer, and, additionally, on the content of the message being signed. Signatures
must be verifiable; if a dispute arises as to whether a party signed a document (caused by either a lying signer trying to repudiate a signature it did create, or a fraudulent claimant), an
unbiased third party should be able to resolve the matter equitably, without requiring access
to the signer’s secret information (private key).
Digital signatures have many applications in information security, including authentication, data integrity, and non-repudiation. One of the most significant applications of digital signatures is the certification of public keys in large networks. Certification is a means
for a trusted third party (TTP) to bind the identity of a user to a public key, so that at some
later time, other entities can authenticate a public key without assistance from a trusted third
party.
The concept and utility of a digital signature was recognized several years before any
practical realization was available. The first method discovered was the RSA signature scheme, which remains today one of the most practical and versatile techniques available. Subsequent research has resulted in many alternative digital signature techniques. Some offer
significant advantages in terms of functionality and implementation. This chapter is an account of many of the results obtained to date, with emphasis placed on those developments
which are practical.
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Chapter outline

¨ 11.2 provides terminology used throughout the chapter, and describes a framework for digital signatures that permits a useful classification of the various schemes. It is more abstract
¨
than succeeding sections. 11.3 provides an indepth discussion of the RSA signature scheme, as well as closely related techniques. Standards which have been
¨ adopted to implement RSA and related signature schemes are also considered here. 11.4 looks at meth-

ods which arise from identification protocols described in Chapter 10. Techniques based
on the intractability of the discrete logarithm problem, such as the Digital Signature Algorithm (DSA) and ElGamal schemes, are the topic of 11.5. One-time signature schemes,
many of which arise from symmetric-key cryptography, are considered in 11.6. 11.7 describes arbitrated digital signatures and the ESIGN signature scheme. Variations on the basic concept of digital signatures, including blind, undeniable, and fail-stop signatures, are
discussed in 11.8. Further notes, including subtle points on schemes documented in the
chapter and variants (e.g., designated confirmer signatures, convertible undeniable signatures, group signatures, and electronic cash) may be found in 11.9.

¨

¨

¨

¨

¨

11.2 A framework for digital signature mechanisms

¨ 1.6 provides a brief introduction to the basic ideas behind digital signatures, and ¨ 1.8.3

shows how these signatures can be realized through reversible public-key encryption techniques. This section describes two general models for digital signature schemes. A complete understanding of the material in this section is not necessary in order to follow subsequent sections; the reader unfamiliar with some of the more concrete methods such as
RSA ( 11.3) and ElGamal ( 11.5) is well advised not to spend an undue amount of time.
The idea of a redundancy function is necessary in order to understand the algorithms which
give digital signatures with message recovery. The notation provided in Table 11.1 will be
used throughout the chapter.

¨

¨

11.2.1 Basic definitions
1. A digital signature is a data string which associates a message (in digital form) with
some originating entity.
2. A digital signature generation algorithm (or signature generation algorithm) is a
method for producing a digital signature.
3. A digital signature verification algorithm (or verification algorithm) is a method for
verifying that a digital signature is authentic (i.e., was indeed created by the specified
entity).
4. A digital signature scheme (or mechanism) consists of a signature generation algorithm and an associated verification algorithm.
5. A digital signature signing process (or procedure) consists of a (mathematical) digital signature generation algorithm, along with a method for formatting data into messages which can be signed.
6. A digital signature verification process (or procedure) consists of a verification algorithm, along with a method for recovering data from the message.

©
ª Often little distinction is made between the terms scheme and process, and they are used interchangeably.
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This chapter is, for the most part, concerned simply with digital signature schemes. In
order to use a digital signature scheme in practice, it is necessary to have a digital signature
process. Several processes related to various schemes have emerged as commercially relevant standards; two such processes, namely ISO/IEC 9796 and PKCS #1, are described in
11.3.5 and 11.3.6, respectively. Notation used in the remainder of this chapter is provided
in Table 11.1. The sets and functions listed in Table 11.1 are all publicly known.
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Notation

Meaning
a set of elements called the message space.
a set of elements called the signing space.
a set of elements called the signature space.
a
mapping from
to
called the redundancy function.
the image of (i.e.,
).
the inverse of (i.e.,
).
a set of elements called the indexing set for signing.
a one-way function with domain .
the image of (i.e.,
);
called the
hash value space.
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Table 11.1: Notation for digital signature mechanisms.

®

11.1 Note (comments on Table 11.1)
(i) (messages)
is the set of elements to which a signer can affix a digital signature.
(ii) (signing space)
is the set of elements to which the signature transformations (to
be described in 11.2.2 and 11.2.3) are applied. The signature transformations are
not applied directly to the set .
(iii) (signature space) is the set of elements associated to messages in . These elements are used to bind the signer to the message.
(iv) (indexing set) is used to identify specific signing transformations.

® ¯

±



®

®

¿

 11.2.2 and  11.2.3 describe two general classes of digital signature schemes, which can be

A classification of digital signature schemes

briefly summarized as follows:
1. Digital signature schemes with appendix require the original message as input to the
verification algorithm. (See Definition 11.3.)
2. Digital signature schemes with message recovery do not require the original message
as input to the verification algorithm. In this case, the original message is recovered
from the signature itself. (See Definition 11.7.)
These classes can be further subdivided according to whether or not
, as noted in
Definition 11.2.

Ä¿ Ä ¶ ³

Ä ¿ ÄÅ¤³

11.2 Definition A digital signature scheme (with either message recovery or appendix) is said
to be a randomized digital signature scheme if
; otherwise, the digital signature
scheme is said to be deterministic.



Figure 11.1 illustrates this classification. Deterministic digital signature mechanisms can
be further subdivided into one-time signature schemes ( 11.6) and multiple-use schemes.
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Randomized
message recovery
Deterministic
Digital signature schemes
Randomized
appendix
Deterministic

Figure 11.1: A taxonomy of digital signature schemes.

11.2.2 Digital signature schemes with appendix
Digital signature schemes with appendix, as discussed in this section, are the most commonly used in practice. They rely on cryptographic hash functions rather than customized
redundancy functions, and are less prone to existential forgery attacks ( 11.2.4).

Æ

11.3 Definition Digital signature schemes which require the message as input to the verification algorithm are called digital signature schemes with appendix.
Examples of mechanisms providing digital signatures with appendix are the DSA
( 11.5.1), ElGamal ( 11.5.2), and Schnorr ( 11.5.3) signature schemes. Notation for the
following discussion is given in Table 11.1.

Æ

Æ

Æ

11.4 Algorithm Key generation for digital signature schemes with appendix
SUMMARY: each entity creates a private key for signing messages, and a corresponding
public key to be used by other entities for verifying signatures.
1. Each entity should select a private key which defines a set
of transformations. Each
is a 1-1 mapping from
to and is called a signing
transformation.
2.
defines a corresponding mapping
from
to true, false such that

Ç

È3É~ÊË`Ì<ÉAÍ ÎRÏ3ÐZÑeÒ{Ó
Ô¡Õ È
ÈÉ
ÖÉ
Ô Õ× È Ë
Ó
if Ì ÉAÍ ÎKØ ÙÞ Ê Û Ü ,
Ö ÉNØ ÙÚÛÝÜÞ Ê true,
false, otherwise Ú
for all Ù Ñ Ô Õ , Û Ü Ñ È ; here, Ù Ê)ß ØàÙÞ for Ù Ñ{Ô . Ö É is called a verification
Ì<ÉAÍ Î

transformation and is constructed such that it may be computed without knowledge
of the signer’s private key.
3. ’s public key is ; ’s private key is the set .

Ç

ÖKÉ Ç

È3É
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11.5 Algorithm Signature generation and verification (digital signature schemes with appendix)

ã

SUMMARY: entity produces a signature
be verified by any entity .

ê

äsåeæ

for a message

çèåeé

, which can later

ã

1. Signature generation. Entity should do the following:
.
(a) Select an element
(b) Compute
and
.
(c) ’s signature for is . Both and are made available to entities which
may wish to verify the signature.
2. Verification. Entity should do the following:
(a) Obtain ’s authentic public key .
(b) Compute
and
.
(c) Accept the signature if and only if
true.

ëåZì
ç¡íîïàçð äVñ?í|ò<óAô õï çð
ç äVñ
ç
äÝñ

ã

ã

ê

ç¡íîïàçð

öó
÷{íöóOï çøäÝñð
÷{í

Figure 11.2 provides a schematic overview of a digital signature scheme with appendix.
The following properties are required of the signing and verification transformations:
,
should be efficient to compute;
(i) for each
(ii)
should be efficient to compute; and
(iii) it should be computationally infeasible for an entity other than to find an
and an
such that
true, where
.

öó

ëåZì ò<óAô õ

äÝñ?åFæ

û

öKóNï çøUäÝñ¦ðHí

ûü
ÿ
ÿ

ã

ç¡íîïàçð

þ

ç\åZé

 
ú 

ú 
   
ÿ

(a) The signing process

ûüsý.þ

ùú

true
false

(b) The verification process
Figure 11.2: Overview of a digital signature scheme with appendix.

11.6 Note (use of hash functions) Most digital signature schemes with message recovery
(  11.2.3) are applied to messages of a fixed length, while digital signatures with appendix
are applied to messages of arbitrary length. The one-way function in Algorithm 11.5 is

î
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typically selected to be a collision-free hash function (see Definition 9.3). An alternative
to hashing is to break the message into blocks of a fixed length which can be individually
signed using a signature scheme with message recovery. Since signature generation is relatively slow for many schemes, and since reordering of multiple signed blocks presents a
security risk, the preferred method is to hash.

11.2.3 Digital signature schemes with message recovery
The digital signature schemes described in this section have the feature that the message
signed can be recovered from the signature itself. In practice, this feature is of use for short
messages (see  11.3.3(viii)).
11.7 Definition A digital signature scheme with message recovery is a digital signature scheme
for which a priori knowledge of the message is not required for the verification algorithm.
Examples of mechanisms providing digital signatures with message recovery are RSA
(  11.3.1), Rabin (  11.3.4), and Nyberg-Rueppel (  11.5.4) public-key signature schemes.
11.8 Algorithm Key generation for digital signature schemes with message recovery
SUMMARY: each entity creates a private key to be used for signing messages, and a corresponding public key to be used by other entities for verifying signatures.
1. Each entity  should select a set  !#"%$'& of transformations. Each
  is a 1-1 mapping from (*) to  and is called a signing transformation.
2.   defines a corresponding mapping +  with the property that + -,    is the identity map on (. for all /"0$ . +  is called a verification transformation and is
constructed such that it may be computed without knowledge of the signer’s private
key.
3.  ’s public key is +  ;  ’s private key is the set   .
11.9 Algorithm Signature generation and verification for schemes with message recovery
SUMMARY: entity  produces a signature 12"3 for a message 45"3( , which can later
be verified by any entity 6 . The message 4 is recovered from 1 .
1. Signature generation. Entity  should do the following:
(a) Select an element 7"8$ .
(b) Compute 49;:=<>4@? and 1BA C   < 4D? . ( : is a redundancy function; see
Table 11.1 and Note 11.10.)
(c)  ’s signature is 1A ; this is made available to entities which may wish to verify
the signature and recover 4 from it.
2. Verification. Entity 6 should do the following:
(a) Obtain  ’s authentic public key +E .
(b) Compute 4F+  <G1 A ? .
J (I , then reject the signature.)
(c) Verify that 4C"H(I . (If 4K"L
(d) Recover 4 from 4 by computing :NMPOQ< 4D? .

R
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Figure 11.3: Overview of a digital signature scheme with message recovery.

Figure 11.3 provides a schematic overview of a digital signature scheme with message
recovery. The following properties are required of the signing and verification transformations:
(i) for each e7f8g , hij k should be efficient to compute;
(ii) l i should be efficient to compute; and
(iii) it should be computationally infeasible for an entity other than m to find any no f8p
such that lqisrtnBobusf8vw .
11.10 Note (redundancy function) The redundancy function x and its inverse xNyPz are publicly
known. Selecting an appropriate x is critical to the security of the system. To illustrate
this point, suppose that vw%{|v*} . Suppose x and hij k are bijections from v to vw
and v } to p , respectively. This implies that v and p have the same number of elements.
Then for any no~fHp l i rGnobuf8v w , and it is trivial to find messages  and corresponding
signatures no which will be accepted by the verification algorithm (step 2 of Algorithm 11.9)
as follows.
1. Select random e-fHg and random no~f8p .
2. Compute *{lqirtn o u .
3. Compute *{x yPz r Du .
The element no is a valid signature for the message  and was created without knowledge
of the set of signing transformations p i .
11.11 Example (redundancy function) Suppose v
{ QEfB q for some fixed positive integer  and v } {fbEQ   . Define x8v
PCv } by xrDu~{| ,
where  denotes concatenation; that is, vw{Q f¡v¢¤£v*} . For large values of  , the quantity ¥ vw¦¥¨§q¥ v©¥E{r z uª is a negligibly small fraction. This redundancy

function is suitable provided that no judicious
choice of nBo on the part of an adversary will
«
have a non-negligible probability of yielding lEisrGno ufLvw .
11.12 Remark (selecting a redundancy function) Even though the redundancy function x is public knowledge and xyz is easy to compute, selection of x is critical and should not be made
independently of the choice of the signing transformations in p i . Example 11.21 provides
a specific example of a redundancy function which compromises the security of the signature scheme. An example of a redundancy function which has been accepted as an international standard is given in ¬ 11.3.5. This redundancy function is not appropriate for all
digital signature schemes with message recovery, but does apply to the RSA ( ¬ 11.3.1) and
Rabin ( ¬ 11.3.4) digital signature schemes.
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11.13 Remark (a particular class of message recovery schemes)  1.8.3 describes a class of digital signature schemes with message recovery which arise from reversible public-key encryption methods. Examples include the RSA (  8.2) and Rabin (  8.3) encryption schemes.
The corresponding signature mechanisms are discussed in  11.3.1 and  11.3.4, respectively.
11.14 Note (signatures with appendix from schemes providing message recovery) Any digital
signature scheme with message recovery can be turned into a digital signature scheme with
appendix by simply hashing the message and then signing the hash value. The message is
now required as input to the verification algorithm. A schematic for this situation can be
derived from Figure 11.3 and is illustrated in Figure 11.4. The redundancy function ® is no
longer
±
² critical
±*³ to the security of the signature scheme, and can be any ¯°¯ function from
to
.

µ
¿

²

µ·Æ
² Ä ¿2Å

´

µ·¶
¿¾

º»¼ ½

³
ÀÂÁÃ

¾ Å
º»¼ ½QÄ ¿2

µ¹¸
Figure 11.4: Signature scheme with appendix obtained from one providing message recovery.

11.2.4 Types of attacks on signature schemes
The goal of an adversary is to forge signatures; that is, produce signatures which will be
accepted as those of some other entity. The following provides a set of criteria for what it
means to break a signature scheme.
1. total break. An adversary is either able to compute the private key information of
the signer, or finds an efficient signing algorithm functionally equivalent to the valid
signing algorithm. (For example, see  11.3.2(i).)
2. selective forgery. An adversary is able to create a valid signature for a particular message or class of messages chosen a priori. Creating the signature does not directly
involve the legitimate signer. (See Example 11.21.)
3. existential forgery. An adversary is able to forge a signature for at least one message. The adversary has little or no control over the message whose signature is obtained, and the legitimate signer may be involved in the deception (for example, see
Note 11.66(iii)).
There are two basic attacks against public-key digital signature schemes.
1. key-only attacks. In these attacks, an adversary knows only the signer’s public key.
2. message attacks. Here an adversary is able to examine signatures corresponding either to known or chosen messages. Message attacks can be further subdivided into
three classes:
(a) known-message attack. An adversary has signatures for a set of messages which
are known to the adversary but not chosen by him.

Ç
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(b) chosen-message attack. An adversary obtains valid signatures from a chosen
list of messages before attempting to break the signature scheme. This attack
is non-adaptive in the sense that messages are chosen before any signatures
are seen. Chosen-message attacks against signature schemes are analogous to
chosen-ciphertext attacks against public-key encryption schemes (see É 1.13.1).
(c) adaptive chosen-message attack. An adversary is allowed to use the signer as an
oracle; the adversary may request signatures of messages which depend on the
signer’s public key and he may request signatures of messages which depend
on previously obtained signatures or messages.
11.15 Note (adaptive chosen-message attack) In principle, an adaptive chosen-message attack is
the most difficult type of attack to prevent. It is conceivable that given enough messages and
corresponding signatures, an adversary could deduce a pattern and then forge a signature of
its choice. While an adaptive chosen-message attack may be infeasible to mount in practice, a well-designed signature scheme should nonetheless be designed to protect against
the possibility.
11.16 Note (security considerations) The level of security required in a digital signature scheme
may vary according to the application. For example, in situations where an adversary is only
capable of mounting a key-only attack, it may suffice to design the scheme to prevent the
adversary from being successful at selective forgery. In situations where the adversary is
capable of a message attack, it is likely necessary to guard against the possibility of existential forgery.
11.17 Note (hash functions and digital signature processes) When a hash function Ê is used in
a digital signature scheme (as is often the case), Ê should be a fixed part of the signature
process so that an adversary is unable to take a valid signature, replace Ê with a weak hash
function, and then mount a selective forgery attack.

11.3 RSA and related signature schemes
This section describes the RSA signature scheme and other closely related methods. The
security of the schemes presented here relies to a large degree on the intractability of the
integer factorization problem (see É 3.2). The schemes presented include both digital signatures with message recovery and appendix (see Note 11.14).

11.3.1 The RSA signature scheme
The message space and ciphertext space for the RSA public-key encryption scheme ( É 8.2)
are both ËÍÌÏÎ0ÐBÑqÒbÓÒ ÔÒÕ Õ ÕÒ×Ö¡ØÓEÙ where Ö¹Î·ÚÛ is the product of two randomly chosen
distinct prime numbers. Since the encryption transformation is a bijection, digital signatures can be created by reversing the roles of encryption and decryption. The RSA signature
scheme is a deterministic digital signature scheme which provides message recovery (see
Definition 11.7). The signing space Ü*Ý and signature space Þ are both Ë Ì (see Table 11.1
ØPáâË Ì is chosen and is public knowledge.
for notation). A redundancy function ßHàÜ
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11.18 Algorithm Key generation for the RSA signature scheme
SUMMARY: each entity creates an RSA public key and a corresponding private key.
Each entity A should do the following:
1. Generate
two large distinct random primes ã and ä , each roughly the same size (see
å
11.3.2).
2. Compute æDç#ãèä and é8çê>ã¤ë#ìîíGêGä~ë#ìîí .
3. Select a random integer ï , ìNðFï ðFé , such that ñîò óêGïõô éíöçFì .
4. Use the extended Euclidean algorithm (Algorithm 2.107) to compute the unique integer ÷ , ìðF÷NðFé , such that ïõ÷ùøìDêú-ûEó éí .
5. ü ’s public key is ê>æôïí ; ü ’s private key is ÷ .
11.19 Algorithm RSA signature generation and verification
SUMMARY: entity ü signs a message ýCþHÿ . Any entity can verify ü ’s signature and
recover the message ý from the signature.
1. Signature generation. Entity ü should do the following:
(a) Compute ýç =êýDí , an integer in the range qô×æ ë#ì .
(b) Compute ç ý 2ú-ûEó2æ .
(c) ü ’s signature for ý is .
2. Verification. To verify ü ’s signature and recover the message ý , should:
(a) Obtain ü ’s authentic public key êæô ïÂí .
(b) Compute ýç ú-ûqó2æ .
(c) Verify that ýCþHÿ
; if not, reject the signature.
Qê ýDí .
(d) Recover ýç






















Proof that signature verification works. If is a signature for a message ý , then ø
ç êýDí . Since ïõ÷@ø ìDêGú-ûqó éí , 'ø ý @ø ý ê ú-ûEó-æ í . Fibê =ê>ý@ííöçý .
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11.20 Example (RSA signature generation with artificially small parameters)
Key generation. Entity ü selects primes ã ç
, ä8ç
, and computes æFç ãèä8ç
. ü chooses ï=ç
and solves ïõ÷¤ç
îì and é ç
Nç
÷-øFì
. ü ’s public key is ê>æ ç
êú-ûEó
îí , yielding ÷¡ç
ì qô ï-ç í ;
.
ü ’s private key is ÷Nç
å
ç
Signature generation. For the sake of simplicity (but see 11.3.3(ii)), assume that ÿ
ë
and that the redundancy function ÿ
is the identity map êýDíöçý for all ýCþ
ÿ . To sign a message ý¢ç ì
ì
, ü computes ý¢ç =ê>ý@í ç
, and comì
öú-ûEó
îì ç
putes the signature ç ý 2ú-ûEó2æ¡ç
.
ç
ú-ûEó=æ5ç
ú-ûqó
ì ç
Signature verification.
computes ý
ì
. Finally, accepts the signature since ý has the required redundancy (i.e., ýCþ
ÿ
), and recovers ýç
Qê ý@í ç ì
.

11.3.2 Possible attacks on RSA signatures
(i) Integer factorization
If an adversary is able to factor the public modulus æ of some entity ü , then the adversary
can compute é and then, using the extended Euclidean algorithm (Algorithm 2.107), deduce
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the private key from and the public exponent by solving
. This
constitutes a total break of the system. To guard against this, must select and so that
factoring is a computationally infeasible task. For further information, see 8.2.2(i) and
Note 8.8.

S

(ii) Multiplicative property of RSA
The RSA signature scheme (as well as the encryption method, cf. 8.2.2(v)) has the following multiplicative property, sometimes referred to as the homomorphic property. If
and
are signatures on messages
and
, respectively (or
more properly on messages with redundancy added), then
has the property that
. If
has the proper redundancy (i.e.,
),
then will be a valid signature for it. Hence, it is important that the redundancy function
is not multiplicative, i.e., for essentially all pairs
,
. As
Example 11.21 shows, this condition on is necessary but not sufficient for security.
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11.21 Example (insecure redundancy function) Let be an RSA modulus and the private key.
Let
be the bitlength of , and let be a fixed positive integer such that
.
Let
and let messages be integers in the interval
. The redundancy
function is taken to be
(the least significant bits of the binary representation of
are 0’s). For most choices of , will not have the multiplicative property.
The general existential forgery attack described in Note 11.10 would have a probability of
. But for this redundancy function, a selective forgery attack (which is more
success of
serious) is possible, as is now explained.
Suppose that an adversary wishes to forge a signature on a message . The adversary
knows but not . The adversary can mount the following chosen-message attack to obtain
the signature on . Apply the extended Euclidean algorithm (Algorithm 2.107) to and
. At each stage of the extended Euclidean algorithm, integers
, , and are computed such that
. It can be shown that at some stage there
exists a and such that
and
, provided
. If
, form
integers
and
. If
, form integers
and
. In
either case,
and
have the required redundancy. If signatures
and
are obtained from the legitimate signer, then the adversary can compute a
signature for as follows:
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 if v , compute 9¡ W ¢ ¨ ¡¤ ¢Z¤ ¦ WF ¥1¦§ N Y W:F §¥ N Y W XY HKJML_S .
  ¡  ¢ ¡© ¤ ¦
In either case, the adversary has a signed message of its choice with the required redundancy. This attack is an example of a chosen-message attack providing selective forgery. It
e
emphasizes the requirement for judicious choice of the redundancy function .
ª

11.3.3 RSA signatures in practice
(i) Reblocking problem
One suggested use of RSA is to sign a message and then encrypt the resulting signature. One
must be concerned about the relative sizes of the moduli involved when implementing this
procedure. Suppose that wishes to sign and then encrypt a message for . Suppose that
and
are ’s and ’s public keys, respectively. If
, then there
is a chance that the message cannot be recovered by , as illustrated in Example 11.22.

F¬S'®g9AN
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11.22 Example (reblocking problem) Let
,
, and
; and
,
,
. Notice that
. Suppose
is a message with redundancy to be signed under ’s private key and then
encrypted using ’s public key. computes the following:
1.
.
.
2.
To recover the message and verify the signature, computes the following:
1.
2.
.
Observe that
. The reason for this is that is larger than the modulus . Here, the
.
probability of this problem occurring is

ç

There are various ways to overcome the reblocking problem.
1. reordering. The problem of incorrect decryption will never occur if the operation using the smaller modulus is performed first. That is, if
, then entity should
first encrypt the message using ’s public key, and then sign the resulting ciphertext using ’s private key. The preferred order of operations, however, is always to
sign the message first and then encrypt the signature; for if encrypts first and then
signs, an adversary could remove the signature and replace it with its own signature.
Even though the adversary will not know what is being signed, there may be situations where this is advantageous to the adversary. Thus, reordering is not a prudent
solution.
2. two moduli per entity. Have each entity generate separate moduli for encrypting and
for signing. If each user’s signing modulus is smaller than all of the possible encrypting moduli, then incorrect decryption never occurs. This can be guaranteed by requiring encrypting moduli to be
-bit numbers and signing moduli -bit numbers.
3. prescribing the form of the modulus. In this method, one selects the primes and so
that the modulus has a special form: the highest-order bit is a and the following
bits are all ’s. A -bit modulus of this form can be found as follows. For to have
the required form,
. Select a random
-bit prime ,
and search for a prime in the interval between
and
;
then
is a modulus of the required type (see Example 11.23). This choice for
the modulus does not completely prevent the incorrect decryption problem, but it
can reduce the probability of its occurrence to a negligibly small number. Suppose
that
is such a modulus and
is a signature on . Suppose further that has a in one of the high-order
bit positions, other than the highest.
Then , since it is smaller than
, must have a in the highest-order bit position
and so is necessarily smaller than any other modulus of a similar form. The probabit positions, other than the
bility that does not have any ’s in the high-order
highest, is less than
, which is negligibly small if is selected to be around
.
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11.23 Example (prescribing the form of the modulus) Suppose one wants to construct a 12-bit
modulus such that the high order bit is a and the next
bits are ’s. Begin by
selecting a 6-bit prime
. Select a prime in the interval between
and
. The possibilities for are
and . If
is selected, then
, having binary representation
. If
is selected,
then
, having binary representation
.

í

í
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(ii) Redundancy functions
In order to avoid an existential forgery attack (see 11.2.4) on the RSA signature scheme,
a suitable redundancy function is required. 11.3.5 describes one such function which
has been accepted as an international standard. Judicious choice of a redundancy function
is crucial to the security of the system (see 11.3.2(ii)).









(iii) The RSA digital signature scheme with appendix
Note 11.14 describes how any digital signature scheme with message recovery can be
modified to give a digital signature scheme with appendix. For example, if MD5 (Algorithm 9.51) is used to hash messages of arbitrary bitlengths to bitstrings of length 128, then
Algorithm 11.9 could be used to sign these hash values. If is a -bit RSA modulus, then
a suitable redundancy function is required to assign 128-bit integers to -bit integers.
11.3.6 describes a method for doing this which is often used in practice.











(iv) Performance characteristics of signature generation and verification
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Let
be a -bit RSA modulus where and are each -bit primes. Computing a signature
for a message requires
bit operations (regarding modular
multiplication, see 14.3; and for modular exponentiation, 14.6). Since the signer typically knows and , she can compute
,
, and determine
by using the Chinese remainder theorem (see Note 14.75). Although the complexity of this
procedure remains
, it is considerably more efficient in some situations.
Verification of signatures is significantly faster than signing if the public exponent is
chosen to be a small number. If this is done, verification requires
bit operations.
Suggested values for in practice are or
; of course, and must be chosen so
.
that
The RSA signature scheme is thus ideally suited to situations where signature verification is the predominant operation being performed. For example, when a trusted third party
creates a public-key certificate for an entity , this requires only one signature generation,
and this signature may be verified many times by various other entities (see 13.4.2).
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(v) Parameter selection
As of 1996, a minimum of 768 bits is recommended for RSA signature moduli. A modulus
of at least 1024 bits is recommended for signatures which require much longer lifetimes or
which are critical to the overall security of a large network. It is prudent to remain aware
of progress in integer factorization, and to be prepared to adjust parameters accordingly.
No weaknesses in the RSA signature scheme have been reported when the public exponent is chosen to be a small number such as 3 or
. It is not recommended to restrict
the size of the private exponent in order to improve the efficiency of signature generation
(cf. 8.2.2(iv)).



)
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(vi) Bandwidth efficiency
Bandwidth efficiency for digital signatures with message recovery refers to the ratio of the
to the logarithm (base 2) of the size of
logarithm (base 2) of the size of the signing space
, the image space of the redundancy function. Hence, the bandwidth efficiency is determined by the redundancy . For RSA (and the Rabin digital signature scheme, 11.3.4), the
redundancy function specified by ISO/IEC 9796 ( 11.3.5) takes -bit messages and encodes
them to -bit elements in
from which a -bit signature is formed. The bandwidth

@BC



@BA





@BA
!
D The choice of E.FGIHKJMLON is based on the fact that E is a prime number, and QSP RUTWV4X$Y
with only N[Z modular squarings and one modular multiplication (see \ 14.6.1).



can be computed
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^]

efficiency in this case is . For example, with a modulus of size
size of a message which can be signed is
bits.

c3_!a

_3`3a!b

bits, the maximum

(vii) System-wide parameters
Each entity must have a distinct RSA modulus; it is insecure to use a system-wide modulus
(see 8.2.2(vi)). The public exponent can be a system-wide parameter, and is in many
applications (see Note 8.9(ii)).

d

e

(viii) Short vs. long messages
Suppose is a -bit RSA modulus which is used in Algorithm 11.19 to sign -bit messages (i.e., the bandwidth efficiency is ). Suppose entity wishes to sign a -bit message
. One approach is to partition into -bit blocks such that
and
sign each block individually (but see Note 11.6 regarding why this is not recommended).
The bandwidth requirement for this is
bits. Alternatively, could hash message to a
bitstring of length
and sign the hash value. The bandwidth requirement for this signa, where the term comes from sending the message . Since
ture is
whenever
, it follows that the most bandwidth efficient method is to use RSA digital
signatures with appendix. For a message of size at most -bits, RSA with message recovery
is preferred.
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11.3.4 The Rabin public-key signature scheme

~

e k a

The Rabin public-key signature scheme is similar to RSA (Algorithm 11.19), but it uses an
even public exponent . For the sake of simplicity, it will be assumed that
. The
signing space
is
(the set of quadratic residues modulo — see Definition 2.134)
and signatures are square roots of these. A redundancy function from the message space
to
is selected and is public knowledge.
Algorithm 11.25 describes the basic version of the Rabin public-key signature scheme.
A more detailed version (and one more useful in practice) is presented in Algorithm 11.30.
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11.24 Algorithm Key generation for the Rabin public-key signature scheme
SUMMARY: each entity creates a public key and corresponding private key.
Each entity should do the following:
1. Generate two large distinct random primes and , each roughly the same size.
2. Compute
.
.
3. ’s public key is ; ’s private key is

h

h

f k 
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11.25 Algorithm Rabin signature generation and verification

hj

j ~



h

SUMMARY: entity signs a message
. Any entity can verify ’s signature and
recover the message from the signature.
1. Signature generation. Entity should do the following:
(a) Compute
.
(b) Compute a square root of
(using Algorithm 3.44).
(c) ’s signature for is .

h
jBk  j 
 jS f
j
h

 Since  and  are distinct primes in an RSA modulus,  >[8>[ is even. In RSA, the public
exponent  must satisfy [¡£¢5¤¥¦¦> and so must be odd.
§ c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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2. Verification. To verify ’s signature and recover the message
(a) Obtain ’s authentic public key .
(b) Compute
.
(c) Verify that
; if not, reject the signature.
(d) Recover
.

©



should:

11.26 Example (Rabin signature generation with artificially small parameters)
Key generation. Entity selects primes
,
, and computes
. ’s
public key is
; ’s private key is
. The signing space is
. For the sake of simplicity (but
see Note 11.27), take
and the redundancy function to be the identity map (i.e.,
).
Signature generation. To sign a message
, computes
, and then
finds a square root of modulo . If denotes such a square root, then
and
, implying
, , , or . The signature for is chosen to
be
. (The signature could be any one of the four square roots.)
Signature verification.
computes
. Since
,
accepts the signature and recovers
.
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11.27 Note (redundancy)
(i) As with the RSA signature scheme (Example 11.21), an appropriate choice of a redundancy function is crucial to the security of the Rabin signature scheme. For
example, suppose that
and
for all
. If an
adversary selects any integer
and squares it to get
, then is
a valid signature for and is obtained without knowledge of the private key. (Here,
the adversary has little control over what the message will be.) In this situation, existential forgery is trivial.
(ii) In most practical applications of digital signature schemes with message recovery, the
consists of bitstrings of some fixed length. For the Rabin scheme,
message space
determining a redundancy function is a challenging task. For example, if a message
is a bitstring, might assign it to the integer whose binary representation is the
message. There is, however, no guarantee that the resulting integer is a quadratic
residue modulo , and so computing a square root might be impossible. One might
try to append a small number of random bits to
and apply again in the hope
that
. On average, two such attempts would suffice, but a deterministic
method would be preferable.
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Modified-Rabin signature scheme
To overcome the problem discussed in Note 11.27(ii), a modified version of the basic Rabin
signature scheme is provided. The technique presented is similar to that used in the ISO/IEC
9796 digital signature standard ( 11.3.5). It provides a deterministic method for associating
messages with elements in the signing space
, such that computing a square root (or
something close to it) is always possible. An understanding of this method will facilitate
the reading of 11.3.5.
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11.28 Fact Let and be distinct primes each congruent to modulo , and let
(i) If
, then
.
(ii) If
, then
is a square root of modulo .

é
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ö

ø÷ Ø
ù ú , and let û ùÙü,ýÿþSþ .
ö ýÓù ýþ öö ifif öö  øø ,.
(iv) If   ü   , then ø ùÝþú . Hence, multiplication of any integer ö by  or
! "'
# ý reverses the Jacobi symbol of ö . (Integers of the form ý ù$% where
 & ü #)(  and   ü *  are sometimes called Williams integers.)
Algorithm 11.30 is a modified version of the Rabin digital signature scheme. Messages to be signed are from +-, ù/.10 32 ø54 0 76 ü  ú 6 8 . Notation is given
in Table 11.2. In practice, the redundancy function 9 should be more complex to prevent
existential forgery (see : 11.3.5 for an example).
(iii) Let be an integer having Jacobi symbol
Then

llllll

Term
message space
signing space
signature space
redundancy function
image of

+

+B,
9
+LK

9

.0 ;2 ø 4 07<>A= 6 ü,ýþ 6  ú 6 6@? 8
.0 ;2 ø 4 0
ü  ú 8
.C 2 ø 4 6 üDC 6  ýE F+ , 8
9 üG0H<ùú 0I A6 for all 0 J6 +
.0 ;2 ø 4 0
ü  ú 8
Description

Table 11.2: Definition of sets and functions for Algorithm 11.30.

11.29 Algorithm Key generation for the modified-Rabin signature scheme
SUMMARY: each entity creates a public key and corresponding private key.
Each entity should do the following:
1. Select random primes
,
and compute
2. ’s public key is ; ’s private key is
.
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11.30 Algorithm Modified-Rabin public-key signature generation and verification

M

0 T+

U

M

SUMMARY: entity signs a message
. Any entity can verify ’s signature and
recover the message from the signature.
1. Signature generation. Entity should do the following:
.
(a) Compute
(using Algorithm 2.149).
(b) Compute the Jacobi symbol
(c) If
then compute
.
(d) If
then compute
.
(e) ’s signature for is .
2. Verification. To verify ’s signature and recover the message , should:
(a) Obtain ’s authentic public key .
(b) Compute
. (Note the original message itself is not required.)
, take
.
(c) If
(d) If
, take
.

0

M
0Bù 9 üG0H<ùú 6 0I 6 X
V ù øW
V ùú
Cù 0   ý
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Cùvü 0Y    * ý Z
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M
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0)[Mù\C  ý
0
A

6
0 [ A& ü   0Bù]0 [
0)[ ü   0Bù  0)[
^ If _ab]
` c or d c then _ b)e , implying f1gihkj m*l npo%q br
` c . This leads to a factorization of o . In practice, the

probability that this will ever occur is negligible.
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u)vxwAyHz|{}~) , take uL];u)v .
u)vxwAHz|{}~) , take uL'Sz ;PuPv .
u7TL (see Table 11.2); if not, reject the signature.
uL1z uHz u]SD .

If
If
Verify that
Recover

J  u
Pw\ Hz|{}~S
Q\ 

Proof that signature verification works. The signature generation phase signs either
or
depending upon which has Jacobi symbol . By Fact 11.28(iv), exactly one of
,
has Jacobi symbol 1. The value that is signed is such that
or
.
By Fact 11.28(iii),
or
depending on whether or not
. Since
, these cases can be uniquely distinguished.
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11.31 Example (modified-Rabin signature scheme with artificially small parameters)
Key generation.
chooses
,
, and computes
and
. ’s public key is
, while ’s private key is
.
The signing space
is given in the following table, along with the Jacobi symbol of each
element.
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Signature generation. To sign a message uL , ¢ computes uLzD¥S ,  Ã 
Ç GÅDÆDÆÅ  , and  \S¥@ÈDÆÉ{}~*¡S¥É'SÊ . ¢ ’s signature for uL is ËÊS .
Signature
verification. Ì computes u v Í  {}#~-ÎÊS  {}~*¡S¥ÏÎ¥S . Since
u)vFw/yzD{}#~)S , Ì takes uÐ-§u)vF/¡S¥*S¥§¨S¥ . Finally, Ì computes
uL\Ñz uYE'zD¥S ]SD SÒ , and accepts the signature.
Ó

11.32 Note (security of modified-Rabin signature scheme)
(i) When using Algorithm 11.30, one should never sign a value having Jacobi symbol
, since this leads to a factorization of . To see this, observe that
must have Jacobi symbol 1; but
by Fact 11.28(iii).
. Since and have opposite Jacobi symbols,
Therefore,
and thus
or .
(ii) Existential forgery is easily accomplished for the modified-Rabin scheme as it was
for the original Rabin scheme (see Note 11.27(i)). One only needs to find an ,
, such that either or
or
or
is congruent to
modulo . In any of these cases, is a valid signature for
.
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11.33 Note (performance characteristics of the Rabin signature scheme) Algorithm 11.25 requires a redundancy function from
to
which typically involves computing
a Jacobi symbol (Algorithm 2.149). Signature generation then involves computing at least
one Jacobi symbol (see Note 11.27) and a square root modulo . The square root computation is comparable to an exponentiation modulo (see Algorithm 3.44). Since computing the Jacobi symbol is equivalent to a small number of modular multiplications, Rabin
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signature generation is not significantly more computationally intensive than an RSA signature generation with the same modulus size. Signature verification is very fast if
;
it requires only one modular multiplication. Squaring can be performed slightly more efficiently than a general modular multiplication (see Note 14.18). This, too, compares favorably with RSA signature verification even when the RSA public exponent is
.
The modified Rabin scheme (Algorithm 11.30) specifies the message space and redundancy
function. Signature generation requires the evaluation of a Jacobi symbol and one modular
exponentiation.

àÒáÖâ

àOá¤ã

11.34 Note (bandwidth efficiency) The Rabin digital signature scheme is similar to the RSA scheme with respect to bandwidth efficiency (see 11.3.3(vi)).

ä

11.3.5 ISO/IEC 9796 formatting
ISO/IEC 9796 was published in 1991 by the International Standards Organization as the first
international standard for digital signatures. It specifies a digital signature process which
uses a digital signature mechanism providing message recovery.
The main features of ISO/IEC 9796 are: (i) it is based on public-key cryptography; (ii)
the particular signature algorithm is not specified but it must map bits to bits; (iii) it
is used to sign messages of limited length and does not require a cryptographic hash function; (iv) it provides message recovery (see Note 11.14); and (v) it specifies the message
padding, where required. Examples of mechanisms suitable for the standard are RSA (Algorithm 11.19) and modified-Rabin (Algorithm 11.30). The specific methods used for
padding, redundancy, and truncation in ISO/IEC 9796 prevent various means to forge signatures. Table 11.3 provides notation for this subsection.

å

Symbol

åæ

ö
ø

ó

å

Meaning
the bitlength of the signature.
the bitlength of the message to be signed;
it is required that
.
the number of bytes in the padded message;
.
one more than the number of padding bits;
.
the least integer such that a string of bytes includes at least
bits;
.

æèAéêìë åÉí§ç ãî ï ðñ@ò

âø

ø áIô ë å ÷ ðîDïðñ õ

å ÷ ð

æ ï éÜõ
ó >
á
ô
é
ö á Ëó ÷ æ íQð

Table 11.3: ISO/IEC 9796 notation.

11.35 Example (sample parameter values for ISO/IEC 9796) The following table lists sample
values of parameters in the signing process for a
-bit message and a
-bit signature.
Parameter
Value

å

(bits)

ðúSâû

æ

(bits)

ðSùú

ó

ðSùú

(bytes)

ðSü

ö

(bits)

ã

ø

ðSúâû

(bytes)

ñû

þ c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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(i) Signature process for ISO/IEC 9796
The signature process consists of 5 steps as per Figure 11.5(a).
(a) ISO/IEC 9796 signature process
Message

(b) ISO/IEC 9796 verification process
Signature

Padding
Signature opening
Extension

YES

NO

Reject

Message recovery
Redundancy

YES

NO

Reject

Redundancy checking
Truncating and forcing
YES
Signature production

NO

Reject

Signature accepted

Figure 11.5: Signature and verification processes for ISO/IEC 9796.
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(For brevity, is written with nibbles represented by hexadecimal characters.) Fi> is obtained by replacing ,> ) with ^ ,> ) ._
nally,
>
> as follows:
4. truncation and forcing. Form the ` -bit intermediate integer a from


>
(a) to the least significant `b<0 bits of
on the left a single bit  ;
I .I ,ofappend
I c   .
(b) modify the least significant byte 
the result, replacing it by

>
d
G
D
g
e
i
f
h
(This is done to ensure that a
T
5T F .)
j The purpose of k'lnmpo is to permit the verifier of a signature to recover the length q of the message. Since
qsrutwvyx'z={}| , it suffices to know v and z . These values can be deduced from k~l .
where
1. padding. If is the message, form the padded message
, such that the number of bits in
is a multiple of 8. The number of bytes in
is :
where each
is a byte.
, is obtained from
by
2. message extension. The extended message, denoted
repeated concatenation on the left of
with itself until bytes are in the string:
(each
is a byte). If is not a multiple
of , then the last bytes to be concatenated are a partial set of bytes from
, where
these bytes are consecutive bytes of
from the right. More precisely,
for
.
to get the byte string
3. message redundancy. Redundancy is added to
as follows.
is obtained by interleaving the
bytes of
with redundant bytes and then adjusting byte
of the resulting
string. More precisely,
and
for
, where
is called the shadow function of the byte , and is defined as follows. If
where and are nibbles (strings of bitlength 4), then
where is the permutation
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5. signature production. A signature mechanism is used which maps -bit integers to
-bit integers (and allows message recovery).
is signed using this mechanism; let
denote the resulting signature.



G



11.36 Note (RSA, Rabin) ISO/IEC 9796 was intended for use with the RSA (Algorithm 11.19)
and Rabin (Algorithm 11.25) digital signature mechanisms. For these particular schemes,
signature production is stated more explicitly. Let be the public exponent for the RSA or
Rabin algorithms, the modulus, and the private exponent. First form the representative
element
which is: (i)
if is odd, or if is even and the Jacobi symbol of
(treated
as an integer) with respect to the modulus is 1; (ii)
if is even and the Jacobi symbol
of
with respect to is
. The signature for is
. ISO/IEC 9796
specifies that the signature should be the lesser of
and
.
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(ii) Verification process for ISO/IEC 9796
The verification process for an ISO/IEC 9796 digital signature can be separated into three
stages, as per Figure 11.5(b).



1. signature opening. Let be the signature. Then the following steps are performed.
(a) Apply the public verification transformation to to recover an integer
.
(b) Reject the signature if
is not a string of bits with the most significant bit
.
being a 1, or if the least significant nibble does not have value
2. message recovery. A string
of bytes is constructed from
by performing
the following steps.
(a) Let be the least significant
bits of
.
(b) If
are the four least significant nibbles of , replace the least
significant byte of by
.
(c)
is obtained by padding with between and
zero bits so that the resulting string has bytes.
The values and are computed as follows.
(a) From the bytes of
, compute the sums
,
.
If all sums are , reject the signature.
(b) Let be the smallest value of for which
.
(c) Let be the least significant nibble of the sum found in step (b). Reject the
signature if the hexadecimal value of is not between and .
From
, the -byte string
is constructed as follows.
(a)
for
.
most significant bits of
are not all ’s.
(b) Reject the signature if the
(c) Let
be the
least significant bits of
.
3. redundancy checking. The signature is verified as follows.
(a) From
construct a string
by applying the message padding, message
extension, and message redundancy steps of the signing process.
(b) Accept the signature if and only if the
least significant bits of
are
equal to the
least significant bits of
.
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¸ Since steps 1 through 4 of the signature process describe the redundancy function ¹ , » º in step 1a of Algorithm
is taken to be ¼J½ .
¾ » º 11.19
is taken to be ¼7½ in step 1 of Algorithm 11.25.
¿ c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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11.3.6 PKCS #1 formatting
Public-key cryptography standards (PKCS) are a suite of specifications which include techniques for RSA encryption and signatures (see 15.3.6). This subsection describes the digital signature process specified in PKCS #1 (“RSA Encryption Standard”).
The digital signature mechanism in PKCS #1 does not use the message recovery feature
of the RSA signature scheme. It requires a hashing function (either MD2, or MD5 — see
Algorithm 9.51) and, therefore, is a digital signature scheme with appendix. Table 11.4 lists
notation used in this subsection. Capital letters refer to octet strings. If is an octet string,
then
is octet counting from the left.

Á

ÂÄÃ

Â

Å

Æ

gÆ ÈÉÉ )
Ç
ÊË ÎÌ ÍÏ ÐcÑÓÒ;Ç9ÔÊË)Í
Ç

Symbol

Meaning
the length of in octets (
the modulus,
the prime factors of
the public exponent
the private exponent
message
message digest
comparative message digest

Õ Ç, Ö
×
Ø
M
MD
MD

Ù

Symbol
EB
ED
octet
ab
BT
PS
S

ÚJÂÛÚ

Meaning
encryption block
encrypted data
a bitstring of length 8
hexadecimal octet value
block type
padding string
signature
length of in octets

Â

Table 11.4: PKCS #1 notation.

Ú ÚÒ ÆÝÜ,É5É
É
Þ5Þ Þ
Ú ÚÝß Æ Üà¤Ü Ú Ú
É
Þ5Þ
ßÞ
ßÞ5Þ Ú Ú ÚcÞÞ¡Ú

(i) PKCS #1 data formatting
The data is an octet string D, where D
. BT is a single octet whose hexadecimal
D . If BT
,
representation is either or . PS is an octet string with PS
then all octets in PS are ; if BT
, then all octets in PS are ff. The formatted data block
(called the encryption block) is EB
BT PS
D.

ßÞ5Þ

11.37 Note (data formatting rationale)
(i) The leading block ensures that the octet string EB, when interpreted as an integer,
is less than the modulus .
(ii) If the block type is BT
, then either D must begin with a non-zero octet or its
length must be known, in order to permit unambiguous parsing of EB.
(iii) If BT
, then unambiguous parsing is always possible.
(iv) For the reason given in (iii), and to thwart certain potential attacks on the signature
mechanism, BT
is recommended.

Þ5Þ

ßÞ É

Æ ß É Êâ

Ç
ß ÞÞ
á

ßÞ É

Ú Úuß É Þ5ä

Ç

Ú Úgß É Ê5â
å

11.38 Example (PKCS #1 data formatting for particular values) Suppose that is a 1024-bit
modulus (so
). If D
octets, then PS
octets, and EB
octets.

Ú ÚgßãÊÞ

(ii) Signature process for PKCS #1
The signature process involves the steps as per Figure 11.6(a).
The input to the signature process is the message M, and the signer’s private exponent
and modulus .
1. message hashing. Hash the message M using the selected message-digest algorithm
to get the octet string MD.

Ç
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(a) PKCS #1 signature process

(b) PKCS #1 verification process

Message

Signature and Message

Octet-string-to-integer
conversion

Message hashing

NO

YES
Message digest
encoding

REJECT

RSA computation

Data block
formatting

Integer-to-octet-string
conversion

Octet-string-tointeger conversion
Parsing
RSA computation

NO

YES

REJECT

Data decoding

Integer-to-octet
-string conversion

NO

YES

REJECT

Message digesting
and
comparison

Signature

NO

YES

REJECT

Signature accepted

Figure 11.6: Signature and verification processes for PKCS #1.

2. message digest encoding. MD and the hash algorithm identifier are combined into
an ASN.1 (abstract syntax notation) value and then BER-encoded (basic encoding
rules) to give an octet data string D.
3. data block formatting. With data string input D, use the data formatting from
11.3.6(i) to form octet string EB.
4. octet-string-to-integer conversion. Let the octets of EB be EB EB
EB . Define EB to be the integer whose binary representation is the octet EB (least signifiEB .
cant bit is on the right). The integer representing EB is
5. RSA computation. Compute
.
6. integer-to-octet-string conversion. Convert to an octet string ED ED ED
ED , where the octets ED satisfy
ED . The signature is S ED.

æ

ì

÷î0í!øbùgúiû'ü
÷
ì
÷î ëì.ð ç

è ë

çiè ¡é èêêêè ë
ì
íïî ëìJðAç¡ñò(ó ë5ôõìJö ì ò
î çè é èêêê
î
ñ ò(ó ë5ôýì.ö ì

(iii) Verification process for PKCS #1
The verification process involves the steps as per Figure 11.6(b). The input to the verification process is the message M, the signature S, the public exponent , and modulus .
1. octet-string-to-integer conversion.
(a) Reject S if the bitlength of S is not a multiple of 8.

þ



ÿ Since EB 



and 



ÿ

 
 
, then

.
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(b) Convert S to an integer  as in step 4 of the signature process.
(c) Reject the signature if  .
RSA computation. Compute !"#$&%(') .
integer-to-octet-string conversion. Convert  to an octet string EB of length * octets
as in step 6 of the signature process.
parsing. Parse EB into a block type BT, a padding string PS, and the data D.
(a) Reject the signature if EB cannot be parsed unambiguously.
(b) Reject the signature if BT is not one of +,+ or +,- .
(c) Reject the signature if PS consists of ."/ octets or is inconsistent with BT.
data decoding.
(a) BER-decode D to get a message digest MD and a hash algorithm identifier.
(b) Reject the signature if the hashing algorithm identifier does not identify one of
MD2 or MD5.
message digesting and comparison.
(a) Hash the message M with the selected message-digest algorithm to get MD0 .
(b) Accept the signature S on M if and only if MD01 MD.

11.4 Fiat-Shamir signature schemes
As described in Note 10.30, any identification scheme involving a witness-challenge response sequence can be converted to a signature scheme by replacing the random challenge of
the verifier with a one-way hash function. This section describes two signature mechanisms
which arise in this way. The basis for this methodology is the Fiat-Shamir identification
protocol (Protocol 10.24).

11.4.1 Feige-Fiat-Shamir signature scheme
The Feige-Fiat-Shamir signature scheme is a modification of an earlier signature scheme
of Fiat and Shamir, and requires a one-way hash function 243657+98-;:9<>=@?A57+98B-(:BC for some
fixed positive integer * . Here 57+98B-(: C denotes the set of bitstrings of bitlength * , and 5D+(8-;: <
denotes the set of all bitstrings (of arbitrary bitlengths). The method provides a digital signature with appendix, and is a randomized mechanism.
11.39 Algorithm Key generation for the Feige-Fiat-Shamir signature scheme
SUMMARY: each entity creates a public key and corresponding private key.
Each entity E should do the following:
1. Generate random distinct secret primes F , G and form HIFJG .
2. Select a positive integer * and distinct random integers DKB8BML98ONBNBN68B
CPRQ S < .
L
3. Compute T9U"7U V $%;') , -XWZY&W"* .
4. E ’s public key is the * -tuple [\T]KO8^T7L(8BNONBN18_T
C;` and the modulus  ; E ’s private key is
the * -tuple [ DK8O L(8BNONBN18O .

C(`
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11.40 Algorithm Feige-Fiat-Shamir signature generation and verification
SUMMARY: entity a signs a binary message b
this signature by using a ’s public key.

of arbitrary length. Any entity c can verify

1. Signature generation. Entity a should do the following:
(a) Select a random integer d , eXfZdgfhjike .
(b) Compute lRmdDnpo&q;rsh .
(c) Compute tumv tDwxOt xByByOy1xBtz({4m|}v~bl{ ; each t4HD9xBe( .
zn  
(d) Compute umId
w M o&q;rsh .
(e) a ’s signature for b is v txB{ .
2. Verification. To verify a ’s signature vMtxO{ on b , c should do the following:
(a) Obtain a ’s authentic public key v~ w x_ xOyByBy6x^ z { and h .
n
z 
(b) Compute mMn
w   o&q;r)h .
(c) Compute tM1m|]v\b"X{ .
(d) Accept the signature if and only if tum"t .

Proof that signature verification works.

z

z
z
z
 



n
" n    M Z
 d n    M  M Zd n   v  n  { M d n l
w
w
w
w
Hence, mIl and therefore tum"t .

vo&q;rh4{ y

11.41 Example (Feige-Fiat-Shamir signature generation with artificially small parameters)
Key generation. Entity a generates primes m9,9e , ¡sm£ ¢,9¤, , and computes hm¥¦¡m
e, §,e9,e9§,, . The following table displays the selection of  ( a ’s private key) and integers
 ( a ’s public key) along with intermediate values 7¨ w .

©
¯°
¯°·
´]µ ¶s¸D¹º
½7°4¾I¯O°À
´¿ ¶)¸D¹pº

ª
 «
»O»»¬Oª®
®³O¬®O»

«
O± ¬
²²®O³«Oª
²±O»±O¬»

¬
² ®
¼O«±³O¼¬_
±Oª³O²O¬


ª ³ª
ª¬Oªª¬O«³O±
ª;³»Oª±ª

®

ª ®³
ªªO³»³O±²O²
¼»O¼®O¬³«

Signature generation. Suppose |4Á679xe;9Â>i@ÃA79xBe(Ä is a hash function. a selects a random integer dÅmÆ¤,9e,Ç9e and computes lmÈdDnpo&q(r)hm¢9,9¢,Ç,9¤ . To sign message b , a
evaluates tmÉ|]v\b"lÊ{umÉe,9e,e9 (the hash value has been contrived for this example). a
forms umId w MË9MÌo&q;rshÍmv¤,9e,Ç9e,{v ¢,¤9{vÇ9,{ ve,9e,{oq;r)hm,Î9,Ç9Î,,Î ; the signature for
b is v tum"e,9e,e,(xB>m",Î,9Ç,Î9,Î,{ .
Signature verification. c computes Mno&q(r)hm"¤9Î,¤9§,Ç,9 and  w 7ËO7Ìo&q;rhmv,9,9Î,¢,{
v,e9,¢9¢,Ç,9{v e,¢,9Î,e9,e,{¦o&q;r)hÏmÐe,9§,§,Ç9e,9¢ . c then computes ÑmA nB w 7ËO7Ìpo&q;rhÒm
¢,,9¢,Ç9,¤ . Since ·mÆl , it follows that t  mÏ|]v\b"{)mÓ|}v~bl{)mÏt and, hence, c acÔ
cepts the signature.
11.42 Note (security of Feige-Fiat-Shamir signature scheme)
(i) Unlike the RSA signature scheme (Algorithm 11.19), all entities may use the same
modulus h (cf. Õ 8.2.2(vi)). In this scenario, a trusted third party (TTP) would need
to generate the primes  and ¡ and also public and private keys for each entity.

Ö
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(ii) The security of the Feige-Fiat-Shamir scheme is based on the intractability of computing square roots modulo Ø (see Ù 3.5.2). It has been proven to be secure against an
adaptive chosen-message attack, provided that factoring is intractable, Ú is a random
function, and the ÛÜ ’s are distinct.
11.43 Note (parameter selection and key storage requirements) If Ø is a Ý -bit integer, the private
key constructed in Algorithm 11.39 is ÞÝ bits in size. This may be reduced by selecting the
random values Ûß , àâá"ãäáåÞ , as numbers of bitlength Ýæèç"Ý ; Ýæ , however, should not be
chosen so small that guessing the Ûß is feasible. The public key is éMÞ>êà,ë\Ý bits in size. For
example, if Ýsìí,î9ï and Þâìà,ð9ï , then the private key requires ñ9ï,ò,ó9ô bits and the public
key requires ñ9ñ,ó9í,ð bits.
11.44 Note (identity-based Feige-Fiat-Shamir signatures) Suppose a TTP constructs primes õ
and ö and modulus Ø ; the modulus is common to all entities in the system. Algorithm 11.39
can be modified so that the scheme is identity-based. Entity ÷ ’s bitstring øù contains information which identifies ÷ . The TTP computes ú ß ìÒû¦é\øùpüãë , à á"ãRáÉÞ , where û is

a one-way hash function from ý7ó9þà;ÿ to
and ã is represented in binary, and computes
a square root Û ß of úß  modulo Ø , àgáIãá£Þ . ÷ ’s public key is simply the identity information ø ù , while ÷ ’s private key (transported securely and secretly by the TTP to ÷ ) is the
Þ -tuple é Û  þOÛ (þ 1þOÛ( ë . The functions Ú , û , and the modulus Ø are system-wide quantities.
This procedure has the advantage that the public key generated in Algorithm 11.39
might be generated from a smaller quantity ø ù , potentially reducing the storage and transmission cost. It has the disadvantages that the private keys of entities are known to the TTP,
and the modulus Ø is system-wide, making it a more attractive target.
11.45 Note (small prime variation of Feige-Fiat-Shamir signatures) This improvement aims to
reduce the size of the public key and increase the efficiency of signature verification. Unlike
the modification described in Note 11.44, each entity ÷ generates its own modulus Øù and

a set of Þ small primes ú þ^ú þ 1þ^ú 
(each prime will require around 2 bytes to

represent). Entity ÷ selects one of the square roots Û ß of ú ß  modulo Ø for each ã , àáã&á
Þ ; these form the private key. The public key consists of Øù and the values ú  þ_ú þ 6þ^ú  .
Verification of signatures proceeds more efficiently since computations are done with much
smaller numbers.
11.46 Note (performance characteristics of Feige-Fiat-Shamir signatures) With the RSA scheme and a modulus of length Ýkì í9î,ï , signature generation using naive techniques requires, on average, à9à, ð modular multiplications (more precisely, í,î9ï squarings and ò9ï,ô
multiplications). Signature generation for the Feige-Fiat-Shamir scheme (Algorithm 11.40)
requires, on average, Þ, ð modular multiplications. To sign a message with this scheme, a
modulus of length Ý>ìí,î9ï and Þìà,ð,ï requires, on average, î9ô modular multiplications,
or less than î of the work required by a naive implementation of RSA. Signature verification requires only one modular multiplication for RSA if the public exponent is &
 ìÒò ,
and î,ô modular multiplications, on average, for Feige-Fiat-Shamir. For applications where
signature generation must be performed quickly and key space storage is not limited, the
Feige-Fiat-Shamir scheme (or DSA-like schemes — see Ù 11.5) may be preferable to RSA.
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11.4.2 GQ signature scheme
The Guillou-Quisquater (GQ) identification protocol (  10.4.3) can be turned into a digital
signature mechanism (Algorithm 11.48) if the challenge is replaced with a one-way hash
function. Let  !#"$&%')(* be a hash function where + is a positive integer.
11.47 Algorithm Key generation for the GQ signature scheme
SUMMARY: each entity creates a public key ,-+. /0 1243 and corresponding private key 5 .
Entity 6 should do the following:
1. Select random distinct secret primes 7 , 8 and form +:9;7<8 .
2. Select an integer />=?! @ A A A<B+C%D!#" such that EF GH, /IJ,K7L%D!3 , 8M%D!3 3.9N! . (See
Note 11.50 for guidance on selecting / .)
3. Select an integer 12 , !POQ12;OD+ , which serves as an identifier for 6 and such that
EF G, 124R+3S9T! . (The binary representation of 12 could be used to convey information about 6 such as name, address, driver’s license number, etc.)
4. Determine an integer 5U=V( * such that 1245XWZY[!\, ]U^_GU+3 as follows:
4.1 Compute 1S2 `a ]L^#GZ+ .
4.2 Compute b 9/ `a ]L^_GU,K7U%;!3 and b cd9/ `a ]L^_GU,e8f%?!3 .
a
4.3 Compute 5 9, 1 2 `a 3hgi.]L^_Gj7 and 5 c 9, 1 2 `a 3hgXk4]L^_Gl8 .
a
4.4 Find a solution 5 to the simultaneous congruences 5:Ym5 , ]L^#GU7n3 , 5oYm50c
a
,p]L^_GV8I3 .
5. 6 ’s public key is ,-+. /0 1 2 3 ; 6 ’s private key is 5 .
11.48 Algorithm GQ signature generation and verification
SUMMARY: entity 6 signs a binary message q of arbitrary length. Any entity r can verify
this signature by using 6 ’s public key.
1. Signature generation. Entity 6 should do the following:
(a) Select a random integer s and compute tU9sWu]L^#Gj+ .
(b) Compute v<9Tw,-qTxytH3 .
(c) Compute zM9Qs5X{]L^_Gj+ .
(d) 6 ’s signature for q is the pair ,ez0 v-3 .
2. Verification. To verify 6 ’s signature ,ez0 v-3 on q , r should do the following:
(a) Obtain 6 ’s authentic public key ,K+. /I 1 2 3 .
(b) Compute |C9Tz}WX12 { ]L^_Gu+ and v~9,Kqxh|3 .
(c) Accept the signature if and only if v<9Tv~ .
Proof that signature verification works. Note that |[Yz}WX12 { Y,es5X{h3hWX12 { Y
YsWZY?t;,p]L^_GU+3 . Hence, |o9;t and therefore v<9v~ .

sWI,e5XWX1243h{

11.49 Example (GQ signature generation with artificially small parameters)
Key generation. Entity 6 chooses primes 7L9@ , 89T@ , and computes +:9;7<89
@ . 6 selects an integer /j9 , an identifier 12D9Q!!@@ , and solves the congruence 12&5IWY !o, ]U^_GU+3 to get 59@!!!@ . 6 ’s public key is (+9 @ ,
/f9T , 129!!@@ ), while 6 ’s private key is 5d9T@!!!@ .
Signature generation. To sign the message q9!!!!!! , 6 selects a random integer
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11.50 Note (security of GQ signature scheme) In Algorithm 11.47, Æ must be sufficiently large to
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È©wª-«T¬ ¿ ÀÄÉ
ª L#¡
¨
 for sufficiently many values of Ê until ¨ÌËNÊ
Æ0 ; this is expected to
ª?Î
ª
occur within Í
Æ0 trials.
Having determined such a pair ¨yÏBÊJ , the adversary determines

 ¿ ÀÒUL_¡j¢
 ¿ À ²
an integer ² Ð such that
Ê
ÐÄÆfÑ¨ and computes ¯ ©wª-«T¬ ÀÉ  . Observeª that ¯
Ë
ª ¿ ÀÄÒ  ¿ À
¿
¿ ÀÄÒ  Ó ²
¿ ÀÄÉLªpL_¡U¢
, and, hence,
. Thus, ¯IÏ ¨K is a valid

¨

Ë
Ë

«
(forged) signature for message .
11.51 Note (parameter
¢ selection) Current methods (as of 1996) for integer factorization suggest
that a modulus of size at least 768 bits is prudent. Note 11.50 suggests that Æ should be at
least 128 bits in size. Typical values for the outputs of secure hash functions are 128 or 160
®£´
ÑVÂ
bits. With a 768-bit modulus and a 128-bit Æ , the public key for the GQ scheme is ±
¿À
bits in size, where Â is the number of bits needed to represent . The private key is 768
bits in size.
11.52 Note (performance characteristics of GQ signatures) Signature generation for GQ (Algorithm 11.48) requires
two modular exponentiations and one modular multiplication. Using a
¢
768-bit modulus , a 128-bit value Æ , and a hash function with a 128-bit output ¨ , signature
generation (using naive techniques for exponentiation) requires on average 384 modular
multiplications (128 squarings and 64 multiplications for each of Æ and ¨ ). Signature verification requires a similar amount of work. Compare this with RSA (naively 1152 modular
multiplications) and Feige-Fiat-Shamir (64 modular multiplications) for signature generation (see Note 11.46). GQ is computationally more intensive than Feige-Fiat-Shamir but
requires significantly smaller key storage space (see Note 11.51).
11.53 Note (message recovery variant of GQ signatures) Algorithm 11.48 can be modified as
Ø×Ù
«°Ú
follows to provide message recovery. Let the signing space be ÔÖÕ

¡Hª  ¢
Ý , and let
ÔÖm
Õ .
InLsignature
generation,
and compute
_¡Z¢
«
L#¡select
Z¢ a random such that
ÞÛ± Ü ² L_¡Ï j¢ 
  À ²
and² ¨

. The signature is ¯
. Verification gives
I±X ²R¿ À

ª L#¡U¢
«
·&L_¡j¢
¿
¯
Ë
Ë
Ë
 . Message is recovered from ¨ßwà
. As
for all digital signature schemes with message recovery, a suitable redundancy function á
is required to guard against existential forgery.

11.5 The DSA and related signature schemes
This section presents the Digital Signature Algorithm (DSA) and several related signature
×&â
schemes. Most of these are presented over ã for some large prime ä , but all of these mechanisms can be generalized to any finite cyclic group; this is illustrated explicitly for the ElHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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Gamal signature scheme in å 11.5.2. All of the methods discussed in this section are randomized digital signature schemes (see Definition 11.2). All give digital signatures with
appendix and can be modified to provide digital signatures with message recovery (see
Note 11.14). A necessary condition for the security of all of the signature schemes described
in this section is that computing logarithms in æ&è ç be computationally infeasible. This condition, however, is not necessarily sufficient for the security of these schemes; analogously,
it remains unproven that RSA signatures are secure even if factoring integers is hard.

11.5.1 The Digital Signature Algorithm (DSA)
In August of 1991, the U.S. National Institute of Standards and Technology (NIST) proposed a digital signature algorithm (DSA). The DSA has become a U.S. Federal Information Processing Standard (FIPS 186) called the Digital Signature Standard (DSS), and is the
first digital signature scheme recognized by any government. The algorithm is a variant of
the ElGamal scheme ( å 11.5.2), and is a digital signature scheme with appendix.
The signature mechanism requires a hash function éêSëXì#íJî#ï çdðñ æò for some integer ó . The DSS explicitly requires use of the Secure Hash Algorithm (SHA-1), given by
Algorithm 9.53.
11.54 Algorithm Key generation for the DSA
SUMMARY: each entity creates a public key and corresponding private key.
Each entity ô should do the following:
1. Select a prime number ó such that õ#öK÷ ødùójùõ_ö-úeû .
 
2. Choose
ù ù
   ü so that ì\ýüýÿþ , and select a prime number where õ ÷Iöeö ú
õ ÷Xö ú , with the property that ó divides  ð î .
3. (Select a generator of the unique cyclic group of order ó in æ&è ç .)
è 

ò  .

3.1 Select an element  æ è ç and compute  ö
3.2 If î then go to step 3.1.
4. Select a random integer ! such that îP"
ý !Uýó ð î .

5. Compute #$%'&
.
6. ô ’s public key is <í óX(í í)# ; ô ’s private key is ! .
11.55 Note (generation of DSA primes and ó ) In Algorithm 11.54 one must select the prime ó
first and then try to find a prime such that ó divides  ð î* . The algorithm recommended
by the DSS for accomplishing this is Algorithm 4.56.
11.56 Algorithm DSA signature generation and verification
SUMMARY: entity ô signs a binary message + of arbitrary length. Any entity , can verify
this signature by using ô ’s public key.
1. Signature generation. Entity ô should do the following:
(a) Select a random secret integer -íJìdù.-LùTó .
0
0
3
ó (e.g., using Algorithm 2.143).
(b) Compute /01'2


(c) Compute - ö
ó (e.g., using Algorithm 2.142).

é +678!9/ï : ó .
(d) Compute 45%- ö ë3
(e) ô ’s signature for + is the pair ;/(í 4< .
=

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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2. Verification. To verify ? ’s signature @;A B(C<D on E , F should do the following:
(a) Obtain ? ’s authentic public key @;GHB9IJB(KLB)MD .
(b) Verify that NPOAO.I and NQO1CROSI ; if not, then reject the signature.
(c) Compute TVU1CXWZY\[]^_I and `3@E6D .
(d) Compute a UbT.cJ`3@E6Dd[]:^_I and a'eQUbA<TV[]^_I .
Y
(e) Compute f$U.@gKHhjikMlh:mn[]^G3Do[]^pI .
(f) Accept the signature if and only if f$UA .
Proof that signature verification works. If @A B9C<D is a legitimate signature of entity ? on
message E , then `l@;EqDsrutwv9Asx1yjC @z[]^ ID must hold. Multiplying both sides of this
congruence by T and rearranging gives TSc`l@;EqD'xv9AT{r"yb@z[]^ ID . But this is simply
a
x|v9a'eSr}yb@z[]^ ID . Raising K to both sides of this equation yields @K'h~ikMlhm[]^
Y
GHDo[0]^_IU.@gKHs[]^wG3Do[]^I . Hence, f$UbA , as required.
11.57 Example (DSA signature generation with artificially small parameters)
Key generation. ? selects primes GpU1 * *N N*  and IRU1 *   such that I divides @Gst
 D ; here, @G0t8*D IPUV *  . ? selects a random element  UV* N*  * *Q\  and come
putes KqUZY; []^wGUV N*N  * * . Since K.V
U  , K is a generator for the unique cyclic
subgroup of order I in    . ? next selects a random integer vPU1 * * satisfying .vs
eg
ItS , and computes MUK'[0]^GbU*N N*  * Y
R[]^ * *N N* Uu* *  * * .
, M¡U¢*  * *  ), while
? ’s public key is (GqU * *N N*  , IpU  * * , KU  N N* *
? ’s private key is vPU1 *   .
Signature generation. To sign E , ? selects a random integer y0U.* * , and computes A0U
g¤¤
@K'[]^wG3Do[]^_I¡U£@z N*N *  *
o[]^ * *N N* <Do[0]^ * *U}* N*  * 5[]^
*  *RU1  . ? then computes y3WZY\[]^pIRU. *  , `3@E6DdUS* * (the hash value has been
contrived for this example), and finally CRUS@  * D¦¥J * ~x0@z*  * D@z *Dg§n[]^pIRU.  N*  .
The signature for E is the pair @;A0U1 :B(C¨U. *N  *D .
Signature verification. F computes T©UªCJW«Y\[]:^pI%U¬* * , a Y UT®c«`l@;EqDo[]^
I1U¯@z*  *Dz@  * D°[0]^ * *1U¯*  * , and a e U±AT²[]^_I.U¯@  D@z*  *D°[]^
e
*  *"U³* * . F then computes f¢U³@gKHh i Mlh m []^G3Do[]^pI"U´@ N N* * Y gYc
g
  * *  *(µ
[]^  * *N N *9Do[]^ *  UV *N  * *5[]:^_* * PUV* . Since fU
A , F accepts the signature.
¶

11.58 Note (security of DSA) The security of the DSA relies on two distinct but related discrete
logarithm problems. One is the logarithm problem in    where the powerful index-calculus
methods apply; the other is the logarithm problem in the cyclic subgroup of order I , where
the best current methods run in “square-root” time. For further discussion, see · 3.6.6. Since
the DSA is a special case of ElGamal signatures ( · 11.5.2) with respect to the equation for
C , security considerations for the latter are pertinent here (see Note 11.66).
11.59 Note (recommended parameter sizes) The size of I is fixed by Algorithm 11.54 (as per
FIPS 186) at 160 bits, while the size of G can be any multiple of 64 between 512 and 1024
bits inclusive. A 512-bit prime G provides marginal security against a concerted attack. As
of 1996, a modulus of at least 768 bits is recommended. FIPS 186 does not permit primes
G larger than 1024 bits.
11.60 Note (performance characteristics of the DSA) For concreteness, suppose G is a 768-bit
integer. Signature generation requires one modular exponentiation, taking on average (using naive techniques for exponentiation) 240 modular multiplications, one modular inverse
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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with a 160-bit modulus, two 160-bit modular multiplications, and one addition. The 160-bit
operations are relatively minor compared to the exponentiation. The DSA has the advantage
that the exponentiation can be precomputed and need not be done at the time of signature
generation. By comparison, no precomputation is possible with the RSA signature scheme.
The major portion of the work for signature verification is two exponentiations modulo ¸ ,
each to 160-bit exponents. On average, these each require 240 modular multiplications or
480 in total. Some savings can be realized by doing the two exponentiations simultaneously
(cf. Note 14.91); the cost, on average, is then 280 modular multiplications.
11.61 Note (system-wide parameters) It is not necessary for each entity to select its own primes
¸ and ¹ . The DSS permits ¸ , ¹ , and º to be system-wide parameters. This does, however,
present a more attractive target for an adversary.
11.62 Note (probability of failure) Verification requires the computation of »X¼Z½\¾¿À_¹ . If »5Á.Â ,
then »X¼Z½ does not exist. To avoid this situation, the signer may check that »1
ÃÁ Â ; but if » is
assumed to be a random element in Ä°Å , then the probability that »5Á1Â is Æ Ç3½ È ½ÉgÊ . In practice,
this is extremely unlikely ever to occur. The signer may also check that ËÌS
ÃÁ Â . If the signer
detects that either Ë0Á1Â or »RÁSÂ , a new value of Í should be generated.

11.5.2 The ElGamal signature scheme
The ElGamal signature scheme is a randomized signature mechanism. It generates digital
signatures with appendix on binary messages of arbitrary length, and requires a hash function ÎÏ«ÐJÂ*Ñ(Ò:Ó:ÔÖÕ×ØÄLÙ where ¸ is a large prime number. The DSA ( Ú 11.5.1) is a variant of
the ElGamal signature mechanism.
11.63 Algorithm Key generation for the ElGamal signature scheme
SUMMARY: each entity creates a public key and corresponding private key.
Each entity Û should do the following:
1. Generate a large random prime ¸ and a generator º of the multiplicative group Ä Ù Ô
(using Algorithm 4.84).
2. Select a random integer Ü , ÒQÝ.ÜsÝ¸0ÕÞ .
3. Compute ß$Á%º'à¾¿À¸ (e.g., using Algorithm 2.143).
4. Û ’s public key is Æ¸'Ñ(ºLÑ)ß È ; Û ’s private key is Ü .
11.64 Algorithm ElGamal signature generation and verification
SUMMARY: entity Û signs a binary message á of arbitrary length. Any entity â can verify
this signature by using Û ’s public key.
1. Signature generation. Entity Û should do the following:
(a) Select a random secret integer Í , ÒPÝ.Í_Ý6¸0ÕÞ , with ã ä9ÀjÆÍlÑ)¸sÕÒ È ÁSÒ .
(b) Compute Ë0Á%ºHås¾¿À¸ (e.g., using Algorithm 2.143).
(c) Compute Í3¼Z½\¾¿ÀÆ¸0ÕÒ È (e.g., using Algorithm 2.142).
(d) Compute »5Á%Í ¼Z½ ÐXÎ3Æá È ÕÜ9ËlÓ¾¿:ÀÆ;¸0Õ¡Ò È .
(e) Û ’s signature for á is the pair Æ;Ë Ñ(» È .
2. Verification. To verify Û ’s signature Æ;Ë Ñ(» È on á , â should do the following:
æ
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(b)
(c)
(d)
(e)
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Obtain è ’s authentic public key é;êHë9ì°ëîí'ï .
Verify that ðñ¡ò_ñêsó¡ð ; if not, then reject the signature.
Compute ô3õÖö¡íl÷¦ò øùúûê . 
Compute ülé;ýqï and ôXþQö%ìHÿ ù0úûwê .
Accept the signature if and only if ô3õÖö¡ô þ .
õ

Proof that signature verification works. If the signature was generated by è , then  
ü3éý6ï¦ó9ò éùú:ûêZówð*ï . Multiplying both sides by  gives .ülé;ýqïó9ò¡
 ézùúû0êóQð ï ,
and rearranging yields ü3éý6ï9ò éù0úû0êpó8ð ï . This implies ìHÿ {ì  ÷ ø
éì  ï ÷ ò ø ézùúû0ê3ï . Thus, ô õ öôXþ , as required.
11.65 Example (ElGamal signature generation with artificially small parameters)
Key generation. è selects the prime êpö"! and a generator ìö of #%þ'$ &)(+* . è chooses
õ *-( õ
ùúû"!sö{ð ð". . è ’s
the private key $ö|ð"!*ð and computes íÌöì ùú:ûêö,
public key is (ê_ö"! , ì ö , í$ö.ð*ð." ).
Signature generation. For simplicity, messages will be integers from #0/ and ü3éý6ïPö|ý
(i.e., for this example only, take ü to be the identity function). To sign the message ý´ö
õ (gþ)5
ð12" , è selects a random integer ²ö
ð"3 , computes ò{ö
ì  ù0úûê ö4
ùúû
õ
"!Sö´ð1"36 , and 7 ùúû_éêsóð ïqö81" . Finally, è computes ö8"1 ð1"2só
ð!*ð éð13"6 ï9Öùú:û:"20öVð"!!! . è ’s signature for ý}ö²ð"12" is the pair é;ò ö|ð13"6*ë;ö
ð!!"! ï .
5'?A@ ð1"36 õ *'*)* ùú:û:"!ö1ð6!" , ülé;ýqïoö
Signature verification. < computes ô3õÖö1ð ð." õ>=
õ>=)C &
ð12" , and ô þ öB
ùúûD""!ö.ð6"! . < accepts the signature since ô3õÖöô þ .
E
11.66 Note (security of ElGamal signatures)
(i) An adversary might attempt to forge è ’s signature (per Algorithm 11.64) on ý by
selecting a random integer  and computing ò.ö}ì 0ùúûê . The adversary must
then determine 5öF7 õ ü3éý6ï óG9ò5ùúû_éêsóð ï . If the discrete logarithm problem
is computationally infeasible, the adversary can do no better than to choose an  at
õ
random; the success probability is only / , which is negligible for large ê .
(ii) A different  must be selected for each message signed; otherwise, the private key
can be determined with high probability as follows. Suppose Jõ$öH7 õ ü3éý¡õïnó
õ
9òwùú:ûé;êsó¡ð*ï and  þ öH7
ülé;ý þ ïnó 9òùúû0é;ê0óð ï . Then é'Jõ5ó  þ ï)I
J 66ézùúû0êó.ð ï , then bö é)JõRó
éü3éý¡õ(ï\ó.ülé;ý þ ïzïézùúû0êó.ð ï . If JõRó þK
 þ ïL õ éü3éý¡õï°óbülé;ý þ ïzïdùúûéê0óð ï . Once  is known, is easily found.
õ
ýó:9òùú:ûé;ê0ó¡ð*ï .
(iii) If no hash function ü is used, the signing equation is RöB
It is then easy for an adversary to mount an existential forgery attack as follows. Select any pair of integers é>M ëîôHï with N"O(û~éôë)êÖó$ð*ïoöSð . Compute òö1ìQP íRQùúûêpö
õ
ìQPSTRPùúûwê and Qö ónòôU
ùú:ûé;ê0ó¡ð*ï . The pair é;ò ëV<ï is a valid signature for
the message ý öWMÌù0úûéêsóð ï , since égì 0ìA ÷Xï øXYö%ìQPXíRPö¡ò .
(iv) Step 2b in Algorithm 11.64 requires the verifier to check that 6GZòZê . If this check
is not done, then an adversary can sign messages of its choice provided it has one valid
signature created by entity è , as follows. Suppose that éò ë;<ï is a signature for message ý produced by è . The adversary selects a message ý\[ of its choice and com@^]
]
õ
õ
putes ülé;ý\[ ï and Mö%ülé;ý\[ ï ülé;ýqï-_W ùú:û_é;ê'óð*ï (assuming ü3éý6ï`_) ùúûéêóð ï
exists). It then computes 9[«öB)M ùúû0é;ê\ó ð ï and òa[ such that òa[0òbMVézùúû0ê\ó ð ï
and ò+[%òbézùúûê3ï . The latter is always possible by the Chinese Remainder Theorem (Fact 2.120). The pair éòa[këV9[;ï is a signature for message ý\[ which would be
accepted by the verification algorithm (Algorithm 11.64) if step 2b were ignored.
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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11.67 Note (security based on parameter selection)
(i) (index-calculus attack) The prime c should be sufficiently large to prevent efficient
use of the index-calculus methods ( d 3.6.5).
(ii) (Pohlig-Hellman attack) cDegf should be divisible by a prime number h sufficiently
large to prevent a Pohlig-Hellman discrete logarithm attack ( d 3.6.4).
(iii) (weak generators) Suppose that c,ijflkWm:noqpr and the generator s satisfies the
following conditions:
(a) s divides k-cteufr ; and
(b) computing logarithms in the subgroup v of order s in wyz x can be efficiently done
(for example, if a Pohlig-Hellman attack ( d 3.6.4) can be mounted in v ).
It is then possible for an adversary to construct signatures (without knowledge of { ’s
private key) which will be accepted by the verification algorithm (step 2 of Algorithm 11.64). To see this, suppose that c|eGf}s~h . To sign a message  the adversary
does the following:
(a) Compute %}k-cteur'a and set D}h .
(b) Determine such that sQWik)mDnoDc7r where  is { ’s public key. (This is
possible since sQ and  are elements of v and sQ is a generator of v .)
(c) Compute }IA"a7k-r|euh+mDno:k-c:egf"r .
(d) k-Vr is a signature on  which will be accepted by step 2 of Algorithm 11.64.
This attack works because the verification equation a9i
sQkWm:noDc7r is
satisfied. To see this, first observe that s~hieflkWm:noDc7r , sieh|kWm:notc r ,
z
and that h  | ¡W¢ iFef£kWm:no:c7r'¤ (The latter congruence follows from the fact that
s is a generator of w z x and hi esAUkWm:noDc7r .) From these, one deduces that hT¥A}
z
h  U )¢ hU|iBehUyiBsFkWm:noDc7r)¤ Now     }k)hT¥'r'¦  W)§¡iBs  sAWV
i¨s  ~9}©s S¡ kWm:noDc7r'¤ Notice in the case where s }© is a generator
that the conditions specified in (iii) above are trivially satisfied.
The attack can be avoided if s is selected as a generator for a subgroup of w%z x of prime
order rather than a generator for w%z x itself.
11.68 Note (performance characteristics of ElGamal signatures)
(i) Signature generation by Algorithm 11.64 is relatively fast, requiring one modular exponentiation k)sQªDm:noc r , the extended Euclidean algorithm (for computing
«
|%mDnok>ctegf"r ), and two modular multiplications. (Modular subtraction is negligible when compared with modular multiplication.) The exponentiation and application of the extended Euclidean algorithm can be done off-line, in which case signature generation (in instances where precomputation is possible) requires only two
(on-line) modular multiplications.
(ii) Signature verification is more costly, requiring
^®°¯ three exponentiations. Each exponentiation (using naive techniques)
requires
¬
c"± modular multiplications, on aver³®´¯
¢
age, for a total cost of ²
The computing costs can be reduced
c"± multiplications.
¢
by modifying the verification slightly. Compute µ }¶sA      m:nSoc , and ac
cept the signature as valid if and only if µ }·f . Now, µ can be computed more


efficiently by doing the three
³®´¯ exponentiations simultaneously (see Note 14.91); the
total cost is now about >¹ ¸
c"± modular multiplications, almost "¤´º times as cost efficient as before.
(iii) Signature verification calculations are all performed modulo c , while signature generation calculations are done modulo c and modulo k-c:egf"r .

»
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11.69 Note (recommended parameter sizes) Given the latest progress on the discrete logarithm
problem in ½%¿ ¾ ( À 3.6), a 512-bit modulus Á provides only marginal security from concerted
attack. As of 1996, a modulus Á of at least 768 bits is recommended. For long-term security,
1024-bit or larger moduli should be used.
11.70 Note (system-wide parameters) All entities may elect to use the same prime number Á
and generator Â , in which case Á and Â are not required to be part of the public key (cf.
Note 11.61).
(i) Variations of the ElGamal scheme
Many variations of the basic ElGamal signature scheme (Algorithm 11.64) have been proposed. Most of these alter what is commonly referred to as the signing equation (given
in step 1d of Algorithm 11.64). After suitable rearrangement, this signing equation can
be written as Ã¨ÄÆÅVÇÉÈÊbËÌ:ÍSÎ:Ï>ÁDÐgÑ"Ò where Ã¨ÄÆÓÏ>ÔlÒ , Ç,ÄÖÕ , and Ë4ÄÆ× (i.e.,
ÓÏ>ÔlÒÄ·Å;Õ:ÈØÊ×ÙÌ:ÍSÎ:Ï>ÁtÐgÑ"Ò ). Other signing equations can be obtained by permitting
Ã , Ç , and Ë to take on the values × , Õ , and ÓÏ>ÔlÒ in different orders. Table 11.5 lists the 6
possibilities.

Ã
1
2
3
4
5
6

ÓÏ>ÔlÒ
ÓÏ>ÔlÒ
×
×
Õ
Õ

Ç

Ë
Õ

×
×

Õ
Ó7Ï-ÔÒ
×
Ó7Ï-ÔÒ

Õ
Ó7Ï-ÔÒ
Õ
Ó7Ï-ÔÒ
×

Signing equation

Verification

ÓÏ>ÔlÒÚÄÅ;ÕÈÛÊ×
ÓÏ>ÔlÒÚÄÅ×ãÈÛÊbÕ
×ÄFÅVÕÈÛÊÓÏ>ÔlÒ
×ÄFÅSÓ7Ï-ÔÒUÈÛÊbÕ
ÕDÄFÅ×ÚÈÛÊÓÏ>ÔlÒ
ÕDÄFÅÓÏ>ÔlÒåÈÛÊ×

ÂQÜÝÞßUÄÏ)ÂQàÒ³á9Õâ
ÂQÜÝÞßUÄÏ)ÂQàÒ³â'Õá
ÂQâÄBÏ'Â àäÒ^á9ÕÜÝÞß
ÂQâÄBÏ'Â àäÒ^ÜÝÞß´Õá
ÂQáÄÏ)ÂQàÒ^â'ÕÜÝÞß
Â á ÄÏ)Â à Ò ÜÝÞß Õ â

Table
æèçÙéÉêë 11.5: Variations of the ElGamal
ç signing equation. Signing equations are computed modulo
; verification is done modulo .

11.71 Note (comparing variants of the ElGamal signature scheme)
(i) Some of the signing equations listed in Table 11.5 are more efficient to compute than
the original ElGamal equation in Algorithm 11.64. For example, equations (3) and
(4) of Table 11.5 do not require the computation of an inverse to determine the signature × . Equations (2) and (5) require the signer to compute ÅìUí%Ì:ÍÎ:Ï-ÁtÐuÑÒ , but
this fixed quantity need only be computed once.
(ii) Verification equations (2) and (4) involve the expression Õá . Part of the security of
signature schemes based on these signing equations is the intractability of finding solutions to an expression of the form îåïÉðñÏWÌ:ÍÎDÁ7Ò for fixed ñ . This problem appears to be intractable for large values of Á , but has not received the same attention
as the discrete logarithm problem.
(ii) The generalized ElGamal signature scheme
The ElGamal digital signature scheme, originally described in the setting of the multiplicative group ½ò¿ ¾ , can be generalized in a straightforward manner to work in any finite abelian
group ó . The introductory remarks for À 8.4.2 are pertinent to the algorithm presented in
this section. Algorithm 11.73 requires a cryptographic hash function Óãôöõa÷"øTÑù ¾ Ð|úû½~ü
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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þ

where ý is the number of elements in þ . It is assumed that each element ÿ
represented in binary so that >ÿ is defined.

 



can be

11.72 Algorithm Key generation for the generalized ElGamal signature scheme
SUMMARY: each entity selects a finite group þ ; generator of þ ; public and private keys.
Each entity should do the following:
1. Select an appropriate cyclic group þ of order ý , with generator . (Assume that þ
is written multiplicatively.)
ý
2. Select a random secret integer ,
. Compute the group element
.
3. ’s public key is
, together with a description of how to multiply elements in
þ ; ’s private key is .





 







11.73 Algorithm Generalized ElGamal signature generation and verification









SUMMARY: entity signs a binary message of arbitrary length. Any entity can verify
this signature by using ’s public key.
1. Signature generation. Entity should do the following:
(a) Select a random secret integer ,
, with
.
ý
ý
(b) Compute the group element ÿ
.
ý .
(c) Compute
(d) Compute
and -ÿ .
-ÿ
ý .
(e) Compute
(f) ’s signature for is the pair >ÿ
.
2. Verification. To verify ’s signature >ÿ
on , should do the following:
(a) Obtain ’s authentic public key
.
(b) Compute
and -ÿ .
(c) Compute
Lÿ .
(d) Compute
.
(e) Accept the signature if and only if
.
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11.74 Example (generalized ElGamal signatures with artificially small parameters)
Key generation. Consider the finite field
constructed from the irreducible polynomial
over . (See Example 2.231 for examples of arithmetic in the field
.) The elements of this field are the 31 binary 5-tuples displayed in Table 11.6, along
with
. The element
is a generator for þ
, the multiplicative cyclic
group of the field. The order of this group þ is ý
. Let
be a hash
function. Entity selects the private key
and computes
. ’s public key is (
.
Signature generation. To sign the message
, selects a random integer
, and computes ÿ
and
.
then computes
and -ÿ
(the hash values have been contrived for this example) and
. ’s signature for message is -ÿ
.
Signature verification.
computes
, -ÿ
,
ÿ
, and
. accepts the signature since
.
More precisely, one would define a function

and write

instead of

.

 11.5 The DSA and related signature schemes
¡


¢


¡D¡=¡D¡D¢
¡D¡=¡D¢D¡
¡D¡=¢D¡D¡
¡D¢=¡D¡D¡
¢D¡=¡D¡D¡
¡D¡=¢D¡D¢
¡D¢=¡D¢D¡
¢D¡=¢D¡D¡

£
¥

¤
¦
§
¨



©
ª
¢D¡
¢D¢
¢D£
¢D¤
¢`¥
D¢ ¦

459


¡D¢=¢D¡D¢
¢D¢=¡D¢D¡
¢D¡=¡D¡D¢
¡D¡=¢D¢D¢
¡D¢=¢D¢D¡
¢D¢=¢D¡D¡
¢D¢=¢D¡D¢
¢D¢=¢D¢D¢

Table 11.6: The elements of
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as powers of a generator .

¯

°

11.75 Note (security of generalized ElGamal) Much of the security of Algorithm 11.73 relies on
the intractability of the discrete logarithm problem in the group (see 3.6). Most of the
security comments in Note 11.66 apply to the generalized ElGamal scheme.

¯

±³²µ´¶

·¸

11.76 Note (signing and verification operations) Signature generation requires computations in
the group (i.e.,
) and computations in
. Signature verification only requires
computations in the group .

¯

¯

11.77 Note (generalized ElGamal using elliptic curves) One of the most promising implementations of Algorithm 11.73 is the case where the finite abelian group is constructed from
the set of points on an elliptic curve over a finite field . The discrete logarithm problem
in groups of this type appears to be more difficult than the discrete logarithm problem in the
multiplicative group of a finite field . This implies that can be chosen smaller than for
corresponding implementations in groups such as
.

¹º

¹+º

¯,²"¹½º ¼

»

11.5.3 The Schnorr signature scheme
Another well-known variant of the ElGamal scheme (Algorithm 11.64) is the Schnorr signature scheme. As with the DSA (Algorithm 11.56), this technique employs a subgroup of
order in , where is some large prime number. The method also requires a hash function
. Key generation for the Schnorr signature scheme is the same as
DSA key generation (Algorithm 11.54), except that there are no constraints on the sizes of
and .

» ·5¾ ¼
¿
dÀ ÁÂÃeÄfÅ8Æ ¼Ç3È · º
¿ »

11.78 Algorithm Schnorr signature generation and verification

É

É

Ê

SUMMARY: entity signs a binary message of arbitrary length. Any entity
this signature by using ’s public key.
1. Signature generation. Entity should do the following:
(a) Select a random secret integer ,
.
(b) Compute
,
, and
.
.
(c) ’s signature for is the pair

É

Ë

can verify

É

Ì ÅÍÌ 
Í »Ç Å
±²-´/¶ÏÎ7Ð8ÑX¿ ÒÓ²_À1Ô>ÊÕ±Ö × ²-Ø8Ò*ÙsÌÏÎ7Ð8Ñ »
Ê
Ô×DÄ=ÒDÖ
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Ú
Û ÜDÝ=ÞDß on à , á should do the following:
9Û â/Ý=ãÝ'äÝpåß .
æç_äèåé)êÓë7ì8íîâ oÞ ïç_ðÛ9à,ñòæ/ß .
Þï3ç_Þ .
Proof that signature verification works. If the signature was created by Ú , then ækóäèåé)ê
óäèäéôfêCó,äõ7óyö÷Û`ë7ì8íâ1ß . Hence, ðÛ9à,ñòæ/ß+ç_ðÛ9à,ñòöß and Þoïç-Þ .
2. Verification. To verify ’s signature
(a) Obtain ’s authentic public key
(b) Compute
and
(c) Accept the signature if and only if

Ú

Ú

â"ç~ø]ù%ú]û%ü%ø ãçþý%ü]ø
Û9âÿZø%ß %ãç~ù]ü Ú
çù ]ü
äYç_ù ]ü îë7ì8íXâ}ç-ù
ä ç ø ä
ý]ü%ø
Ú
yçxü%ù
å,çxù ëì8íXâZçµø]ø%ý%ú]ø Ú
Û>â}ç_ø%ù%ú]û%ü]ø]Ý'ãUçý%ü]ø]Ý'ä ç_ù eÝpå}ç_ø%ø]ý%ú%ø %ß
à çµø]ø%ø ]ø%ø %ø Ú
ç %ù
ø
uý]ü
öçuù ë7ì8íXâ,çrü%ú ]ý Þ!ç
ðÛ9à,ñòö8ß çzø%ý]ý
Ú
Üç,ü]ù ø]ý%ý %ù Xë7ì8í ý%ü%øXç_ü %ø
à Û(Üç_ü ]ø]Ý=ÞUçø]ý%ý%ß
á
æçµù ø]ø%ý%ú]ø é îëì8íCâsçµü]ú ]ý Þ ï ç
ðÛ9à,ñòæ/ß+çø%ý%ý á
ÞçÞoï

11.79 Example (Schnorr’s signature scheme with artificially small parameters)

 .
Key generation. selects primes
and
; here,
 and computes
  
 
 .
then selects a random integer 
Since 
, generates the unique cyclic subgroup of order
in  . then selects
 and computes
 
 . ’s public key is
the private key 

 .
Signature generation. To sign the message
  ,
selects a random number


  such that 

 , and computes
 

and
(the hash value has been contrived for this example). Finally, computes
is
.
 
"!# 
 . The signature for

Signature verification.
computes
and
$&% 
 %(''

. accepts the signature since
.
)

â

ã

11.80 Note (performance characteristics of the Schnorr scheme) Signature generation in Algorithm 11.78 requires one exponentiation modulo and one multiplication modulo . The
exponentiation modulo could be done off-line. Depending on the hash algorithm used,
the time to compute
should be relatively small. Verification requires two exponentiations modulo . These two exponentiations can be computed by Algorithm 14.88 at a
cost of about 1.17 exponentiations. Using the subgroup of order does not significantly
enhance computational efficiency over the ElGamal scheme of Algorithm 11.64, but does
provide smaller signatures (for the same level of security) than those generated by the ElGamal method.

â

â
ðÛ9à,ñòö8ß

ã

11.5.4 The ElGamal signature scheme with message recovery
The ElGamal scheme and its variants ( * 11.5.2) discussed so far are all randomized digital
signature schemes with appendix (i.e., the message is required as input to the verification
algorithm). In contrast, the signature mechanism of Algorithm 11.81 has the feature that the
message can be recovered from the signature itself. Hence, this ElGamal variant provides
a randomized digital signature with message recovery.
For this scheme, the signing space is +-, .  , a prime, and the signature space is
/
. Let 5 be a redundancy function from
0 21 43 , a prime, where divides
the set of messages + to +-, (see Table 11.1). Key generation for Algorithm 11.81 is the
same as DSA key generation (Algorithm 11.54), except that there are no constraints on the
sizes of and .

ç

6

â

ã

ã

ç â
Û9â ÿsø]ß

ã
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11.81 Algorithm Nyberg-Rueppel signature generation and verification
SUMMARY: entity 8 signs a message 9;:=< . Any entity > can verify 8 ’s signature and
recover the message 9 from the signature.
1. Signature generation. Entity 8 should do the following:
(a) Compute 9@?.ACB(9ED .
(b) Select a random secret integer F , G HIFJHLKNMOG , and compute PQ?SRUTWVYXQZ\[C] .
(c) Compute ^ ? 9OPQX_Z\[C] .
(d) Compute ` ?Sab^dc#F_XQZ\[JK .
(e) 8 ’s signature for 9 is the pair B^fe`fD .
2. Verification. To verify 8 ’s signature B^fe`fD on 9 , > should do the following:
(a) Obtain 8 ’s authentic public key B(]geK&e$RhejikD .
(b) Verify that l m.^ mn] ; if not, reject the signature.
(c) Verify that lYHo`pmoK ; if not, reject the signature.
(d) Compute qO?.RNri4TtspXQZ\[u] and 9@?nqN^pXQZb[C] .
(e) Verify that 9;:=<@v ; if 9x=
w: <@v then reject the signature.
(f) Recover 9@?SA Tzy{B 9ED .
Proof that signature verification works. If 8 created the signature, then q0|}Rgri4TWs#|
Rgr$TW~s|IRNVnBXQZ\[]gD . Thus qk^u|oRgV 9RTtVQ| 9
BXQZ\[]gD , as required.
11.82 Example (Nyberg-Rueppel signature generation with artificially small parameters)
Key generation. Entity 8 selects primes ]S?G and K?G , where K divides
B]OMGD ; here, B]OMLGDK2? . 8 then selects a random number ?l:"  and
computes R?lCX_Z\[C]?G . Since R0
w? G , R generates the unique cyclic
subgroup of order G in   . Finally, 8 selects a random integer a?. and computes
i?SRg~XQZ\[C]O?SGlG . 8 ’s public key is B(]O?SGbe$K"?SGeR ?.Geji2?
GlGD , while 8 ’s private key is a ?o .
Signature generation. To sign a message 9 , 8 computes 9¡?oACB9D?oGG (the value
AuB(9ED has been contrived for this example). 8 then randomly selects F_?oGllG , computes
P2?¢RUTWVYXQZ\[]=?£G¤Tzy(¥¥&yXQZ\[]=?£GG , ^C? 9=PQXQZ\[u]¦?£Gl , and `u?
BDBGlDtc#GllGX_Z\[JKu?oGl . The signature for 9 is B^ ?.Gle`§?oGlD .
Signature verification. > computes q#?¨G y¥©©ª GlG Tzy  ©  ¥« XQZb[QG?
ll , and 9¬?0q ª GlpXQZ\[JG?GG . > verifies that 9
:<@v and
recovers 9@?.AT®y{B 9ED .
¯
11.83 Note (security of the Nyberg-Rueppel signature scheme)
(i) Since Algorithm 11.81 is a variant of the basic ElGamal scheme (Algorithm 11.64),
the security considerations of Note 11.66 apply. Like DSA (Algorithm 11.56), this
ElGamal mechanism with message recovery relies on the difficulty of two related but
distinct discrete logarithm problems (see Note 11.58).
(ii) Since Algorithm 11.81 provides message recovery, a suitable redundancy function A
is required (see Note 11.10) to guard against existential forgery. As is the case with
RSA, the multiplicative nature of this signature scheme must be carefully considered when choosing a redundancy function A . The following possible attack should
be kept in mind. Suppose 9°:£< , 9±?}AuB(9ED , and B^e$`fD is a signature for 9 .
Then ^? 9R TWV X_Z\[C] for some integer F and `?²a\^c³F_X_Z\[JK . Let 9  ?
9Rg´4XQZ\[u] for some integer µ . If `  ?¨` coµNXQZ\[JK and 9  :n<@v , then B^e$`  D
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is a valid signature for ¶n·C¸º¹ »®¼{½ ¶n·¾ . To see this, consider the verification algorithm (step 2 of Algorithm 11.81). ¿ÀoÁNÂÃÅÄ »tÆ ÀIÁNÂÇtÈjÁ »tÉ$Æ ÀIÁgÊÇtÈ½ËQÌ\ÍÎg¾ , and
¿kÏQÀ0Á ÊÐÇtÈ ¶Á» Ê À ¶EÁ È À ¶n·=½ËQÌ\ÍÎg¾ . Since ¶n· ÑEÒ@Ó , the forged signature
½ÏÔÕ&·¾ will be accepted as a valid signature for ¶n· .
(iii) The verification that Ö¢×ØÏI×Î given in step 2b of Algorithm 11.81 is crucial.
Suppose ½ÏfÔÕf¾ is Ù ’s signature for the message ¶ . Then Ï¸ ¶=ÚQËQÌ\ÍuÎ and Õ=¸
Û
ÏzÜÝ ËQÌ\Í2Þ . An adversary can use this signature to compute a signature on a message ¶· of its choice. It determines an ÏÐ· such that ÏÐ·À ¶·jÚ½Ë_Ì\Í_Îß¾ and ÏÐ·ÀoÏ
½ËQÌbÍ Þ¾ . (This is possible by the Chinese Remainder Theorem (Fact 2.120).) The
pair ½ÏÐ·ÔÕ¾ will pass the verification algorithm provided that ÖS×àÏÐ·n×Î is not
checked.
11.84 Note (a generalization of ElGamal signatures with message recovery) The expression Ï ¸
¶=Ú_Ë_Ì\ÍÎ in step 1c of Algorithm 11.81 provides a relatively simple way to encrypt ¶ with
key Ú and could be generalized to any symmetric-key algorithm. Let áº¸³âÐádãYäbÚÑEåhæbç
be a set of encryption transformations where each ádã is indexed by an element ÚSÑèå æ ·
and is a bijection from Ò@é³¸êå æ · to å æ · . For any ¶ëÑ£Ò , select a random integer Ý ,
ì=í
í
ì
Ý
Þpî
, compute Úï¸èÁ Ê ËQÌ\ÍuÎ , ÏY¸ðádãÐ½ ¶¾ , and Õ¸ Û Ï ÜIÝ_ËQÌbÍJÞ . The pair
Û
½ÏÔ$Õf¾ is a signature for ¶ . The fundamental signature equation Õñ¸
ÏpÜ¢Ý_ËQÌ\ÍJÞ is a
means to bind entity Ù ’s private key and the message ¶ to a symmetric key which can then
be used to recover the message by any other entity at some later time.

11.6 One-time digital signatures
One-time digital signature schemes are digital signature mechanisms which can be used
to sign, at most, one message; otherwise, signatures can be forged. A new public key is
required for each message that is signed. The public information necessary to verify onetime signatures is often referred to as validation parameters. When one-time signatures are
combined with techniques for authenticating validation parameters, multiple signatures are
possible (see ò 11.6.3 for a description of authentication trees).
Most, but not all, one-time digital signature schemes have the advantage that signature
generation and verification are very efficient. One-time digital signature schemes are useful
in applications such as chipcards, where low computational complexity is required.

11.6.1 The Rabin one-time signature scheme
Rabin’s one-time signature scheme was one of the first proposals for a digital signature of
any kind. It permits the signing of a single message. The verification of a signature requires
interaction between the signer and verifier. Unlike other digital signature schemes, verification can be done only once. While not practical, it is presented here for historical reasons.
Notation used in this section is given in Table 11.7.

ó
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Meaning
÷øzù
÷
the all ’s string of bitlength ú .
÷ø(þtÿ
 jö

 jö
ü
ÿ$þ  
where ÿ$þ  
is the binary representation of .
a set of ú -bit strings.
a set of encryption transformations indexed by a key space .
an encryption transformation belonging to with 
. Each
maps ú -bit strings to ú -bit strings.
÷
÷ø
a publicly-known one-way hash function from 
to 
.
a fixed positive integer which serves as a security parameter.
Table 11.7: Notation for the Rabin one-time signature scheme.

11.85 Algorithm Key generation for the Rabin one-time signature scheme
SUMMARY: each entity  selects a symmetric-key encryption scheme , generates  
random bitstrings, and creates a set of validation parameters.
Each entity  should do the following:
1. Select a symmetric-key encryption scheme (e.g., DES).
   !
2. Generate   random secret strings    
 #"$ , each of bitlength ú .
ù' (*)jûõ ö û(ü{ýý ,+ü-+
 .
,
3. Compute %&
û
  !
ý
û
  !
ý
4.  ’s public key is %  %.
%#" ;  ’s private key is   
 " .
11.86 Algorithm Rabin one-time signature generation and verification
SUMMARY: entity  signs a binary message / of arbitrary length. Signature verification
is interactive with  .
1. Signature generation. Entity  should do the following:
 û ý
(a) Compute / .
ù1 ( )jû  û
ýý ,+ü2+
(b) Compute 0 &
,
/
 .
û

 
ý
0 #" .
(c)  ’s signature for / is 0 0 
û
  !
ý
2. Verification. To verify  ’s signature 0  03
03" on / , 4 should:
û
   
ý
(a) Obtain  ’s authentic public key %  %.
%." .
 û ý
(b) Compute / .
7+
+ 
7+98:+ 
5*6
 , for
(c) Select  distinct random numbers 5*6 ,
.
7+=8:+ 
(d) Request from  the keys *;3< ,
.
ù? (*@ ûõ ö û
ýý
5*6
(e) Verify the authenticity of the received keys by computing >6
<
ù
7+=8:+ 
% ; < , for each
and checking that >6
.
ù? ( @ û  û
ýý 7+=8:+ 
,
.
(f) Verify that 0;3<
/
<
11.87 Note (key sizes for Rabin’s one-time signatures) Since
outputs ú bits (see Table 11.7),
ùBA÷
the public and private keys in Algorithm 11.86 each consist of   ú bits. For 
and
ù?C.D
, the keys are each 1280 bytes long.
ú
11.88 Note (resolution of disputes) To resolve potential disputes between the signer  and the
verifier 4 using Algorithm 11.86, the following procedure is followed:
û
  
ý
0 " .
1. 4 provides a trusted third party (TTP) with / and the signature 0  0 
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2. The TTP obtains EF GE HG II I!GE H#J from K .
3. The TTP verifies the authenticity of the private key by computing LMON'P Q*RTS3UWV.SYX#Z[Z
and checking that \MON'LM , ]7^_X-^a`b . If this fails, the TTP rules in favor of c (i.e.,
the signature is deemed to be valid).
4. The TTP computes d M NeP Q RTS[fgSih9ZjZ , ]k^aXl^m`b . If d M Nen M for at most b values
of X , ]7^_Xo^a`b , the signature is declared a forgery and the TTP rules in favor of K
(who denies having created the signature). If bqpr] or more values of X give d M N?n M ,
the signature is deemed valid and the TTP rules in favor of c .
11.89 Note (rationale for dispute resolution protocol) The rationale for adjudicating disputes in
Rabin’s one-time signature scheme, as outlined in Note 11.88, is as follows. If c has attempted to forge K ’s signature on a new message hWs , c either needs to determine at least
one more key Ets so that at least bupv] values of X give dMwNxnM , or determine hWs such that
fSYhrZyN'fSYhzs{Z . This should be infeasible if the symmetric-key algorithm and hash function
are chosen appropriately. If K attempts to create a signature which it can later disavow, K
must ensure that d M N?n M for precisely b values of X and hope that c chooses these b values
H#J
in step 2c of the verification procedure, the probability of which is only ]| J .
11.90 Note (one-timeness of Algorithm 11.86) K can sign at most one message with a given private key in Rabin’s one-time scheme; otherwise, K will (with high probability) reveal b}pk]
or more of the private key values and enable c (and perhaps collaborators) to forge signatures on new messages (see Note 11.89). A signature can only be verified once without
revealing (with high probability) more than b of the `b private values.

11.6.2 The Merkle one-time signature scheme
Merkle’s one-time digital signature scheme (Algorithm 11.92) differs substantially from
that of Rabin (Algorithm 11.86) in that signature verification is not interactive with the
signer. A TTP or some other trusted means is required to authenticate the validation parameters constructed in Algorithm 11.91.
11.91 Algorithm Key generation for the Merkle one-time signature scheme
SUMMARY: to sign b -bit messages, K generates ~oNblp bpz] validation parameters.
Each entity K should do the following:
1. Select ~-Nbzp!bp] random secret strings E F GE H G II I!GE* each of bitlength  .
2. Compute  M NfgS[E M Z , ]a^X=^~ . Here, f is a preimage-resistant hash function
fOG]tG] (see  9.2.2).
3. K ’s public key is Si F GT H GII I!GT3Z ; K ’s private key is S[E F G E H GII IGE*[Z .
To sign an b -bit message h , a bitstring N h1¡#¢ is formed where ¢ is the binary
representation for the number of  ’s in h . ¢ is assumed to be a bitstring of bitlength  !b£p
] with high-order bits padded with  ’s, if necessary. Hence,  is a bitstring of bitlength
~-Nbzpx !b2p¤] .

¥
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11.92 Algorithm Merkle one-time signature generation and verification
SUMMARY: entity § signs a binary message ¨
this signature by using § ’s public key.

of bitlength © . Any entity ª

can verify

1. Signature generation. Entity § should do the following:
(a) Compute « , the binary representation for the number of ¬ ’s in ¨ .
(b) Form ¯®¨1°#«w®1±3²´³²¶µw·· ·²¸[¹ .
(c) Determine the coordinate positions º ³o» º µ,» · ·· » º½¼ in  such that ²¾i¿o®1À ,
À7Á9Â:Á_Ã .
(d) Let ÄÅ®'Æ ¾ ¿ , À7Á_Â:Á=Ã .
(e) § ’s signature for ¨ is ±[Ä³Ç Ä3µÇÈ ÈÈÇ Ä ¼ ¹ .
2. Verification. To verify § ’s signature ±3Ä ³ ÇÄ µ ÇÈÈ È!ÇÄ¼¹ on ¨ , ª should:
(a) Obtain § ’s authentic public key ±YÉ ³ Ç½É µ Ç ÈÈÈÇTÉ ¸ ¹ .
(b) Compute « , the binary representation for the number of ¬ ’s in ¨ .
(c) Form ¯®¨1°#«w®1±3²´³²¶µw·· ·²¸[¹ .
(d) Determine the coordinate positions º³ » ºTµ » · ·· » º ¼ in  such that ² ¾ ¿o®1À ,
À7Á9Â:Á_Ã .
(e) Accept the signature if and only if É ¾ ¿2®'Ê±3Ä#Å¶¹ for all À7Á=Â:Á_Ã .
11.93 Note (security of Merkle’s one-time signature scheme) Let ¨ be a message, Ë®¨1°#«
the bitstring formed in step 1b of Algorithm 11.92, and ±[Ä³ ÇÄ3µÇ ÈÈÈ!Ç Ä ¼ ¹ a signature for ¨ .
If Ê is a preimage-resistant hash function, the following argument shows that no signature
for a message ¨zÌW®Î
Í ¨ can be forged. Let ÏÌ7®Î¨WÌ°#«½Ì where «jÌ is the ±ÐÑ Ò©Ó7Ô?À¹ -bit
string which is the binary representation for the number of ¬ ’s in ¨ Ì . Since an adversary
has access to only that portion of the signer’s private key which consists of ±3Ä ³ ÇÄ µ ÇÈÈ È!ÇÄ¼g¹ ,
the set of coordinate positions in ¨ Ì having a À must be a subset of the coordinate positions
in ¨ having a À (otherwise, ¨ Ì will have a À in some position where ¨ has a ¬ and the
adversary will require an element of the private key not revealed by the signer). But this
means that ¨ Ì has more ¬ ’s than ¨ and that « Ì Õ « (when considered as integers). In this
case, « Ì will have a À in some position where « has a ¬ . The adversary would require a private
key element, corresponding to this position, which was not revealed by the signer.
11.94 Note (storage and computational requirements of Algorithm 11.92)
(i) To sign an © -bit message ¨ which has Æ ones requires Ö·£±i©9Ô×ÐÑÒ©ÓlÔaÀ.¹ bits of
storage for the validation parameters (public key), and Ö¶·[±i©ØÔÙÐÑ Ò©ÓOÔuÀ.¹ bits for the
private key. The signature requires Ö*·[±[ÆÔÚÆ Ì ¹ bits of storage, where Æ Ì is the number
of À ’s in the binary representation of ©rÛvÆ . For example, if ©Ü®×À.ÝÞ , Ö®eß.à , and
Æ9®âá.Ý , then the public and private keys each require 8704 bits (1088 bytes). The
signature requires 4800 bits (600 bytes).
(ii) The private key can be made smaller by forming the Æ ¾ ’s from a single seed value.
For example, if Ægã is a bitstring of bitlength at least Ö , then form Æ ¾ ®Êg±[Ægã°{º¹ , À:Á
ºoÁ_ä . Since only the seed Ægã need be stored, the size of the private key is drastically
reduced.
(iii) Signature generation is very fast, requiring no computation. Signature verification
requires the evaluation of the hash function for fewer than ©zÔÐÑÒ©Ó2ÔÀ values.
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11.95 Note
(improving efficiency of Merkle’s one-time scheme) Algorithm 11.92 requires åæçYèêé
ëì í
èî}éaï.ð bits for each of the public and private keys. The public key must necessarily
be this large because the signing algorithm considers individual bits of the message. The
scheme can be made more efficient if the signing algorithm considers more than one bit at
a time. Suppose entity ñ wishes to sign a ò*ó -bit message ô . Write ôõô_ö÷{ôzø!÷!æææ÷{ôuù
û and
where each ôuú has bitlength ò and each represents an integer between
ìí
ëìí ü*ý£þ}ï inclusive.
ù


óü¶ý . ÿ can be represented by ÿ
ó½îéÙïévò bits.
Define ÿ¯õ ëì í úö ç[ü¶ýlþ ôuú½ð
ó½î éï éxò´ðò  , then ÿ can be written in binary as ÿ õ yö÷ ø÷ææ æ÷  ,
If 1õç
where each ú has bitlength ò . Form the bitstring  õeô_ö÷ô$ø!÷ææ æôWùt÷yö÷ ø÷ææ æ÷  .
ø ö ç3ò ú ð , ï  !
Generate óyé random bitstrings ò ö ò ø ò ù and compute  ú õ
key is
óOé . The private key for the modified scheme is ç3ò ö ò ø"# ò ù ð and the public +
,
ç$ ö  ø#  ù ð . The signature for ô is ç&% ö % ø"# % ù ð where % ú õ'"(*)ç[ò ú ð , ï
+/
ó , and % ú õ'.-)ç3ò ùú ð , ï
 . Here, .0 denotes the 1 -fold composition of  with itself.
As with the original scheme (Algorithm 11.92), the bits appended to the message act as a
check-sum (see Note 11.93) as follows. Given an element %ú2õ2.3ç[ò54*ð , an adversary can
98:
8=<
6
û
ç3ò74*ð for û
ü*ýwþ; , but is unable to compute "3 6 for any
easily compute .3
if  is a one-way hash function. To forge a signature on a new message, an adversary can
only reduce the value of the check-sum, which will make it impossible for him to compute
the required hash values on the appended ò5 bits.
11.96 Example (signing more than one bit at a time) This example illustrates the modification
of the Merkle scheme described in Note 11.95. Let ô õeô ö ÷{ô ø ÷ô?>÷{ôA@ where ô ö õ
ï.û.ïï , ô ø õ û.ï.ïï , ôA>_õ ï.û.ïû , and ôA@_õ ï.ïû.ï . ô ö , ô ø , ôA> , and ôA@ are the binary
representations of ï.ï , B , ï.û , and ïC , respectively. ÿmõç[ïEDêþÚô ö ð évçjïDÏþÚô ø ð évç[ïEDÏþ
ô?>ð´éÚç[ïED þ ô?@*ðyõGFyéHyéIDyéCoõ1üEC . In binary, ÿ1õ?ï.ûï.ïï . Form õô1÷3ûû.û.ï-û.ïï.ï .
ö3ö
öRQ
The signature is ç&% ö % ø" %&>  %@  %&J  %&K.ð where % ö õL ç3ò ö ð , % ø õMONç[ò ø ð , %&>kõP ç3ò>ð ,
ö
ö
>
%@lõ'
ç[ò@ð , %&Jlõ' ç$STJð , and %&KlõGONçRSUKð . If an adversary tries to alter the message, he
can only apply the function  to some % ú . This causes the sum of the exponents used (i.e.,
ôWú ) to increase and, hence, óü7V:þ
ôuú to decrease. An adversary would be unable
ö
to modify the last two blocks since 
is required to decrease the sum. But, since  is
ö
W
preimage-resistant, 
cannot be computed by the adversary.

11.6.3 Authentication trees and one-time signatures
X

13.4.1 describes the basic structure of an authentication tree and relates how such a tree
could be used, among other things, to authenticate a large number of public validation parameters for a one-time signature scheme. This section describes how an authentication tree
can be used in conjunction with a one-time signature scheme to provide a scheme which allows multiple signatures. A small example will serve to illustrate how this is done.
11.97 Example (an authentication tree for Merkle’s one-time scheme) Consider the one-time
signature scheme of Algorithm 11.92 for signing è -bit messages.
Let ZY/[û  ï"\"] þ^
ëìí
[û  ï"\_ be a preimage-resistant hash function and óÙõèÙé
èîqémï . Figure 11.7 illustrates a 5-vertex binary tree created by an entity ñ in the course of signing five messages ô?Q , ô=ö , ôzø , ô > , ô @ . Each vertex in the tree is associated with one of the five messages. For the vertex associated with message ôuú , ñ has selected ` ú õ1ç$Syö{ú  S ø#ú # Sù ú[ð ,

bdc
ÿ ú õ ç$ö{ú  ø#ú  ù úTð and a$úÚõ çR,öú  2ø#ú  ù ú½ð , û
, the elements of
hgi
which are random bitstrings. From these lists, ñ has computed eú7õBçgç$S#4Tú3ðfY ï
kgl
og2
óð , jú9õ çgç$4Tú½ðfYwï
óð , and mOú9õ çgç$n4Tú[ðfYï
óð . Define gçeúTð_õ
p
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r:x

rwv

r*s

r:t

r=u

Figure 11.7: An authentication tree for the Merkle one-time signature scheme (cf. Example 11.97).

y{z&y{zR|~}fyUz$|U  O" y{zR|O

yUz.

yUz

for  P , and define
and
analogously.
z



 

Denote the Merkle one-time signature of 
using private key 
by { 
, 
z


 
 . 
{ 

is
the
set
of
validation
parameters
for
the
signature
.
Finally,
let
yUzyUz  fyUz  fyUz  


, iLA  . Table 11.8 summarizes the parameters asso,


ciated with the vertex . The sets ¡ and ¢
are used to sign the labels of the children

r

£?¤

message
private parameters
public parameters
hash values

¥¦¤

, §¤ , ¨©¤
« ¤ ,¬ ¤
"®¯ª#¤R° , ®«"¤ ° , "®¬#¤°

ª ¤

,

"®"®¯ª#¤R°±"®«"¤°±"®¬#¤°°
¤

²³#®¯£?¤ ´ ¥¦¤ °

signature
validation parameters

ª ¤

Table 11.8: Parameters and signature associated with vertex




r
¤

, µ!¶A·¸¶?¹ (cf. Figure 11.7).

»º

is that of a trusted third party (TTP). Table 11.9
of vertex . The signature on vertex
summarizes the parameters and signatures associated with each vertex label of the binary
tree. To describe how the tree is used to verify signatures, consider message A¼ and signaMessage
x

Vertex
Label
r:x

£

r
v

£
£
£
£

u

v

s

r
s

t
r

t
r*u

Signature on
Vertex Label
Signature of TTP
²³#®
²³#®
² ³ ®
²³#®

r

v

r
s
r
r*u

t

´&§
´&¨
´&§
´&¨

x

°

«

x
v

°
v

¬

°

«
°

¬

Authentication
Parameters
—
x
x
x
, ®¯ª ° , ®¬ °
x
x
x
, "®¯ª ° , "®« °
v
v
v
, ®¯ª ° , ®¬ °
v
v
v
, "®¯ª ° , "®« °

Table 11.9: Parameters and signatures associated with vertices of the binary tree (cf. Figure 11.7).
z





ture    ¼  ¼ . The signer ½ first provides the verifier ¾ with the validation parameters
 ¼ . The verifier checks the Merkle one-time signature using step 2 of Algorithm 11.92. ¾
must then be convinced that  ¼ is an authentic set of validation parameters created by ½ .
To accomplish this, ½ provides ¾ with a sequence of values enumerated in the steps below:
yUz
 yUz

yUz

yUzyUz
fyUz fyUz



¼ ,
¼ ; ¾ computes
¼
¼
¼
¼
1.
and then ¼
.
z 
} 
»}



¼
¼
2. 
¢
and ; ¾ verifies the signature on
using Algorithm 11.92.
yUz } yUzO} 
y{z&»} 
yUzyUz }fyUzO} fyUz»}
 } 
3.  ,
; ¾ computes
and then
.

z :}
 º
º 
¡
4. {
and ; ¾ verifies the signature using Algorithm 11.92.
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5. ¿UÀÁÂÃ , ¿UÀÄÂÃ ; Å computes ¿UÀÆÂEÃ and then Ç»ÂÉÈG¿UÀ¿UÀÁÂÃfÊ¿UÀÆÂEÃfÊ¿UÀÄÂÃÃ .
6. the signature of the TTP for Ç Â ; Å verifies the TTP’s signature using an algorithm
appropriate to the signature mechanism for the TTP.
The binary tree on 5 vertices (Figure 11.7) could be extended indefinitely from any leaf as
more signatures are created by Ë . The length of a longest authentication path (or equivalently, the depth of the tree) determines the maximum amount of information which Ë must
provide Å in order for Å to verify the signature of a message associated with a vertex. Ì

11.6.4 The GMR one-time signature scheme
The Goldwasser, Micali, and Rivest (GMR) scheme (Algorithm 11.102) is a one-time signature scheme which requires a pair of claw-free permutations (see Definition 11.98). When
combined with a tree authentication procedure, it provides a mechanism for signing more
than one message. The GMR scheme is noteworthy as it was the first digital signature mechanism proven to be secure against an adaptive chosen-message attack. Although the GMR
scheme is not practical, variations of it have been proposed which suggest that the concept
is not purely of theoretical importance.
11.98 Definition Let ÍÎ5ÏTÐÒÑÓÔÐ , ÕÖÈØ×ÙÚ , be two permutations defined on a finite set Ð .
ÍfÂ and ÍUÛ are said to be a claw-free pair of permutations if it is computationally infeasible
to find ÜÙÝlÞhÐ such that ÍfÂEÀRÜßÃÈ ÍUÛ ÀRÝ#Ã . A triple ÀRÜÙÝÙàEÃ of elements from Ð with
Í Â À$ÜÃÖÈáÍ Û ÀRÝ#ÃÖÈkà is called a claw. If both Í Î , ÕâÈ× , Ú , have the property that given
Û
Û
additional information it is computationally feasible to determine ÍÂ ã , ÍäÛ ã , respectively,
the permutations are called a trapdoor claw-free pair of permutations.
Û

In order for Í Â , Í Û to be a claw-free pair, computing Í Î ã À$ÜÃ , for both ÕâÈo× and Ú ,
Û
must be computationally infeasible for essentially all ÜÞÖÐ . For, if Í Û ã (and similarly for
Û
ÍÂ ã ) could be efficiently computed, one could select an ÜåÞiÐ , compute Í Â À$ÜÃÉÈPà and
Û
Í Ûã
ÀàÃ¸ÈbÝ , to obtain a claw ÀRÜÙÝÙàEÃ .
11.99 Example (trapdoor claw-free permutation pair) Let æçÈèTé where èêhëÀì¦í.îAïEÃ and
Û
é*êåðÀìí"îâñÃ . For this choice of è and é , ã ò
ÈÚ but Ñ*Ú?
óÞ ô ò , and ò õ
ÈöÑ*Ú . Here,
÷
ò
denotes
the
Jacobi
symbol
(Definition
2.147).
Define
and
ø
ö
È

ù
=
Ü
Ï
ú

È
Ú
×üûÜû
ò
ò
ò ý
. Define ÍfÂÏßø ò Ñ#Ókø ò and ÍUÛþÏø ò ÑÓkø ò by
õ

ÍfÂfÀRÜßÃÿÈ

Í Û À$ÜÃZÈ

Ü õ

ìí.î=æÿÙ

Ñ»Ü õ

ìí.î=æÿÙ

ïÜ õ

ìí.î=æÿÙ

Ñ*ïÜ õ

ìí.î=æÿÙ

if Ü
if Ü
if ïÜ
if ïÜ

õ

ì¦í.î*æû
õ

ì¦í.î*æ



ò
Ù

òõ
Ù
õ
ò

 

õ

ìí"î*æû
õ

ìí"î*æ

Ù

òõ
õ

If factoring æ is intractable, then ÍfÂ , ÍUÛ form a trapdoor claw-free pair of permutations; this
can be seen as follows.
(i) (ÍfÂ and ÍUÛ are permutations on ø ò ) If ÍfÂÀ$ÜÃZÈbÍfÂÀ$Ý#Ã , then Ü õ êÝ õ Àìí.îæZÃ (Ü õ ê
Ñ»Ý õ Àìí.î æZÃ is not possible since Ñ*Ú9ö
óÞ
ô ò ), whence Üê
»Ý9Àì¦í.î¦æZÃ . Since
, then ÜPÈ Ý , and hence ÍfÂ is a permutation on ø ò . A similar
×åûÜ~ÙÝlûæ
argument shows that ÍUÛ is a permutation on ø ò .
(ii) (Í Â and Í Û are claw-free) Suppose that there is an efficient method for finding ÜÙÝAÞ
ø ò such that Í Â ÀRÜßÃ¦È
Í Û À$Ý#Ã . Then Ü õ êPïÝ õ Àìí.î¦æZÃ (Ü õ ê
Ñ*ïÝ õ Àì¦í.î¦æZÃ is
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24 365 1
E F EHG G
EJF I


!"$#&%'(*),+.-/
7#9
 8 &:(;),+;-/
<>="+?@ACBD-/
EJGI G
EF EHG

0 1

impossible since
), whence
. Since
and
,
and, hence,
yields a non-trivial
factor of . This contradicts the assumption that factoring is intractable.
(iii) ( , is a trapdoor claw-free pair) Knowing the factorization of permits one to
compute
and
. Hence, , is a trapdoor claw-free permutation pair.

K

The following example illustrates the general construction given in Example 11.99.

N 1PO - 1 L N 1POMO Q*RSR 1UT WVJ 0  1
Mb>B" O BMc_B>[>B>a>B"MdMB"[MbMB"[ O ^
e f g h i fkj fml fmn fkh
r>sutvew f fmh lmh g pkl fmn h pkn
r4x:tvew g fml fmj fkh fkn fmo pg pkl
Notice that EF and EHG are permutations on QyRSR .

1
1`T >B"a>B"b>Bc_B>%>L B>[>B"MMd ,,
EHG
pqg pmn lmh lko
lko i fml fko
h lmh pmn i
K

11.100 Example (pair of claw-free permutations for artificially small parameters) Let
, and
.
and
. The following table describes and .

%;XYZX\[>]_^
EF
fmo fmi pml
fmi pg fmj
f fmi lmo

11.101 Algorithm Key generation for the GMR one-time signature scheme
SUMMARY: each entity selects a pair of trapdoor claw-free permutations and a validation
parameter.
Each entity should do the following:
1. Select a pair , of trapdoor claw-free permutations on some set . (It is “trapdoor” in that itself can compute
and
.)
2. Select a random element
. ( is called a validation parameter.)
3. ’s public key is
; ’s private key is
.

z

EF EG
G
z
| { | E F I
E F BDE G Bq|4 z

{

E GI G

E F I G BDE GI G 
In the following, the notation for the composition of functions E F , E G usually denoted E F~} E G
(see Definition 1.33) is simplified to E F E G . Also, E F E G :|4 will be written as E F E G |4 . The
signing space  consists of binary strings which are prefix-free (see Note 11.103).
z

11.102 Algorithm GMR one-time signature generation and verification

z

 1  G  3k"   
I z F G E  I GM |4
  
  '  
E F BqE G BD|4
G E   :H' 1
| |

z

SUMMARY: signs a binary string
. verifies using ’s public key.
1. Signature generation. Entity should do the following:
(a) Compute
.
(b) ’s signature for is
.
2. Verification. To verify ’s signature
on , should do the following:
.
(a) Obtain ’s authentic public key
(b) Compute
.
(c) Accept the signature if and only if
.

z

 1

z

| 1



z


Proof that signature verification works.


 I G G
1
1


|    E S  :
  G E  u F E  I  |,
G
1 E  } E  } "" } E  } E  I G } E  I G , } "k } E  I G  |4 1 |M
Thus | 1 | , as required.
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11.103 Note (message encoding and security) The set of messages which can be signed using Algorithm 11.102 must come from a set of binary strings which are prefix-free. (For example,
and
cannot be in the same space since
is a prefix of
.) One method to
accomplish this is to encode a binary string
as
. To see why
the prefix-free requirement is necessary, suppose
is a message whose
signature is
. If
,
, then an adversary
can easily find a valid signature for
from
by computing

MM

>MM>

> M
MM>M
"D¡""¢ """uD_Dk":¢£¢ M
¤¦¥U¤  ¤  ""D¤A§
¨©ª¤'«¥ §q®,¬ ¯± ° ²¬ ³´Mµ ª¶4« ¤A·¸¥U¤  ¤  ""D¤A¹ º9»½¼
¤A· ¨©ª¤«
§
¹4¬ 
¨ © ª¤ · «$¥ ¾u® ° ²WÀ ªS¨ © ª¤«:«$¥ Á®4¯ ° ² ¬ Â ´Mµ ª¶4«:Ã
¹,¿ 

11.104 Note (one-timeness of Algorithm 11.102) To see that the GMR signature scheme is a onetime scheme, suppose that two prefix-free messages
and
are both signed with the same validation parameter . Then
and
. Therefore,
.
Since the message space is prefix-free, there is a smallest index
for which
.
Since each is a bijection, it follows that

¤Ä¥Å¤q¤Æ"k¤ § ¤A·§q¬ ¥È Ç¬ £ÇC k"
¶
¨ © ª¤'«W¥ ¹ ®,¯±° ² ³´Mµ ª¶4«
,
¹
¬
§

¬

 ®  ° ² µ ª:¨ © ª¤'««¡¥7¶¥ ®  ° Ê µ ª:¨ © ª¤ · «:«
¨ © ª¤ · «É¥ Á®,¯ ° Ê Â ´Mµ ª¶,«
ËÌ
¤ Í¥ÈÎ ÇÏÍ
°¾
§
¹
>
°
²
µ
:
ª

¨

©

ª
'
¤

«
/
«
¥
Á® Í
® Í °>Ê?µ ª:¨©ª¤ · «:«
or
§
¹
°>²@Ð ® °>²µ Sª ¨©ª¤«:«/¥ °>ÊHÐ Á® °>Ê4µ ªS¨©ª¤ · ««SÃ
Í,¿ 
Í_¿ 
§® Í,¿  ° ² µ ª:¨ © ª ¤'«« , and ÓÔ¥ ¹Á® Í_¿  ° Ê µ ª:¨ © ª¤A·Á«« , the adversary has a
Taking ÑÒ¥
claw ªÑÖÕDÓCÕ ° ²@Ð ªÑ±«« . This violates the basic premise that it is computationally infeasible

Ç¹

to find a claw. It should be noted that this does not necessarily mean that a signature for a
new message can be forged. In the particular case given in Example 11.99, finding a claw
factors the modulus and permits anyone to sign an unlimited number of new messages
(i.e., a total break of the system is possible).

Ç

Ç Ú@Û× ÜyØ Ý:° Ý ¯ ° 
Ù

>
¶*¥
¤Ä¥ >MM>M>MM>
¬  Þ ° à
¬  Þ ° ¯ ¬  Þ ° ¯ ¬  Þ ° ¯ ¬  Þ ° ¯ ¬  Þ ° à
¬  Þ ° à
¬  Þ ° ¯ ¬  Þ ° ¬  ª >Ú «¥ßáMâ_Ã
¨ © ª¤«'¥ ° ß
Ù ’s signature for message ¤ is á>â .
Signature verification. To verify the signature, ã computes
¶ · ¥ °  Þ ° ¯ Þ °  Þ °  Þ ° ¯ Þ ° ¯ Þ ° ¯ Þ ° ¯ Þ °  Þ °  ªá>âM«¥ MÚ Ã
ä
Since ¶;¥Å¶ · , ã accepts the signature.

11.105 Example (GMR with artificially small parameters.)
Key generation. Let , , , , be those given in Example 11.100. selects the validation parameter
.
Signature generation. Let
be the message to be signed. Then

GMR scheme with authentication trees
In order to sign multiple messages using the GMR one-time signature scheme (Algorithm
11.102), authentication trees (see 13.4.1) are required. Although conceptually similar to
the method described in 11.6.3, only the leaves are used to produce the signature. Before
giving details, an overview and some additional notation are necessary.

å

å
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è
émêëJì?íî vertices and
éê
è
ï be a full binary tree with è levels. Select public parameters ð ìñ ð>ò ñkó"ókóCñ ð,ô where
õö Let
mé ê . Form an authentication tree ï*÷ from ï with root label ø (see below).
ø is certified
by a TTP and placed in a publicly available file. ï*÷ can now be used to authenticate any of
the ð,ù by providing the authentication path values associated with the authentication path
for ð,ù . Each ð,ù can now be used as the public parameter ú for the GMR scheme. The details
for constructing the authentication tree ï*÷ now follow.
The tree ïy÷ is constructed recursively. For the root vertex, select a value ú and two û bit binary strings úýü and úýþ . Sign the string úýüWÿúýþ with the GMR scheme using the public
þ  . To authenvalue ú . The label for the root consists of the values ú , úü , úýþ , and úýü ÿÁúý
ticate the children of the root vertex, select û -bit binary strings  uü ,  ü ,  6þ , and  þ . The
ì
ü  ì and the
label for the left child of the root is the set of values úýü ,  uü ,  ü ,    uüWÿ  
ì
ì
label for the right child is úþ ,  uþ ,  þ ,   6þ ÿ  
ì
ì þ  . Using the strings 6ü ,  ì ü ,  uþ , and
 ì þ as public values for the signing mechanism, one can construct labels for the children of
the children of the root. Continuing in this manner, each vertex of ïy÷ can be labeled. The

11.106 Definition A full binary tree with levels is a binary tree which has
leaves. The leaves are said to be at level of the tree.

method is illustrated in Figure 11.8.

 , , ,
  !#"
  ,$ %  ,$ &  ,
  '$%  $&  "

  ,$ %  ,$ &  ,
   '$%  $&  "

$%  ,( %  ,( &  ,*
 ),+ '( %  ( &  "

$&  ,.- %  ,/- &  ,#
 )10  '-2%  -/&  "

$&  ,( %  ,( &  , ) 0 4( %  ( &  "

$%  ,2- %  ,3- &  , ) +  4-2%  -3&  "

Figure 11.8: A full binary authentication tree of level 2 for the GMR scheme.

Each leaf of the authentication tree

ïy÷

can be used to sign a different binary message

5 . The signing procedure uses a pair of claw-free permutations 6  , 6 . If 5 is the binary
message to be signed, and 7 is the public parameter in the label of a leaf which has not
been used to sign any other message, then the signature for 5 consists of both 8  5  and

ì

the authentication path labels.

11.7 Other signature schemes
The signature schemes described in this section do not fall naturally into the general settings of 9 11.3 (RSA and related signature schemes), 9 11.4 (Fiat-Shamir signature schemes),
9 11.5 (DSA and related signature schemes), or 9 11.6 (one-time digital signatures).
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11.7.1 Arbitrated digital signatures
11.107 Definition An arbitrated digital signature scheme is a digital signature mechanism requiring an unconditionally trusted third party (TTP) as part of the signature generation and
verification.
Algorithm 11.109 requires a symmetric-key encryption algorithm :<;>=2:?@BADCFEHG
where E is the key space. Assume that the inputs and outputs of each :? are I -bit strings,
and let JK@L=M.N OPGPQR*ST=MPNOPGVU be a one-way hash function. The TTP selects a key AWXCHE
which it keeps secret. In order to verify a signature, an entity must share a symmetric key
with the TTP.
11.108 Algorithm Key generation for arbitrated signatures
SUMMARY: each entity selects a key and transports it secretly with authenticity to the TTP.
Each entity Y should do the following:
1. Select a random secret key AZ[C\E .
2. Secretly and by some authentic means, make AZ available to the TTP.
11.109 Algorithm Signature generation and verification for arbitrated signatures
SUMMARY: entity Y generates signatures using :?] . Any entity ^ can verify Y ’s signature with the cooperation of the TTP.
1. Signature generation. To sign a message _ , entity Y should do the following:
(a) Y computes `a;bJcd_fe .
(b) Y encrypts ` with : to get gh;b: ? ]ic `je .
(c) Y sends g along with some identification string kZ to the TTP.
(d) The TTP computes :m? lB] n cdgoe to get ` .
(e) The TTP computes pq;<: ?r c`tsus k Z e and sends p to Y .
(f) Y ’s signature for _ is p .
2. Verification. Any entity ^ can verify Y ’s signature p on _ by doing the following:
(a) ^ computes vD;<:?xwBc pe .
(b) ^ sends v and some identification string ky to the TTP.
(c) The TTP computes : ? lBw n cdv#e to get p .
(d) The TTP computes : ? lBr n c pe to get `{z|k Z .
(e) The TTP computes }~;<:?xw*c`z|kZe and sends } to ^ .
(f) ^ computes : ?xlBw n cd}me to get `z!k Z .
(g) ^ computes `H*;<Jcd_fe from _ .
(h) ^ accepts the signature if and only if `H*;<` .
11.110 Note (security of arbitrated signature scheme) The security of Algorithm 11.109 is based
on the symmetric-key encryption scheme chosen and the ability to distribute keys to participants in an authentic manner.  13.3 discusses techniques for distributing confidential
keys.
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11.111 Note (performance characteristics of arbitrated signatures) Since symmetric-key algorithms are typically much faster than public-key techniques, signature generation and verification by Algorithm 11.109 are (relatively) very efficient. A drawback is that interaction
with the TTP is required, which places a much higher burden on the TTP and requires additional message exchanges between entities and the TTP.

11.7.2 ESIGN
ESIGN (an abbreviation for Efficient digital SIGNature) is another digital signature scheme
whose security relies on the difficulty of factoring integers. It is a signature scheme with
appendix and requires a one-way hash function PPPi .
11.112 Algorithm Key generation for ESIGN
SUMMARY: each entity creates a public key and corresponding private key.
Each entity  should do the following:
1. Select random primes  and  such that  and  ,  are roughly of the same
bitlength.
2. Compute [P. .
3. Select a positive integer  .
4.  ’s public key is dV/¡ ;  ’s private key is ¢ ¡ .
11.113 Algorithm ESIGN signature generation and verification
SUMMARY: the signing algorithm computes an integer £ such that £¤¦¥§3¨© lies in a certain interval determined by the message. Verification demonstrates that £ ¤ ¥§3¨© does indeed lie in the specified interval.
1. Signature generation. To sign a message ª which is a bitstring of arbitrary length,
entity  should do the following:
(a) Compute «D¬dªf¡ .
(b) Select a random secret integer  , ¦®fh¯[ .
(c) Compute °~²±1³d«´j*¤3¡µ¥§3¨¶K¡ ·x¢¡|¸ and ¹FX°bº#¤.»i¼ ¡»i¼½¥¾§3¨© .
(d) Compute £q¿DÀt¹3#q¥§3¨Á .
(e)  ’s signature for ª is £ .
2. Verification. To verify  ’s signature £ on ª , Â should do the following:
(a) Obtain  ’s authentic public key ¢ /¡ .
(b) Compute Ãtb£¤m¥§P¨© and Ä¶¬dªf¡ .
(c) If ÄÅ®ÆÃf®ÇÄ½ÀÈiÉ ËP
Ê Ì Í Î , accept the signature; else reject it.

Ñ

Ñ

¤Ñ!Ò3Ó ¤ Ñ #¤.» d¹3¡
Proof that signature verification works. Note that £¤ÏÐ¢À¶¹3¡1¤¾Ï
Ïf#¤ÔÀ¿¹P##¤2»B¼\³¥§3¨mK¡ . But #¤2»B¼ ¹jÏf°Õ³¥§3¨¾¡ and, thus, #¤2»B¼ ¹F[°{À[Ö' for

some Öi×h . Hence, £¤´ÏX#¤¶Àh¢°ÇÀÐÖØ¡Ï[*¤©Àt#°ÙÏÆ*¤©À Ú4ÛPÚ4Ü©Ý » äÞ3å ß Ýáàµâã
Ï


#¤æÀf# Û3Ú'Ü¶Ý »ÞPäå ßçè ç é
³¥§3¨¾K¡ , where êqÙd*¤¦{dªf¡³¡K¥§3¨© . Therefore, £¤FÏ
#¤æÀb¢ª¡K*¤æÀêæÏëdªf¡LÀbê³¥§3¨mK¡ . Since F®ëê©¯¬# , it follows that dªf¡¶®

£¤m¥§3¨©Æ®¢ª¡iÀh¶®b¢ª¡*ÀÈ ± Ë.Ê Ì Í ¸ , as required.
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11.114 Example (ESIGN for artificially small parameters) In Algorithm 11.113, take messages
to be integers ì , í¦îfìïXð , and the hash function ñ to be ñò¢ìóµô¿ì .
Key generation. õ selects primes ö÷ôø.ù2ú2û.ü and ýôø2þ.ÿ2í2ø , Ùôÿ , and computes
ðfôö. ý©ô<ÿ2 þ2 ü.ø2ú2ø2 í.ù2 ø . õ ’s public key is òdðÆô<ÿ2 þ2 ü.ø2ú2ø2 í.ù2 ø©ô<ÿ2ó ; õ ’s private
key is òdöHôbø2ù.ú2û2ü ý½ôbø2þ.ÿ2í2ø.ó .
Signature generation. To sign the message ìÕô~ú2ø.ø2ø.þ2 ù.ü2û.û2ÿ2ù.ù , õ computes jô>ñòdìfó
ô>ú2ø.ø2ø.þ2 ù.ü2û.û2ÿ2ù.ù , and selects Xô ø.ÿ such that í´î [ïöý . õ then computes ²ô
ò ò /óÁ
 ðKóx ò¢öýó ô. û2ÿ.û2ø2û.ø2ü2 ø2û.íx ù.ûxí2ù2ü2ûxü Á
 ô!! ø2í2 ú.þu" ø2 ÿ.ø2ÿ ©
 ô ø2í2 ú
# ô$¦ò%&')V( ó*'+(,-©
 öÆôø.í. ú2 ò ÿ
. ø.ÿ/ ó0'+(1´
 ø2ù.ú2û2ü\ô ü.þ2 ù . Finally, õ
and 
2 ô3546P# ö#ý7©
 ðô82 þ2 ø.ø2ü.í2ÿ2ÿ.ü2û.þ .
computes the signature q
Signature verification. 9 obtains õ ’s public key ò¢ðXô¬ÿ2 þ2 ü2ø.ú2ø2 í2ù2 ø©ô ÿ2ó , and computes <
: ô;20<©
 ð ô ú.ø2ø.ø2ù2þ.ø2û.ú2ù. ù2þ . Since ú.ø2ø.ø2þ. @Bù2A ü.û2û2ÿ.ù2ùjî ú2ø.ø2ø.ù2þ2ø.û2ú.ù2 ù.þ î
ú2ø2ø.ø2þ2 ù2ü.û2û.ÿ2ù2ù=4> ? , 9 accepts the signature (here,   ð+æ
 ôC2 ü ).
D
/
11.115 Note (security of ESIGN)
(i) The modulus ðfôXö.ý in Algorithm 11.113 differs from an RSA modulus by having
a repeated factor of ö . It is unknown whether or not moduli of this form are easier to
factor than integers which are simply the product of two distinct primes.
(ii) Given a valid signature 2 for a message ì , an adversary could forge a signature for
: îñò¢ìF|E ó148)HJK
I L MONP (where : ô
a message ìE if ñò¢ìF|E ó is such that ñòdì¢E ó îGë
20Q-©
 ð ). If an ìE with this property is found, then 2 @Rwill
be a signature for it. This
A
will occur if ñò¢ìó and ñòdì|E ó agree in the high-order ò ðKóx ú bits. Assuming that ñ
behaves like a random function, one would expect to try S L MONOTVU / different values of
ìE before observing this.
(iii) Another possible approach to forging is to find a pair of messages ì and ìE such
@BA
that ñòdìfó and ñò¢ì E ó agree in the high-order ò ðKóJx ú bits. By the birthday paradox
W òJS L MONXTVUJY ó trials. If an adversary
(Fact 2.27(ii)), one can expect to find such a pair in ¶
is able to get the legitimate signer to sign ì , the same signature will be a signature
for ì E .
(iv) For the size of the integer ð necessary to make the factorization of ð infeasible, (ii)
and (iii) above are extremely unlikely possibilities.
11.116 Note (performance characteristics of ESIGN signatures) Signature generation in Algorithm 11.113 is very efficient. For small values of (e.g., ¾ôÿ ), the most computationally
intensive part is the modular inverse required in step 1c. Depending on the implementation,
this corresponds to a small number of modular multiplications with modulus ö . For mô¬ÿ
and a ù2 û -bit modulus ð , ESIGN signature generation may be between one and two orders
of magnitude ( ø2í to ø2í.í times) faster than RSA signature generation with an equivalent
modulus size. Signature verification is also very efficient and is comparable to RSA with a
small public exponent.

11.8 Signatures with additional functionality
The mechanisms described in this section provide functionality beyond authentication and
non-repudiation. In most instances, they combine a basic digital signature scheme (e.g.,
RSA) with a specific protocol to achieve additional features which the basic method does
not provide.

Z
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11.8.1 Blind signature schemes
Rather than signature schemes as described in \ 11.2, blind signature schemes are two-party
protocols between a sender ] and a signer ^ . The basic idea is the following. ] sends
a piece of information to ^ which ^ signs and returns to ] . From this signature, ] can
compute ^ ’s signature on an a priori message _ of ] ’s choice. At the completion of the
protocol, ^ knows neither the message _ nor the signature associated with it.
The purpose of a blind signature is to prevent the signer ^ from observing the message
it signs and the signature; hence, it is later unable to associate the signed message with the
sender ] .
11.117 Example (applications of blind signatures) Blind signature schemes have applications
where the sender ] (the customer) does not want the signer ^ (the bank) to be capable
of associating a postiori a message _ and a signature `ba,c _ed to a specific instance of the
protocol. This may be important in electronic cash applications where a message _ might
represent a monetary value which ] can spend. When _ and `Oa,cf_gd are presented to ^
for payment, ^ is unable to deduce which party was originally given the signed value. This
allows ] to remain anonymous so that spending patterns cannot be monitored.
h
A blind signature protocol requires the following components:
1. A digital signature mechanism for signer ^ . ` a cfijd denotes the signature of ^ on i .
2. Functions k and l (known only to the sender) such that lmc`Oa,ck&c _edndJdpo8`ba7cf_gd . k
is called a blinding function, l an unblinding function, and k&c _ed a blinded message.
Property 2 places many restrictions on the choice of ` a and l .
11.118 Example (blinding function based on RSA) Let qroCs&t be the product of two large random primes. The signing algorithm `Oa for entity ^ is the RSA signature scheme (Algorithm 11.19) with public key cfqvuwxd and private key y . Let z be some fixed integer with
{|} cfqvuz~do8 . The blinding function k1jF;  is defined by k&c _edo3_z } q
and the unblinding function l1+j  by l&c _edozb+_ } q . For this choice of
k , l , and `Oa , lmc`Oa,ck&c _edndndol&cJ`Oa,c _z- } qpdndol&c _zQ } qpdo_ } q o
`Oa,cf_gd , as required by property 2.
h
Protocol 11.119 presents a blind signature scheme which uses the digital signature
mechanism and functions k and l described in Example 11.118.
11.119 Protocol Chaum’s blind signature protocol
SUMMARY: sender ] receives a signature of ^ on a blinded message. From this, ] computes ^ ’s signature on a message _ chosen a priori by ] , >_q3 . ^ has no
knowledge of _ nor the signature associated with _ .
1. Notation. ^ ’s RSA public and private keys are c qvuwxd and y , respectively. z is a random secret integer chosen by ] satisfying <Czq and {| } c qvu z~doC .
2. Protocol actions.
(a) (blinding) ] computes _1o3_z7 } q and sends this to ^ .
(b) (signing) ^ computes ¡¢£oc _¤¥d¦ } q which it sends to ] .
(c) (unblinding) ] computes ¡ozb)¥¡¢£ } q , which is ^ ’s signature on _ .
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11.8.2 Undeniable signature schemes
Undeniable signature schemes are distinct from digital signatures in the sense of § 11.2 in
that the signature verification protocol requires the cooperation of the signer. The following
example describes two scenarios where an undeniable signature could be applied.
11.120 Example (scenarios for undeniable signatures)
(i) Entity ¨ (the customer) wishes to gain access to a secured area controlled by entity
©
©
(the bank). The secured area might, for example, be a safety-deposit box room.
requires ¨ to sign a time and date document before access is granted. If ¨ uses an
©
undeniable signature, then is unable to prove (at some later date) to anyone that ¨
used the facility without ¨ ’s direct involvement in the signature verification process.
(ii) Suppose some large corporation ¨ creates a software package. ¨ signs the package
©
and sells it to entity , who decides to make copies of this package and resell it to a
third party ª . ª is unable to verify the authenticity of the software without the coop©
eration of ¨ . Of course, this scenario does not prevent from re-signing the package
with its own signature but the marketing advantage associated with corporation ¨ ’s
©
©
«
name is lost to . It will also be easier to trace the fraudulent activity of .
11.121 Algorithm Key generation for Algorithm 11.122
SUMMARY: each entity selects a private key and corresponding public key.
Each entity ¨ should do the following:
1. Select a random prime ¬®8¯°²±3³ where ° is also a prime.
2. (Select a generator ´ for the subgroup of order ° in µ£· ¶ .)
·%»)¼J½¿¾ÀÁÂÃ
2.1 Select a random element ¸3¹µ · ¶ and compute ´¤¸1º
¬ .
2.2 If ´8³ then go to step 2.1.
ÁÂÃ
¬ .
3. Select a random integer Ä-¹eÅ³Æ¯Æ ÇÇÇmÆ°,È¤³É and compute ÊË8´mÌ
4. ¨ ’s public key is Í ¬&Æ´ ÆÊÎ ; ¨ ’s private key is Ä .
11.122 Algorithm Chaum-van Antwerpen undeniable signature scheme
SUMMARY: ¨ signs a message Ï belonging to the subgroup of order ° in µ1· ¶ . Any entity
©
can verify this signature with the cooperation of ¨ .
1. Signature generation. Entity ¨ should do the following:
ÁÂÃ
(a) Compute Ð73Ï Ì
¬ .
(b) ¨ ’s signature on message Ï is Ð .
©
2. Verification. The protocol for to verify ¨ ’s signature Ð on Ï is the following:
©
(a)
obtains ¨ ’s authentic public key Í ¬&Æ´ ÆÊÎ .
©
(b)
selects random secret integers Ñ ¼ ÆÑmÒQ¹gÅ³Æ¯Æ ÇÇÇ&Æ °1È¤³É .
©
ÁÂÃ
¬ and sends Ó to ¨ .
(c)
computes ÓÐ*Ô~ÕfÊOÔÖ
Á
ÂÃ
Á-ÂÃ
©
»+¼,Ù
(d) ¨ computes ×FÍJÓÎÌØ Õ
¬ (where ÄÄ
³eÍ
°%Î ) and sends × to .
©
ÁÂÃ
¬ and accepts the signature if and only if ×¤
(e) computes ×ÚÛÏÔ~Õ´&ÔÖ
×Ú .

Ü
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Proof that signature verification works.
ÞàßCáJâãäåæ²ßCáJç0è æfé èê*ã¦äåæ1ßCá ëä¥è æ*ì ä¥èê0ã¦äåæ1ßeëè æì èê,ßÞí+îïðñmò
as required.
Fact 11.123 states that, with high probability, an adversary is unable to cause ó to accept a fraudulent signature.
11.123 Fact (detecting forgeries of undeniable signatures) Suppose that ç is a forgery of ô ’s signature for a message ë , i.e., ç®ö õ ë ä îïðñ . Then the probability of ó accepting the signature in Algorithm 11.122 is only ÷øù ; this probability is independent of the adversary’s
computational resources.
11.124 Note (disavowing signatures) The signer ô could attempt to disavow a (valid) signature
constructed by Algorithm 11.122 in one of three ways:
(i) refuse to participate in the verification protocol of Algorithm 11.122;
(ii) perform the verification protocol incorrectly; or
(iii) claim a signature a forgery even though the verification protocol is successful.
Disavowing a signature by following (i) would be considered as an obvious attempt at
(wrongful) repudiation. (ii) and (iii) are more difficult to guard against, and require a disavowal protocol (Protocol 11.125).
Protocol 11.125 essentially applies the verification protocol of Algorithm 11.122 twice
and then performs a check to verify that ô has performed the protocol correctly.
11.125 Protocol Disavowal protocol for Chaum-van Antwerpen undeniable signature scheme
SUMMARY: this protocol determines whether the signer ô is attempting to disavow a valid
signature ç using Algorithm 11.122, or whether the signature is a forgery.
1. ó obtains ô ’s authentic public key áfñmò ì ò é ã .
ù  ÷  , and computes â ö
2. ó selects random secret integers ú=û ò úmü8ýÿþ¢÷ ò ò&ò 
ç è æ é èê îïðñ , and sends â to ô .
û ß ÷ ánîïð ù ã ) and sends Þ to ó .
3. ô computes Þ ö áJâã äåæ îïðñ (where 
Þ
ë

î

ï

ð
ñ
è

è
ê
ö
4. If
, ó accepts the signature ç and the protocol halts.
æì
5. ó selects random secret integers ú í û ò ú üí ýGþ÷ ò ò&ò ù 8
÷  , and computes â í ö
ç è é è ê îïðñ , and sends â í to ô .
æ
6. ô computes Þ í ö áJâ í ã äåæ îïðñ and sends Þ í to ó .
è æ ì è ê îïðñ , ó accepts the signature ç and the protocol halts.
7. If Þ í ö ë 
è ê ã è æ îïðñ . If  ö  í , then ó
8. ó computes  ö á Þ ì è ê ã è æ îïðñ and  í ö á Þ í ì 
ç
concludes that is a forgery; otherwise, ó concludes that the signature is valid and
ô is attempting to disavow the signature ç .
Fact 11.126 states that Protocol 11.125 achieves its desired objectives.
11.126 Fact Let ë be a message and suppose that ç is ô ’s (purported) signature on ë .
(i) If ç is a forgery, i.e., çö õ ë ä îïðñ , and if ô and ó follow Protocol 11.125 correctly,
then Þ ö Þ í (and hence, ó ’s conclusion that ç is a forgery is correct).
(ii) Suppose that ç is indeed ô ’s signature for ë , i.e., ç ö ë ä îïðñ . Suppose that
ó follows Protocol 11.125 correctly, but that ô does not. Then the probability that
Þ ö Þ í (and hence ô succeeds in disavowing the signature) is only ÷øù .
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11.127 Note (security of undeniable signatures)
(i) The security of Algorithm 11.122 is dependent on the intractability of the discrete
logarithm problem in the cyclic subgroup of order  in   (see  3.6.6).
(ii) Suppose verifier  records the messages exchanged in step 2 of Algorithm 11.122,
and also the random values  ,  used in the protocol. A third party  should never
accept this transcript from  as a verification of signature  . To see why this is the
case, it suffices to show how  could contrive a successful transcript of step 2 of Algorithm 11.122 without the signer  ’s participation.  chooses a message , integers  ,  and ! in the interval " #$&%'#( , and computes *),+-+.0/21435/687:9<; 1>=@? /687:/ 1; 1
ACB2D*E
. The protocol message from  to  would be FG)H /I1 = /6 ACB2DJE , and from
ACB2DNE
 to  would be KL)MF 9
. Algorithm 11.122 will accept  as a valid signature
of  for message . This argument demonstrates that signatures can only be verified
by interacting directly with the signer.

11.8.3 Fail-stop signature schemes
Fail-stop digital signatures are digital signatures which permit an entity  to prove that a
signature purportedly (but not actually) signed by  is a forgery. This is done by showing
that the underlying assumption on which the signature mechanism is based has been compromised. The ability to prove a forgery does not rely on any cryptographic assumption, but
may fail with some small probability; this failure probability is independent of the computing power of the forger. Fail-stop signature schemes have the advantage that even if a very
powerful adversary can forge a single signature, the forgery can be detected and the signing
mechanism no longer used. Hence, the term fail-then-stop is also appropriate. A fail-stop
signature scheme should have the following properties:
1. If a signer signs a message according to the mechanism, then a verifier upon checking
the signature should accept it.
2. A forger cannot construct signatures that pass the verification algorithm without doing an exponential amount of work.
3. If a forger succeeds in constructing a signature which passes the verification test then,
with high probability, the true signer can produce a proof of forgery.
4. A signer cannot construct signatures which are at some later time claimed to be forgeries.
Algorithm 11.130 is an example of a fail-stop mechanism. As described, it is a one-time signature scheme, but there are ways to generalize it to allow multiple signings; using authentication trees is one possibility (see  11.6.3). The proof-of-forgery algorithm is presented
in Algorithm 11.134.
11.128 Algorithm Key generation for Algorithm 11.130
SUMMARY: key generation is divided between entity  and a trusted third party (TTP).
1. The TTP should do the following:
(a) Select primes E and  such that  divides + E %M#7 and the discrete logarithm
problem in  O  is intractable.
(b) (Select a generator 3 for the cyclic subgroup P of    having order  .)
 WVYX O ACB2DNE
(i) Select a random element QSR0   and compute 30)TQ&U ?
.
(ii) If 30),# then go to step (i).
Z
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(c) Select a random integer \ , ]_^`\a^`bdce] , and compute fhgji5kGlCm2nJo . The
integer \ is kept secret by the TTP.
(d) Send p.orqbsqi@qtfvu in the clear to entity w .
2. Entity w should do the following:
(a) Select random secret integers xzyq{x5|q{}ryq{}| in the interval ~ qbcT] .
(b) Compute f y gi5I>f  and f | gi5f lCm2nJo .
(c) w ’s public key is p.fzyq{f5|qto5qbsqi@qtfvu ; w ’s private key is the quadruple
x0g,pxzyq{x|2q{}ryq{}|u .
11.129 Note (TTP’s secret information) Assuming that the discrete logarithm problem in the subgroup of order b in   is intractable in Algorithm 11.128, the only entity which knows \ ,
the discrete logarithm of f to the base i , is the TTP.
11.130 Algorithm Fail-stop signature scheme (van Heijst-Pedersen)
SUMMARY: this is a one-time digital signature scheme whose security is based on the discrete logarithm problem in the subgroup of order b in    .
1. Signature generation. To sign a message h~ qbc]4 , w should do the following:
(a) Compute  y4  gx yz '} y lCmn_b and  |  gx |d a} | lm2n_b .
(b) w ’s signature for  is p-sy4  q-|  u .
2. Verification. To verify w ’s signature pWy4 GqW|  u on  ,  should do the following:
(a) Obtain w ’s authentic public key pfzyq{f5|q{orqbsqi@qtfvu .

(b) Compute  y gTf y f | lm2nJo and  | gMir <  f  t  lCm2nNo .
(c) Accept the signature if and only if ygT| .
Proof that signature verification works.
 y


f y f |




p-i   f   up-i   f   u

i  <  f  t 


 |




i  {



  f  -



 

plCm2nouW¡

Algorithm 11.130 is a one-time signature scheme since w ’s private key x can be computed if two messages are signed using x . Before describing the algorithm for proof of
forgery (Algorithm 11.134), a number of facts are needed. These are given in Fact 11.131
and illustrated in Example 11.132.
11.131 Fact (number of distinct quadruples representing a public key and a signature) Suppose
that w ’s public key in Algorithm 11.130 is p.f y qtf | qto5qbsqi q{fvu and private key is the quadruple x0gMp.x y q{x | qt} y qt} | u .
|
(i) There are exactly b quadruples xr¢&g£px ¢ y q{x |¢ qt} ¢ y qt} | ¢ u with x ¢ y qtx |¢ q{} ¢ y qt} | ¢ ¤@¥ which
yield the same portion pfzyq{f|u of the public key.
|
(ii) Let ¦ be the set of b quadruples which yield the same portion of the public key
p.f y qtf | u . For each 0@¥ , there are exactly b quadruples in ¦ which give the same
signature pW y4  q |  u for  (where a signature is as described in Algorithm 11.130).
|
Hence, the b quadruples in ¦ give exactly b different signatures for  .
(iii) Let  ¢ § ¥ be a message different from  . Then the b quadruples in ¦ which yield
w ’s signature p-sy4  q-|  u for  , yield b different signatures for  ¢ .
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11.132 Example (illustration of Fact 11.131) Let ¨ª©¬« and ®_©¬¯ . °h©¬±² is a generator of
the subgroup of order ® in ³µ ´ . Take ¶j©·°¹¸»ºC¼2½_«0©¾«¿ . Suppose À ’s private key is
Á
©ÃÂ-«Ä¿ÄÅÄ«Æ ; À ’s public key is ¶zÇC©È°É¶ËÊ»ºC¼2½_«S©È¯ , ¶
©È° ¸ ¶ËÉ»ºC¼2½_«S©È±² .
É
The following table lists the ®8ÉÌ©,Í quadruples which give the same public key.
ÎÐÏÑÐÒ
ÎÐÏÎÐÑ
ÎÐÏÓÔ
ÎÐÏÒÐÎ
ÎÐÏtÔIÕ
ÎÐÏÕÐÓ
ÎÐÏÏÐÏ

ÓÐÒÐÑÒ
ÓÐÒÐÎÑ
ÓÐÒÐÓtÔ
ÓÐÒÐÒÎ
ÓÐÒÔ2Õ
ÓÐÒÐÕÓ
ÓÐÒÐÏÏ

ÒÑÐÑÐÒ
ÒÑÐÎÐÑ
ÒÑÐÓÔ
ÒÑÐÒÐÎ
ÒÑÔIÕ
ÒÑÐÕÐÓ
ÒÑÐÏÐÏ

ÔÐÔ2ÑÐÒ
ÔÐÔ2ÎÐÑ
ÔÐÔ2ÓÔ
ÔÐÔ2ÒÐÎ
ÔÐÔÔIÕ
ÔÐÔ2ÕÐÓ
ÔÐÔ2ÏÐÏ

ÕÐÎÐÑÒ
ÕÐÎÐÎÑ
ÕÐÎÐÓtÔ
ÕÐÎÐÒÎ
ÕÐÎÔ2Õ
ÕÐÎÐÕÓ
ÕÐÎÐÏÏ

ÏÕÐÑÒ
ÏÕÐÎÑ
ÏÕÐÓtÔ
ÏÕÐÒÎ
ÏÕÔ2Õ
ÏÕÐÕÓ
ÏÕÐÏÏ

ÑÐÓÑÐÒ
ÑÐÓÎÐÑ
ÑÐÓÓÔ
ÑÐÓÒÐÎ
ÑÐÓtÔIÕ
ÑÐÓÕÐÓ
ÑÐÓÏÐÏ

If the Í quadruples of this table are used to sign the message Ö×©Ø± , exactly ®C©Ù¯ signature pairs Â-ÚsÇ4Û Ü ÄÚ Û Ü Æ arise. The next table lists the possibilities and those quadruples
É
which generate each signature.
Ý{ÞYßÐàáÐâ{ãä{å æáÐÞYä
ê ãáëä{ãæìYå8Ý

Ó èWÏé
ç 
ÎÐÏÎÐÑ
ÓÐÒÑÐÒ
ÒÐÑÏÐÏ
ÔÐÔ2ÕÐÓ
ÕÐÎtÔIÕ
ÏÐÕÒÐÎ
ÑÐÓÓÔ

Ò èWÒé
ç 
ÎÏÐÓÔ
ÓÒÐÎÐÑ
ÒÑÐÑÐÒ
ÔÔIÏÐÏ
ÕÎÐÕÐÓ
ÏÕÔIÕ
ÑÓÐÒÐÎ

Ô è8ÑÐé
çI
ÎÏÐÒÎ
ÓÒÐÓtÔ
ÒÑÐÎÑ
ÔÔIÑÒ
ÕÎÐÏÏ
ÏÕÐÕÓ
ÑÓÔ2Õ

Õ èÔIé
ç Ð
ÎÐÏtÔIÕ
ÓÐÒÒÐÎ
ÒÐÑÓÔ
ÔÐÔ2ÎÐÑ
ÕÐÎÑÐÒ
ÏÐÕÏÐÏ
ÑÐÓÕÐÓ

Ï è8Îé
ç 
ÎÐÏÕÐÓ
ÓÐÒtÔIÕ
ÒÐÑÒÐÎ
ÔÐÔ2ÓÔ
ÕÐÎÎÐÑ
ÏÐÕÑÐÒ
ÑÐÓÏÐÏ

Ñ è-ÕÐé
ç 
ÎÏÐÏÏ
ÓÒÐÕÓ
ÒÑÔ2Õ
ÔÔIÒÎ
ÕÎÐÓtÔ
ÏÕÐÎÑ
ÑÓÐÑÒ

Î èWÓÐé
ç Ð
ÎÐÏÐÑÒ
ÓÐÒÐÏÏ
ÒÐÑÐÕÓ
ÔÐÔÐÔ2Õ
ÕÐÎÐÒÎ
ÏÐÕÐÓtÔ
ÑÐÓÐÎÑ

The next table lists, for each message Ö§íïîj³ð , all signature pairs for the ¯ quadruples
which yield À ’s signature Â-ñÄÅÆ for Ö·©M± .
ê ãáÐëä{ãæìôå
ÎÐÏÏÐÏ
ÓÐÒÕÐÓ
ÒÐÑtÔIÕ
ÔÐÔ2ÒÐÎ
ÕÐÎÓÔ
ÏÐÕÎÐÑ
ÑÐÓÑÐÒ

Ñ

Î

Ó

ò_ó
Ò
Ô

Õ

Ï

ÎÏ
Ó Ò

Ò Ñ

ÔÔ
ÕÎ
ÏÕ
ÑÓ

ÑÕ
Ñ Õ

Ñ Õ

Ñ Õ

Ñ Õ

Ñ Õ

Ñ Õ


ÏtÔ
Õ Ñ

Ô Ò
2
ÒÏ
ÓÓ
ÎÕ
ÑÎ

ÕÒ
Ò Ó

Î Î

Ï Ñ

Ô Ï
2
ÓÕ
ÑtÔ

ÔIÓ
ÎÔ
ÕÐÏ
ÓÐÎ
ÏÐÒ
ÒÐÕ
ÑÐÑ

ÒÐÎ
Ï Ï
Ð
ÓÔ
Õ Ó
Ð
Î Ñ
Ð
Ô Õ
I
ÑÐÒ

Ó Ñ
Ð
ÔIÎ
ÏÐÓ
ÎÐÒ
ÒÔ
ÕÐÕ
ÑÐÏ
õ

11.133 Note (probability of successful forgery in Algorithm 11.130) Suppose that an adversary
(the forger) wishes to derive À ’s signature on some message ÖSí . There are two possibilities
to consider.
(i) The forger has access only to the signer’s public key (i.e., the forger is not in possession of a message and valid signature). By Fact 11.131(ii), the probability that
the signature created by the adversary is the same as À ’s signature for Ö§í is only
®sö®8É©÷±ö® ; this probability is independent of the adversary’s computational resources.
(ii) The forger has access to a message Ö and a signature ÂWÚÇ4Û ÜGÄÚ Û ÜÌÆ created by the
É
signer. By Fact 11.131(iii), the probability that the signature created by the adversary
is the same as À ’s signature for ÖSí is only ±ö® ; again, this probability is independent
of the adversary’s computational resources.
ø
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Suppose now that an adversary has forged ú ’s signature on a message, and the signature passed the verification stage in Algorithm 11.130. The objective is that ú should be
able to prove that this signature is a forgery. The following algorithm shows how ú can,
with high probability, use the forged signature to derive the secret û . Since û was supposed
to have been known only to the TTP (Note 11.129), it serves as proof of forgery.
11.134 Algorithm Proof-of-forgery algorithm for Algorithm 11.130


SUMMARY: to prove that a signature ü8ýþ`ÿWü8ý  ü8ý   on a message  is a forgery, the
signer derives the integer ûÌþ  which serves as proof of forgery.
The signer (entity ú ) should do the following:

1. Compute a signature pair ü þ ÿ-ü   ü    for message  using its private key 
(see Algorithm 11.128).
2. If ü*þMü ý return to step 1.

 
ÿWü    ü ý  
  .
3. Compute û»þMÿ-ü   ü ý  
Proof that Algorithm 11.134 works. By Fact 11.131(iii), the probability that ü,þ ü ý in
step 1 of Algorithm 11.134 is !#" . From the verification algorithm (Algorithm 11.130),



%-2
$&%('*) +
%-,.) +0/1$ %2 '3) +
$ % '*) +  %2 '*) + /1$7698 %2,.) +  % ,.) +;: 

 ,4) + ÿ 5 or
ÿ #<5 or ü   










/
ü ý  
ûÿWü ý    ü   
ÿ = . Hence, ûÌþMÿ-ü    ü ý  
ÿ-ü     ü ý  
> .
11.135 Remark (disavowing signatures) In order for a signer to disavow a signature that it created
with Algorithm 11.134, an efficient method for computing logarithms is required.

11.9 Notes and further references
?

11.1
The concept of a digital signature was introduced in 1976 by Diffie and Hellman [344,
345]. Although the idea of a digital signature was clearly articulated, no practical realization
emerged until the 1978 paper by Rivest, Shamir, and Adleman [1060]. Digital signatures
appear to have been independently discovered by Merkle
[849, 850] but not published until
?
1978. One of Merkle’s contributions is discussed in 11.6.2. Other early research was due
to Lamport [738], Rabin [1022, 1023], and Matyas [801].

?

A detailed survey on digital signatures is given by Mitchell, Piper, and Wild [882]. A thorough discussion of a selected subset of topics in the area is provided by Stinson [1178].
Other sources which provide a good overview are Meyer and Matyas [859], Goldwasser,
Micali, and Rivest [484], Rivest [1054], and Schneier [1094].
11.2
The original proposal for a digital signature scheme by Diffie and Hellman [344] considered only digital signatures with message recovery. The first discussion of digital signature
schemes with appendix (although the term was not used per se) appears to be in the patent
by Merkle and Hellman [553]. Davies and Price [308] and Denning [326] give brief introductions to digital signatures but restrict the discussion to digital signature schemes with
message recovery and one-time digital signature schemes. Mitchell, Piper, and Wild [882]
and Stinson [1178] give abstract definitions of digital signature schemes somewhat less gen?
eral than those given in 11.2.
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@

Excellent discussions on attacks against signature schemes are provided by Goldwasser,
Micali, and Rivest [484] and Rivest [1054]. The former refers to the discovery of a functionally equivalent signing algorithm as universal forgery, and separates chosen-message
attacks into generic chosen-message attacks and directed chosen-message attacks.
Many proposed digital signature schemes have been shown to be insecure. Among the most
prominent of these are the Merkle-Hellman knapsack scheme proposed by Merkle and Hellman [857], shown to be totally breakable by Shamir [1114]; the Shamir fast signature scheme [1109], shown to be totally breakable by Odlyzko [939]; and the Ong-Schnorr-Shamir
(OSS) scheme [958], shown to be totally breakable by Pollard (see Pollard and Schnorr
[988]). Naccache [914] proposed a modification of the Ong-Schnorr-Shamir scheme to
avoid the earlier attacks.
11.3
The RSA signature scheme (Algorithm 11.19), discovered by Rivest, Shamir, and Adleman
[1060], was the first practical signature scheme based on public-key techniques.
@

The multiplicative property of RSA ( 11.3.2(ii)) was first exploited by Davida [302]. Denning [327] reports and expands on Davida’s attack and credits Moore with a simplification.
Gordon [515] uses the multiplicative property of RSA to show how to create public-key parameters and associated (forged) certificates if the signing authority does not take adequate
precautions. The existential attack on RSA signatures having certain types of redundancy
(Example 11.21) is due to de Jonge and Chaum [313]. Evertse and van Heijst [381] consider
other types of attacks on RSA signatures which also rely on the multiplicative property.
@

The reblocking problem ( 11.3.3(i)) is discussed by Davies and Price [308], who attribute
the method of prescribing the form of the modulus to Guillou. An alternate way of constructing an (even) A -bit modulus BDCFE7G having a 1 in the high-order position followed by
H
0’s is the following. Construct an
integer ICKJLNMPOQJLSRUT for some randomly selected
V
V
H[Z
Z
-bit integer O . Select a AXW9J -bit prime E , and divide E into I to get a quotient
AXW9JQY
G and a remainder \ (i.e., I]C1E7G^M_\ ). If G is a prime number, then B0C1E&G is an RSA
H
modulus of the required type. For example, if ACa`cb and Cd , let IeC J#fhgiMeOQJ#j where
OkCl`` . If EmClnco , then GpCq`coo and BFCrE&GsCl`ctt`c` . The binary representation of B is
`uucu`cu`ucu`cu```` .
The Rabin public-key signature scheme (Algorithm 11.25) is due to Rabin [1023]. Verification of signatures using the Rabin scheme is efficient since only one modular multiplication
is required (cf. Note 11.33). Beller and Yacobi [101] take advantage of this aspect in their
@
authenticated key transport protocol (see 12.5.3).
The modified-Rabin signature scheme (Algorithm 11.30) is derived from the RSA variant
proposed by Williams [1246] (see also page 315). The purpose of the modification is to
provide a deterministic
procedure for signing. A similar methodology is incorporated in
@
ISO/IEC 9796 ( 11.3.5). The modified
scheme
can
beZ generalized to other even public exV
V
Z V
Z
ponents besides v=CwJ . If xyXz v|{ E}Ya` G~Y` Wb C` , then exponentiation by v is a
permutation of ^ .
ISO/IEC 9796 [596] became an international standard in October of 1991. This standard
provides examples based on both the RSA and Rabin digital signature mechanisms. Although the standard permits the use of any
digital signature scheme with message recovery

which provides a A -bit signature for a  L -bit message, the design was specifically tailored
T
for the RSA and Rabin mechanisms. For
design motivation, see Guillou et al. [525]. At the
time of publication of ISO/IEC 9796, no other digital signature schemes providing message
recovery were known, but since then several have been found; see Koyama et al. [708].
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ISO/IEC 9796 is effective for signing messages which do not exceed a length determined
by the signature process. Quisquater [1015] proposed a method for extending the utility of
ISO/IEC 9796 to longer messages. Briefly, the modified scheme is as follows. Select a oneway hash function  which maps bitstrings of arbitrary length to  -bitstrings. If the signing
capability of ISO/IEC 9796 is  bits and  is an  -bit message where  , then  is
partitioned into two bitstrings e and = , where e is <[ bits long. Compute p
h and form re ;  is a string of bitlength  . Sign  using ISO/IEC 9796 to
get  . The signature on message  is e[ . This provides a randomized digital signature
mechanism with message recovery, where the hash function provides the randomization.
11.3.6 is from PKCS #1 [1072]. This document describes formatting for both encryption
and digital signatures but only those details pertinent to digital signatures are mentioned
here. The specification does not include message recovery as ISO/IEC 9796 does. It also
does not specify the size of the primes, how they should be generated, nor the size of public
and private keys. It is suggested that ¡w¢ or ¡£w¤#¥h¦Qq§ are widely used. The only
attacks mentioned in PKCS #1 (which the formatting attempts to prevent) are those by den
Boer and Bosselaers [324], and Desmedt and Odlyzko [341].
11.4
The Feige-Fiat-Shamir digital signature scheme (Algorithm 11.40), proposed by Feige,
Fiat, and Shamir [383], is a minor improvement of the Fiat-Shamir signature scheme [395],
requiring less computation and providing a smaller signature. Fiat and Shamir [395] prove
that their scheme is secure against existential forgery provided that factoring is intractable
and that  is a truly random function. Feige, Fiat, and Shamir [383] prove that their modification has the same property.
Note 11.44 was suggested by Fiat and Shamir [395]. Note 11.45 is due to Micali and Shamir
ªc¯
[868], who suggest that only the modulus ¨ of entity © needs to be public if ª ª9¬
¥(«
«(X(®«
ªc°²±
are
system-wide
parameters.
Since
all
entities
have
distinct
moduli,
it
is
unlikely
that
³^´
, §Fµ·¶rµ¸ , for many different values of  . To overcome this problem, Micali and
Shamir claim that some perturbation of  public values is possible to ensure that the resulting values are quadratic residues with respect to a particular modulus, but do not specify
any method which provides the necessary perturbation.
The GQ signature scheme (Algorithm 11.48) is due to Guillou and Quisquater [524].
11.5
The DSA (Algorithm 11.56) is due to Kravitz [711] and was proposed as a Federal Information Processing Standard in August of 1991 by the U.S. National Institute for Science and
Technology. It became the Digital Signature Standard (DSS) in May 1994, as specified in
FIPS 186 [406]. Smid and Branstad [1157] comment that the DSA was selected based on
a number of important factors: the level of security provided, the applicability of patents,
the ease of export from the U.S., the impact on national security and law enforcement, and
the efficiency in a number of government and commercial applications. They provide a
comparison of the computational efficiencies of DSA and RSA and address a number of
negative responses received during the FIPS public comment period.
Naccache et al. [916] describe a number of techniques for improving the efficiency of the
DSA. For example, the computation of ¹º¥»¼#½>¾ in step 1c of Algorithm 11.56 can be replaced by the random generation of an integer ¿ , the computation of À£a¿-<»¼½¾ and ÁÂ
¿ÄÃÅ9DºÇÆ(ÈÉÊ»¼#½>¾ . The signature is hÈ Á ÀN . The verifier computes ÀÄ¹º¥»<¼½>¾ and
« «
ÀÄ¹º¥ÁÂ»¼½ ¾^ Á . Verification of the signature È Á( now proceeds as in Algorithm 11.56.
«
This variant might be useful for signature generation in chipcard applications where computing power is limited. Naccache et al. also propose the idea of use and throw coupons
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

484

Ch. 11 Digital Signatures

which eliminate the need to compute ËDÌÍÏÎ&Ð<ÑÒÓÊÔÕÖÑÒÓ>× . Since this exponentiation
is the most computationally intensive portion of DSA signature generation, use and throw
coupons greatly improve efficiency. Coupons require storage, and only one signature can
be created for each coupon. If storage is limited (as is often the case), only a fixed number
of DSA signatures can be created with this method.
Béguin and Quisquater [82] show how to use an insecure server to aid in computations associated with DSA signature generation and verification. The method accelerates the computation of modular multiplication and exponentiation by using an untrusted auxiliary device
to provide the majority of the computing. As such, it also applies to schemes other than
DSA. Arazi [54] shows how to integrate a Diffie-Hellman key exchange into the DSA.
The ElGamal digital signature scheme (Algorithm 11.64) was proposed in 1984 by ElGamal
[368]. ElGamal [368], Mitchell, Piper, and Wild [882], and Stinson [1178] comment further
on its security.
Note 11.66(iv) is due to Bleichenbacher [153], as is Note 11.67(iii), which is a special case
of the following more general result. Suppose Ô is a prime, Î is a generator of ØÚ Ù , and Û
is the public key of entity Ü for an instance of the ElGamal signature scheme. Suppose
Ô ÝÇÞmÌKß-× and logarithms in the subgroup of order ß in Ø Ú Ù can be efficiently computed.
Finally, suppose that a generator àDÌqá-× for some á-âXãpäaáä ß , and an integer å are known
such that àçæèÎqÍUÑÒ#Ó<Ô&Õ . For message é , the pair ÍËâXêÕ with ËÌëà and êÂÌëå&ìí9îÍéDÕ[Ý
á-×ðï#ñ²ÑÒÓÍÔÝmÞÕ where ï satisfies Î7òôóQèFÛòeÍUÑÒ#Ó<Ô&Õ is a signature for message é which
will be accepted by Algorithm 11.64. Bleichenbacher also describes how a trapdoor could
be constructed for the ElGamal signature scheme when system-wide parameters Ô and Î
are selected by a fraudulent trusted third party.
Variations of the ElGamal signing equation described in õ 11.5.2 were proposed by ElGamal
[366], Agnew, Mullin, and Vanstone [19], Kravitz [711], Schnorr [1098], and Yen and Laih
[1259]. Nyberg and Rueppel [938] and, independently, Horster and Petersen [564], placed
these variations in a much more general framework and compared their various properties.
ElGamal signatures based on elliptic curves over finite fields were first proposed by Koblitz
[695] and independently by Miller [878] in 1985. A variation of the DSA based on elliptic
curves and referred to as the ECDSA is currently being drafted for an IEEE standard.
The Schnorr signature scheme (Algorithm 11.78), due to Schnorr [1098], is derived from
an identification protocol given in the same paper (see õ 10.4.4). Schnorr proposed a preprocessing method to improve the efficiency of the signature generation in Algorithm 11.78.
Instead of generating a random integer ö and computing Î7Ð<Ñ<ÒÓÊÔ for each signature, a
small number of integers ö|÷ and Î Ð|ø ÑÒ#ÓÊÔ , Þùú~ùaå , are precomputed and stored, and
subsequently combined and refreshed for each signature. De Rooij [315] showed that this
preprocessing is insecure if å is small.
Brickell and McCurley [207] proposed a variant of the Schnorr scheme. Their method uses
a prime Ô such that ÔºÝpÞ is hard to factor, a prime divisor × of ÔºÝ~Þ , and an element Î of order
× in ØÚ Ù . The signing equation is ê^Ì ûü|ýQöQÑÒ#Ó>ÍhÔÝFÞcÕ as opposed to the Schnorr equation
êÂÌaûüý}öÑÒ#Ó × . While computationally less efficient than Schnorr’s, this variant has the
advantage that its security is based on the difficulty of two hard problems: (i) computing
logarithms in the cyclic subgroup of order × in ØÚ Ù ; and (ii) factoring ÔÝmÞ . If either of these
problems is hard, then the problem of computing logarithms in Ø Ú Ù is also hard.
Okamoto [949] describes a variant of the Schnorr scheme which he proves to be secure,
provided that the discrete logarithm problem in Ø Ú Ù is intractable and that correlation-free
hash functions exist (no instance of a correlation-free hash function is yet known). Signaþ

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

ÿ

11.9 Notes and further references

485

ture generation and verification are not significantly more computationally intensive than
in the Schnorr scheme; however, the public key is larger.
The Nyberg-Rueppel scheme (Algorithm 11.81) is due to Nyberg and Rueppel [936]. For
an extensive treatment including variants, see Nyberg and Rueppel [938]. They note that
unlike RSA, this signature scheme cannot be used for encryption since the signing transformation has a left inverse, namely, the verification transformation , but is not the
left inverse of ; in other words,
for all
, but
for
most
. The second paper also defines the notion of strong equivalence between
signature schemes (two signature schemes are called strongly equivalent if the signature
on a message in one scheme can be transformed into the corresponding signature in the
other scheme, without knowledge of the private key), and discusses how to modify DSA to
provide message recovery.





 






 




Some digital signature schemes make it easy to conceal information in the signature which
can only be recovered by entities privy to the concealment method. Information communicated this way is said to be subliminal and the conveying mechanism is called a subliminal
channel. Among the papers on this subject are those of Simmons [1139, 1140, 1147, 1149].
Simmons [1139] shows that if a signature requires bits to convey and provides bits of
security, then
bits are available for the subliminal channel. This does not imply that
all
bits can, in fact, be used by the channel; this depends on the signature mechanism.
If a large proportion of these bits are available, the subliminal channel is said to be broadband; otherwise, it is narrowband. Simmons [1149] points out that ElGamal-like signature
schemes provide a broadband subliminal channel. For example, if the signing equation is
where is the private key known to both the signer
and the recipient of the signature, then can be used to carry the subliminal message. This
has the disadvantage that the signer must provide the recipient with the private key, allowing the recipient to sign messages that will be accepted as having originated with the signer.
Simmons [1147] describes narrowband channels for the DSA.

!" 
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Rabin [1022] proposed the first one-time signature scheme (Algorithm 11.86) in 1978.
Lamport [738] proposed a similar mechanism, popularized by Diffie and Hellman [347],
which does not require interaction with the signer for verification. Diffie suggested the use
of a one-way hash function to improve the efficiency of the method. For this reason, the
mechanism is often referred to as the Diffie-Lamport scheme. Lamport [738] also describes
a more efficient method for one-time digital signatures, which was rediscovered by Bos
and Chaum [172]. Bos and Chaum provide more substantial modifications which lead to a
scheme that can be proven to be existentially unforgeable under adaptive chosen-message
attack, provided RSA is secure.

:

Merkle’s one-time signature scheme (Algorithm 11.92) is due to Merkle [853]; see also
15.2.3(vi). The modification described in Note 11.95 is attributed by Merkle [853] to Winternitz. Bleichenbacher and Maurer [155] generalize the methods of Lamport, Merkle, and
Winternitz through directed acyclic graphs and one-way functions.
Authentication trees were introduced by Merkle [850, 852, 853] at the time when publickey cryptography was in its infancy. Since public-key cryptography and, in particular, digital signatures had not yet been carefully scrutinized, it seemed prudent to devise alternate
methods for providing authentication over insecure channels. Merkle [853] suggests that
authentication trees provide as much versatility as public-key techniques and can be quite
practical. An authentication tree, constructed by a single user to authenticate a large number of public values, requires the user to either regenerate the authentication path values
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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at the time of use or to store all authentication paths and values in advance. Merkle [853]
describes a method to minimize the storage requirements if public values are used in a prescribed order.
The GMR scheme (Algorithm 11.102) is due to Goldwasser, Micali, and Rivest [484], who
introduced the notion of a claw-free pair of permutations, and described the construction of
a claw-free pair of permutations (Example 11.99) based on the integer factorization problem. Combining the one-time signature scheme with tree authentication gives a digital signature mechanism which Goldwasser, Micali and Rivest prove existentially unforgeable under an adaptive chosen-message attack. In order to make their scheme more practical, the
tree authentication structure is constructed in such a way that the system must retain some
information about preceding signatures (i.e., memory history is required). Goldreich [465]
suggested modifications to both the general scheme and the example based on integer factorization (Example 11.99), removing the memory constraint and, in the latter, improving
the efficiency of the signing procedure. Bellare and Micali [92] generalized the GMR scheme by replacing the claw-free pair of permutations by any trapdoor one-way permutation
(the latter requiring a weaker cryptographic assumption). Naor and Yung [920] further generalized the scheme by requiring only the existence of a one-way permutation. The most
general result is due to Rompel [1068], who proved that digital signature schemes which
are secure against an adaptive chosen-message attack exist if and only if one-way functions
exist. Although attractive in theory (due to the fact that secure digital signatures can be reduced to the study of a single structure), none of these methods seem to provide techniques
as efficient as RSA and other methods which, although their security has yet to be proven
rigorously, have withstood all attacks to date.

;

; 11.7

On-line/off-line digital signatures (see also 15.2.3(ix)) were introduced by Even, Goldreich, and Micali [377, 378] as a means to speed up the signing process in applications where
computing resources are limited and time to sign is critical (e.g., chipcard applications). The
method uses both one-time digital signatures and digital signatures arising from public-key
techniques (e.g., RSA, Rabin, DSA). The off-line portion of the signature generation is to
create a set of validation parameters for a one-time signature scheme such as the Merkle scheme (Algorithm 11.92), and to hash this set and sign the resulting hash value using a publickey signature scheme. Since the public-key signature scheme is computationally more intensive, it is done off-line. The off-line computations are independent of the message to be
signed. The on-line portion is to sign the message using the one-time signature scheme and
the validation parameters which were constructed off-line; this part of the signature process
is very efficient. Signatures are much longer than would be the case if only the public-key
signature mechanism were used to sign the message directly and, consequently, bandwidth
requirements are a disadvantage of this procedure.
The arbitrated digital signature scheme of Algorithm 11.109 is from Davies and Price [308],
based on work by Needham and Schroeder [923].

;

ESIGN (Algorithm 11.113; see also 15.2.2(i)), proposed by Okamoto and Shiraishi [953],
was motivated by the signature mechanism OSS devised earlier by Ong, Schnorr, and Shamir [958]. The OSS scheme was shown to be insecure by Pollard in a private communication. Ong, Schnorr, and Shamir [958] modified their original scheme but this too was
shown insecure by Estes et al. [374]. ESIGN bases its security on the integer factorization
problem and the problem of solving polynomial inequalities. The original version [953]
proposed
as the appropriate value for the public key. Brickell and DeLaurentis [202]
demonstrated that this choice was insecure. Their attack also extends to the case
;
see Brickell and Odlyzko [209, p.516]. Okamoto [948] revised the method by requiring
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EGFIH . No weaknesses for these values of E

J 11.8

have been reported in the literature. Fujioka,
Okamoto, and Miyaguchi [428] describe an implementation of ESIGN which suggests that
it is twenty times faster than RSA signatures with comparable key and signature lengths.

J

Blind signatures ( 11.8.1) were introduced by Chaum [242], who described the concept,
desired properties, and a protocol for untraceable payments. The first concrete realization
of the protocol (Protocol 11.119) was by Chaum [243]. Chaum and Pedersen [251] provide
a digital signature scheme which is a variant of the ElGamal signature mechanism ( 11.5.2),
using a signing equation similar to the Schnorr scheme ( 11.5.3), but computationally more
intensive for both signing and verification. This signature technique is then used to provide
a blind signature scheme.

J

J

The concept of a blind signature was extended by Chaum [245] to blinding for unanticipated signatures. Camenisch, Piveteau, and Stadler [228] describe a blind signature protocol based on the DSA (Algorithm 11.56) and one based on the Nyberg-Rueppel scheme
(Algorithm 11.81). Horster, Petersen, and Michels [563] consider a number of variants of
these protocols. Stadler, Piveteau, and Camenisch [1166] extend the idea of a blind signature to a fair blind signature where the signer in cooperation with a trusted third party can
link the message and signature, and trace the sender.
Chaum, Fiat, and Naor [250] propose a scheme for untraceable electronic cash, which allows a participant to receive an electronic cash token from a bank. can subsequently
spend the token at a shop , which need not be on-line with the bank to accept and verify
the authenticity of the token. When the token is cashed at the bank by , the bank is unable
to associate it with . If, however, attempts to spend the token twice (double-spending),
’s identity is revealed. Okamoto [951] proposes a divisible electronic cash scheme. A divisible electronic coin is an element which has some monetary value associated with it, and
which can be used to make electronic purchases many times, provided the total value of all
transactions does not exceed the value of the coin.
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Undeniable signatures ( 11.8.2) were first introduced by Chaum and van Antwerpen [252],
along with a disavowal protocol (Protocol 11.125). Chaum [246] shows how to modify
the verification protocol for undeniable signatures (step 2 of Algorithm 11.122) to obtain a
zero-knowledge verification.
One shortcoming of undeniable signature schemes is the possibility that the signer is unavailable or refuses to co-operate so that the signature cannot be verified by a recipient.
Chaum [247] proposed the idea of a designated confirmer signature where the signer designates some entity as a confirmer of its signature. If the signer is unavailable or refuses to
co-operate, the confirmer has the ability to interact with a recipient of a signature in order to
verify it. The confirmer is unable to create signatures for the signer. Chaum [247] describes
an example of designated confirmer signatures based on RSA encryption. Okamoto [950]
provides a more indepth analysis of this technique and gives other realizations.

J

A convertible undeniable digital signature, introduced by Boyar et al. [181], is an undeniable signature ( 11.8.2) with the property that the signer can reveal a secret piece of
information, causing all undeniable signatures signed by to become ordinary digital signatures. These ordinary digital signatures can be verified by anyone using only the public
key of and requiring no interaction with in the verification process; i.e., the signatures
become self-authenticating. This secret information which is made available should not
permit anyone to create new signatures which will be accepted as originating from . As
an application of this type of signature, consider the following scenario. Entity signs all
documents during her lifetime with convertible undeniable signatures. The secret piece of
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information needed to convert these signatures to self-authenticating signatures is placed in
trust with her lawyer . After the death of , the lawyer can make the secret information
public knowledge and all signatures can be verified.
does not have the ability to alter
or create new signatures on behalf of . Boyar et al. [181] give a realization of the concept of convertible undeniable signatures using ElGamal signatures ( 11.5.2) and describe
how one can reveal information selectively to convert some, but not all, previously created
signatures to self-authenticating ones.

M

N

N

M

O

Chaum, van Heijst, and Pfitzmann [254] provide a method for constructing undeniable signatures which are unconditionally secure for the signer.
Fail-stop signatures were introduced by Waidner and Pfitzmann [1227] and formally defined by Pfitzmann and Waidner [971]. The first constructions for fail-stop signatures used
claw-free pairs of permutations (Definition 11.98) and one-time signature methods (see
Pfitzmann and Waidner [972]). More efficient techniques were provided by van Heijst and
Pedersen [1201], whose construction is the basis for Algorithm 11.130; they describe three
methods for extending the one-time nature of the scheme to multiple signings. Van Heijst,
Pedersen, and Pfitzmann [1202] extended the idea of van Heijst and Pedersen to fail-stop
signatures based on the integer factorization problem.
Damgård [298] proposed a signature scheme in which the signer can gradually and verifiably release the signature to a verifier.
Chaum and van Heijst [253] introduced the concept of a group signature. A group signature
has the following properties: (i) only members of a predefined group can sign messages; (ii)
anyone can verify the validity of a signature but no one is able to identify which member of
the group signed; and (iii) in case of disputes, the signature can be opened (with or without
the help of group members) to reveal the identity of the group member who signed it. Chen
and Pedersen [255] extended this idea to provide group signatures with additional functionality.
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12.1 Introduction
This chapter considers key establishment protocols and related cryptographic techniques
which provide shared secrets between two or more parties, typically for subsequent use
as symmetric keys for a variety of cryptographic purposes including encryption, message
authentication, and entity authentication. The main focus is two-party key establishment,
with the aid of a trusted third party in some cases. While many concepts extend naturally to
multi-party key establishment including conference keying protocols, such protocols rapidly become more complex, and are considered here only briefly, as is the related area of secret
sharing. Broader aspects of key management, including distribution of public keys, certificates, and key life cycle issues, are deferred to Chapter 13.
Relationships to other cryptographic techniques. Key establishment techniques known
as key transport mechanisms directly employ symmetric encryption (Chapter 7) or publickey encryption (Chapter 8). Authenticated key transport may be considered a special case
of message authentication (Chapter 9) with privacy, where the message includes a cryptographic key. Many key establishment protocols based on public-key techniques employ
digital signatures (Chapter 11) for authentication. Others are closely related to techniques
for identification (Chapter 10).

Chapter outline

¨

The remainder of this chapter is organized as follows. 12.2 provides background material including a general classification, basic definitions and concepts, and a discussion of
489
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©

©

objectives. 12.3 and 12.4 discuss key transport and agreement protocols, respectively,
based on symmetric techniques; the former includes several protocols involving an on-line
trusted third party. 12.5 and 12.6 discuss key transport and agreement protocols, respectively, based on asymmetric techniques; the former includes protocols based on public-key
encryption, some of which also employ digital signatures, while the latter includes selected
variations of Diffie-Hellman key agreement. 12.7 and 12.8 consider secret sharing and
conference keying, respectively. 12.9 addresses the analysis of key establishment protocols and standard attacks which must be countered. 12.10 contains chapter notes with references.
The particular protocols discussed provide a representative subset of the large number
of practical key establishment protocols proposed to date, selected according to a number
of criteria including historical significance, distinguishing merits, and practical utility, with
particular emphasis on the latter.

©

©

©

©

©

©

12.2 Classification and framework

12.2.1 General classification and fundamental concepts
12.1 Definition A protocol is a multi-party algorithm, defined by a sequence of steps precisely
specifying the actions required of two or more parties in order to achieve a specified objective.
12.2 Definition Key establishment is a process or protocol whereby a shared secret becomes
available to two or more parties, for subsequent cryptographic use.
Key establishment may be broadly subdivided into key transport and key agreement,
as defined below and illustrated in Figure 12.1.
12.3 Definition A key transport protocol or mechanism is a key establishment technique where
one party creates or otherwise obtains a secret value, and securely transfers it to the other(s).
12.4 Definition A key agreement protocol or mechanism is a key establishment technique in
which a shared secret is derived by two (or more) parties as a function of information contributed by, or associated with, each of these, (ideally) such that no party can predetermine
the resulting value.
Additional variations beyond key transport and key agreement exist, including various
forms of key update, such as key derivation in 12.3.1.
Key establishment protocols involving authentication typically require a set-up phase
whereby authentic and possibly secret initial keying material is distributed. Most protocols
have as an objective the creation of distinct keys on each protocol execution. In some cases,
the initial keying material pre-defines a fixed key which will result every time the protocol is
executed by a given pair or group of users. Systems involving such static keys are insecure
under known-key attacks (Definition 12.17).

©

12.5 Definition Key pre-distribution schemes are key establishment protocols whereby the resulting established keys are completely determined a priori by initial keying material. In
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contrast, dynamic key establishment schemes are those whereby the key established by a
fixed pair (or group) of users varies on subsequent executions.
Dynamic key establishment is also referred to as session key establishment. In this case
the session keys are dynamic, and it is usually intended that the protocols are immune to
known-key attacks.
key establishment
key transport

key agreement

symmetric
techniques
asymmetric
techniques

dynamic

key
pre-distribution

key establishment
Figure 12.1: Simplified classification of key establishment techniques.

Use of trusted servers
Many key establishment protocols involve a centralized or trusted party, for either or both
initial system setup and on-line actions (i.e., involving real-time participation). This party
is referred to by a variety of names depending on the role played, including: trusted third
party, trusted server, authentication server, key distribution center (KDC), key translation
center (KTC), and certification authority (CA). The various roles and functions of such
trusted parties are discussed in greater detail in Chapter 13. In the present chapter, discussion is limited to the actions required of such parties in specific key establishment protocols.
Entity authentication, key authentication, and key confirmation
It is generally desired that each party in a key establishment protocol be able to determine
the true identity of the other(s) which could possibly gain access to the resulting key, implying preclusion of any unauthorized additional parties from deducing the same key. In this
case, the technique is said (informally) to provide secure key establishment. This requires
both secrecy of the key, and identification of those parties with access to it. Furthermore,
the identification requirement differs subtly, but in a very important manner, from that of
entity authentication – here the requirement is knowledge of the identity of parties which
may gain access to the key, rather than corroboration that actual communication has been
established with such parties. Table 12.1 distinguishes various such related concepts, which
are highlighted by the definitions which follow.
While authentication may be informally defined as the process of verifying that an
identity is as claimed, there are many aspects to consider, including who, what, and when.
Entity authentication is defined in Chapter 10 (Definition 10.1), which presents protocols
providing entity authentication alone. Data origin authentication is defined in Chapter 9
(Definition 9.76), and is quite distinct.
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Authentication term
authentication
entity authentication
data origin authentication
(implicit) key authentication
key confirmation
explicit key authentication

Central focus
depends on context of usage
identity of a party, and aliveness at a given instant
identity of the source of data
identity of party which may possibly share a key
evidence that a key is possessed by some party
evidence an identified party possesses a given key

Table 12.1: Authentication summary – various terms and related concepts.

12.6 Definition Key authentication is the property whereby one party is assured that no other
party aside from a specifically identified second party (and possibly additional identified
trusted parties) may gain access to a particular secret key.
Key authentication is independent of the actual possession of such key by the second
party, or knowledge of such actual possession by the first party; in fact, it need not involve
any action whatsoever by the second party. For this reason, it is sometimes referred to more
precisely as (implicit) key authentication.
12.7 Definition Key confirmation is the property whereby one party is assured that a second
(possibly unidentified) party actually has possession of a particular secret key.
12.8 Definition Explicit key authentication is the property obtained when both (implicit) key
authentication and key confirmation hold.
In the case of explicit key authentication, an identified party is known to actually possess a specified key, a conclusion which cannot otherwise be drawn. Encryption applications utilizing key establishment protocols which offer only implicit key authentication often begin encryption with an initial known data unit serving as an integrity check-word, thus
moving the burden of key confirmation from the establishment mechanism to the application.
The focus in key authentication is the identity of the second party rather than the value
of the key, whereas in key confirmation the opposite is true. Key confirmation typically
involves one party receiving a message from a second containing evidence demonstrating
the latter’s possession of the key. In practice, possession of a key may be demonstrated by
various means, including producing a one-way hash of the key itself, use of the key in a
(keyed) hash function, and encryption of a known quantity using the key. These techniques
may reveal some information (albeit possibly of no practical consequence) about the value
of the key itself; in contrast, methods using zero-knowledge techniques (cf. 10.4.1) allow
demonstration of possession of a key while providing no additional information (beyond
that previously known) regarding its value.
Entity authentication is not a requirement in all protocols. Some key establishment
protocols (such as unauthenticated Diffie-Hellman key agreement) provide none of entity
authentication, key authentication, and key confirmation. Unilateral key confirmation may
always be added e.g., by including a one-way hash of the derived key in a final message.

¬

12.9 Definition An authenticated key establishment protocol is a key establishment protocol
(Definition 12.2) which provides key authentication (Definition 12.6).
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12.10 Remark (combining entity authentication and key establishment) In a key establishment
protocol which involves entity authentication, it is critical that the protocol be constructed
to guarantee that the party whose identity is thereby corroborated is the same party with
which the key is established. When this is not so, an adversary may enlist the aid of an
unsuspecting authorized party to carry out the authentication aspect, and then impersonate
that party in key establishment (and subsequent communications).
Identity-based and non-interactive protocols
Motivation for identity-based systems is provided in 13.4.3.

¯

12.11 Definition A key establishment protocol is said to be identity-based if identity information (e.g., name and address, or an identifying index) of the party involved is used as the
party’s public key. A related idea (see 13.4.4) involves use of identity information as an
input to the function which determines the established key.

¯

Identity-based authentication protocols may be defined similarly.
12.12 Definition A two-party key establishment protocol is said to be message-independent if
the messages sent by each party are independent of any per-session time-variant data (dynamic data) received from other parties.
Message-independent protocols which furthermore involve no dynamic data in the key
computation are simply key pre-distribution schemes (Definition 12.5). In general, dynamic
data (e.g., that received from another party) is involved in the key computation, even in
message-independent protocols.
12.13 Remark (message-independent vs. non-interactive) Message-independent protocols include non-interactive protocols (zero-pass and one-pass protocols, i.e., those involving zero
or one message but no reply), as well as some two-pass protocols. Regarding inter-party
communications, some specification (explicit or otherwise) of the parties involved in key
establishment is necessary even in zero-pass protocols. More subtlely, in protocols involving t users identified by a vector
, the ordering of indices may determine distinct
keys. In other protocols (e.g., basic Diffie-Hellman key agreement or Protocol 12.53), the
cryptographic data in one party’s message is independent of both dynamic data in other parties’ messages and of all party-specific data including public keys and identity information.

°±²³´U´´µ³±¶¸·

12.2.2 Objectives and properties
Cryptographic protocols involving message exchanges require precise definition of both the
messages to be exchanged and the actions to be taken by each party. The following types
of protocols may be distinguished, based on objectives as indicated:
1. authentication protocol – to provide to one party some degree of assurance regarding
the identity of another with which it is purportedly communicating;
2. key establishment protocol – to establish a shared secret;
3. authenticated key establishment protocol – to establish a shared secret with a party
whose identity has been (or can be) corroborated.
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Motivation for use of session keys
Key establishment protocols result in shared secrets which are typically called, or used to
derive, session keys. Ideally, a session key is an ephemeral secret, i.e., one whose use is
restricted to a short time period such as a single telecommunications connection (or session), after which all trace of it is eliminated. Motivation for ephemeral keys includes the
following:
1. to limit available ciphertext (under a fixed key) for cryptanalytic attack;
2. to limit exposure, with respect to both time period and quantity of data, in the event
of (session) key compromise;
3. to avoid long-term storage of a large number of distinct secret keys (in the case where
one terminal communicates with a large number of others), by creating keys only
when actually required;
4. to create independence across communications sessions or applications.
It is also desirable in practice to avoid the requirement of maintaining state information
across sessions.
Types of assurances and distinguishing protocol characteristics
When designing or selecting a key establishment technique for use, it is important to consider what assurances and properties an intended application requires. Distinction should
be made between functionality provided to a user, and technical characteristics which distinguish mechanisms at the implementation level. (The latter are typically of little interest
to the user, aside from cost and performance implications.) Characteristics which differentiate key establishment techniques include:
1. nature of the authentication. Any combination of the following may be provided:
entity authentication, key authentication, and key confirmation.
2. reciprocity of authentication. When provided, each of entity authentication, key authentication, and key confirmation may be unilateral or mutual (provided to one or
both parties, respectively).
3. key freshness. A key is fresh (from the viewpoint of one party) if it can be guaranteed
to be new, as opposed to possibly an old key being reused through actions of either
an adversary or authorized party. This is related to key control (below).
4. key control. In some protocols (key transport), one party chooses a key value. In others (key agreement), the key is derived from joint information, and it may be desirable
that neither party be able to control or predict the value of the key.
5. efficiency. Considerations include:
(a) number of message exchanges (passes) required between parties;
(b) bandwidth required by messages (total number of bits transmitted);
(c) complexity of computations by each party (as it affects execution time); and
(d) possibility of precomputation to reduce on-line computational complexity.
6. third party requirements. Considerations include (see 13.2.4):
(a) requirement of an on-line (real-time), off-line, or no third party;
(b) degree of trust required in a third party (e.g., trusted to certify public keys vs.
trusted not to disclose long-term secret keys).
7. type of certificate used, if any. More generally, one may consider the manner by
which initial keying material is distributed, which may be related to third party requirements. (This is often not of direct concern to a user, being an implementation
detail typically providing no additional functionality.)

¹
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8. non-repudiation. A protocol may provide some type of receipt that keying material
has been exchanged.
12.14 Remark (efficiency vs. security) The efficiency and security of cryptographic techniques
are often related. For example, in some protocols a basic step is executed repeatedly, and
security increases with the number of repetitions; in this case, the level of security attainable
given a fixed amount of time depends on the efficiency of the basic step.
In the description of protocol messages, it is assumed that when the claimed source
identity or source network address of a message is not explicitly included as a message field,
these are known by context or otherwise available to the recipient, possibly by (unspecified)
additional cleartext fields.

12.2.3 Assumptions and adversaries in key establishment
protocols
To clarify the threats protocols may be subject to, and to motivate the need for specific
protocol characteristics, one requires (as a minimum) an informal model for key establishment protocols, including an understanding of underlying assumptions. Attention here is
restricted to two-party protocols, although the definitions and models may be generalized.
Adversaries in key establishment protocols
Communicating parties or entities in key establishment protocols are formally called principals, and assumed to have unique names. In addition to legitimate parties, the presence of
an unauthorized “third” party is hypothesized, which is given many names under various
circumstances, including: adversary, intruder, opponent, enemy, attacker, eavesdropper,
and impersonator.
When examining the security of protocols, it is assumed that the underlying cryptographic mechanisms used, such as encryption algorithms and digital signatures schemes,
are secure. If otherwise, then there is no hope of a secure protocol. An adversary is hypothesized to be not a cryptanalyst attacking the underlying mechanisms directly, but rather one
attempting to subvert the protocol objectives by defeating the manner in which such mechanisms are combined, i.e., attacking the protocol itself.
12.15 Definition A passive attack involves an adversary who attempts to defeat a cryptographic
technique by simply recording data and thereafter analyzing it (e.g., in key establishment, to
determine the session key). An active attack involves an adversary who modifies or injects
messages.
It is typically assumed that protocol messages are transmitted over unprotected (open)
networks, modeled by an adversary able to completely control the data therein, with the
ability to record, alter, delete, insert, redirect, reorder, and reuse past or current messages,
and inject new messages. To emphasize this, legitimate parties are modeled as receiving messages exclusively via intervening adversaries (on every communication path, or on
some subset of t of n paths), which have the option of either relaying messages unaltered to
the intended recipients, or carrying out (with no noticeable delay) any of the above actions.
An adversary may also be assumed capable of engaging unsuspecting authorized parties by
initiating new protocol executions.
An adversary in a key establishment protocol may pursue many strategies, including
attempting to:
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1. deduce a session key using information gained by eavesdropping;
2. participate covertly in a protocol initiated by one party with another, and influence it,
e.g., by altering messages so as to be able to deduce the key;
3. initiate one or more protocol executions (possibly simultaneously), and combine (interleave) messages from one with another, so as to masquerade as some party or carry
out one of the above attacks;
4. without being able to deduce the session key itself, deceive a legitimate party regarding the identity of the party with which it shares a key. A protocol susceptible to such
an attack is not resilient (see Definition 12.82).
In unauthenticated key establishment, impersonation is (by definition) possible. In entity
authentication, where there is no session key to attack, an adversary’s objective is to arrange that one party receives messages which satisfy that party that the protocol has been
run successfully with a party other than the adversary.
Distinction is sometimes made between adversaries based on the type of information
available to them. An outsider is an adversary with no special knowledge beyond that generally available, e.g., by eavesdropping on protocol messages over open channels. An insider is an adversary with access to additional information (e.g., session keys or secret partial information), obtained by some privileged means (e.g., physical access to private computer resources, conspiracy, etc.). A one-time insider obtains such information at one point
in time for use at a subsequent time; a permanent insider has continual access to privileged
information.
Perfect forward secrecy and known-key attacks
In analyzing key establishment protocols, the potential impact of compromise of various
types of keying material should be considered, even if such compromise is not normally
expected. In particular, the effect of the following is often considered:
1. compromise of long-term secret (symmetric or asymmetric) keys, if any;
2. compromise of past session keys.
12.16 Definition A protocol is said to have perfect forward secrecy if compromise of long-term
keys does not compromise past session keys.
The idea of perfect forward secrecy (sometimes called break-backward protection) is
that previous traffic is locked securely in the past. It may be provided by generating session
keys by Diffie-Hellman key agreement (e.g., Protocol 12.57), wherein the Diffie-Hellman
exponentials are based on short-term keys. If long-term secret keys are compromised, future sessions are nonetheless subject to impersonation by an active adversary.
12.17 Definition A protocol is said to be vulnerable to a known-key attack if compromise of
past session keys allows either a passive adversary to compromise future session keys, or
impersonation by an active adversary in the future.
Known-key attacks on key establishment protocols are analogous to known-plaintext
attacks on encryption algorithms. One motivation for their consideration is that in some
environments (e.g., due to implementation and engineering decisions), the probability of
compromise of session keys may be greater than that of long-term keys. A second motivation is that when using cryptographic techniques of only moderate strength, the possibility
exists that over time extensive cryptanalytic effort may uncover past session keys. Finally,
in some systems, past session keys may be deliberately uncovered for various reasons (e.g.,
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after authentication, to possibly detect use of the authentication channel as a covert or hidden channel).

12.3 Key transport based on symmetric encryption
This section presents a selection of key establishment protocols based on key transport (i.e.,
transfer of a specific key chosen a priori by one party) using symmetric encryption. Related techniques involving non-reversible functions are also presented. Discussion is subdivided into protocols with and without the use of a trusted server, as summarized in Table 12.2. Some of these use time-variant parameters (timestamps, sequence numbers, or
random numbers) or nonces as discussed in 10.3.1.

À

¾

¿

Properties
Protocol
point-to-point key update
Shamir’s no-key protocol
Kerberos
Needham-Schroeder shared-key
Otway-Rees
Protocol 13.12

server type
none
none
KDC
KDC
KDC
KTC

use of
timestamps
optional
no
yes
no
no
no

number of
messages
1-3
3
4
5
4
3

Table 12.2: Key transport protocols based on symmetric encryption.

12.3.1 Symmetric key transport and derivation without a server
Server-less key transport based on symmetric techniques may either require that the two
parties in the protocol initially share a long-term pairwise secret or not, respectively illustrated below by point-to-point key update techniques and Shamir’s no-key algorithm. Other
illustrative techniques are also given.
(i) Point-to-point key update using symmetric encryption
Point-to-point key update techniques based on symmetric encryption make use of a longterm symmetric key shared a priori by two parties and . This key, initially distributed
over a secure channel or resulting from a key pre-distribution scheme (e.g., see Note 12.48),
is used repeatedly to establish new session keys . Representative examples of point-topoint key transport techniques follow.
Notation: , , and
, respectively, denote a random number, timestamp, and sequence number generated by (see 10.3.1). denotes a symmetric encryption algorithm
(see Remark 12.19). Optional message fields are denoted by an asterisk (*).
1. key transport with one pass:

Á

Â
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ÈRÆ

Â

¾

É

Â ¿ ÃIÊÉAËÌÍÅ ÆNÎ ÌÏ Î
The session key used is ÄÑÐÅ Æ , and both Â and Ã obtain implicit key authentication. Additional optional fields which might be transferred in the encrypted portion
include: a timestamp or sequence number to provide a freshness guarantee to Ã (see
Remark 12.18); a field containing redundancy, to provide explicit key authentication
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Ò

to or facilitate message modification detection (see Remark 12.19); and a target
identifier to prevent undetectable message replay back on immediately. Thus:
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If it is desired that both parties contribute to the session key, may send an analogous message, with the session key computed as
. Choosing to be a oneway function precludes control of the final key value by either party, or an adversary
who acquires one of , .
2. key transport with challenge-response:

âÙÚÛNÜÚVã ß

â

ÚVÛ Úã

ÓxäÕÒIÖæåRã
¸Ù à ß
ÓxÔÕÒIÖ×OØÙÚÛ&Ü1åRã?ÜÒ Þß ¸Ù ç ß
If a freshness guarantee is desired but reliance on timestamps is not, a random number
or sequence number, denoted
here, may be used to replace the timestamp in the
one-pass technique; the cost is an additional message. The session key is again
.
If it is required that the session key
be a function of inputs from both parties,
may insert a nonce
preceding
in (2), and a third message may be added as
are random numbers serving as keying material, while ,
below. (Here ,
are nonces for freshness.)

åã

èêé

ÚÛ

ÚÛ Úã

åÛ

åã

è

Ó

åÛ åã

ÓDäÕÒIÖVå ã
¸Ù à ß
ÓDÔÕÒIÖ<× Ø Ù Ú Û Ü å Û 1Ü å ã Ü Ò Þ¦ß ¸Ù ç ß
ÓDäÕÒIÖ<× Ø Ù Ú ã Ü å ã 1Ü å Û Ü ÓÞ ß ¸Ù ë ß

12.18 Remark (key update vulnerabilities) The key update techniques above do not offer perfect
forward secrecy, and fail completely if the long-term key is compromised. For this reason they may be inappropriate for many applications. The one-pass protocol is also subject
to replay unless a timestamp is used.

ì

12.19 Remark (integrity guarantees within encryption) Many authentication protocols which
employ encryption, including the above key update protocols and Protocols 12.24, 12.26,
and 12.29, require for security reasons that the encryption function has a built-in data integrity mechanism (see Figure 9.8(b) for an example, and Definition 9.75) to detect message modification.

í

(ii) Point-to-point key update by key derivation and non-reversible functions
Key update may be achieved by key transport as above, or by key derivation wherein the
derived session key is based on per-session random input provided by one party. In this
case, there is also a single message:

Ó ÔÕÒÖVÚVÛ Ùà ß
x
The session key is computed as èîé×AØÙÚÛ ß . The technique provides to both Ó and Ò
implicit key authentication. It is, however, susceptible to known-key attacks; Remark 12.18
similarly applies. The random number ÚVÛ here may be replaced by other time-variant parameters; for example, a timestamp Ý¸Û validated by the recipient by comparison to its local
clock provides an implicit key freshness property, provided the long-term key is not compromised.
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Here could control the value of , forcing it to be by choosing
.
Since the technique itself does not require decryption, may be replaced by an appropriate
keyed pseudorandom function
, in which case the session key may be computed as
, with
a time-variant parameter as noted above.
In the other techniques of 12.3.1(i) employing an encryption function , the confidentiality itself of the encrypted fields other than the session key
is not critical. A key
derivation protocol which entirely avoids the use of an encryption function may offer potential advantages with respect to export restrictions. Protocol 12.20 is such a technique,
which also provides authentication guarantees as stated. It uses two distinct functions
and (generating outputs of different bitlengths), respectively, for message authentication
and key derivation.

ýKùúÍôVõOû
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ýù
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12.20 Protocol Authenticated Key Exchange Protocol 2 (AKEP2)

ñ

ò

SUMMARY: and exchange 3 messages to derive a session key .
RESULT: mutual entity authentication, and implicit key authentication of .
1. Setup: and share long-term symmetric keys  ,  (these should differ but need
not be independent).
is a MAC (keyed hash function) used for entity authentication.  is a pseudorandom permutation or keyed one-way function used for key
derivation.
   .
2. Protocol messages. Define 

ñ
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3. Protocol actions. Perform the following steps for each shared key required.
(a) selects and sends to a random number .
(b)
selects a random number  and sends to the values  
 , along
with a MAC over these quantities generated using with key  .
(c) Upon receiving message (2), checks the identities are proper, that the
received matches that in (1), and verifies the MAC.
(d) then sends to the values   , along with a MAC thereon.
(e) Upon receiving (3), verifies that the MAC is correct, and that the received
value
matches that sent earlier.
(f) Both and compute the session key as
  .
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12.21 Note (AKEP1 variant of Protocol 12.20) The following modification of AKEP2 results in
AKEP1 (Authenticated Key Exchange Protocol 1).
explicitly generates a random session key
and probabilistically encrypts it using under  and random number . The
quantity  
 is now included as a final extra field within  and  in (2),
and from which may recover . As an optimization,
.

ò
úô ò ýKÿù úÍôû¸û
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(iii) Key transport without a priori shared keys
Shamir’s no-key algorithm (Protocol 12.22) is a key transport protocol which, using only
symmetric techniques (although involving modular exponentiation), allows key establishment over an open channel without requiring either shared or public keys. Each party has
only its own local symmetric key. The protocol provides protection from passive adversaries only; it does not provide authentication. It thus solves the same problem as basic
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Diffie-Hellman (Protocol 12.47) – two parties sharing no a priori keying material end up
with a shared secret key, secure against passive adversaries – although differences include
that it uses three messages rather than two, and provides key transport.
12.22 Protocol Shamir’s no-key protocol
SUMMARY: users  and  exchange 3 messages over a public channel.
RESULT: secret  is transferred with privacy (but no authentication) from  to  .
1. One-time setup (definition and publication of system parameters).
(a) Select and publish for common use a prime chosen such that computation of
discrete logarithms modulo is infeasible (see Chapter 3).
(b)  and  choose respective secret random numbers ! , " , with #%$&!(')" $*+-, ,
each coprime to .+/# . They respectively compute !1032 and "40326587:9.+;# .
2. Protocol messages.

 <>=?A@%587(9
 D>=EBA@:CGF 587(9
 <>=EBA@)FHCG@:I(JK587:9L

B#C
B,C
BMC

3. Protocol actions. Perform the following steps for each shared key required.
(a)  chooses a random key  for transport to  , #N$OP$&Q+R# .  computes
 @ 5S7(9L and sends  message (1).
(b)  exponentiates (mod ) the received value by " , and sends  message (2).
(c)  exponentiates (mod ) the received value by !103265S7(9L.+;# , effectively “undoing” its previous exponentiation and yielding TF 587(9 .  sends the result
to  as message (3).
(d)  exponentiates (mod ) the received value by "40326587:9L.+;# , yielding the
newly shared key U587:9L .
Use of ElGamal encryption for key transport (as per V 12.5.1) with an uncertified public
key sent in a first message (which would by definition be safe from passive attack) achieves
in two passes the same goals as the above three-pass algorithm. In this case, the key is
transported from the recipient of the first message to the originator.
12.23 Remark (choice of cipher in Protocol 12.22) While it might appear that any commutative cipher (i.e., cipher wherein the order of encryption and decryption is interchangeable)
would suffice in place of modular exponentiation in Protocol 12.22, caution is advised. For
example, use of the Vernam cipher ( V 1.5.4) would be totally insecure here, as the XOR of
the three exchanged messages would equal the key itself.

12.3.2 Kerberos and related server-based protocols
The key transport protocols discussed in this section are based on symmetric encryption,
and involve two communicating parties,  and  , and a trusted server with which they
share long-term pairwise secret keys a priori. In such protocols, the server either plays the
role of a key distribution center (KDC) and itself supplies the session key, or serves as a
key translation center (KTC), and makes a key chosen by one party available to the other,
by re-encrypting (translating) it under a key shared with the latter. KDCs and KTCs are
discussed further in V 13.2.3.
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(i) Kerberos authentication protocol
Kerberos is the name given to all of the following: the distributed authentication service
originating from MIT’s Project Athena, which includes specifications for data integrity and
encryption; the software which implements it, and the processes executing such software;
and the specific authentication protocol used therein. Focus here, and use of the term “Kerberos”, is restricted to the protocol itself, which supports both entity authentication and key
establishment using symmetric techniques and a third party.
The basic Kerberos protocol involves Y (the client), Z (the server and verifier), and a
trusted server [ (the Kerberos authentication server). At the outset Y and Z share no secret,
while [ shares a secret with each (e.g., a user password, transformed into a cryptographic
key by an appropriate function). The primary objective is for Z to verify Y ’s identity; the
establishment of a shared key is a side effect. Options include a final message providing
mutual entity authentication and establishment of an additional secret shared by Y and Z
(a subsession key not chosen by [ ).
The protocol proceeds as follows. Y requests from [ appropriate credentials (data
items) to allow it to authenticate itself to Z . [ plays the role of a KDC, returning to Y
a session key encrypted for Y and a ticket encrypted for Z . The ticket, which Y forwards
on to Z , contains the session key and Y ’s identity; this allows authentication of Y to Z
when accompanied by an appropriate message (the authenticator) created by Y containing
a timestamp recently encrypted under that session key.
12.24 Protocol Basic Kerberos authentication protocol (simplified) \

SUMMARY: Y interacts with trusted server [ and party Z .
RESULT: entity authentication of Y to Z (optionally mutual), with key establishment.
1. Notation. Optional items are denoted by an asterisk (*).
] is a symmetric encryption algorithm (see Remark 12.19).
^_ is a nonce chosen by Y ; [ _ is a timestamp from Y ’s local clock.
` is the session-key chosen by [ , to be shared by Y and Z .
a indicates a validity period (called the “lifetime”).
_dc ; similarly, Z and [ share be c . Define
2. One-time setup. Y and [ share a key b
E
`
z
z
K
]

u
:
v
y
w
x
|
a

{
}
]K~(x Y z [ _ z YL 4) { .
fhgjilkmnf epo4t qsr
authenticator o)t qsr
Y
qs
3. Protocol messages.

4.

\

YU[PfhY gjilz kZ mnf z ^ z _ ] u wyx `Ez ^ _ z a z {xx{{
YU[
e
Z x{
Y&Z fh]Kgjil~(kx mnf _ e z zH fh1m4)f{ gi  f
x{
Y&Z
[ ZS ))
qs
]
Protocol actions. Algorithm includes a built-in integrity mechanism, and protocol

failure results if any decryption yields an integrity check failure.
^L_ and sends to [ message (1).
(a) Y generates a nonce
`
a
(b) [ generates a new session key , and defines a validity period (lifetime ) for
`
the ticket, consisting of an ending time and optional starting time. [ encrypts ,
the received nonce, lifetime, and received identifier ( Z ) using Y ’s key. [ also
`
creates a ticket secured using Z ’s key containing , received identifier ( Y ), and
lifetime. [ sends to Y message (2).

The basic Kerberos (version 5) protocol between client and authentication server is given, with messages
simplified (some non-cryptographic fields omitted) to allow focus on cryptographic aspects.
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 decrypts the non-ticket part of message (2) using d to recover:  ,  ,
lifetime  , and the identifier of the party for which the ticket was actually created.  verifies that this identifier and  match those sent in message (1),
and saves  for reference.  takes its own identifier and fresh timestamp   ,
optionally generates a secret K¡¢)£4¤¥s¦ , and encrypts these using  to form the
authenticator.  sends to § message (3).
(d) § receives message (3), decrypts the ticket using ¨© yielding  to allow decryption of the authenticator. § checks that:
i. the identifier fields (  ) in the ticket and authenticator match;
ii. the timestamp   in the authenticator is valid (see ª 10.3.1); and
iii. § ’s local time is within the lifetime  specified in the ticket.
If all checks pass, § declares authentication of  successful, and saves  ¡¢)£4¤¥s¦
(if present) as required.
(e) (Optionally for mutual entity authentication:) § constructs and sends to  message (4) containing  ’s timestamp from the authenticator (specifically excluding the identifier  , to distinguish it from the authenticator), encrypted using  .
§ optionally includes a subkey to allow negotiation of a subsession key.
(f) (Optionally for mutual entity authentication:)  decrypts message (4). If the
timestamp within matches that sent in message (3),  declares authentication
of § successful and saves § ¡¢)£)¤¥s¦ (if present) as required.
(c)

12.25 Note (security and options in Kerberos protocol)
(i) Since timestamps are used, the hosts on which this protocol runs must provide both
secure and synchronized clocks (see ª 10.3.1).
(ii) If, as is the case in actual implementations, the initial shared keys are password-derived, then the protocol is no more secure than the secrecy of such passwords or their
resistance to password-guessing attacks.
(iii) Optional parameters  ¡¢)£4¤¥s¦ and § ¡¢4£)¤¥s¦ allow transfer of a key (other than  ) from
«y¬ to § or vice-versa, or the computation of a combined key using some function
K¡¢)£4¤¥s¦14§K¡¢)£)¤¥s¦(® .
(iv) The lifetime within the ticket is intended to allow  to re-use the ticket over a limited
time period for multiple authentications to § without additional interaction with  ,
thus eliminating messages (1) and (2). For each such re-use,  creates a new authenticator with a fresh timestamp and the same session key  ; the optional subkey field
is of greater use in this case.
(ii) Needham-Schroeder shared-key protocol
The Needham-Schroeder shared-key protocol is important primarily for historical reasons.
It is the basis for many of the server-based authentication and key distribution protocols proposed since 1978, including Kerberos and Otway-Rees. It is an example of a protocol independent of timestamps, providing both entity authentication assurances and key establishment with key confirmation. However, it is no longer recommended (see Remark 12.28).
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12.26 Protocol Needham-Schroeder shared-key protocol
SUMMARY: ± interacts with trusted server ² and party ³ .
RESULT: entity authentication ( ± with ³ ); key establishment with key confirmation.
1. Notation. ´ is a symmetric encryption algorithm (see Remark 12.19).
µ¶ and µL· are nonces chosen by ± and ³ , respectively.
¸ is a session key chosen by the trusted server ² for ± and ³ to share.
¶dº ; ³ and ² share ¹
2. One-time setup. ± and ² share a symmetric key ¹
3. Protocol messages.

·©º

.

¾¿ÁÀ
±»U²¼P±½4³½ µ¾µL¶ ¶
¸
¸
¾

À
È
À

¾
ÉÁÀ
±ÂU²¼P´KÃÄÁÅ ¾ ¸ ½)À ³½ ½)´ÆÃÇ:Å 4½ ±

¾
ÊÁÀ
± »P³¼P´KÃ¾Ç:µÅ ·À ½)±

¾
ÌÁÀ
± ÂP³¼P´KË ¾µ·/Í;¿À

¾
ÎÁÀ
± »P³¼P´KË

4. Protocol actions. Aside from verification of nonces, actions are essentially analogous
to those in Kerberos (Protocol 12.24), and are not detailed here.
12.27 Note (functionality and options in Needham-Schroeder shared-key protocol)
¸
(i) The protocol provides ± and ³ with a shared key with key authentication (due to
the trusted server).
(ii) Messages (4) and (5) provide entity authentication of ± to ³ ; entity authentication
µ·
of ³ to ± can be obtained provided ± can carry out some redundancy check on
upon decrypting message (4).
¸
(iii) If it is acceptable for ± to
re-use a key with ³ , ± may securely cache the data sent in
¸
message (3) along with . Upon subsequent re-use, messages (1) and (2) may then be
¾µ ¶©Ï À
omitted, but now to prevent replay of old messages (4), an encrypted nonce ´ Ë
¶ ÏÍ

¾
µ
should be appended to message (3), and message (4) should be replaced by ´ Ë
¿ ½ µ · À allowing ± to verify ³ ’s current knowledge of ¸ (thereby providing entity
authentication).
12.28 Remark (Needham-Schroeder weakness vs. Kerberos) The essential differences between
Protocol 12.26 and Kerberos (Protocol 12.24) are as follows: the Kerberos lifetime parameter is not present; the data of message (3), which corresponds to the Kerberos ticket, is unnecessarily double-encrypted in message (2) here; and authentication here employs nonces
rather than timestamps. A weakness of the Needham-Schroeder protocol is that since ³
¸
¸
has no way of knowing if the key is fresh, should a session key ever be compromised,
any party knowing it may both resend message (3) and compute a correct message (5) to
impersonate ± to ³ . This situation is ameliorated in Kerberos by the lifetime parameter
which limits exposure to a fixed time interval.
(iii) Otway-Rees protocol
The Otway-Rees protocol is a server-based protocol providing authenticated key transport
(with key authentication and key freshness assurances) in only 4 messages – the same as
Kerberos, but here without the requirement of timestamps. It does not, however, provide
entity authentication or key confirmation.
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12.29 Protocol Otway-Rees protocol
SUMMARY: Ð interacts with trusted server Ñ and party Ò .
RESULT: establishment of fresh shared secret Ó between Ò and Ð .
1. Notation. Ô is a symmetric encryption algorithm (see Remark 12.19). Õ is a session
key Ñ generates for Ò and Ð to share. Ö× and ÖØ are nonces chosen by Ò and Ð ,
respectively, to allow verification of key freshness (thereby detecting replay). Ù is
a second nonce chosen by Ò which serves as a transaction identifier.
2. One-time setup. Ñ shares symmetric keys Ó.×dÚ and ÓØ©Ú with Ò , Ð , respectively.
3. Protocol messages.

ÒÛÐÜPÙÞÝ4ÒÝ)Ð.Ý)ÔKßàáyâÖ×6Ý)ÙÞÝ4ÒÝ)Ðã
âäã
ÐÛUÑÜPÙÞÝ4ÒÝ)Ð.Ý)ÔKßàáyâÖ×6Ý)ÙÞÝ4ÒÝ)ÐãÝ4ÔKßå:ádâÖØÝ4ÙÞÝ)ÒÝ)Ðæãçâèã
ÐéUÑÜPÔ ß àáyâÖ × Ý)ÕêãÝ)Ô ß å:áyâÖ Ø Ý)Õ1ã
âëã
ÒéÐÜPÔ ß àáyâÖ × Ý)Õêã
âìã
4. Protocol actions. Perform the following steps each time a shared key is required.
(a) Ò encrypts data for the server containing two nonces, Ö × and Ù , and the identities of itself and the party Ð to whom it wishes the server to distribute a key.
Ò sends this and some plaintext to Ð in message (1).
(b) Ð creates its own nonce Ö Ø and an analogous encrypted message (with the
same Ù ), and sends this along with Ò ’s message to Ñ in message (2).
(c) Ñ uses the cleartext identifiers in message (2) to retrieve Ó ×dÚ and Ó Ø©Ú , then
verifies the cleartext ( ÙÒ , Ð ) matches that recovered upon decrypting both
parts of message (2). (Verifying Ù in particular confirms the encrypted parts
are linked.) If so, Ñ inserts a new key Õ and the respective nonces into distinct
messages encrypted for Ò and Ð , and sends both to Ð in message (3).
(d) Ð decrypts the second part of message (3), checks Ö Ø matches that sent in message (2), and if so passes the first part on to Ò in message (4).
(e) Ò decrypts message (4) and checks Ö × matches that sent in message (1).
If all checks pass, each of Ò and Ð are assured that Õ is fresh (due to their respective
nonces), and trust that the other party Ñ shared Õ with is the party bound to their nonce in
message (2). Ò knows that Ð is active as verification of message (4) implies Ð sent message
(2) recently; Ð however has no assurance that Ò is active until subsequent use of Õ by Ò ,
since Ð cannot determine if message (1) is fresh.
12.30 Remark (nonces in Otway-Rees protocol) The use of two nonces generated by Ò is redundant ( ÖL× could be eliminated in messages (1) and (2), and replaced by Ù in (3) and (4)),
but nonetheless allows Ù to serve solely as an administrative transaction identifier, while
keeping the format of the encrypted messages of each party identical. (The latter is generally considered desirable from an implementation viewpoint, but dubious from a security
viewpoint.)
12.31 Remark (extension of Otway-Rees protocol) Protocol 12.29 may be extended to provide
both key confirmation and entity authentication in 5 messages. Message (4) could be augmented to both demonstrate Ð ’s timely knowledge of Õ and transfer a nonce to Ò (e.g.,
appending ÔKíêâÖ×6Ý4ÖØîã ), with a new fifth message ( ÒïÛðÐñÜ©ÔKí(âÖØîã ) providing Ð reciprocal assurances.
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12.4 Key agreement based on symmetric techniques
This section presents ideas related to key agreement based on symmetric techniques. It also
presents a key pre-distribution system which is in some ways a symmetric-key analogue to
Diffie-Hellman key agreement with fixed exponentials (Note 12.48).
12.32 Definition A key distribution system (KDS) is a method whereby, during an initialization
stage, a trusted server generates and distributes secret data values (pieces) to users, such
that any pair of users may subsequently compute a shared key unknown to all others (aside
from the server).
For fixed pairwise keys, a KDS is a key pre-distribution scheme. A trivial KDS is as
follows: the trusted server chooses distinct keys for each pair among the ô users, and by
some secure means initially distributes to each user its ô/õ ö keys appropriately labeled.
This provides unconditional security (perfect security in the information-theoretic sense);
an outside adversary can do no better than guess the key. However, due to the large amount
of storage required, alternate methods are sought, at the price of losing unconditional security against arbitrarily large groups of colluding users.
12.33 Definition A KDS is said to be ÷ -secure if, given a specified pair of users, any coalition of
÷ or fewer users (disjoint from the two), pooling their pieces, can do no better at computing
the key shared by the two than a party which guesses the key without any pieces whatsoever.
A ÷ -secure KDS is thus unconditionally secure against coalitions of size ÷ or smaller.
12.34 Fact (Blom’s KDS bound) In any ÷ -secure KDS providing ø -bit pairwise session keys,
the secret data stored by each user must be at least øUù ú÷ûRöü bits.
The trivial KDS described above is optimal with respect to the number of secret key
bits stored, assuming collusion by all parties other than the two directly involved. This corresponds to meeting the lower bound of Fact 12.34 for ÷Sý;ôþõ/ÿ .
Blom’s symmetric key pre-distribution system
Blom’s scheme (Mechanism 12.35) is a KDS which can be used to meet the bound of
Fact 12.34 for values ÷ /ô-õ;ÿ . It is non-interactive; each party requires only an index ,
ö
*ô , which uniquely identifies the party with which it is to form a joint key (the scheme is identity-based in this regard). Each user is assigned a secret vector of initial keying
material (base key) from which it is then able to compute a pairwise secret (derived key)
with each other user.
As outlined in Remark 12.37, the scheme may be engineered to provide unconditional
security against coalitions of a specified maximum size. The initial keying material assigned to each user (a row of , corresponding to keys) allows computation of a larger
number of derived keys (a row of , providing ô keys), one per each other user. Storage
savings results from choosing less than ô . The derived keys of different user pairs, however, are not statistically independent.
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12.35 Mechanism Blom’s symmetric key pre-distribution system
SUMMARY: each of users is given initial secret keying material and public data.
RESULT: each pair of users ,
may compute an -bit pairwise secret key
.



 
1. A  generator matrix  of an   MDS code over a finite field !#" of order q
is made known to all system users (see Note 12.36).
2. A trusted party $ creates a random secret % symmetric matrix & over ! " .
3. $ gives to each user  the secret key '( , defined as row ) of the *+ matrix '-,
.&/021 . ('3 is a  -tuple over !4" of 57698:.;< bits, allowing  to compute any entry
in row ) of .&/021= .)
4. Users and  compute the common secret  >  ,? @ of bitlength A,B698C.;< as
follows. Using ' and column D of  , computes the )EFDG entry of the %H symmetric matrix I,J.&0>1K . Using '  and column ) of  ,  similarly computes
the D7)L entry (which is equal to the )EFDG entry since  is symmetric).

12.36 Note (background on MDS codes) The motivation for Mechanism 12.35 arises from wellknown concepts in linear error-correcting codes, summarized here. Let
be a
matrix where each row is an -tuple over (for a prime or prime power). is the
identity matrix. The set of -tuples obtained by taking all linear combinations (over
) of rows of is the linear code C. Each of these
-tuples is a codeword, and
. is a generator matrix for the linear
code . The distance between two codewords , is the number of components
they differ in; the distance of the code is the minimum such distance over all pairs of
distinct codewords. A code of distance can correct
component errors in
a codeword, and for linear codes
(the Singleton bound). Codes meeting this
bound with equality (
) have the largest possible distance for fixed and ,
and are called maximum distance separable (MDS) codes.
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12.37 Remark (choice of k in Blom’s scheme) The condition
defining MDS codes
can be shown equivalent to the condition that every set of columns of is linearly independent. From this, two facts follow about codewords of MDS codes: (i) any components
uniquely define a codeword; and (ii) any
components provide no information
about other components. For Mechanism 12.35, the choice of k is governed by the fact
that if k or more users conspire, they are able to recover the secret keys of all other users.
( conspirators may compute rows of , or equivalently columns, corresponding to
components in each row. Each row is a codeword in the MDS code generated by , and
corresponds to the key of another user, and by the above remark components thus define
all remaining components of that row.) However, if fewer than users conspire, they obtain
no information whatsoever about the keys of any other user (by similar reasoning). Thus
Blom’s scheme is j-secure for
, and relative to Fact 12.34, is optimal with respect
to the amount of initial keying material required.

Dt|m\n



















D}t?m%n

12.5 Key transport based on public-key encryption
Key transport based on public-key encryption involves one party choosing a symmetric key,
and transferring it to a second, using that party’s encryption public key. This provides key
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authentication to the originator (only the intended recipient has the private key allowing decryption), but the originator itself obtains neither entity authentication nor key confirmation.
The second party receives no source authentication. Such additional assurances may be obtained through use of further techniques including: additional messages ( 12.5.1); digital
signatures ( 12.5.2); and symmetric encryption in addition to signatures ( 12.5.3).
Authentication assurances can be provided with or without the use of digital signatures,
as follows:
1. entity authentication via public-key decryption ( 12.5.1). The intended recipient authenticates itself by returning some time-variant value which it alone may produce or
recover. This may allow authentication of both the entity and a transferred key.
2. data origin authentication via digital signatures ( 12.5.2). Public-key encryption is
combined with a digital signature, providing key transport with source identity assurances.
The distinction between entity authentication and data origin authentication is that the former provides a timeliness assurance, whereas the latter need not. Table 12.3 summarizes
the protocols presented.















Properties
Protocol
basic PK encryption (1-pass)
Needham-Schroeder PK
encrypting signed keys
separate signing, encrypting
signing encrypted keys
X.509 (2-pass) – timestamps
X.509 (3-pass) – random #’s
Beller-Yacobi (4-pass)
Beller-Yacobi (2-pass)

signatures
required
no
no
yes
yes
yes
yes
yes
yes
yes



entity
authentication
no
mutual
data origin only
data origin only
data origin only
mutual
mutual
mutual
unilateral

number of
messages
1
3
1
1
1
2
3
4
2





Table 12.3: Selected key transport protocols based on public-key encryption.

 Unilateral entity authentication may be achieved if timestamps are included.


Schemes using public keys transported by certificates require signatures for verification thereof,
but signatures are not required within protocol messages.

12.5.1 Key transport using PK encryption without signatures
One-pass key transport by public-key encryption
One-pass protocols are appropriate for one-way communications and store-and-forward applications such as electronic mail and fax. Basic key transport using public-key encryption
can be achieved in a one-pass protocol, assuming the originator possesses a priori an
authentic copy of the encryption public key of the intended recipient . Using ’s public encryption key, encrypts a randomly generated key , and sends the result
to
. Public-key encryption schemes
of practical interest here include RSA encryption,
Rabin encryption, and ElGamal encryption (see Chapter 8).
The originator obtains no entity authentication of the intended recipient (and indeed, does not know if even receives the message), but is assured of implicit key authentication – no one aside from could possibly recover the key. On the other hand,
has no assurances regarding the source of the key, which remains true even in the case














U. 
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xUdhc . A timeliness guarantee may be provided using timestamps, for ex^]dh¡= . This is necessary if security against known-key attacks is
ample,
required, as this technique is otherwise vulnerable to message replay (cf. Remark 12.18).
Maintaining the restriction of using public-key encryption alone (i.e., without signatures), assurances in addition to unilateral key authentication, namely, mutual entity authentication, and mutual key authentication, may be obtained through additional messages
as illustrated by Protocol 12.38 below.
Needham-Schroeder public-key protocol
The Needham-Schroeder public-key protocol provides mutual entity authentication and
mutual key transport ( and each transfer a symmetric key to the other). The transported keys may serve both as nonces for entity authentication and secret keys for further
use. Combination of the resulting shared keys allows computation of a joint key to which
both parties contribute.





12.38 Protocol Needham-Schroeder public-key protocol





SUMMARY: and exchange 3 messages.
RESULT: entity authentication, key authentication, and key transport (all mutual).
1. Notation.
denotes public-key encryption (e.g., RSA) of data using party
’s public key;
denotes the encryption of the concatenation of
and
. , are secret symmetric session keys chosen by , , respectively.
2. One-time setup. Assume , possess each other’s authentic public-key. (If this is
not the case, but each party has a certificate carrying its own public key, then one
additional message is required for certificate transport.)
3. Protocol messages.

¢.£
¢.£¥c£p¦C
¤
C£ ¦ :¥  ¦
 

£

£¥

 

§¨©ªUd:¥c ¬«p
§¨©ªK.G¥Ec¦:¬®p
§¨©ªUdc¦:
¬¯p





4. Protocol actions.
(a) sends message (1).
(b)
recovers upon receiving message (1), and returns to message (2).
(c) Upon decrypting message (2), checks the key recovered agrees with that
sent in message (1). (Provided has never been previously used, this gives
both entity authentication of and assurance that knows this key.) sends
message (3).
(d) Upon decrypting message (3), checks the key recovered agrees with that
using an
sent in message (2). The session key may be computed as
appropriate publicly known non-reversible function .



:¥









:¥

¥





¦



°

±¥



° .G¥cc¦C
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12.39 Note (modification of Needham-Schroeder protocol) Protocol 12.38 may be modified to
eliminate encryption in the third message. Let
and
be random numbers generated
respectively by and . Then, with checks analogous to those in the basic protocol, the
messages in the modified protocol are:





\¨©ªd:¥c² ± ¥E³.«´µ
\¨©ª=.¦: ± ¥ ± ¦p¶.®´µ
\¨© ± ¦
.¯´µ
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12.5.2 Protocols combining PK encryption and signatures
While privacy of keying material is a requirement in key transport protocols, source authentication is also typically needed. Encryption and signature primitives may respectively
be used to provide these properties. Key transport protocols involving both public-key encryption and signatures include:
1. those which sign the key, then public-key encrypt the signed key;
2. those which sign the key, and separately public-key encrypt the (unsigned) key;
3. those which public-key encrypt the key, then sign the encrypted key; and
4. those using symmetric encryption in addition to public-key encryption and signatures.
The first three types are discussed in this subsection (as noted in 12.5.2(ii), the second is
secure only in certain circumstances); the fourth is discussed in 12.5.3. The signature schemes
of greatest practical interest are RSA, Rabin signatures, and ElGamal-family signatures (see Chapter 11). The public-key encryption schemes
of greatest practical interest are RSA, Rabin encryption, and ElGamal encryption (see Chapter 8).
Notation. For data input , in what follows,
and
denote the data values
resulting, respectively, from the signature operation on using ’s signature private key,
and the encryption operation on using ’s encryption public key. As a default, it is assumed that the signature scheme does not provide message recovery, i.e., the input cannot
be recovered from the signature
, and must be sent explicitly in addition to
to allow signature verification. (This is the case for DSA, or RSA following input hashing;
see Chapter 11. However, in the case of encrypting and signing separately, any secret data
must remain confidential.) If consists of multiple data values
, then
the input is taken to be the bitwise concatenation of these multiple values.

º(»

¾

º(»=¿¾ÁÀ

¾

¾
Ä
(º »=¿Â¾À ¾

¾

¹
¹
¼ ½
¼½¿Â¾ÁÀ
Ã

¾

¾

º(»=¿¾ÁÀ

¾Å^¿Â¾ÆEÇÈcÈÈÉÇ¾:ÊÀ

(i) Encrypting signed keys
One option for combining signatures and public-key encryption is to encrypt signed blocks:

Ã§Ë¨ÄÍÌª¼½U¿.ÎhÇ Ï.»ÐcÇº(»=¿.ÄzÇcÎhÇFÏ.»UÐLÀ.À
The asterisk denotes that the timestamp Ï » of Ã is optional; inclusion facilitates entity authentication of Ã to Ä and provides a freshness property. The identifier Ä within the scope
of the signature prevents Ä from sending the signed key on to another party and impersonating Ã . A disadvantage of this method over the “signing encrypted keys” alternative
( ¹ 12.5.2(iii)) is that here the data to be public-key encrypted is larger, implying the possible

requirement of adjusting the block size of the public-key encryption scheme, or the use of
techniques such as cipher-block-chaining. In the case of signature schemes with message
recovery (e.g., ordinary RSA), the above can be simplified to:

Ã§ËÑÄ©Ìª¼ ½ ¿.º » ¿dÄÇÎhÇÏ » ÐEÀ¬À

(ii) Encrypting and signing separately
For signature schemes without message recovery, a variation of the above option is to sign
the key and encrypt the key, but not to encrypt the signature itself. This is acceptable only
if the signature scheme is such that no information regarding plaintext data can be deduced
from the signature itself on that data (e.g., when the signature operation involves preliminary one-way hashing). This is critical because, in general, data may be recovered from a
signature on it (e.g., RSA without hashing). A summary of this case is then as follows:

Ã§Ë¨ÄÍÌª¼½U¿.ÎhÇ Ï.» Ð À.ÇUº3»¿dÄÇÎhÇÏ.» Ð À

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

510

Ch. 12 Key Establishment Protocols

Ò

Ó

Ô3Õ

Ó

If the key is used solely to encrypt a data file , then the signature
may be over
instead of . This is suitable in store-and-forward environments. The encrypted file may
then be transferred along with the key establishment information, in which case is first
recovered by using to decrypt the file, and then the signature on is verified.

Ò

Ò

Ó

Ó

(iii) Signing encrypted keys
In contrast to encrypting signed keys, one may sign encrypted keys:

Ö\×¨Ø©ÙÛÚ ÕÜcÝÞßà Ö Ý Ò á Ý Ô Õ=à Ø Ý Ú ÕUÜcÝcÞßà Ö Ý Ò á.á
Ú Ö
The asterisk denotes
that
the timestamp Ö Õ of is optional; inclusion facilitates entity auÖ
Ø
thentication of to . The parameter within the scope of the public-key encryption
prevents signature stripping – simply signing a publicly-encrypted key, e.g., Ô Õ=à.Þßà Òhá¬á is
vulnerable to a third party â extracting the encrypted quantity Þßà Ò á and then oversigning with its own key, thus defeating authentication (cf. Note 12.42). Furthermore, the encryption
mechanism must ensure that an adversary â without access to Ò , cannot change
Þ ß à Ö Ý Ò á to Þ ß à â Ý Ò á ; see
Ö Remark 12.19. It is desirable and assumed that the combined
length of the parameters and Ò not exceed the blocklength of the public-key encryption

scheme, to limit computation to a single block encryption.
Mutual entity authentication using timestamps. The message format given above can
be used for key establishment in a one-pass protocol, although this provides no entity authentication of the recipient to the originator. For mutual entity authentication, two messages of this form may be used, yielding essentially X.509 strong two-way authentication
(Protocol 12.40).
Mutual entity authentication using challenge-response. The 2-pass key transport protocol discussed in the previous paragraph requires the use of timestamps, in which case security relies on the assumption of secure, synchronized clocks. This requirement can be
eliminated by using a 3-pass protocol with random numbers for challenge-response (essentially the X.509 strong three-way authentication protocol; cf. Protocol 12.43):

Ö?×¨Ø©ÙÛã Õ
Ö?ä¨Ø©ÙÛã ß²ÝÞÕKà Ø Ý Ò:åcá Ý Ô ßUà ã ßÝ ã ÕKÝ Ö ÝcÞÕKà Ø Ý Ò:åEá¬á
Ö?×¨Ø©Ù Þßà Ö Ý ÒæCá Ý Ô Õ=à ã ÕKÝ ã ß²Ý Ø ÝcÞßà Ö Ý Òæ:á¬á
Ö and Ø may compute a joint key Ò as some function of Ò:å and Òcæ ; alternately, one of
ÞÕ=à Ø Ý ÒGåEá and Þßà Ö Ý Òcæ:á may be omitted from the second or third message. The iden-

tifiers within the scope of the encryption blocks remain necessary as above; the identifiers
within the scope of (only) the signature are, however, redundant, both here and in the case
of signing encrypted keys above – it may be assumed they must match those corresponding
to the public-key encryption.
(iv) X.509 strong authentication protocols
This subsection considers in greater detail a fully-specified protocol involving public-key
transport using the general technique of 12.5.2(iii), namely, signing encrypted keys.
The X.509 recommendation defines both “strong two-way” and “strong three-way” authentication protocols, providing mutual entity authentication with optional key transport.
Here strong distinguishes these from simpler password-based methods, and two- and threeway refers to protocols with two and three passes (message exchanges), using timestamps
and challenge-response based on random numbers, respectively.
Both protocols were designed to provide the assurances listed below to the responder
(and reciprocal assurances intended for the originator ); here token refers to cryptographically protected data:

Ø

ç

Ö
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ê

ë

ê

1. the identity of , and that the token received by was constructed by (and not
thereafter altered);
2. that the token received by was specifically intended for ;
3. that the token received by has “freshness” (has not been used previously, and originated within an acceptably recent timeframe);
4. the mutual secrecy of the transferred key.

ë

ë

ë

12.40 Protocol X.509 strong two-way authentication (two-pass)

ê

ë

ë

SUMMARY: sends one message, and responds with one message.
RESULT: mutual entity authentication and key transport with key authentication.
1. Notation.
denotes the result of applying ’s encryption public key to data .
denotes the result of applying ’s signature private key to .
,
are never re-used numbers (to detect replay and impersonation).
is a certificate binding party to a public key suitable for both encryption and
signature verification (see Remark 12.41).
2. System setup.
(a) Each party has its public key pair for signatures and encryption.
(b) must acquire (and authenticate) the encryption public key of a priori. (This
may require additional messages and computation.)
3. Protocol messages. (An asterisk denotes items are optional.)

 


Let
,
.

ìíîÂïÁð
ò í îïÁð
ó<ô ó<õ
öE÷.ó<ø í
ê

ñ

ñ

ï

ï

ñ

ë

ù ôú î ø ôû ó ôKû ë ûEühýEþQýCÿ cû ì õ î ÿ ð ð ù õyú î ø õû ó õ²û ê û ó ô=ûcühýLþ<ý Eû ì ô î ð ð
ê ¨ë EöEö ÷.÷.ó<ó<ø.ø.ôõ ûû ù ôõ û û ò ò ô õ î î ù ô õ ð ðîî pðpð

ê ¨ë

ù
ù
4. Protocol actions.
(a) ê obtains a timestamp ø.ô indicating an expiry time, generates ó ô , optionally

obtains a symmetric key ÿ and sends to ë message (1). (ü(ýLþQý:ÿ is optional data
for which data origin authentication is desired.)
(b) ë verifies the authenticity of öE÷.ó<ø.ô (checking the signature thereon, expiry date,
etc.), extracts ê ’s signature public key, and verifies ê ’s signature on the data
block ù ô . ë then checks that the identifier in message (1) specifies itself as
intended recipient, that the timestamp is valid, and checks that ó<ô has not been
replayed. (ó ô includes a sequential component which ë checks, against locally
maintained state information, for uniqueness within the validity period defined
by ø ô .)
(c) If all checks succeed, ë declares the authentication of ê successful, decrypts
 ÿ
using its private decryption key, and saves this now-shared key. (This terminates the protocol if only unilateral authentication is desired.) ë then obtains
timestamp ø.õ , generates ó<õ , and sends ê message (2). ( ühýLþ<ý  is optional data,

and  is an optional symmetric key provided for ê .)
(d) ê carries out actions analogous to those carried out by ë . If all checks succeed,

ê declares the authentication of ë successful,
and saves key  for subsequent
 ÿ
 
use. ê and ë share mutual secrets and .

12.41 Remark (separate keys in X.509) The X.509 standard assumes a public-key scheme such
as RSA, whereby the same key pair may be used for both encryption and signature functionality. The protocol, however, is easily adapted for separate signature and encryption keys,
and, indeed, it is prudent to use separate keys. See also Remark 13.32.
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12.42 Note (criticism of X.509 protocol) Since Protocol 12.40 does not specify inclusion of an
identifier (e.g.,  ) within the scope of the encryption  within  , one cannot guarantee
that the signing party actually knows (or was the source of) the plaintext key.
12.43 Protocol X.509 strong three-way authentication (three-pass)
SUMMARY:  and  exchange 3 messages.
RESULT: as in Protocol 12.40, without requiring timestamps.
The protocol differs from Protocol 12.40 as follows:
1. Timestamps   and   may be set to zero, and need not be checked.
2. Upon receiving (2),  checks the received  matches that in message (1).
3. A third message is sent from  to  :


!"$#&%'()*#+ ,-#

4. Upon receiving (3),  verifies the signature matches the received plaintext, that plaintext identifier  is correct, and that plaintext  received matches that in (2).

12.5.3 Hybrid key transport protocols using PK encryption
In contrast to the preceding key transport protocols, the Beller-Yacobi protocol uses symmetric encryption in addition to both PK encryption and digital signatures. Such protocols
using both asymmetric and symmetric techniques are called hybrid protocols.
Beller-Yacobi protocol (4-pass)
The key transport protocol of Beller and Yacobi, which provides mutual entity authentication and explicit key authentication, was designed specifically for applications where there
is an imbalance in processing power between two parties; the goal is to minimize the computational requirements of the weaker party. (Candidate applications include transactions
involving chipcards, and wireless communications involving a low-power telephone handset.) Another feature of the protocol is that the identity of one of the parties (the weaker,
here  ) remains concealed from eavesdroppers.
Essentially,  authenticates itself to  by signing a random challenge . , while  authenticates itself to  by demonstrating knowledge of a key / only  itself could recover.
For simplicity of exposition, the protocol is described using RSA with public exponent , ,
although Rabin’s scheme is more efficient and recommended in practice (but see Note 8.13
regarding chosen-ciphertext attack).

0
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12.44 Protocol Beller-Yacobi key transport (4-pass)
SUMMARY: 2 transfers key 3 to 4 in a 4-pass protocol.
RESULT: mutual entity authentication and mutual explicit key authentication.
1. Notation.
57698;:=<
:
5
denotes symmetric encryption of using key 3 and algorithm .
>=?*8;:@<
:
denotes the result of applying A ’s public-key function to .
B ?*8:@<
:
denotes the result of applying A ’s private-key function to .
CD?
denotes an identifying string for party A .
E 8:@<
:
denotes the hash of , used in association with the signature scheme.
:GFH8;:IKJ"LLL@JM:ON<
If
, the input is the concatenation of these multiple values.
2. System setup.
(a) Selection of system parameters. An appropriate prime PRQ and generator S for
the multiplicative group of integers modulo PRQ are fixed as ElGamal system
parameters. A trusted server T chooses appropriate primes U and V yielding
F
F[Z
UV for RSA signatures, then for public exponent XYW
public modulus PRW
8
< 8
<
computes a private key \W satisfying: X]W^\W`_badc9egf Uih`a Vjhka .
(b) Distribution of system parameters. Each party ( 2 and 4 ) is given an authentic
8
J <
copy of T ’s public key and the system parameters: PRW , P Q S . T assigns to
C ?
each party A a unique distinguished name or identifying string
(e.g., A ’s
name and address).
(c) Initialization of terminal. Each party playing the role of 2 (terminal) selects
a random integer l , anmlbopPRQqh[r , and computes its ElGamal signature
F
public key s@t
S=u*ciegfvPRQ . 2 keeps its corresponding private key l secret,
and transfers an authentic copy of swt to T , identifying itself to T by out-ofband means (e.g., in person). T constructs and returns to 2 the public-key cerF{8;C J
J}|
<
tificate: xKXyzt
t
swt
t . (The certificate contains 2 ’s identity and
|
|
F
ElGamal signature public key, plus T ’s RSA signature t over these: t
B 8;C J
<~F[8 E 8C J
< <
W
t s@t
t swt
ciegfdP W .)
(d) Initialization of server. Each party playing the role of 4 (server) creates an
encryption private key and corresponding public key based on RSA with pubFZ
lic exponent X]
. 4 chooses a public-key modulus PR as the product
of two appropriate secret primes, and itself computes the corresponding RSA
private key \ . 4 transfers PR to T , identifying itself to T by out-of-band
F
means. T then constructs and returns to 4 the public-key certificate: xKXyz
8C J
Jn|
<

 . (The certificate contains 4 ’s identity and RSA encryption
P 
|
F B 8C J
<F
W

public
key
P  , plus T ’s RSA signature over these: 
P 
8 E 8C J
<<
 P 
c9egfvP W .)
3. Protocol messages.
24
24
24
24

F[8C J
J|
<+8
 P 

xKXyz 
> 8 <~F
8
 3

3dcieOfvP 
57698;qJ!O <
8

576988@J*<J
<
8

xKXyzt

<

r

a
<

Z<
 <


4. Protocol actions. The following steps are performed each time a shared key is required. The protocol is aborted (with result of failure) if any check fails.
 , aooP Q h[r , and
(a) Precomputation by terminal. 2 selects a random
I
F
8
<

S9ciegfvP Q ; ~ cieOf P Q hka ; and l ciegf
computes three values:
8
<
P Q hka . (For the security of ElGamal signatures,
I  must be new for each
signature, and be co-prime to P Q hka to ensure   exists.)
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(b)  sends to  message (1).
(c)  checks the authenticity of R¡ by confirming: ¢¤£¥D¡)¦§R¡¨©«ª!¡~¬i®g¯dR° .
 chooses a random key ±²´³µ² R¡n¶·± and sends  message (2), where
¸
©H¹=¡!£³}¨ .
¸
¸&¾¿
(d)  recovers ³º©¼» ¡ £ ¨½©
i®g¯) ¡ . (The final two messages will be
encrypted using ³ .)  chooses a random integer À as a challenge, extends it
with Á (say ÁÂÄÃÅ ) least significant zeros, symmetrically encrypts this using
key ³ , and sends  message (3).
(e)  decrypts the received message, and checks it has Á trailing zeros; if so,  accepts that it originated from  and that  knows key ³ .  takes the decrypted
challenge À , concatenates it to the identity ¥ ¡ of the party whose public key
it used to share ³ in message (2), forming the concatenated quantity Æ
©
£ÀÇ¦v¥ ¡ ¨ , then computes È satisfying: ÈÄÉÊ£Æº¶Ë"Ì=¨7Í"Î~ÏwÐ9®g¯i£RÑÒ¶`±-¨ ,
and sends  message (4). (Here £;Ì=¦MÈ*¨ is  ’s ElGamal signature on Æ , and
ÓKÔÕ ÁÖ×©µ£¥DÖ§¦ÙØwÖ§¦`ª!Ö(¨ . The identity ¥ ¡ in Æ is essential to preclude an
intruder-in-the-middle attack – see Ú 12.9.)
(f)  decrypts the received message, and verifies the authenticity of Ø Ö by checking that: ¢¤£¥DÖj¦jØwÖ(¨!©Ûª!ÖR¬9®g¯d ° . Finally,  constructs the concatenated
quantity ÆÜ©«£;Àq¦!¥ ¡ ¨ from the challenge À remembered from message (3)
and its own identity, then verifies  ’s signature on the challenge by checking
that: Ý=ÞßÉàØwÖâáãÍDÌåäÇi®g¯dRÑ . If all checks succeed,  accepts the party 
associated with identity ¥DÖ as the source of key ³ .
12.45 Note (on Beller-Yacobi key transport protocol)
(i) To achieve mutual authentication here requires that each party carry out at least one
private-key operation (showing knowledge of its private key), and one or two publickey operations (related to verifying the other’s identity, and its public key if not
known a priori).
(ii) The novelty here is careful selection of two separate public-key schemes, each requiring only an inexpensive computation by the computationally limited party, in
this case  . Choosing RSA with exponent æ or Rabin with exponent ç results in
an inexpensive public-key operation (2 or 1 modular multiplications, respectively),
for encryption and signature verification. Choosing ElGamal-family signatures, the
private-key operation is inexpensive (a single modular multiplication, assuming precomputation).
(iii) DSA signatures (Chapter 11) or others with similar properties could be used in place
of ElGamal signatures.
12.46 Remark (signature scheme used to certify public keys) Protocol 12.44 requires an ElGamal public key be certified using an RSA signature. This is done for reasons of efficiency,
and highlights an advantage of allowing signature public keys from one system to be certified using signatures of a different type.
Beller-Yacobi protocol (2-pass)
Protocol 12.44 can be modified to yield a 2-pass protocol as illustrated in Figure 12.2. The
modified protocol is obtained by essentially combining the pair of messages each party
sends into a single message, as now described using notation as in Protocol 12.44.
 generates a random challenge À and sends to  : À , ÓKÔÕ Á¡ .  computes its ElGamal
signature £;Ì=¦MÈ*¨ on the concatenation Æß©b£;Àq¦â¥D¡&¨ , and using part Ì of the signature as the
è
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session key êìëní ,î sends to ï : ðñ!òí=ó , ô7õOòö÷ øùújû^ü*ó . ï recovers íòëýê}ó via publickey decryption, uses it to recover öK÷øùú and ü , then verifies ö÷ øùú and þ ’s signature òí@ûüãó

on ÿ ëHò  û ñ!ó .
The 2-pass protocol has slightly weaker authentication assurances: ï obtains entity authentication of þ and obtains a key ê that þ alone knows, while þ has key authentication
with respect to ï . For þ to obtain explicit key authentication of ï (implying entity authentication also), a third message may be added whereby ï exhibits knowledge through use of
ê on a challenge or standard message (e.g.,   ). All three of þ ’s asymmetric operations
remain inexpensive.
terminal þ
precompute , í ë 
verify öK÷øùñ via ð~ò!ñ&ó

compute ò;í=ûMü*ó7ë '
 ú(ò  û ñ&ó
send ð=ñòí=óû"ô7õgòöK÷øDùújûMü*ó

ö÷ øùúkëbò újû%@
$ ú§û!!
 ú(ó


#"

server ï
select random challenge 
send  û"öK÷øDùñ

öK÷øùñnë[ò ñ)ûR
 ñ!û!!
 ñ&ó
recover í , set êëí
verify öK÷øùú , signature òí@ûü*ó

Figure 12.2: Summary of Beller-Yacobi protocol (2-pass).

In Figure 12.2, an alternative to using êëkí as the session key is to set êëkü . This
results in the property that both parties influence the value of ê (as ü is a function of both
 and ).

12.6 Key agreement based on asymmetric
techniques
Diffie-Hellman key agreement (also called exponential key exchange) is a fundamental
technique providing unauthenticated key agreement. This section discusses key establishment protocols based on exponential key agreement, as well as the concept of implicitlycertified public keys and their use in Diffie-Hellman protocols.

12.6.1 Diffie-Hellman and related key agreement protocols
This section considers the basic Diffie-Hellman protocol and related protocols providing
various authentication assurances (see Table 12.4).
(i) Diffie-Hellman key agreement
Diffie-Hellman key agreement provided the first practical solution to the key distribution
problem, allowing two parties, never having met in advance or shared keying material, to
establish a shared secret by exchanging messages over an open channel. The security rests
on the intractability of the Diffie-Hellman problem and the related problem of computing
discrete logarithms ( & 3.6). The basic version (Protocol 12.47) provides protection in the
form of secrecy of the resulting key from passive adversaries (eavesdroppers), but not from
'
A side effect of using (*)+ is that , no longer directly controls the key value, transforming the key transport
protocol into a key agreement. Alternately, a random - could be chosen by , and used as key (*).- , and - could
be sent encrypted alongside / .
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1

0

Properties
Protocol
Diffie-Hellman
ElGamal key agreement
MTI/A0
Günther (see Remark 12.63)
STS

key
authentication
none
unilateral
mutual – implicit
mutual – implicit
mutual – explicit

entity
authentication
none
none
none
none
mutual

number of
messages
2
1
2
2
3

Table 12.4: Selected key agreement protocols.

active adversaries capable of intercepting, modifying, or injecting messages. Neither party
has assurances of the source identity of the incoming message or the identity of the party
which may know the resulting key, i.e., entity authentication or key authentication.
12.47 Protocol Diffie-Hellman key agreement (basic version)
SUMMARY: 2 and 3 each send the other one message over an open channel.
RESULT: shared secret 4 known to both parties 2 and 3 .
1. One-time setup. An appropriate prime 5 and generator 6 of 79: 8 (;=<>6?<@5.AB; ) are
selected and published.
2. Protocol messages.
0
2
3 CD6EFGH5
IKJML
2ONP3 CD6Q=FGH5
IK;ML
3. Protocol actions. Perform the following steps each time a shared key is required.
(a) 2 chooses a random secret R , J=<BRS<S5.AT; , and sends 3 message (1).
(b) 3 chooses a random secret U , JV<BUW<@5.A@; , and sends 2 message (2).
(c) 3 receives 6E and computes the shared key as 4YX>IZ6E[L\QVFGH]5 .
(d) 2 receives 6Q and computes the shared key as 4^X I6QL\E_FGH]5 .
12.48 Note (Diffie-Hellman with fixed exponentials) A variation of Protocol 12.47 provides mutual key authentication. Fix 6E and 6Q=FGH]5 as long-term public keys of the respective
parties, and distribute these using signed certificates, thus fixing the long-term shared key
for this user pair to 4`X 6E Q . If such certificates are available a priori, this becomes a zeropass key agreement (no cryptographic messages need be exchanged). The time-invariant
nature of this key 4 , however, is a drawback; Protocol 12.53 provides one resolution. A
second solution involves use of key update techniques as in a 12.3.1(ii).
12.49 Remark (Diffie-Hellman in other groups) The Diffie-Hellman protocol, and those based
on it, can be carried out in any group in which both the discrete logarithm problem is hard
and exponentiation is efficient. The most common examples of such groups used in practice
are the multiplicative group 7 : 8 of 7 : , the analogous multiplicative group of bdcfe , and the
group of points defined by an elliptic curve over a finite field.
12.50 Note (control over Diffie-Hellman key) While it may appear as though Diffie-Hellman key
agreement allows each party to guarantee key freshness and preclude key control, use of an
exponential with small multiplicative order restricts the order (and thereby value) of the
overall key. The most degenerate case for 7 : would be selection of g as private exponent,
h
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yielding an exponential with order 1 and the multiplicative identity itself as the resulting
key. Thus, either participant may force the resulting key into a subset of the original (naively
assumed) range set. Relatedly, some variants of Diffie-Hellman involving unauthenticated
exponentials are vulnerable to the following active attack. Assume j generates kmn l where
oqpsrtvuqw (consider rxpzy and t prime). Then { p j| p j%} n~#Z has order r
({ p]w for r`pYy ). If  and  exchange unauthenticated short-term exponentials j
and j , an adversary may replace these by Zj[\| and j\| , forcing the shared key to be
 p

j f| p { f , which takes one of only r values ( uvw or ]w for r*py ).
may thus
be found by exhaustive trial of r values. A more direct attack involves simply replacing
the exchanged exponentials by uvw or oOwp]w . This general class of attacks may be
prevented by authenticating the exchanged exponentials, e.g., by a digital signature.
(ii) ElGamal key agreement in one-pass
ElGamal key agreement is a Diffie-Hellman variant providing a one-pass protocol with unilateral key authentication (of the intended recipient to the originator), provided the public
key of the recipient is known to the originator a priori. While related to ElGamal encryption (  8.4), the protocol is more simply Diffie-Hellman key agreement wherein the public
exponential of the recipient is fixed and has verifiable authenticity (e.g., is embedded in a
certificate).
12.51 Protocol ElGamal key agreement (half-certified Diffie-Hellman)
SUMMARY:  sends to  a single message allowing one-pass key agreement.

RESULT: shared secret known to both parties  and  .
1. One-time setup (key generation and publication). Each user  does the following:
Pick an appropriate prime o and generator j of k n l .
Select a random integer  , wV  @o.@y , and compute j9 o .
 publishes its public key  o j  j  , keeping private key  secret.
2. Protocol messages.
O xj o
w 
3. Protocol actions. Perform the following steps each time a shared key is required.
(a)  obtains an authentic copy of  ’s public key  o j  j  .
 chooses a random integer  , w=  So.Ty , and sends  message (1).
 p
 computes the key as
j \ o .

(b)  computes the same key on receipt of message (1) as p Zj     o .
12.52 Remark (assurances in one-pass ElGamal) The recipient in Protocol 12.51 has no corroboration of whom it shares the secret key with, nor any key freshness assurances. Neither
party obtains entity authentication or key confirmation.
(iii) MTI two-pass key agreement protocols
The MTI/A0 variant (Protocol 12.53) of Diffie-Hellman key agreement yields, in two messages (neither requiring signatures), time-variant session keys with mutual (implicit) key
authentication against passive attacks. As in ElGamal key agreement (Protocol 12.51), 

sends to  a single message, resulting in the shared key .  independently initiates an

analogous protocol with  , resulting in the shared key . Each of  and  then computes
p ?  o (o and j are global parameters now). Neither entity authentication nor
key confirmation is provided. Although appropriate for applications where only passive
attacks are possible, this protocol is vulnerable to certain active attacks (see Note 12.54).
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12.53 Protocol MTI/A0 key agreement
SUMMARY: two-pass Diffie-Hellman key agreement secure against passive attacks.
RESULT: shared secret ¡ known to both parties ¢ and £ .
1. One-time setup. Select and publish (in a manner guaranteeing authenticity) an appropriate system prime ¤ and generator ¥ of ¦9¨ § , ©«ª¬¥ª®¤W¯ © . ¢ selects as a
long-term private key a random integer ° , ±VªO°ªS¤]¯²© , and computes a long-term
public key ³µ´@¶ ¥·V¸¹º]¤ . ( £ has analogous keys » , ³µ¼ .) ¢ and £ have access to
authenticated copies of each other’s long-term public key.
2. Protocol messages.
¢O½£
¢OÂ£

¾x¥¿¸¹º¤
¾x¥ÃV¸¹º¤

ÀK±MÁ
ÀK©MÁ

3. Protocol actions. Perform the following steps each time a shared key is required.
(a) ¢ chooses a random secret Ä , ±=ªBÄSªS¤.¯T© , and sends £ message (1).
(b) £ chooses a random secret Å , ±VªBÅWª@¤.¯@© , and sends ¢ message (2).
(c) ¢ computes the key Æ.¶>À¥ÃÁ · ³ ¼ ¿¸¹º]¤ .
(d) £ computes the key ÆT¶ÇÀ¥¿ÈÁÊÉ ³µ´%Ã=¸¹º¤ . (Both parties now share the key
Æ.¶ ¥ÉÊ¿Ë · Ã.¸¹ºÌ¤ .)
Table 12.5 summarizes Protocol 12.53 and three related two-pass protocols. All four of
these MTI protocols provide mutual key authentication without key confirmation or entity
authentication, and are role-symmetric: each party executes directly analogous operations.
The protocols are also message-independent per Definition 12.12 (neither party requires
receipt of the other’s message before sending its own), although three of the four require a
priori access to the other party’s authentic public key. The remaining protocol – MTI/A0 –
does not, and requires no additional passes (or communications delays) if this is not true;
public keys may be exchanged e.g., via certificates included with the existing protocol messages. Thus in MTI/A0, the content of both messages sent is also independent (e.g., of the
identity and public key) of the intended recipient.
Í

Protocol
MTI/A0
MTI/B0
MTI/C0
MTI/C1

Î ´Ï¼

Î ¼´

¡ ´

¡ ¼

key ¡

¥ ¿

¥ Ã

Î ¼%´ ·³ ¼Ð¿

Î ´Ï¼ÐÉ ³ ´dÃ

¥ ÉÊ¿MË · Ã

³µ¼Ð¿

³µ´dÃ

Î¼%´ ·ÑÒ ¥¿

Î´Ï¼ÐÉ ÑÒ ¥Ã

¥¿MËDÃ

³ ¼ ¿

³ ´ Ã

Î ¼%´ ·ÑÒ ¿

Î ´Ï¼ É ÑÒ Ã

¥¿ Ã

³µ¼Ð¿ ·

³µ´dÃÉ

Î¼%´d¿

Î´Ï¼ÐÃ

¥ · ÉÊ¿ Ã

Table 12.5: Selected MTI key agreement protocols. Ó and Ô have long-term secrets Õ and Ö , respectively, verifiably authentic corresponding long-term public keys ×ÙØÛÚÜÞÝ , ×MßàÚÜÞáÈâãävå , and
random per-session secrets æ and ç , respectively. è Øéß denotes the message Ó sends to Ô ; è ßéØ is
analogous. êÛØ and êß are the final key ê as computed by Ó and Ô .

12.54 Note (source-substitution attack on MTI/A0) As a general rule in all public-key protocols (including Table 12.5), prior to accepting the authenticated public key of a party ¢ ,
a party £ should have assurance (either direct or through a trusted third party) that ¢ actually knows the corresponding private key. Otherwise, an adversary ë may claim ¢ ’s public
key as its own, allowing possible attacks, such as that on MTI/A0 as follows. Assume that
ì
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in a particular implementation, î sends to ï its certified public key in a certificate appended
to message (1). ð registers î ’s public key as its own (legitimately proving its own identity
to the certificate-creating party). When î sends ï message (1), ð replaces î ’s certificate
with its own, effectively changing the source indication (but leaving the exponential ñò sent
by î to ï unchanged). ð forwards ï ’s response ñó to î . ï concludes that subsequently
received messages encrypted by the key ôõöñ÷\òø[ùó originated from ð , whereas, in fact,
it is only î who knows ô and can originate such messages.
A more complicated attack achieves the same, with ð ’s public key differing from î ’s
public key úµû . ð selects an integer ü , computes ýúµûÐþ\ÿÌõ ñùÿ , and registers the public key
ñùÿ . ð then modifies ñó sent by ï in message (2) to ýñóþÊÿ . î and ï each compute the
key ôõ>ñùÿ ó[ñòf÷ , which î believes is shared with ï (and is), while ï believes it is shared
with ð .
In both variations, ð is not actually able to compute ô itself, but rather causes ï to have
false beliefs. Such attacks may be prevented by modifying the protocol such that the exponentials are authenticated (cf. Note 12.50), and binding key confirmation evidence to an authenticated source indication, e.g., through a digital signature (cf. Remark 12.58). The MTI
protocols are, however, also subject to certain theoretical known-key attacks (see p.538).
12.55 Remark (implications of message independence) Protocols such as MTI/A0 “leak” no information about long-term secrets, since the exchanged messages are independent thereof.
However, such protocols in which each party’s message is independent of the other’s, and
yet the session key depends on fresh input from each, cannot provide mutual explicit key
authentication.
12.56 Remark (computational complexity of MTI protocols) The A0 and B0 protocols require
3 exponentiations by each party, whereas the C0 and C1 protocols require only 2. C1 has
the additional advantage over B0 and C0 that no inverses are needed; however, these fixed
long-term values may be precomputed.
(iv) Station-to-Station protocol (STS)
The following three-pass variation of the basic Diffie-Hellman protocol allows the establishment of a shared secret key between two parties with mutual entity authentication and
mutual explicit key authentication. The protocol also facilitates anonymity – the identities
of î and ï may be protected from eavesdroppers. The method employs digital signatures;
the description below is for the specific case of RSA signatures.
12.57 Protocol Station-to-Station protocol (STS)
SUMMARY: parties î and ï exchange 3 messages.
RESULT: key agreement, mutual entity authentication, explicit key authentication.

1. Notation.
is a symmetric encryption algorithm.


ûÐý Sþ denotes î ’s signature on  , defined as: û ý  þ õOý  ý SþKþ  û (i.e.,
þ û ).
RSA preceded by an appropriate one-way hash function  , ý S
2. One-time setup (definition and publication of system parameters).
(a) Select and publish an appropriate system prime  and generator ñ of   , 
ñ  "!# . (For additional security, each party may have its own unique such

parameters as part of its public key.)
û $&û þ and 'fû ,
(b) Each user î selects RSA public and private signature keys ýZü %
respectively ( ï has analogous keys). Assume each party has access to authentic
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

520

Ch. 12 Key Establishment Protocols

copies of the other’s public key (if not, certificates can be included in existing
messages (2) and (3)).
3. Protocol messages.
(*),+.-0/21"346587

9:<;

(*=,+.-0/2>?3"457A@BDCE9FHGI9/2>J@K/21J;L;M9N<;
(*),+.-0BDCJ9FHO%9P/A1H@K/A>6;;

9Q<;

4. Protocol actions. Perform the following steps each time a shared key is required.
The protocol is aborted (with failure) immediately upon any signature failure.
(
:TS
SU7?VN
+
(a) generates a secret random R ,
R
, and sends message (1).
+
:XS
S*7YVZN
(b)
generates
a secret+ random W ,
W
, and computes the shared key
9/21J; >^34587
[]\
. signs the concatenation of both exponentials
ordered as
(
in (2), encrypts this using the computed key, and sends message (2).
(
9P/A>6;_1"3"4587
["\
(c) computes
the shared key
, decrypts the encrypted data, and
+
uses ’s public key to verify the received value as the signature on the hash
of the cleartext exponential received
and the exponential sent in message
(1).
(
+
[
Upon +successful verification, accepts that is actually shared with , and
sends an analogous message (3).
+
(
(d) similarly decrypts
the received message (3) and verifies
’s signature therein.
+
(
[
If successful, accepts that is actually shared with .
The attack of Note 12.50 is precluded in the STS protocol due to the signatures over
the exchanged exponentials.
[

12.58 Remark (key confirmation in STS protocol) Encryption under key provides mutual key
confirmation plus allows the conclusion that the party knowing the key is that which signed
the exponentials. The optimal use of this protocol occurs when all subsequent messages are
[
also to be encrypted under key ; if this is not the case, alternate means of key confirmation
avoiding encryption
may be preferable. One alternative is to use a MAC in messages (2) and
FHOa9P/A1b@c/2>6; (d),+.-E9 @cegfKhDC9 ;;
\
(3), e.g., for `
,
.(d
A)i
second
alternative is inclusion of
`
`
+.-HFbOD9P/A1H@K/A>E@KjH9 [ ;L;
[
a one-way
hash
of
within
the
signed
messages,
e.g.,
where
jH9 [ ;
[
may be replaced by alone if the signature process itself employs an appropriate
here
one-way hash.

12.6.2 Implicitly-certified public keys
In contrast both to systems which use public-key certificates ( k 13.4.2) and to identity-based
systems ( k 13.4.3), an alternate approach to distributing public keys involves implicitlycertified public keys, for which a framework is provided in k 13.4.4. Use of the word implicit
here is consistent with that in the term (implicit) key authentication. The current section
presents several specific techniques involving implicitly-certified public keys.
(i) Implicitly-certified public keys (of Günther)
Mechanism 12.59
provides a method by which a trusted party may create a Diffie-Hellman
345n7
public key l<m
for an entity, with the key being implicitly-certified. Such public keys,
which may be reconstructed from public data, may O be used in key agreement protocols requiring certified Diffie-Hellman public keys (e.g., o in Protocol 12.53) as an alternative to
transporting these keys by public-key certificates, or in customized protocols such as Protocol 12.62.
p

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

q

12.6 Key agreement based on asymmetric techniques

521

12.59 Mechanism Günther’s implicitly-certified (identity-based) public keys
SUMMARY: a trusted party r creates an implicitly-certified, publicly-recoverable DiffieHellman public key for s , and transfers to s the corresponding private key.
1. A trusted server r selects an appropriate fixed public prime t and generator u of v%x w .
r
selects a random integer y , with z^{yI{|t}g~ and cEyc tn}z<z as its private
key, and publishes its public key g.uA"8t , along with u , t .
2. r assigns to each party s a unique distinguished name or identifying string  (e.g.,
name and address), and a random integer  with <cH tT}z<z . r then computes 2.u2  8t . ( 2 is s ’s reconstruction public data, allowing other parties to compute PA%_ below. The gcd condition ensures that 2 itself is a generator.)
3. Using a suitable hash function  , r solves the following equation for  (restarting
with a new  if T ):
H%DUy2

4.



<

L"t?}|z¡

(12.1)

securely transmits to s the pair ¢<£*PA6 , which is r ’s ElGamal signature
(see Chapter 11) on  . (  is s ’s private key for Diffie-Hellman key-agreement.)
5. Any other party can then reconstruct s ’s (Diffie-Hellman) public key    L.uA  6
entirely from publicly available information ( u ,   ,  ,   , t ) by computing (since
u2¤6¥§¦ A¨ Uª©     ):
r

2



u ¤6¥§¦ b¨ P« © 

6t2¡

(12.2)

The above mechanism can be generalized to be independent of ElGamal signatures, by
using any suitable alternate method to generate a pair ¢<K£¬ where ¢ is used as the reconstruction public data, the secret £ is used as a (key-agreement) private key, and whereby the
reconstructed public key ¢<n"t can be computed from public information alone.
12.60 Remark (optimization of ElGamal signatures) Equation (12.1) can be replaced by using
the following optimization of the ElGamal signature scheme, where cEyc t?}z<z :
H%D|y<I

® 2

""t?}z<¡

To solve for  then requires a one-time inverse computation (y «ª¯ t?}|z ) rather than the
per-signature inverse computation ( a «ª¯ t"}z ) required by the original signature
scheme. With this modification, s ’s key-agreement public key is ª (°u2± ) rather than
A  u2 6 , correspondingly recovered by computing
u ¤¥²¦³ ¨    « © 

6tYu ±

8tbP¡

(12.3)

(ii) Self-certified public keys (of Girault)
Mechanism 12.61, which is employed in several protocols in ´ 12.6.3, presents a technique
for creating implicitly-certified public keys. It differs from that of Mechanism 12.59 in that
it allows users to “self-certify” the keys, in the sense that the user itself is the only party
knowing the private key (as opposed to the trusted party having access to each party’s private key).
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12.61 Mechanism Girault’s self-certified public keys
SUMMARY: a trusted party µ creates an implicitly-certified, publicly-recoverable DiffieHellman public key for party ¶ , without learning the corresponding private key.
1. A trusted server µ selects secret primes · and ¸ for an RSA integer ¹º»·2¸ , an element ¼ of maximal order in ½¿ ¾ (see Algorithm 4.83), and appropriate integers À and
Á
as a (public, private) RSA key pair for ¹ .
2. µ assigns to each party ¶ a unique distinguished name or identifying string ÂÃ (e.g.,
name and address).
3. Party ¶ itself chooses a private key Ä , and provides the public key ¼2Å?Æ"ÇÈ¹ to µ
in an authenticatable manner. ( ¼AÅ is ¶ ’s key-agreement public key.) Moreover, ¶
provides proof to µ that it knows the corresponding secret Ä . (This is necessary to
prevent a certain forgery attack by ¶ in some ways analogous to that of Note 12.54,
and might be done by ¶ producing for µ a Diffie-Hellman key based on ¼AÅ and an
exponential chosen by µ .)
4. µ computes ¶ ’s reconstruction public data (essentially replacing a certificate) as ÉAÃ
º,Ê¼2Å8Ë Â Ã%Ì Í ÆÇÈ¹ . (Thus ÊPÉ ÃÎÏ
Â Ã%Ì Æ"ÇÈ¹Ðºi¼2ÅTÆÇÈ¹ , and from public
information alone, any party can compute ¶ ’s public key, ¼2Å^Æ"ÇÈ8¹ .)

12.6.3 Diffie-Hellman protocols using implicitly-certified keys
The authenticity of Diffie-Hellman exponentials used as public keys in authenticated key
agreement protocols can be established by distributing them via public-key certificates,
or
by reconstructing them as implicitly-certified public keys (e.g., using Mechanisms of
Ñ
12.6.2) from publicly available parameters. Protocol 12.62 is one example of the latter. The idea may be adopted to other Diffie-Hellman based protocols as further illustrated
by Examples 12.64, 12.65, and 12.66 respectively corresponding
to the fixed-key DiffieÑ
Hellman, ElGamal, and MTI/A0 key agreement protocols of 12.6.1.
12.62 Protocol Günther’s key agreement protocol
SUMMARY: Diffie-Hellman based key agreement protocol between ¶ and Ò .
RESULT: ¶ and Ò establish shared secret Ó with key authentication.
1. One-time setup (definition of global parameters). Using Mechanism 12.59, a trusted
party µ constructs ElGamal signatures ÊÉ2Ã%ÔKÄ Ì and ÊPÉAÕnÔKÖ Ì on the identities ÂÃ and
of ¶ and Ò , respectively, and gives these signatures respectively to ¶ and Ò as
ÂÕ
secrets, along with the following authentic public system parameters as per Mechanism 12.59: a prime · , generator ¼ of ½ ¾× , and µ ’s public key Ø .
2. Protocol messages.
¶dÙiÒ.ÚÛÂ Ã

Ô¬É Ã

¶dÝiÒ.ÚÛÂ Õ

ÔcÉ Õ

¶dÙiÒ.ÚiÊPÉAÕ

Ì á

ÊÜ Ì
ÔÞÊÉ ÃaÌ ß
ÆÇÈ·

ÆÇÈn·

Êà Ì
Êâ Ì

æ

3. Protocol actions. Perform the following steps each time a shared key is required.
(a) ¶ sends Ò message (1).
(b) Ò generates a random integer ã , ÜTäUã ä·?Ëà , and sends ¶ message (2).
(c) ¶ generates a random integer å , Ü^ä|åä|·?Ë|à , and sends Ò message (3).
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(d) Key computation. As per Mechanism 12.59, è and é respectively construct
the other’s identity-based public key (equivalent to êë2ìKí_î and êPëAïaí_ð^ñòóô ,
respectively). The common key-agreement key õ ( öø÷2ù úû ðü ùý î_þ ) is established as è and é respectively compute õ°öêë2ï û í ðKÿ êë2ì î í þ , õ öêPëAï ð í_û ÿ
êë ì þ í î ñòóô .
Protocol 12.62 is subject to theoretical known-key attacks similar to those which apply
to the MTI protocols (Note 12.54).
12.63 Remark (two-pass Günther protocol) In Protocol 12.62, a party’s identity information and

long-term public key (respectively, ï and ë ï ) are long-term parameters. If these are known to parties a priori, then this three-pass protocol reduces to two passes. The reduced
protocol provides the same assurances, namely, key agreement with key authentication, as
Protocol 12.62 and the two-pass MTI schemes of Table 12.5, and closely resembles MTI/A0
with respect to the logarithm of the final key.
12.64 Example (Protocol G0) Fixed-key Diffie-Hellman key-agreement (Note 12.48) may be
modified to use implicitly-certified keys as follows. Using the setup and notation as in Girault’s self-certified public keys (Mechanism 12.61), è and é establish the time-invariant


joint key õ by respectively computing êë2ìIí ìZñ"òóUêLö ÷ î í and êë2ï%í ïUñòó
êLö.÷ ð í , from which they effectively compute
õ°ö*êP÷ î í ð

õ°öê÷ ð í î
ó

ñò6ó



(12.4)

Alternatively, the same protocol may be modified to use Günther’s ID-based public keys
assuming the setup and notation as in Mechanism 12.59 with modified ElGamal signatures
as per Remark 12.60. In this case, è and é respectively compute the other’s key-agreement
public keys ÷ î and ÷ ð by (12.3), in place of ÷ î and ÷ ð in (12.4).

12.65 Example (Protocol G1) The one-pass ElGamal key agreement of Protocol 12.51 may be
modified to use implicitly-certified keys as follows. Using the setup and notation as in Girault’s self-certified public keys (Mechanism 12.61), è chooses a random integer  and

sends to é : ÷ þ ñòó . è computes ëAì   ìZñòó êöi÷ î í . è and é establish the
time-variant joint key õ ö.÷ î þ ñ"òó  , by respectively computing, effectively,
õ

öêP÷ î í þ
ó

õ°öê÷ þ í î

ñòó



(12.5)

The protocol may be modified to use Günther’s ID-based public keys as follows: rather
than sending ÷ þ ñòó  to é , è sends ë ì þ ñò6ó8ô , with ë ì (and ô ,  ,  , etc.) defined as
in Mechanism 12.59. é then computes õ°öêë ì þ í_îKñòóô , while è effectively computes
õ,ö
êPëAì î í þ ñòóô , having reconstructed ë2ì î via equation (12.2) on page 521. The resulting protocol is essentially one-half of the Günther key agreement of Protocol 12.62. A
related modification utilizing Remark 12.60 involves è sending to é þ ñò6óô in place of
as õ ö ê î í þ with  î
ëAì þ , the joint key now being õ
ö î_þ ñòóô , computed by è
computed per (12.3), and é computing õ°ö*ê þ í î ñòóô . This final protocol then resembles (one-half of) Protocol MTI/A0 in that, since the message è sends is independent of the
recipient é , it may be computed ahead of time before the recipient is determined.

12.66 Example (Protocol G2) The two-pass MTI/A0 key agreement (Protocol 12.53) may be
modified to use implicitly-certified keys as follows. Using the setup and notation as in Girault’s self-certified public keys (Mechanism 12.61), è chooses a random integer  and
sends to é : ÷2þ"ñ"òó  . Analogously, é chooses a random integer  and sends to è : ÷ û
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"!#

. $ computes %&('*),+-& ."! #0/2143576 ; 8 computes %9:':),+;9  "!#/<1=3>"6 . $
and 8 then establish the time-variant common key ? 1@3 >BA CD5E /< F!.#G6 by respectively
computing ? 1H/<3AF6>"/ %& ' )I+-& 6E and ? 1H/J3EK65L/ %9 ' )I+;9 6A mod # . Alternatively,
this protocol may be modified to use Günther’s ID-based public keys in a manner directly
M
analogous to that of Example 12.64.
12.67 Example (self-certified version of Günther’s ID-based keys) The following modification
of Mechanism 12.59 transforms it into a “self-certified” public-key scheme (i.e., one in
which the third party does not learn users’ private keys). $ chooses a secret random N ,
OQP
PSRUTVO
R\TVO 6:1
O
R
N
with W X !Y/ N[Z
, computes ] 1=3^_ "! , and gives ] to ` . While
N is not given to ` , $ should demonstrate knowledge of N to ` (cf. Note 12.54). ` chooses
a
1
 F! R
9 as before but computes %9
]bdc
(instead of: %9 1e3 bdc ). ` solves equation (12.1) for f as before (using the new %9 ) and again gives $ the pair /g Z\h 6i1@/ %9UZ\f 6 .
1
 F! / R.TSO 6
; it follows that / %9UZqf;j 6 is now ` ’s ElGamal
$ then calculates f;j
f klNnmpo
>utnv 3wFxzy
c{ ), and ` does not know f j . M
signature on +-9 (it is easily verified that rns c kL%9

12.7 Secret sharing
Secret sharing schemes are multi-party protocols related to key establishment. The original
motivation for secret sharing was the following. To safeguard cryptographic keys from loss,
it is desirable to create backup copies. The greater the number of copies made, the greater
the risk of security exposure; the smaller the number, the greater the risk that all are lost. Secret sharing schemes address this issue by allowing enhanced reliability without increased
risk. They also facilitate distributed trust or shared control for critical activities (e.g., signing corporate cheques; opening bank vaults), by gating the critical action on cooperation by
|
of # users.
The idea of secret sharing is to start with a secret, and divide it into pieces called shares
which are distributed amongst users such that the pooled shares of specific subsets of users
allow reconstruction of the original secret. This may be viewed as a key pre-distribution
technique, facilitating one-time key establishment, wherein the recovered key is pre-determined (static), and, in the basic case, the same for all groups.
A secret sharing scheme may serve as a shared control scheme if inputs (shares) from
two or more users are required to enable a critical action (perhaps the recovered key allows
this action to trigger, or the recovery itself is the critical action). In what follows, simple
shared-control schemes introduced in } 12.7.1 are a subset of threshold schemes discussed in
} 12.7.2, which are themselves a subclass of generalized secret sharing schemes as described
in } 12.7.3.

12.7.1 Simple shared control schemes
(i) Dual control by modular addition
P
P0T_O

~
If a secret number ~ , 
for some integer , must be entered into a device (e.g.,
a seed key), but for operational reasons, it is undesirable that any single individual (other
than a trusted party) know this number, the following scheme may be used. A trusted party
O_P
PIT O
T
 "! 
` generates a random number
~
~
, and gives the values ~ and ~
o
o
o
to two parties $ and 8 , respectively. $ and 8 then separately enter their values into the
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device, which sums them modulo to recover  . If  and  are trusted not to collude,
then neither one has any information about  , since the value each possesses is a random
number between  and   . This is an example of a split-knowledge scheme – knowledge
of the secret  is split among two people. Any action requiring  is said to be under dual
control – two people are required to trigger it.
(ii) Unanimous consent control by modular addition
The dual control scheme above is easily generalized so that the secret  may be divided
among  users, all of whom are required in order to recover  , as follows:  generates K
independent random numbers K , _e ,  q . Parties * through
n
p are given  , while  is given KU
. The secret is recovered
 p :¡ ¢F£

as ¤
. Both here and in the dual control scheme above, modulo
 p   ¡ ¢"£
operations may be replaced by exclusive-OR, using data values  and K of fixed bit-length
¥§¦©¨
0ª .
12.68 Remark (technique for splitting keys) The individual key components in a split control
scheme should be full-length. This provides greater security than partitioning an « -bit key
into t pieces of «D¬l bits each. For example, for «¯® ° and _¯± , if two parties are each
given ±©² bits of the key, exhaustive search by one party requires only ±L³<´ trials, while if
each party is given a ®©° -bit piece, ±Lµ<¶ trials are necessary.

12.7.2 Threshold schemes
¨

12.69 Definition A 7·¸Gª threshold scheme ( ¹¸ ) is a method by which a trusted party computes secret shares  , .¸ from an initial secret  , and securely distributes K to
user   , such that the following is true: any  or more users who pool their shares may easily
recover  , but any group knowing only \ or fewer shares may not. A perfect threshold scheme is a threshold scheme in which knowing only iI or fewer shares provide no
advantage (no information about  whatsoever, in the information-theoretic sense) to an
opponent over knowing no pieces.
¨

of a ±©·7± ª threshold scheme,
The split-knowledge scheme of º 12.7.1(i) is an example
¨
while the unanimous consent control of º 12.7.1(ii) is a 7·»Bª threshold scheme.
12.70 Remark (use of threshold schemes) If a threshold scheme is to be reused without decreased
security, controls are necessary to prevent participants from deducing the shares of other
users. One method is to prevent group members themselves from accessing the value of
the recovered secret, as may be done by using a trusted combining device. This is appropriate for systems where the objective is shared control, and participants need only see that
an action is triggered, rather than have access to the key itself. For example, each share
might be stored on a chipcard, and each user might swipe its card through a trusted card
reader which computes the secret, thereby enabling the critical action of opening an access
door.
Shamir’s threshold scheme
Shamir’s threshold scheme is based on polynomial interpolation, and the fact that a uni¨¿
¨¿
ª of degree ¹ is uniquely defined by  points
<·»¼Fª with
variate polynomial ¼¾½
¿
distinct  (since these define  linearly independent equations in  unknowns).
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12.71 Mechanism Shamir’s ÀÂÁlÃÄÆÅ threshold scheme
SUMMARY: a trusted party distributes shares of a secret Ç to È users.
RESULT: any group of É users which pool their shares can recover Ç .
1. Setup. The trusted party Ê begins with a secret integer ÇSË=Ì it wishes to distribute
among È users.
(a) Ê chooses a prime ÍÏÎÐ ÑBÒÓJÇnÔ»ÈGÕ , and defines Ö-×QØ4Ç .
(b) Ê selects ÉYÙÏÚ random, independent coefficients ÖYÛ7ÔLÜ7Ü7Ü[ÔLÖdÝÞnÛ , Ìàß=Ö;áßIÍ(ÙÏÚ ,
ÝÞnÛ
á
defining the random polynomial over âÆã , äÓå*ÕGØ
álæ × Ö;á<å .
(c) Ê computes ÇKçqØ¾äÓèlÕiÐ.é"ê Í , ÚÏßèßÈ (or for any È distinct points è , ÚÏß
èVßëÍVÙ=Ú ), and securely transfers the share Çç to user ìç , along with public
index è .
2. Pooling of shares. Any group of É or more users pool their shares (see Remark 12.70).
Their shares provide É distinct points Óå*ÔíÕ ØeÓèBÔ7Ç ç Õ allowing computation of the
coefficients Ö á , ÚÏßïîðßïÉ(Ù¹Ú of äÓåÆÕ by Lagrange interpolation (see below). The
secret is recovered by noting äÓ<Ì Õ:Ø@Ö-×QØ4Ç .
The coefficients of an unknown polynomial äÓå*Õ of degree less than É , defined by points
Óåç<Ô»í"ç»Õ , Úàß0è\ßIÉ , are given by the Lagrange interpolation formula:
Ý
äÓåÆÕGØ
çænÛ

Since äÓ2Ì

ÕiØ@Ö ×

Ø=Ç

åVÙåá

í"ç
ÛJñKáBñDÝ2ò áBæD
ó ç

å ç Ùå á

Ü

, the shared secret may be expressed as:
Ý
ô

ÇØ

ç í ç Ôöõà÷DøLù<ø

çænÛ

ô

å[á

ç Ø
ÛúñDáBñKÝ2ò áBæD
ó ç

å[áUÙðå[ç

Ü

Thus each group member may compute Ç as a linear combination of É shares í"ç , since the
ô
ç are non-secret constants (which for a fixed group of É users may be pre-computed).
12.72 Note (properties of Shamir’s threshold scheme) Properties of Mechanism 12.71 include:
1. perfect. Given knowledge of any ÉiÙIÚ or fewer shares, all values ÌàßÇ0ßSÍàÙIÚ of
the shared secret remain equally probable (see Definition 12.69).
2. ideal. The size of one share is the size of the secret (see Definition 12.76).
3. extendable for new users. New shares (for new users) may be computed and distributed without affecting shares of existing users.
4. varying levels of control possible. Providing a single user with multiple shares bestows more control upon that individual. (In the terminology of û 12.7.3, this corresponds to changing the access structure.)
5. no unproven assumptions. Unlike many cryptographic schemes, its security does
not rely on any unproven assumptions (e.g., about the difficulty of number-theoretic
problems).

12.7.3 Generalized secret sharing
The idea of a threshold scheme may be broadened to a generalized secret sharing scheme as
follows. Given a set ì of users, define ü (the access structure) to be a set of subsets, called
ý
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the authorized subsets of ÿ . Shares are computed and distributed such that the pooling of
shares corresponding to any authorized subset
allows recovery of the secret , but
the pooling of shares corresponding to any unauthorized subset =ÿ
does not.
Threshold schemes are a special class of generalized secret sharing schemes, in which
the access structure consists of precisely all -subsets of users. An access structure is called
monotone if, whenever a particular subset of users is an authorized subset, then any subset of ÿ containing is also authorized. Monotone access structures are a requirement in
many applications, and most natural schemes are monotone. Perfect secret sharing schemes
have a monotone access structure as a consequence of the entropy formulation in Definition 12.73.





 

12.73 Definition A secret sharing scheme is perfect if the shares corresponding to each unauthorized subset provide absolutely no information, in the information-theoretic sense, about the
shared secret (cf. Definition 12.69). More formally, where denotes entropy (see 2.2.1),
and , are sets of users using the above notation:
for any
, while
for any
.


  !" #
 $ 




 %





The efficiency of a secret sharing scheme is measured by its information rate.
12.74 Definition For secret sharing schemes, the information rate for a particular user is the bitsize ratio (size of the shared secret)/(size of that user’s share). The information rate for a
secret sharing scheme itself is the minimum such rate over all users.

&

12.75 Fact (perfect share bound) In any perfect secret sharing scheme the following holds for
all user shares: (size of a user share) (size of the shared secret). Consequently, all perfect
secret sharing schemes must have information rate
.

+*

,*

')(

+*

Justification. If any user ÿ had a share of bit-size less than that of the secret, knowledge of
the shares (excepting that of ÿ ) corresponding to any authorized set to which ÿ belonged,
would reduce the uncertainty in the secret to at most that in ÿ ’s share. Thus by definition,
the scheme would not be perfect.

+*

(

12.76 Definition Secret sharing schemes of rate (see Definition 12.74) are called ideal.
As per Note 12.72, Shamir’s threshold scheme is an example of an ideal secret sharing
scheme. Examples of access structures are known for which it has been proven that ideal
schemes do not exist.
Secret sharing schemes with extended capabilities
Secret sharing schemes with a variety of extended capabilities exist, including:
1. pre-positioned secret sharing schemes. All necessary secret information is put in
place excepting a single (constant) share which must later be communicated, e.g.,
by broadcast, to activate the scheme.
2. dynamic secret sharing schemes. These are pre-positioned schemes wherein the secrets reconstructed by various authorized subsets vary with the value of communicated activating shares.
3. multi-secret threshold schemes. In these secret sharing schemes different secrets are
associated with different authorized subsets.
4. detection of cheaters, and verifiable secret sharing. These schemes respectively address cheating by one or more group members, and the distributor of the shares.
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5. secret sharing with disenrollment. These schemes address the issue that when a secret
share of a
threshold scheme is made public, it becomes a
scheme.

12.8 Conference keying
12.77 Definition A conference keying protocol is a generalization of two-party key establishment to provide three or more parties with a shared secret key.
Despite superficial resemblance, conference keying protocols differ from dynamic secret sharing schemes in fundamental aspects. General requirements for conference keying
include that distinct groups recover distinct keys (session keys); that session keys are dynamic (excepting key pre-distribution schemes); that the information exchanged between
parties is non-secret and transferred over open channels; and that each party individually
computes the session key (vs. pooling shares in a black box). A typical application is telephone conference calls. The group able to compute a session key is called the privileged
subset. When a central point enables members of a (typically large) privileged subset to
share a key by broadcasting one or more messages, the process resembles pre-positioned
secret sharing somewhat and is called broadcast encryption.
An obvious method to establish a conference key
for a set of
parties is to
arrange that each party share a unique symmetric key with a common trusted party. Thereafter the trusted party may choose a new random key and distribute it by symmetric key
transport individually to each member of the conference group. Disadvantages of this approach include the requirement of an on-line trusted third party, and the communication and
computational burden on this party.
A related approach not requiring a trusted party involves a designated group member
(the chair) choosing a key , computing pairwise Diffie-Hellman keys with each other
group member, and using such keys to securely send individually to each. A drawback
of this approach is the communication and computational burden on the chair, and the lack
of protocol symmetry (balance). Protocol 12.78 offers an efficient alternative, albeit more
complex in design.

;

;

.=<?>

;

Burmester-Desmedt conference keying protocol
The following background is of use in understanding Protocol 12.78. users
through
with individual Diffie-Hellman exponentials
will form a conference key
. Define
and
.
Noting
, may equivalently be written as (with subscripts taken modulo t)

. @BA
@DC2EBF
GIHJLK,MPMIfgN haR
; J#K,MPOQMSR:TUMVR/MXWYTZMXW5MI[PT]\^\^\ TUMI_5`aRbMIO
cdeJK,M$fgM$fQhaR J#G d
i%dZJ#K,M$fghjR/M$f E M$fgMPf2`aR
cdeJckdXEBF2ild ;
; H J c4Aac FBmVm m c C2EBF J#c HQEBF c H c H T FBmVm m c H TBn C2Eaoqp
J c HQEBF4m -c HgE]F i H 3 m -c HgE]F i H i H T F 3 m mVm -$c HQEBF i H i H T FDm mVm i H TBn C2Eaoqp 3r
C
C
Noting c HQEBF Js-G HQEBF 3 M N , this is seen to be equivalent to ; H as in equation (12.6) of Pro-

tocol 12.78.

12.78 Protocol Burmester-Desmedt conference keying

;

.t<)u

;

SUMMARY:
users derive a common conference key .
RESULT: is secure from attack by passive adversaries.
1. One-time setup. An appropriate prime and generator of
are selected, and authentic copies of these are provided to each of system users.

v

1

K wky x
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2. Conference key generation. Any group of
users (typically
), derive
a common conference key
as follows. (Without loss of generality, the users are
labeled
through
, and all indices indicating users are taken modulo .)
(a) Each selects a random integer ,
, computes
,
and sends to each of the other
group members. (Assume that has been
notified a priori, of the indices identifying other conference members.)
and
, computes
(b) Each , after receiving
(note
), and sends
to each of the other
group
members.
(c) After receiving ,
excluding
,
computes
as

]

D



D2]


|
q  "}q4}
I#+XDa
|


PgB
%$PgB ¡Ig]I¢Q  £a
%
|ª
¯®  
°s 
³

± ±V±  gB´µ2j¶¸· ±  ¹B´2a³q· a (12.6)


PQB
%¤¥ I§¦a¨5I  II/©a¨
%« "}¬}|
   QB ¢  ²±   2B ±  gB 2a³
For small conferences (small | ), the computation required by each party is small, since
all but one exponentiation in equation (12.6) involves an exponent between  and | . The
protocol requires an order be established among users in the privileged subset (for indexing). For |8¥ , the resulting key is º»,V¨5X¼P¢ ³ , the square of the standard DiffieHellman key. It is provably as difficult for a passive adversary to deduce the conference
key  in Protocol 12.78 as to solve the Diffie-Hellman problem.
Attention above has been restricted to unauthenticated conference keying; additional
measures are required to provide authentication in the presence of active adversaries. Protocol 12.78 as presented assumes a broadcast model (each user exchanges messages with
all others); it may also be adapted for a bi-directional ring (wherein each user transmits only
to two neighbors).

Unconditionally secure conference keying
While conference keying schemes such as Protocol 12.78 provide computational security,
protocols with the goal of unconditional security are also of theoretical interest. Related to
this, a generalization of Fact 12.34 is given below, for conferences of fixed size ( participants from among users) which are information-theoretically secure against conspiracies
of up to non-participants. The model for this result is a non-interactive protocol, and more
specifically a key pre-distribution scheme: each conference member computes the conference key solely from its own secret data (pre-distributed by a server) and an identity vector
specifying (an ordered sequence of) indices of the other conference members.



|

~



½

|

12.79 Fact (Blundo’s conference KDS bound) In any -secure conference KDS providing -bit
conference keys to privileged subsets of fixed size , the secret data stored by each user must
be at least
bits.

½ ± « U2]2] 

|%
~¿s

8~¯¾

½

Fact 12.79 with
and
corresponds to the trivial scheme (see p.505)
where each user has
shared keys each of
bits, one for each other user. A nontrivial scheme meeting the bound of Fact 12.79 can be constructed as a generalization of
Mechanism 12.35 (see p.540).

½

12.80 Remark (refinement of Fact 12.79) A more precise statement of Fact 12.79 requires consideration of entropy; the statement holds if the conference keys in question have bits of
entropy.
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12.9 Analysis of key establishment protocols
The main objective of this section is to highlight the delicate nature of authenticated key
establishment protocols, and the subtlety of design flaws. Examples of flawed protocols
are included to illustrate typical attack strategies, and to discourage protocol design by the
novice.

12.9.1 Attack strategies and classic protocol flaws
The study of successful attacks which have uncovered flaws in protocols allows one to learn
from previous design errors, understand general attack methods and strategies, and formulate design principles. This both motivates and allows an understanding of various design
features of protocols. General attack strategies are discussed in 12.2.3. In the specific examples below, and are the legitimate parties, and is an adversary (enemy). Two of
the protocols discussed are, in fact, authentication-only protocols (i.e., do not involve key
establishment), but are included in this discussion because common principles apply.

Á

Â

Ã

À

Attack 1: Intruder-in-the-middle
The classic “intruder-in-the-middle” attack on unauthenticated Diffie-Hellman key agreement is as follows.

Ä Á ,Å Æ Ä Ã Å,Æ¡Ç»Ä Â
È Å,É Ç È Å+É È
Á and Â have private keys Ê and Ë Å, ÆÍrespectively.
Ã creates keys Ê+Ì and ËUÌ . Ã intercepts
ÁÅ+É ’sÇ exponential and replaces it byÅ Æ É Ç Ç ; and intercepts Â ’s exponential, replacing
Å Æ¡Ç É . Ã itis with
. Á forms session key ÎÏÑÐ
, while Â forms session key ÎÒsÐ
able
to compute both these keys. When Á subsequently sends a message to Â encrypted under
ÎÏ , Ã deciphers it, re-enciphers under ÎÒ , and forwards it to Â . Similarly Ã deciphers
messages encrypted by Â (for Á ) under ÎÒ , and re-enciphers them under ÎÏ . Á and Â
believe they communicate securely, while Ã reads all traffic.

Attack 2: Reflection attack
Suppose and share a symmetric key , and authenticate one another on the basis of
demonstrating knowledge of this key by encrypting or decrypting a challenge as follows.

Á

Â

Î

ÄÁ

Â
ÓÏ
ÔYÕ¡Ö
Ó ÏÙØ Ó ÒtÖ È
Ã

×
Ô
ÔYÚ¡Ö
Ä
ÓÒ
ÔYÛ¡Ö
An adversary Ã can impersonate Â as follows. Upon Á sending (1), Ã intercepts it, and
Ó
initiates a new protocol, sending the identical message Ï back to Á as message (1) purportÓ Ó
edly from Â . In this second protocol, Á responds with message ( ÚVÌ ): Ã × Ô Ï Ø Ï Ì¹Ö , which
Ã againÓ intercepts and simply replays back on Á as the answer (2) in response to the challenge Ï in the original protocol. Á then completes the first protocol, and believes it has
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ßÞ

successfully authenticated , while in fact

á

Þ

531

¸â ã
â¸ã
ç
á à é àé ä5â¸ãÙê2â¸ã è æ
ä/âqãÙê:â¸ìÑí8â¸ã è æç
á
âqì
Þ

Þ

ß

à

has not been involved in any communications.

ï

ï è

äå¡æ
äYåSè5æ
äYë è æ
äë¡æ
äî¡æ
ß

The attack can be prevented by using distinct keys
and
for encryptions from to
and to , respectively. An alternate solution is to avoid message symmetry, e.g., by
including the identifier of the originating party within the encrypted portion of (2).

ðã

Attack 3: Interleaving attack
Consider the following (flawed) authentication protocol, where
denotes the signature
operation of party , and it is assumed that all parties have authentic copies of all others’
public keys.

ß

ß

¸â ã ß Þ
äå¡æ
â¸ìeê ð ìÙä5â¸ìeê:â¸ãÙê æ ç
äë¡æ
á âqã è ê ð ãä5â¸ã è ê:â¸ìeê Þ æ
äî¡æ
ß
The intention is that the random numbers chosen by and Þ , respectively, together with the
signatures,
a guarantee of freshness and entity
à can initiateprovide
ß authentication. However,
ß an enemy
one protocol with Þ (pretending to be ), and another with (pretending to
be Þ ), as shown below, and use a message from à the latter
ß protocolß to successfully complete
the former, thereby deceiving Þ into believing is (and that initiated the protocol).
ß
à
á
â¸ã ß Þ
äå¡æ
âqìñê ð ìñä/âqìê2â¸ãÙê æ ç
äë¡æ
â¸ì
ç
äYå è æ
á â ãè ê ð ã ä/â ãè ê2â ì ê Þ æ
äYë è æ
á â ãè ê ð ã ä/â ãè ê2â ì ê Þ æ
äî¡æ
á

This attack is possible due to the message symmetry of (2) and (3), and may be prevented
by making their structures differ, securely binding an identifier to each message indicating
a message number, or simply requiring the original
take the place of
in (3).
The implications of this attack depend on the specific objectives the protocol was assumed to provide. Such specific objectives are, however, (unfortunately) often not explicitly stated.

âã

â ãè

Attack 4: Misplaced trust in server
The Otway-Rees protocol (Protocol 12.29) has messages as follows:

ß á #
Þø òôó
Þ á°
ò ó
ô
Þß ç ç°ø ò àà
Þ#ò

ê ßß ê Þ ê àà éñéñõ¡õ¡öö ä÷ ã ê ó ê ßß ê Þ æ à éù9ö
äYåÍæ
êéñõ¡ö ê Þ ê à ä÷éãù9ö ê ó ê ê Þ æ$ê ä$÷ ì ê ó ê ß ê Þ ú
æ äYëÍæ
Yä îÍæ
éñõ¡ö ä$ä$÷÷ ãã êVêVûjûjææ ê ä÷ ì êVûjæ
Yä üÍæ
ä ê ß ê Þ æ in
Upon receiving message (2), the server must verify that the encrypted fields ß ó
ä ê ê Þ æ . If the
both parts of (2) match, and in addition that these fields match the cleartextà ó
latter check is not carried out, the protocol is open to attack
à by an enemy (who is another
authorized system user) impersonating Þ as follows. modifies (2), replacing cleartext Þ
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ý

þ

ý

ÿ

by (but leaving both enciphered versions of both identifiers and intact), replacing
nonce  by its own nonce  , and using key  (which shares a priori with  )
in place of    . Based on the cleartext identifier ,  then encrypts part of message (3)
under    allowing to recover ; but believes, as in the original protocol, that is
shared with . The attack is summarized as follows.

þ

ÿ

ý

þ

ý

ÿ  þ Vÿ Vý  ! þVÿ#"

$%"
ÿ& ý' þVÿ Vý ! þVÿ#"( ý)*(  + þ ÿ " ,%"
ý -' þVý# ý  %(  +VþVÿ#"Vý . /+VþVÿ#"01,324"
'
ý 5-'Lý    !6"Vý . /+6"
'
7%"
þ 5 '
ý Lý    !6"
8%"
The attack is possible due to the subtle manner by which þ infers the identity of the
other party to which is made available: in (4), þ has no direct indication of the other
party to which  has made available, but relies on the nonce  in (4) and its association
with the pair   V#
ÿ " within the protected part of (1). Thus, þ relies on (or delegates trust
to) the server to make available only to the party requested by þ , and this can be assured
only by  making use of the protected fields V
þ ÿ ".

12.9.2 Analysis objectives and methods
The primary aim of protocol analysis is to establish confidence in the cryptographic security
of a protocol. The following definitions aid discussion of protocol analysis.
12.81 Definition A key establishment protocol is operational (or compliant) if, in the absence
of active adversaries and communications errors, honest participants who comply with its
specification always complete the protocol having computed a common key and knowledge
of the identities of the parties with whom the key is shared.
The most obvious objectives and properties of key establishment protocols, namely
authenticity and secrecy of keys, are discussed in 9 12.2.2.
12.82 Definition A key establishment protocol is resilient if it is impossible for an active adversary to mislead honest participants as to the final outcome.
Protocol analysis should confirm that a protocol meets all claimed objectives. As a
minimum, for a key establishment protocol this should include being operational (note this
implies no security guarantees), providing both secrecy and authenticity of the key, and
being resilient. Key authenticity implies the identities of the parties sharing the key are
understood and corroborated, thus addressing impersonation and substitution. Resilience
differs subtlely from authentication, and is a somewhat broader requirement (e.g., see the
attack of Note 12.54). Additional objectives beyond authenticated key establishment may
include key confirmation, perfect forward secrecy, detection of key re-use, and resistance
to known-key attacks (see 9 12.2.3).
In addition to verifying objectives are met, additional benefits of analysis include:
1. explicit identification of assumptions on which the security of a protocol is based;
2. identification of protocol properties, and precise statement of its objectives (this facilitates comparison with other protocols, and determining appropriateness);
3. examination of protocol efficiency (with respect to bandwidth and computation).
Essentially all protocol analysis methods require the following (implicitly or explicitly):
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1. protocol specification – an unambiguous specification of protocol messages, when
they are sent, and the actions to be taken upon reception thereof;
2. goals – an unambiguous statement of claimed assurances upon completion;
3. assumptions and initial state – a statement of assumptions and initial conditions;
4. proof – some form of argument that, given the assumptions and initial state, the specified protocol steps lead to a final state meeting the claimed goals.
Analysis methods
Common approaches for analyzing cryptographic protocols include the following:
1. ad hoc and practical analysis. This approach consists of any variety of convincing
arguments that any successful protocol attack requires a resource level (e.g., time or
space) greater than the resources of the perceived adversary. Protocols which survive such analysis are said to have heuristic security, with security here typically
in the computational sense and adversaries assumed to have fixed resources. Arguments often presuppose secure building blocks. Protocols are typically designed to
counter standard attacks, and shown to follow accepted principles. Practical arguments (paralleling complexity-theoretic arguments) involving constructions which
assemble basic building blocks may justify security claims.
While perhaps the most commonly used and practical approach, it is in some ways the
least satisfying. This approach may uncover protocol flaws thereby establishing that
a protocol is bad. However, claims of security may remain questionable, as subtle
flaws in cryptographic protocols typically escape ad hoc analysis; unforeseen attacks
remain a threat.
2. reducibility from hard problems. This technique consists of proving that any successful protocol attack leads directly to the ability to solve a well-studied reference problem (Chapter 3), itself considered computationally infeasible given current knowledge and an adversary with bounded resources. Such analysis yields so-called provably secure protocols, although the security is conditional on the reference problem
being truly (rather than presumably) difficult.
A challenge in this approach is to establish that all possible attacks have been taken
into account, and can in fact be equated to solving the identified reference problems.
This approach is considered by some to be as good a practical analysis technique as
exists. Such provably secure protocols belong to the larger class of techniques which
are computationally secure.
3. complexity-theoretic analysis. An appropriate model of computation is defined, and
adversaries are modeled as having polynomial computational power (they may mount
attacks involving time and space polynomial in the size of appropriate security parameters). A security proof relative to the model is then constructed. The existence
of underlying cryptographic primitives with specified properties is typically assumed.
An objective is to design cryptographic protocols which require the fewest cryptographic primitives, or the weakest assumptions.
As the analysis is asymptotic, care is required to determine when proofs have practical significance. Polynomial attacks which are feasible under such a model may
nonetheless in practice be computationally infeasible. Asymptotic analysis may be
of limited relevance to concrete problems in practice, which have finite size. Despite
these issues, complexity-theoretic analysis is invaluable for formulating fundamental
principles and confirming intuition.
4. information-theoretic analysis. This approach uses mathematical proofs involving
entropy relationships to prove protocols are unconditionally secure. In some cases,
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this includes the case where partial secrets are disclosed (e.g., for unconditional security against coalitions of fixed size). Adversaries are modeled to have unbounded
computing resources.
While unconditional security is ultimately desirable, this approach is not applicable
to most practical schemes for several reasons. These include: many schemes, such
as those based on public-key techniques, can at best be computationally secure; and
information-theoretic schemes typically either involve keys of impractically large
size, or can only be used once. This approach cannot be combined with computational complexity arguments because it allows unlimited computation.
5. formal methods. So-called formal analysis and verification methods include logics of
authentication (cryptographic protocol logics), term re-writing systems, expert systems, and various other methods which combine algebraic and state-transition techniques. The most popular protocol logic is the Burrows-Abadi-Needham (BAN) logic. Logic-based methods attempt to reason that a protocol is correct by evolving a set
of beliefs held by each party, to eventually derive a belief that the protocol goals have
been obtained.
This category of analysis is somewhat disjoint from the first four. Formal methods have proven to be of utility in finding flaws and redundancies in protocols, and
some are automatable to varying degrees. On the other hand, the “proofs” provided
are proofs within the specified formal system, and cannot be interpreted as absolute
proofs of security. A one-sidedness remains: the absence of discovered flaws does
not imply the absence of flaws. Some of these techniques are also unwieldy, or applicable only to a subset of protocols or classes of attack. Many require (manually)
converting a concrete protocol into a formal specification, a critical process which
itself may be subject to subtle flaws.

12.10 Notes and further references

< 12.1
< 12.2

While the literature is rife with proposals for key establishment protocols, few comprehensive treatments exist and many proposed protocols are supported only by ad hoc analysis.

<

Much of 12.2 builds on the survey of Rueppel and van Oorschot [1086]. Fumy and Munzert [431] discuss properties and principles for key establishment. While encompassing the
majority of key establishment as currently used in practice, Definition 12.2 gives a somewhat restricted view which excludes a rich body of research. More generally, key establishment may be defined as a process or mechanism which provides a shared capability (rather
than simply a shared secret) between specified sets of participants, facilitating some operation for which the intention is that other sets of participants cannot execute. This broader
definition includes many protocols in the area of threshold cryptography, introduced independently by Desmedt [336], Boyd [182], and Croft and Harris [288]; see the comprehensive survey of Desmedt [337].
The term perfect forward secrecy (Definition 12.16) was coined by Günther [530]; see also
Diffie, van Oorschot, and Wiener [348]. Here “perfect” does not imply any properties of
information-theoretic security (cf. Definition 12.73). The concept of known-key attacks
(Definition 12.17), developed by Yacobi and Shmuely [1256] (see also Yacobi [1255]), is
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related to that of Denning and Sacco [330] on the use of timestamps to prevent message
replay (see page 535).
Among items not discussed in detail in this chapter is quantum cryptography, based on the
uncertainty principle of quantum physics, and advanced by Bennett et al. [114] building
on the idea of quantum coding first described by Wiesner [1242] circa 1970. Although not
providing digital signatures or non-repudiation, quantum cryptography allows key distribution (between two parties who share no a priori secret keying material), which is provably
secure against adversaries with unlimited computing power, provided the parties have access to (aside from the quantum channel) a conventional channel subject to only passive
adversaries. For background on the basic quantum channel for key distribution (quantum
key distribution), see Brassard [192]; Phoenix and Townsend [973] survey developments
in this area including experimental implementations.

? 12.3

Mitchell [879] presented a key agreement system based on use of a public broadcast channel
transmitting data at a rate so high that an eavesdropper cannot store all data sent over a
specified time interval. This is closely related to work of Maurer [815] regarding secret key
agreement using only publicly available information, in turn motivated by Wyner’s wiretap channel [1254], which addresses the rate at which secret information can be conveyed
to a communicating partner with security against a passive eavesdropper whose channel is
subject to additional noise.
Regarding point-to-point techniques presented, those based on symmetric encryption are
essentially from ISO/IEC 11770-2 [617], while AKEP1 and AKEP2 (Note 12.21; Proto?
col 12.20) are derived from Bellare and Rogaway [94] (see also 12.9 below). The idea
of key derivation allowing key establishment by symmetric techniques based on a oneway function (without encryption), was noted briefly by Matsumoto, Takashima and Imai
[800]; see also the proposals of Gong [499], and related techniques in the KryptoKnight
suite [891, 141, 142].
Shamir’s no-key protocol (Protocol 12.22; also called Shamir’s three-pass protocol), including exponentiation-based implementation, is attributed to Shamir by Konheim [705,
p.345]. Massey [786, p.35] notes that Omura [792], aware of Shamir’s generic protocol,
later independently proposed implementing it with an exponentiation-based cipher as per
Protocol 12.22. See also Massey and Omura [956] (discussed in Chapter 15).
Version 5 of Kerberos (V5), the development of which began in 1989, was specified by
Kohl and Neuman [1041]; for a high-level overview, see Neuman and Ts’o [926] who also
note that a typical timestamp window is 5 minutes (centered around the verifier’s time). The
original design of Kerberos V4 was by Miller and Neuman, with contributions by Saltzer
and Schiller [877]; an overview is given by Steiner, Neuman, and Schiller [1171], while V4
issues are noted by Kohl [701] and the critique of Bellovin and Merritt [103]. The basic protocol originates from the shared-key protocol of Needham and Schroeder [923], with timestamps (which Needham and Schroeder explicitly avoided) later proposed by Denning and
Sacco [330], reducing the number of messages at the expense of secure and synchronized
clocks. Bauer, Berson, and Feiertag [76] addressed symmetric assurances of freshness, recovery from single-key compromise, and reduction of messages through per-participant
use of a local counter called an event marker; they also extended the Needham-Schroeder
setting to multiple security domains (each with a separate KDC) and connectionless environments. Bellare and Rogaway [96] presented an efficient 4-pass server-based key transfer protocol with implicit key authentication, and key freshness properties secure against
known-key attacks; significantly, their treatment (the first of its kind) shows the protocol to
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be provably secure (assuming a pseudorandom function). Advantages and disadvantages
of using timestamps are discussed in @ 10.3.1.
Protocol 12.29 is due to Otway and Rees [961]. Kehne, Schönwälder, and Langendörfer
[663] discuss a 5-message nonce-based protocol with the same features as Kerberos (Protocol 12.24), without requiring distributed timeclocks. Excluding the optional re-authentication capability (as per Kerberos), it is essentially that of Mechanism 9 in ISO/IEC DIS
11770-2 [617], and similar to the 5-message Otway-Rees protocol as augmented per Remark 12.30 (with one fewer encryption by each of A and B ); but see also the analysis of
Neuman and Stubblebine [925]. A 5-message authentication protocol included in ISO/IEC
9798-2 [599] provides key transport using a trusted server, with mutual entity authentication
and mutual key confirmation, without timestamps; Needham and Schroeder [924] propose
a 7-message protocol with similar properties.

@ 12.4

@ 12.5

@ 12.6

Mechanism 12.35 and Fact 12.34 are due to Blom [158]; a simpler polynomial formulation
is noted under @ 12.8 below. For background in coding theory, see MacWilliams and Sloane
[778]. Mitchell and Piper [881] consider the use of combinatorial block designs and finite
incidence structures called key distribution patterns to construct a class of non-interactive
KDS. Each user is given a set of secret subkeys (with no algebraic structure as per Blom’s
scheme), from which each pair of users may compute a common key by combining appropriate subkeys via a public function. The question of reducing key storage was considered
earlier by Blom [157], including security against coalitions of fixed size and the use of commutative functions (later generalized to symmetric functions by Blundo et al. [169]; see also
@ 12.8 below). For related work, see Quinn [1014], Gong and Wheeler [506], and @ 12.7 below.
Protocol 12.38, the public-key protocol of Needham and Schroeder [923], was originally
specified to include 4 additional messages whereby signed public keys were requested from
an on-line certification authority. Asymmetric key transport protocols involving various
combinations of encryption and signatures are given in ISO/IEC CD 11770-3 [618]. The
three-pass encrypt-then-sign protocol of @ 12.5.2(iii) originates from ISO/IEC 9798-3 [600];
it is closely related to the STS protocol (Protocol 12.57) which transfers Diffie-Hellman
exponentials in place of random numbers. I’Anson and Mitchell [567] critique (e.g., see
Note 12.42) the X.509 protocols [595]; see also the formal analysis of Gaarder and Snekkenes [433]. Protocol 12.44 and the related 2-pass key agreement of Figure 12.2 are due to
Beller and Yacobi [101, 100], building on work of Beller, Chang, and Yacobi [99, 98, 97].
A two-pass key transport protocol called COMSET, based on public-key encryption, was
adopted by the European community RACE Integrity Primitives Evaluation (RIPE) project
[178]. Arising from zero-knowledge considerations studied by Brandt et al. [188], it employs Williams’ variant of the Rabin public-key encryption ( @ 8.3), and is similar in some
aspects to the Needham-Schroeder public-key and Beller-Yacobi protocols. The protocol
specified in Note 12.39 combines concepts of COMSET and the Needham-Schroeder protocol.
The landmark 1976 paper of Whitfield Diffie and Martin Hellman [345] is the standard reference for both the seminal idea of public-key cryptography and the fundamental technique
of exponential key agreement. An earlier conference paper of Diffie and Hellman [344],
written in December 1975 and presented in June 1976, conceived the concept of public
key agreement and the use of public-key techniques for identification and digital signatures.
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Diffie [342] reports that amidst joint work on the problem for some time, Hellman distilled
exponential key agreement in May 1976, and this was added to their June 1976 conference
presentation (but not the written paper). Preceding this, in the fall of 1974, Merkle independently conceived a particular method for key agreement using the same abstract concepts. Merkle’s puzzle system [849], submitted for publication in 1975 and appearing in
April 1978, is as follows. Alice constructs E puzzles, each of which is a cryptogram Bob
can solve in F steps (exhaustively trying F keys until a recognizable plaintext is found). Alice sends all E puzzles to Bob over an unsecured channel. Bob picks one of these, solves
it (cost: F steps), and treats the plaintext therein as the agreed key, which he then uses to
encrypt and send to Alice a known message. The encrypted message, now a puzzle which
Alice must solve, takes Alice F steps (by exhaustively trying F keys). For EHGIF , each
of Alice and Bob require JLKMFON steps for key agreement, while an opponent requires JLKMFQP*N
steps to deduce the key. An appropriate value F is chosen such that F steps is computationally feasible, but FQP is not.
Rueppel [1078] explores the use of function composition to generalize Diffie-Hellman key
agreement. Shmuely [1127] and McCurley [825] consider composite Diffie-Hellman, i.e.,
Diffie-Hellman key agreement with a composite modulus. McCurley presents a variation
thereof, with an RSA-like modulus E of specific form and particular base R of high order
in S U T , which is provably as secure (under passive attack) as the more difficult of factoring
E and solving the discrete logarithm problem modulo the factors of E .
Regarding Diffie-Hellman key agreement, van Oorschot and Wiener [1209] note that use
of “short” private exponents in conjunction with a random prime modulus V (e.g., 256-bit
exponents with 1024-bit V ) makes computation of discrete logarithms easy. They also document the attack of Note 12.50, which is related to issues explored by Simmons [1150] concerning a party’s ability to control the resulting Diffie-Hellman key, and more general issues
of unfairness in protocols. Waldvogel and Massey [1228] carefully examine the probability
distribution and entropy of Diffie-Hellman keys under various assumptions. When private
exponents are chosen independently and uniformly at random from the invertible elements
of SXWZY[ , the \]K4V_^ `N keys which may result are equiprobable. When private exponents
are chosen independently and uniformly at random from aZb*c+d!d+decfVg^ihkj (as is customary in
practice), in the best case (when V is a safe prime, Vmlnh*o pq` , o prime) the most probable
Diffie-Hellman key is only 6 times more likely than the least probable, and the key entropy
is less than 2 bits shy of the maximum, rts*KMVm^u`%N ; while in the worst case (governed by a
particular factorization pattern of V ^_` ) the distribution is still sufficiently good to preclude
significant cryptanalytic advantage, for V of industrial size or larger.
The one-pass key agreement of Protocol 12.51 was motivated by the work of ElGamal
[368]. The MTI protocols of Table 12.5 were published in 1986 by Matsumoto, Takashima,
and Imai [800]. MTI/A0 is closely related to a scheme later patented by Goss [519];
in the latter, exclusive-OR is used in place of modular multiplication to combine partial
keys. Matsumoto et al. equate the computational complexity of passive attacks (excluding known-key attacks) on selected key agreement protocols to that of one or two DiffieHellman problems. Active attacks related to Note 12.54 are considered by Diffie, van
Oorschot, and Wiener [348], and Menezes, Qu, and Vanstone [844]. Yacobi and Shmuely
[1256] note two time-variant versions of Diffie-Hellman key agreement which are insecure against known-key attack. A similar protocol which falls to known-key attack was
discussed by Yacobi [1255], subsequently rediscovered by Alexandris et al. [21], and reexamined by Nyberg and Rueppel [937]. Yacobi [1255] proves that the MTI/A0 protocol with composite-modulus is provably secure (security equivalent to composite DiffieHellman) under known-key attack by a passive adversary; Desmedt and Burmester [339],
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however, note the security is only heuristic under known-key attack by an active adversary.
A formal-logic security comparison of the protocols of Goss (essentially Protocol 12.53),
Günther (Protocol 12.62), and STS (Protocol 12.57) is given by van Oorschot [1204].
Burmester [220] identifies known-key triangle attacks which may be mounted on the former two and related protocols which provide only implicit key authentication (including
MTI protocols, cf. Note 12.54). Known-key attacks were also one motivation for Denning
and Sacco [330] to modify the Needham-Schroeder protocol as discussed above (cf. p.534).
Protocol 12.57 (STS) evolved from earlier work on ISDN telephone security as outlined by
Diffie [342, p.568], who also reports on STU-III telephones. Variations of STS and an informal model for authentication and authenticated key establishment are discussed by Diffie,
van Oorschot, and Wiener [348]. Bellovin and Merritt [104, 105] (see also the patent [102])
propose another hybrid protocol (Encrypted Key Exchange – EKE), involving exponential
key agreement with authentication based on a shared password, designed specifically to
protect against password-guessing attacks by precluding easy verification of guessed passwords; Steiner, Tsudik, and Waidner [1172] provide further analysis and extensions. A hybrid protocol with similar goals is given Gong et al. [504], including discussion of its relationship to EKE, and expanding the earlier work of Lomas et al. [771].
Blom [157] was apparently the first to propose an identity-based (or more accurately,
index-based) key establishment protocol. Shamir [1115] proposed the more general idea of
identity-based systems wherein a user’s public key may be a commonly known name and
address. For further discussion of ID-based schemes, see the chapter notes on v 13.4. Selfcertified public keys (Mechanism 12.61) are discussed by Girault [459], who credits earlier
work by others, and provides the self-certified version of Günther’s ID-based keys (Example 12.67). The parenthetical forgery attack mentioned in Mechanism 12.61 is outlined by
Stinson [1178]. Key agreement protocols as in Examples 12.64 and 12.65, using both IDbased public keys of Günther [530] (Mechanism 12.59) and modified ElGamal signatures,
are given by Horster and Knobloch [562]. The optimization of ElGamal signatures noted in
Remark 12.60 is by Agnew, Mullin, and Vanstone [19]. Rabin’s signature scheme (Chapter 11) may be used in place of RSA to reduce the computations required in schemes based
on Girault’s implicitly-certified public keys. Maurer and Yacobi [824] (modifying their
earlier proposal [823]) propose an identity-based one-pass key pre-distribution scheme using composite modulus Diffie-Hellman, featuring implicitly-certified public key-agreement
keys essentially consisting of a user’s identity (or email address); the corresponding private
key is the discrete logarithm of this, computed by a trusted authority which, knowing the
factorization of an appropriately chosen modulus w , can thereby compute logarithms.
Nyberg and Rueppel [936] note their signature scheme (Chapter 11) may be used to create implicitly certified, identity-based public keys with properties similar to those of Girault (Mechanism 12.61), as well as key agreement protocols; Nyberg [935] presents an improved one-pass key agreement based on these ideas. Okamoto and Tanaka [946] propose
identity-based key agreement protocols combining exponential key agreement and RSA,
including one using timestamps and providing entity authentication, and a simpler protocol
providing (implicit) key authentication.

v 12.7

The idea of split control has long been known (e.g., see Sykes [1180]). Shamir [1110] and
Blakley [148] independently proposed the idea of threshold schemes, the latter based on
vector subspaces. The simplest example of the Blakley’s idea is a x1y*zfwO{ threshold scheme
where the shares (here called shadows) distributed to parties are non-collinear lines in a
common plane; the shared secret of any two parties is the intersection of their lines. For a
x1|z}wO{ scheme, the shadows consist of non-parallel planes, any two of which intersect in a
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line, and any three of which intersect in a point. While Shamir’s threshold scheme is perfect,
Blakley’s vector scheme is not (the set of possible values of the shared secret narrows as
subsequent shares are added). Karnin, Greene, and Hellman [662] discuss the unanimous
consent control scheme of  12.7.1; see also Diffie and Hellman [344, p.110].
Generalized secret sharing schemes and the idea of access structures were first studied by
Ito, Saito, and Nishizeki [625], who provided a construction illustrating that any monotone
access structure can be realized by a perfect secret sharing scheme. Benaloh and Leichter
[112] provided more elegant constructions. A comprehensive discussion of secret sharing including adaptations providing shared control capabilities of arbitrary complexity, and
many of the extended capabilities including pre-positioned schemes, is given by Simmons
[1145, 1141, 1142], mainly with geometric illustration. An exposition by Stinson [1177]
addresses information rate in particular. Ingemarsson and Simmons [570] consider secret
sharing schemes which do not require a trusted party.
Laih et al. [732] consider dynamic secret sharing schemes. Blundo et al. [168] consider
pre-positioned schemes, dynamic secret sharing, and bounds on share sizes and broadcast
messages therein; Jackson, Martin, and O’Keefe [629] examine related multi-secret threshold schemes. Blakley et al. [147] consider threshold schemes with disenrollment.

Tompa and Woll [1195] note that an untrustworthy participant  may cheat in Shamir’s
threshold scheme by submitting a share different than its own, but carefully computed such
that pooling of shares provides other participants with no information about the secret  ,
while allowing  to recover  . They propose modifications which (with high probability)
allow detection of cheating, and which prevent a cheater  from actually obtaining the secret.
The related problem of verifiable secret sharing, which is of broader interest in secure distributed computation, was introduced by Chor et al. [259]; see also Benaloh [110] and Feldman [390], as well as Rabin and Ben-Or [1028]. Here the trusted party distributing shares
might also cheat, and the goal is to verify that all distributed shares are consistent in the
sense that appropriate subsets of shares define the same secret. For applications of verifiable secret sharing to key escrow, see Micali [863].
Fact 12.75 is based on the definition of perfect secret sharing and information-theoretic security, as is the majority of research in secret sharing. Ramp schemes with shares shorter
than the secret were examined by Blakley and Meadows [151]; while trading off perfect security for shorter shares, their examination is nonetheless information-theoretic. In
practice, a more appropriate goal may be computationally secure secret sharing; here the
objective is that if one or more shares is missing, an opponent has insufficient information to (computationally) recover the shared secret. This idea was elegantly addressed by
Krawczyk [715] as follows. To share a large  -bit secret   (e.g., a plaintext file)
among  users, first encrypt it under a  -bit symmetric key  as L ; using a
perfect secret sharing scheme such as Shamir’s 4+fO scheme, split  into  -bit shares
i!++e!  ; then using Rabin’s information dispersal algorithm (IDA) [1027] split 
into  pieces /+++!Q+ each of  bits; finally, distribute to user   the secret share
X( }!} . Any  participants who pool their shares can then recover  by secret sharing,  by IDA, and  by decrypting  using  . By the remarkable property of IDA,
the sum of the sizes of the  pieces  used is exactly the size of the recovered secret  itself
(which cannot be bettered); globally, the only space overhead is that for the short keys   ,
whose size  is independent of the large secret  .
The clever idea of visual cryptography to facilitate sharing (or encryption) of pictures is due
to Naor and Shamir [919]. The pixels of a (secret) picture are treated as individual secrets
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

540

 12.8

Ch. 12 Key Establishment Protocols

to be shared. The picture is split into two or more images each of which contains one share
for each original pixel. Each original pixel is split into shares by subdivision into subpixels
of appropriate size, with selection of appropriate combinations of subpixel shadings (black
and white) such that stacking the images on transparencies reveals the original, while each
individual image appears random. Picture recovery requires no computation (it is visual);
anyone with all but one of the images still has (provably) no information.
An early investigation of conference keying schemes based on Diffie-Hellman key agreement was undertaken by Ingemarsson, Tang and Wong [571]. The protocol of Burmester
and Desmedt [222] (Protocol 12.78) is the most efficient of those which have been proposed
and are provably secure; their work includes a review of alternate proposals and a thorough
bibliography. Research in this area with particular emphasis on digital telephony includes
that of Brickell, Lee, and Yacobi [205]; Steer et al. [1169]; and Heiman [547].
Matsumoto and Imai [799] systematically define (symmetric-key) key pre-distribution schemes, based on symmetric functions, for conferences of two or more parties. Their proposals are non-interactive and ID-based, following the original idea of two-party non-interactive ID-based schemes by Blom [157, 158], including consideration of information-theoretic
security against coalitions of fixed size. Tsujii and Chao [1197], among many others, propose schemes in a similar setting. Blundo et al. [169] both specialize the work of Matsumoto and Imai, and generalize Blom’s symmetric key distribution (Mechanism 12.35)
and bounds from two-party key pre-distribution to non-interactive  -secure conference keying schemes of fixed size; prove Fact 12.79; and provide a scheme meeting this bound.
Their generalization uses symmetric polynomials in t variables for privileged subsets of size
t, yielding in the two-party case ( ¡£¢ ) an equivalent but simpler formulation of Blom’s
scheme: the trusted party selects an appropriate secret symmetric polynomial ¤¥4¦X§}¨© and
gives party ª the secret univariate polynomial ¤¥Mª§f¨e© , allowing parties ª and  to share the
pairwise key ¤¥4ª«§}6©O¡¬¤¥4§fª«© . They also consider an interactive model. Further examination of interactive vs. non-interactive conferencing is undertaken by Beimel and Chor [83].
Fiat and Naor [394] consider  -secure broadcast encryption schemes, and practical schemes
requiring less storage; for the former, Blundo and Cresti [167] establish lower bounds on
the number of keys held and the size of user secrets.

 12.9

Berkovits [116] gives constructions for creating secret broadcasting schemes (conference
keying schemes where all messages are broadcast) from ¥M+§}®O© threshold schemes. Essentially, for conferences with members, a new ¥M°¯²±*§¢X¯q±© threshold scheme with secret
³ is created from the old, and new shares are publicly broadcast such that each of the
pre-assigned secret shares of the intended conference members serves as share k¯´± , allow³
ing recovery of the conference key in the new scheme. For related work involving use of
polynomial interpolation, key distribution involving a trusted party, and broadcasting keys,
see Gong [502] and Just et al. [647].
The intruder-in-the-middle attack (Attack 1) is discussed by Rivest and Shamir [1057],
who propose an “interlock protocol” to allow its detection; but see also Bellovin and Merritt [106]. The reflection attack (Attack 2) is discussed by Mitchell [880]. Attack 4 on
the Otway-Rees protocol is discussed by Boyd and Mao [183] and van Oorschot [1205].
The interleaving attack (Attack 3) is due to Wiener circa June 1991 (document ISO/IEC
JTC1/SC27 N313, 2 October 1991), and discussed by Diffie, van Oorschot, and Wiener
[348] along with attacks on sundry variations of Diffie-Hellman key agreement. Bird et
al. [140] systematically examine interleaving attacks on symmetric-key protocols, consider
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exhaustive analysis to detect such attacks, and propose a protocol resistant thereto (namely
2PP, included in the IBM prototype KryptoKnight [891]; see also [141, 142]).
Bellare and Rogaway [94], building on the work of earlier informal models, present a
complexity-theoretic communications model and formal definitions for secure symmetrickey two-party mutual authentication and authenticated key establishment, taking knownkey attacks into account. They prove AKEP1 (Note 12.21) and AKEP2 (Protocol 12.20)
secure relative to this model, for parameters of appropriate size and assuming · and ·¸ are
pseudorandom functions or pseudorandom permutations; they also suggest practical constructions for pseudorandom functions based on DES and MD5. Gong [503] examines the
efficiency of various authentication protocols and proposes lower bounds (e.g., on the number of message-passes required).
The examples illustrating attacks on flawed protocols are only a few of countless documented in the literature. Moore [898] provides an excellent survey on protocol failure; see
also Anderson and Needham [31] and Abadi and Needham [1] for sound engineering principles. A large number of authenticated key establishment protocols with weaknesses are
analyzed using the BAN logic in the highly recommended report of Burrows, Abadi, and
Needham [227] (and by the same title: [224, 226, 225]). Gligor et al. [463] discuss the limitations of authentication logics. Syverson [1181] examines the goals of formal logics for
protocol analysis and the utility of formal semantics as a reasoning tool. Among the authentication logics evolving from BAN are those of Abadi and Tuttle [2], Gong, Needham,
and Yahalom [505], and Syverson and van Oorschot [1183]. The work of Abadi and Tuttle
is notable for its model of computation and formal semantics relative to this model. Lampson et al. [740] both provide a theory of authentication in distributed systems (including
delegation and revocation) and discuss a practical system based on this theory.
One of the first contributions to formal protocol analysis was that of Dolev and Yao [359],
whose formal model, which focuses on two-party protocols for transmitting secret plaintexts, facilitates precise discussion of security issues. This approach was augmented with
respect to message authentication and information leakage by Book and Otto [170]. Three
general approaches to protocol analysis are discussed by Kemmerer, Meadows, and Millen
[664] (see also Simmons [1148]): an algebraic approach, a state transition approach, and
a logical approach (which can be given a state-transition semantics). They illustrate several methods on a protocol with known flaws (the infamous TMN protocol of Tatebayashi,
Matsuzaki, and Newman [1188]). Other recent surveys on formal methods include that of
Meadows [831], and the comprehensive survey of Rubin and Honeyman [1073]. An extensive bibliographic tour of authentication literature is provided by Liebl [765].
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13.1 Introduction
This chapter considers key management techniques for controlling the distribution, use, and
update of cryptographic keys. Whereas Chapter 12 focuses on details of specific key establishment protocols which provide shared secret keys, here the focus is on communications
models for key establishment and use, classification and control of keys based on their intended use, techniques for the distribution of public keys, architectures supporting automated key updates in distributed systems, and the roles of trusted third parties. Systems
providing cryptographic services require techniques for initialization and key distribution
as well as protocols to support on-line update of keying material, key backup/recovery, revocation, and for managing certificates in certificate-based systems. This chapter examines
techniques related to these issues.

Chapter outline

¨

The remainder of this chapter is organized as follows. 13.2 provides context including
background definitions, classification of cryptographic keys, simple models for key establishment, and a discussion of third party roles. 13.3 considers techniques for distributing
confidential keys, including key layering, key translation centers, and symmetric-key certificates. 13.4 summarizes techniques for distributing and authenticating public keys including authentication trees, public-key certificates, the use of identity-based systems, and
implicitly-certified keys. 13.5 presents techniques for controlling the use of keying material, including key notarization and control vectors. 13.6 considers methods for establishing trust in systems involving multiple domains, certification authority trust models, and

¨

¨

¨

¨
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©

©

certification chains. The key management life cycle is summarized in 13.7, while 13.8
discusses selected specialized third party services, including trusted timestamping and notary services supporting non-repudiation of digital signatures, and key escrow. Notes and
sources for further information are provided in 13.9.

©

13.2 Background and basic concepts
A keying relationship is the state wherein communicating entities share common data (keying material) to facilitate cryptographic techniques. This data may include public or secret
keys, initialization values, and additional non-secret parameters.
13.1 Definition Key management is the set of techniques and procedures supporting the establishment and maintenance of keying relationships between authorized parties.
Key management encompasses techniques and procedures supporting:
1. initialization of system users within a domain;
2. generation, distribution, and installation of keying material;
3. controlling the use of keying material;
4. update, revocation, and destruction of keying material; and
5. storage, backup/recovery, and archival of keying material.

13.2.1 Classifying keys by algorithm type and intended use
The terminology of Table 13.1 is used in reference to keying material. A symmetric cryptographic system is a system involving two transformations – one for the originator and
one for the recipient – both of which make use of either the same secret key (symmetric
key) or two keys easily computed from each other. An asymmetric cryptographic system
is a system involving two related transformations – one defined by a public key (the public
transformation), and another defined by a private key (the private transformation) – with the
property that it is computationally infeasible to determine the private transformation from
the public transformation.
Term
private key, public key
symmetric key
secret

Meaning
paired keys in an asymmetric cryptographic system
key in a symmetric (single-key) cryptographic system
adjective used to describe private or symmetric key

Table 13.1: Private, public, symmetric, and secret keys.

Table 13.2 indicates various types of algorithms commonly used to achieve the specified cryptographic objectives. Keys associated with these algorithms may be correspondingly classified, for the purpose of controlling key usage ( 13.5). The classification given
requires specification of both the type of algorithm (e.g., encryption vs. signature) and the
intended use (e.g., confidentiality vs. entity authentication).

©
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Cryptographic objective (usage)
confidentiality
data origin authentication
key agreement
entity authentication
(by challenge-response protocols)



®

Algorithm type
public-key
symmetric-key
encryption
encryption
signature
MAC
Diffie-Hellman various methods
1. signature
1. MAC
2. decryption
2. encryption
3. customized

Table 13.2: Types of algorithms commonly used to meet specified objectives.

 May include data integrity, and includes key transport; see also ¯ 13.3.1.
® Includes data integrity; and in the public-key case, non-repudiation.
13.2.2 Key management objectives, threats, and policy
Key management plays a fundamental role in cryptography as the basis for securing cryptographic techniques providing confidentiality, entity authentication, data origin authentication, data integrity, and digital signatures. The goal of a good cryptographic design is
to reduce more complex problems to the proper management and safe-keeping of a small
number of cryptographic keys, ultimately secured through trust in hardware or software
by physical isolation or procedural controls. Reliance on physical and procedural security (e.g., secured rooms with isolated equipment), tamper-resistant hardware, and trust in a
large number of individuals is minimized by concentrating trust in a small number of easily
monitored, controlled, and trustworthy elements.
Keying relationships in a communications environment involve at least two parties (a
sender and a receiver) in real-time. In a storage environment, there may be only a single
party, which stores and retrieves data at distinct points in time.
The objective of key management is to maintain keying relationships and keying material in a manner which counters relevant threats, such as:
1. compromise of confidentiality of secret keys.
2. compromise of authenticity of secret or public keys. Authenticity requirements include knowledge or verifiability of the true identity of the party a key is shared or
associated with.
3. unauthorized use of secret or public keys. Examples include using a key which is no
longer valid, or for other than an intended purpose (see Remark 13.32).
In practice, an additional objective is conformance to a relevant security policy.
Security policy and key management
Key management is usually provided within the context of a specific security policy. A security policy explicitly or implicitly defines the threats a system is intended to address. The
policy may affect the stringency of cryptographic requirements, depending on the susceptibility of the environment in question to various types of attack. Security policies typically
also specify:
1. practices and procedures to be followed in carrying out technical and administrative
aspects of key management, both automated and manual;
2. the responsibilities and accountability of each party involved; and
3. the types of records (audit trail information) to be kept, to support subsequent reports
or reviews of security-related events.
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13.2.3 Simple key establishment models
The following key distribution problem motivates more efficient key establishment models.

°±

The
key distribution problem
In a system with users involving symmetric-key techniques, if each pair of users may
potentially need to communicate securely, then each pair must share a distinct secret key.
In this case, each party must have
secret keys; the overall number of keys in the
system, which may need to be centrally backed up, is then
, or approximately
. As the size of a system increases, this number becomes unacceptably large.
In systems based on symmetric-key techniques, the solution is to use centralized key
servers: a star-like or spoked-wheel network is set up, with a trusted third party at the center or hub of communications (see Remark 13.3). This addresses the
key distribution
problem, at the cost of the requirement of an on-line trusted server, and additional communications with it. Public-key techniques offer an alternate solution.

²

²³´

²(µ¶²³´`·¹¸»º

²f¼

²¼

Point-to-point and centralized key management
Point-to-point communications and centralized key management, using key distribution
centers or key translation centers, are examples of simple key distribution (communications) models relevant to symmetric-key systems. Here “simple” implies involving at most
one third party. These are illustrated in Figure 13.1 and described below, where
denotes a symmetric key shared by and .
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(a) Point-to-point key distribution
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(b) Key distribution center (KDC)
(i)

(ii)
KDC
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(1)
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(2)
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(c) Key translation center (KTC)
(i)

Â

(ii)

Ä

(1)

Ä
(2)

KTC

Ä(3)
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Ä

(1)

Ä
(2)
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Figure 13.1: Simple key distribution models (symmetric-key).
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Ç

1. point-to-point mechanisms. These involve two parties communicating directly (see
12.3.1).
2. key distribution centers (KDCs). KDCs are used to distribute keys between users
which share distinct keys with the KDC, but not with each other.
A basic KDC protocol proceeds as follows. Upon request from to share a key with
, the KDC generates or otherwise acquires a key , then sends it encrypted under
to , along with a copy of (for ) encrypted under
. Alternatively,
may communicate (secured under
) to directly.
3. key translation centers (KTCs). The assumptions and objectives of KTCs are as for
KDCs above, but here one of the parties (e.g., ) supplies the session key rather than
the trusted center.
sends a key to the KTC encrypted
A basic KTC protocol proceeds as follows.
under
. The KTC deciphers and re-enciphers under
, then returns this
to (to relay to ) or sends it to directly.
KDCs provide centralized key generation, while KTCs allow distributed key generation. Both are centralized techniques in that they involve an on-line trusted server.
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13.2 Note (initial keying requirements) Point-to-point mechanisms require that and share
a secret key a priori. Centralized key management involving a trusted party requires that
and each share a secret key with . These shared long-term keys are initially established by non-cryptographic, out-of-band techniques providing confidentiality and authenticity (e.g., in person, or by trusted courier). By comparison, with public keys confidentiality is not required; initial distribution of these need only guarantee authenticity.

É

Ê

Ë

Ë

13.3 Remark (centralized key management – pros and cons) Centralized key management involving third parties (KDCs or KTCs) offers the advantage of key-storage efficiency: each
party need maintain only one long-term secret key with the trusted third party (rather than
one for each potential communications partner). Potential disadvantages include: vulnerability to loss of overall system security if the central node is compromised (providing an
attractive target to adversaries); a performance bottleneck if the central node becomes overloaded; loss of service if the central node fails (a critical reliability point); and the requirement of an on-line trusted server.

13.2.4 Roles of third parties
Below, trusted third parties (TTPs) are first classified based on their real-time interactions
with other entities. Key management functions provided by third parties are then discussed.
(i) In-line, on-line, and off-line third parties
From a communications viewpoint, three categories of third parties can be distinguished
based on relative location to and interaction with the communicating parties and (see
Figure 13.2):

Ë

Ë

É

Ê

Ê

1. in-line: is an intermediary, serving as the real-time means of communication between and .
2. on-line:
is involved in real-time during each protocol instance (communicating
with or or both), but and communicate directly rather than through .

É

É

ËÊ

É

Ê

Ò specific examples of such protocols including Kerberos (Protocol 12.24), see Ó 12.3.2.
Ô For
A specific example is the message-translation protocol, Protocol 13.12, with Õ×Ö^Ø .

Ë
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Ù

3. off-line: is not involved in the protocol in real-time, but prepares information a
priori, which is available to or or both and used during protocol execution.

Ú

Û

(a) in-line

Ý

Ü

in-line
TTP

(b) on-line
on-line
TTP

[optional]

Ý
Ü

(c) off-line
off-line
TTP

[optional]

Ý
Ü

communications carried out prior to protocol run

Figure 13.2: In-line, on-line, and off-line third parties.

Ú

Û

In-line third parties are of particular interest when and belong to different security domains or cannot otherwise interact directly due to non-interoperable security mechanisms. Examples of an in-line third party include a KDC or KTC which provides the communications path between and , as in Figure 13.1(b)(ii) or (c)(ii). Parts (b)(i) and (c)(i)
illustrate examples of on-line third parties which are not in-line. An example of an off-line
third party is a certification authority producing public-key certificates and placing them in
a public directory; here, the directory may be an on-line third party, but the certification
authority is not.

Ú

Û

13.4 Remark (pros and cons: in-line, on-line, off-line) Protocols with off-line third parties usually involve fewer real-time message exchanges, and do not require real-time availability of
third parties. Revocation of privileges (e.g., if a secret key is compromised) is more easily
handled by in-line or on-line third parties.
(ii) Third party functions related to public-key certificates
Potential roles played by third parties within a key management system involving publickey certificates ( 13.4.2) are listed below. Their relationship is illustrated in Figure 13.3.
1. certification authority (CA) – responsible for establishing and vouching for the authenticity of public keys. In certificate-based systems ( 13.4.2), this includes binding
public keys to distinguished names through signed certificates, managing certificate
serial numbers, and certificate revocation.

Þ

Þ

ß
à Certificate creation requires verification of the authenticity of the entity to be associated with the public key.

This authentication may be delegated to a registration authority. The CA may carry out the combined functions
of a registration authority, name server, and key generation facility; such a combined facility is called either a CA
or a key management facility.
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2. name server – responsible for managing a name space of unique user names (e.g.,
unique relative to a CA).
3. registration authority – responsible for authorizing entities, distinguished by unique
names, as members of a security domain. User registration usually involves associating keying material with the entity.
4. key generator – creates public/private key pairs (and symmetric keys or passwords).
This may be part of the user entity, part of the CA, or an independent trusted system
component.
5. certificate directory – a certificate database or server accessible for read-access by
users. The CA may supply certificates to (and maintain) the database, or users may
manage their own database entries (under appropriate access control).
name
server
registration
authority
key
generator

User

ã

certification
authority

certificate
directory

Figure 13.3: Third party services related to public-key certification.

(iii) Other basic third party functions
Additional basic functions a trusted third party may provide include:
1. key server (authentication server) – facilitates key establishment between other parties, including for entity authentication. Examples include KDCs and KTCs ( 13.2.3).
2. key management facility – provides a number of services including storage and archival of keys, audit collection and reporting tools, and (in conjunction with a certification authority or CA) enforcement of life cycle requirements including updating
and revoking keys. The associated key server or certification authority may provide
a record (audit trail) of all events related to key generation and update, certificate generation and revocation, etc.

ä

13.5 Note (key access server) A key server may be generalized to a key access server, providing
shared keys under controlled access to individual members of groups of two or more parties,
as follows. A key is securely deposited with the server by party along with an access
control list specifying entities authorized to access it. The server stores the key and the
associated list. Subsequently, entities contact the server and request the key by referencing

å

æ
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ç

a key identifier supplied by . Upon entity authentication, the server grants access to the
keying material (using KTC-like functionality) if the entity is authorized.

è

13.6 Note (digital enveloping of files) A key access server may be employed to store a key
used to symmetrically encrypt a file. The source party may make the (encrypted) file
available by attaching it to the encrypted key, posting it to a public site, or communicating
it independently over a distinct (unsecured) channel. Retrieval of the key from the server
by an authorized party then allows that party access to the (decrypted) file. The same end
goal can be attained by public-key techniques directly, without key access servers, as follows: encrypts the file under as above; asymmetrically encrypts using the intended
recipient’s public encryption key (or recipients’ keys); and includes the encrypted key(s) in
a header field preceding the encrypted file.

ç

ç

è

è

13.7 Remark (levels of trust vs. competency) Various third party services require different types
of trust and competency in the third party. For example, a third party possessing secret decryption keys (or entity authentication keys) must be trusted not to disclose encrypted information (or impersonate users). A third party required (only) to bind an encryption public
key to an identity must still be trusted not to create false associations and thereafter impersonate an entity. In general, three levels of trust in a third party responsible for certifying credentials for users may be distinguished. Level 1: knows each user’s secret key.
Level 2: does not know users’ secret keys, but can create false credentials without detection. Level 3: does not know users’ secret keys, and generation of false credentials is
detectable.

é

é

é

é

(iv) Advanced third party functions
Advanced service roles which may be provided by trusted third parties, discussed further
in 13.8, include:
1. timestamp agent – used to assert the existence of a specified document at a certain
point in time, or affix a trusted date to a transaction or digital message.
2. notary agent – used to verify digital signatures at a given point in time to support
non-repudiation, or more generally establish the truth of any statement (which it is
trusted on or granted jurisdiction over) at a given point in time.
3. key escrow agent – used to provide third-party access to users’ secret keys under special circumstances. Here distinction is usually made between key types; for example,
encryption private keys may need to be escrowed but not signature private keys (cf.
Remark 13.32).

ê

13.2.5 Tradeoffs among key establishment protocols
A vast number of key establishment protocols are available (Chapter 12). To choose from
among these for a particular application, many factors aside from cryptographic security
may be relevant. 12.2.2 discusses different types of assurances provided, and characteristics useful in comparing protocols.
In selected key management applications, hybrid protocols involving both symmetric and asymmetric techniques offer the best alternative (e.g., Protocol 12.44; see also
Note 13.6). More generally, the optimal use of available techniques generally involves
combining symmetric techniques for bulk encryption and data integrity with public-key
techniques for signatures and key management.

ê
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Public-key vs. symmetric-key techniques (in key management)
Primary advantages offered by public-key (vs. symmetric-key) techniques for applications
related to key management include:
1. simplified key management. To encrypt data for another party, only the encryption
public key of that party need be obtained. This simplifies key management as only
authenticity of public keys is required, not their secrecy. Table 13.3 illustrates the
case for encryption keys. The situation is analogous for other types of public-key
pairs, e.g., signature key pairs.
2. on-line trusted server not required. Public-key techniques allow a trusted on-line
server to be replaced by a trusted off-line server plus any means for delivering authentic public keys (e.g., public-key certificates and a public database provided by
an untrusted on-line server). For applications where an on-line trusted server is not
mandatory, this may make the system more amenable to scaling, to support very large
numbers of users.
3. enhanced functionality. Public-key cryptography offers functionality which typically
cannot be provided cost-effectively by symmetric techniques (without additional online trusted third parties or customized secure hardware). The most notable such features are non-repudiation of digital signatures, and true (single-source) data origin
authentication.

encryption key
decryption key

Symmetric keys
secrecy authenticity
yes
yes
yes
yes

Asymmetric keys
secrecy authenticity
no
yes
yes
yes

Table 13.3: Key protection requirements: symmetric-key vs. public-key systems.

Figure 13.4 compares key management for symmetric-key and public-key encryption.
The pairwise secure channel in Figure 13.4(a) is often a trusted server with which each party
communicates. The pairwise authentic channel in Figure 13.4(b) may be replaced by a public directory through which public keys are available via certificates; the public key in this
case is typically used to encrypt a symmetric data key (cf. Note 13.6).

13.3 Techniques for distributing confidential keys
Various techniques and protocols are available to distribute cryptographic keys whose confidentiality must be preserved (both private keys and symmetric keys). These include the
use of key layering ( 13.3.1) and symmetric-key certificates ( 13.3.2).

í

í

13.3.1 Key layering and cryptoperiods
Table 13.2 (page 545) may be used to classify keys based on usage. The class “confidentiality” may be sub-classified on the nature of the information being protected: user data vs.
keying material. This suggests a natural key layering as follows:
1. master keys – keys at the highest level in the hierarchy, in that they themselves are
not cryptographically protected. They are distributed manually or initially installed
and protected by procedural controls and physical or electronic isolation.
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(a) Symmetric-key encryption
plaintext

encryption

ciphertext

decryption

secret key

plaintext

secret key

symmetric
key generator

(b) Public-key encryption
plaintext

encryption

ciphertext

decryption

public key

plaintext

private key

asymmetric key
pair generation

secure channel (privacy and authentication)
secure channel (authentication only)
unsecured channel (no protection)

Figure 13.4: Key management: symmetric-key vs. public-key encryption.

2. key-encrypting keys – symmetric keys or encryption public keys used for key transport or storage of other keys, e.g., in the key transport protocols of Chapter 12. These
may also be called key-transport keys, and may themselves be secured under other
keys.
3. data keys – used to provide cryptographic operations on user data (e.g., encryption,
authentication). These are generally short-term symmetric keys; however, asymmetric signature private keys may also be considered data keys, and these are usually
longer-term keys.
The keys at one layer are used to protect items at a lower level. This constraint is intended to
make attacks more difficult, and to limit exposure resulting from compromise of a specific
key, as discussed below.
13.8 Note (protection of key-encrypting keys) Compromise of a key-encrypting key (and moreover, a master key as a special case thereof) affects all keys protected thereunder. Consequently, special measures are used to protect master keys, including severely limiting access
and use, hardware protection, and providing access to the key only under shared control
( 12.7.1).

î
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13.9 Example (key layering with master and terminal keys) Assume each terminal from a
predefined set shares a key-encrypting key (terminal key)
with a trusted central node
, and that stores an encrypted list of all terminal keys under a master key
. may
then provide a session key to terminals and as follows. obtains a random value
(possibly from an external source) and defines the session key to be
, the
decryption of under
. Using
, decrypts the key list to obtain
, computes
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from , then encrypts under
, and can be recovered by both
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and transmits it to
and .



.



is analogously transmitted to



Cryptoperiods, long-term keys, and short-term keys
13.10 Definition The cryptoperiod of a key is the time period over which it is valid for use by
legitimate parties.
Cryptoperiods may serve to:
1. limit the information (related to a specific key) available for cryptanalysis;
2. limit exposure in the case of compromise of a single key;
3. limit the use of a particular technology to its estimated effective lifetime; and
4. limit the time available for computationally intensive cryptanalytic attacks (in applications where long-term key protection is not required).
In addition to the key layering hierarchy above, keys may be classified based on temporal considerations as follows.
1. long-term keys. These include master keys, often key-encrypting keys, and keys used
to facilitate key agreement.
2. short-term keys. These include keys established by key transport or key agreement,
and often used as data keys or session keys for a single communications session. See
Remark 13.11.
In general, communications applications involve short-term keys, while data storage
applications require longer-term keys. Long-term keys typically protect short-term keys.
Diffie-Hellman keys are an exception in some cases (see 12.6.1). Cryptoperiods limit the
use of keys to fixed periods, after which they must be replaced.
13.11 Remark (short-term use vs. protection) The term short as used in short-term keys refers to
the intended time of the key usage by legitimate parties, rather than the protection lifetime
(cf. 13.7.1). For example, an encryption key used for only a single session might nonetheless be required to provide protection sufficient to withstand long-term attack (perhaps 20
years), whereas if signatures are verified immediately and never checked again, a signature
key may need to provide protection only for a relatively short period of time. The more
severe the consequences of a secret key being disclosed, the greater the reward to an adversary for obtaining access to it, and the greater the time or level of effort an adversary will
invest to do so. (See also 12.2.2, and 12.2.3 on perfect forward secrecy.)

13.3.2 Key translation centers and symmetric-key certificates
Further to centralized key management discussed in 13.2.3, this section considers techniques involving key translation centers, including use of symmetric-key certificates.
(i) Key translation centers
A key translation center (KTC) is a trusted server which allows two parties and ,
which do not directly share keying material, to establish secure communications through
use of long-term keys
and
they respectively share with . may send a confidential message to using Protocol 13.12. If is a key , this provides a key transfer
protocol (cf. 13.2.3); thus, KTCs provide translation of keys or messages.
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13.12 Protocol Message translation protocol using a KTC







SUMMARY: interacts with a trusted server (KTC) and party .
RESULT: transfers a secret message
(or session key) to . See Note 13.13.
may be a session key
1. Notation. is a symmetric encryption algorithm.
2. One-time setup. and share key
. Similarly and share
.
3. Protocol messages.
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4. Protocol actions.
(a) encrypts
(along with the identifier of the intended recipient) under
,
and sends this to with its own identifier (to allow to look up
).
(b) Upon decrypting the message, determines it is intended for , looks up the
) of the indicated recipient, and re-encrypts
for .
key (
(c)
returns the translated message for to send to (or post in a public site for)
; alternatively, may send the response to directly.
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Only one of and need communicate with . As an alternative to the protocol as given,
may send the first message to directly, which would then relay to for translation,
with responding directly to .













13.13 Note (security of Protocol 13.12)
(i) The identifier , corresponding to the key under which message (1) was encrypted,
is included in message (2) as a secure indication (to ) of the original source. Key
notarization ( 13.5.2) offers a more robust method of preventing key substitution.
(ii) A recognizable distinction (e.g., re-ordering the message and identifier fields) between the format of messages (1) and (2) is required to prevent an adversary from
reflecting (1) back to as a message (3) purportedly originating from .
(iii) Message replay is possible; attacks may be detected through the use of timestamps
or sequence numbers within . The protocol as given provides no entity authentication.
(iv) An integrity check mechanism on the encrypted text should be used to allow to
detect tampering of the cleartext identifier in (1), as well as in (2) and (3).
in (2) may be prevented by an encryption mode
(v) A chosen-text attack on key
such as CBC, and inserting an initial field containing a random number.





@













(ii) Symmetric-key certificates
Symmetric-key certificates provide a means for a KTC to avoid the requirement of either
maintaining a secure database of user secrets (or duplicating such a database for multiple
servers), or retrieving such keys from a database upon translation requests.
As before, associated with each party is a key
shared with , which is now embedded in a symmetric-key certificate
encrypted under a symmetric master
key
known only to . (A lifetime parameter could also be included in the certificate
as a validity period.) The certificate serves as a memo from to itself (who alone can open
it), and is given to so that may subsequently present it back to precisely when required to access ’s symmetric key
for message translation. Rather than storing all
user keys, now need securely store only
.
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Symmetric-key certificates may be used in Protocol 13.12 by changing only the first
message as below, where SCert
, SCert
:

DFE<G6H)I-JLKDM6N:O)P
Q ESG6H%I-JLKQ?M6N:TUP
R
OVW!X SCertD N%G H)Y I-J.TN/Z!PLN SCertQ J3[4P

A public database may be established with an entry specifying the name of each user and its
corresponding symmetric-key certificate. To construct message (1), retrieves ’s symmetric-key certificate and includes this along with its own.
carries out the translation as
and
from these certificates, but now also verifies that ’s inbefore, retrieving
tended recipient as specified in
matches the identifier in the supplied certificate SCert .

Q

T

K DM

K QM

O

W

T

O

G H)Y I-JLTN/Z!P

13.14 Remark (public-key functionality via symmetric techniques) The trusted third party functionality required when using symmetric-key certificates may be provided by per-user
tamper-resistant hardware units keyed with a common (user-inaccessible) master key
. The trusted hardware unit
of each user generates a symmetric-key certificate
, which is made available to when required.
decrypts
the certificate to recover
(inaccessible to ) and the identity (accessible to ). By
design,
is constrained to use other users’ keys
solely for verification functions (e.g., MAC verification, message decryption).
then functions as ’s public key
(cf. Example 13.36), allowing data origin authentication with non-repudiation; an adjudicator may resolve disputes given a hardware unit containing
, a disputed (message,
signature) pair, and the authentic value
from
.
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13.15 Remark (symmetric-key vs. public-key certificates) Symmetric-key certificates differ
from public-key certificates as follows: they are symmetric-key encrypted under ’s master key (vs. signed using ’s private key); the symmetric key within may be extracted only
by (vs. many parties being able to verify a public-key certificate); and is required to be
on-line for key translation (vs. an off-line certification authority). In both cases, certificates
may be stored in a public directory.

W
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W

W

13.4 Techniques for distributing public keys
Protocols involving public-key cryptography are typically described assuming a priori possession of (authentic) public keys of appropriate parties. This allows full generality among
various options for acquiring such keys. Alternatives for distributing explicit public keys
with guaranteed or verifiable authenticity, including public exponentials for Diffie-Hellman
key agreement (or more generally, public parameters), include the following.
1. Point-to-point delivery over a trusted channel. Authentic public keys of other users
are obtained directly from the associated user by personal exchange, or over a direct channel, originating at that user, and which (procedurally) guarantees integrity
and authenticity (e.g., a trusted courier or registered mail). This method is suitable if
used infrequently (e.g., one-time user registration), or in small closed systems. A related method is to exchange public keys and associated information over an untrusted
electronic channel, and provide authentication of this information by communicating
a hash thereof (using a collision-resistant hash function) via an independent, lowerbandwidth authentic channel, such as a registered mail.
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Drawbacks of this method include: inconvenience (elapsed time); the requirement of
non-automated key acquisition prior to secured communications with each new party
(chronological timing); and the cost of the trusted channel.
2. Direct access to a trusted public file (public-key registry). A public database, the integrity of which is trusted, may be set up to contain the name and authentic public
key of each system user. This may be implemented as a public-key registry operated
by a trusted party. Users acquire keys directly from this registry.
While remote access to the registry over unsecured channels is acceptable against
passive adversaries, a secure channel is required for remote access in the presence of
active adversaries. One method of authenticating a public file is by tree authentication
of public keys ( 13.4.1).
3. Use of an on-line trusted server. An on-line trusted server provides access to the
equivalent of a public file storing authentic public keys, returning requested (individual) public keys in signed transmissions; confidentiality is not required. The requesting party possesses a copy of the server’s signature verification public key, allowing
verification of the authenticity of such transmissions.
Disadvantages of this approach include: the trusted server must be on-line; the trusted
server may become a bottleneck; and communications links must be established with
both the intended communicant and the trusted server.
4. Use of an off-line server and certificates. In a one-time process, each party contacts
an off-line trusted party referred to as a certification authority (CA), to register its
public key and obtain the CA’s signature verification public key (allowing verification
of other users’ certificates). The CA certifies ’s public key by binding it to a string
identifying , thereby creating a certificate ( 13.4.2). Parties obtain authentic public
keys by exchanging certificates or extracting them from a public directory.
5. Use of systems implicitly guaranteeing authenticity of public parameters. In such
systems, including identity-based systems ( 13.4.3) and those using implicitly certified keys ( 13.4.4), by algorithmic design, modification of public parameters results in detectable, non-compromising failure of cryptographic techniques (see Remark 13.26).
The following subsections discuss the above techniques in greater detail. Figure 13.7
(page 564) provides a comparison of the certificate-based approach, identity-based systems,
and the use of implicitly-certified public keys.

i

j

j

i

i

j

i

13.4.1 Authentication trees
Authentication trees provide a method for making public data available with verifiable authenticity, by using a tree structure in conjunction with a suitable hash function, and authenticating the root value. Applications include:
1. authentication of public keys (as an alternative to public-key certificates). An authentication tree created by a trusted third party, containing users’ public keys, allows authentication of a large number of such keys.
2. trusted timestamping service. Creation of an authentication tree by a trusted third
party, in a similar way, facilitates a trusted timestamping service (see 13.8.1).
3. authentication of user validation parameters. Creation of a tree by a single user allows that user to publish, with verifiable authenticity, a large number of its own public
validation parameters, such as required in one-time signature schemes (see 11.6.3).
To facilitate discussion of authentication trees, binary trees are first introduced.

i

i
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Binary trees
A binary tree is a structure consisting of vertices and directed edges. The vertices are divided into three types:
1. a root vertex. The root has two edges directed towards it, a left and a right edge.
2. internal vertices. Each internal vertex has three edges incident to it – an upper edge
directed away from it, and left and right edges directed towards it.
3. leaves. Each leaf vertex has one edge incident to it, and directed away from it.
The vertices incident with the left and right edges of an internal vertex (or the root) are called
the children of the internal vertex. The internal (or root) vertex is called the parent of the
associated children. Figure 13.5 illustrates a binary tree with 7 vertices and 6 edges.
Root
Left Edge

Right Edge

Figure 13.5: A binary tree (with 4 shaded leaves and 3 internal vertices).

13.16 Fact There is a unique directed path from any non-root vertex in a binary tree to the root
vertex.
Constructing and using authentication trees
Consider a binary tree which has leaves. Let be a collision-resistant hash function.
can be used to authenticate public values,
, by constructing an authentication tree
as follows.
1. Label each of the leaves by a unique public value .
2. On the edge directed away from the leaf labeled , put the label
.
3. If the left and right edge of an internal vertex are labeled and , respectively, label
the upper edge of the vertex
.
4. If the edges directed toward the root vertex are labeled and , label the root vertex
.
Once the public values are assigned to leaves of the binary tree, such a labeling is welldefined. Figure 13.6 illustrates an authentication tree with 4 leaves. Assuming some means
to authenticate the label on the root vertex, an authentication tree provides a means to authenticate any of the public leaf values , as follows. For each public value , there is
a unique path (the authentication path) from to the root. Each edge on the path is a left
or right edge of an internal vertex or the root. If is such an edge directed towards vertex
, record the label on the other edge (not ) directed toward . This sequence of labels (the
authentication path values) used in the correct order provides the authentication of , as illustrated by Example 13.17. Note that if a single leaf value (e.g., ) is altered, maliciously
or otherwise, then authentication of that value will fail.

m

mxw

n

n

o
prq:s:p4t8s/u:u:us/p8v

n

py

m

pzy

o-q

o|{Lo q8 o t }

`q

o|{`q  -t }

py



n



o4t

py

o|{Lp y~}

-t



py



pq

p8y

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

558

Ch. 13 Key Management Techniques

  8~4d8   

 6  8 ~  d8 
8 
8 

  8~8    /8   
4 3

8 









Figure 13.6: An authentication tree.

13.17 Example (key verification using authentication trees) Refer to Figure 13.6. The public
,
,
. The
value can be authenticated by providing the sequence of labels
authentication proceeds as follows: compute
; next compute
;
then compute
; finally, accept
as authentic if
,
where the root value is known to be authentic.
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The advantage of authentication trees is evident by considering the storage required to
allow authentication of public values using the following (very simple) alternate approach:
an entity authenticates public values
by registering each with a trusted
third party. This approach requires registration of public values, which may raise storage
issues at the third party when is large. In contrast, an authentication tree requires only a
single value be registered with the third party.
If a public key of an entity is the value corresponding to a leaf in an authentication
tree, and wishes to provide with information allowing to verify the authenticity of
, then must (store and) provide to both and all hash values associated with the
authentication path from to the root; in addition, must have prior knowledge and trust
in the authenticity of the root value . These values collectively guarantee authenticity,
analogous to the signature on a public-key certificate. The number of values each party must
, as per Fact 13.19.
store (and provide to others to allow verification of its public key) is
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13.18 Fact (depth of a binary tree) Consider the length of (or number of edges in) the path from
each leaf to the root in a binary tree. The length of the longest such path is minimized when
the tree is balanced, i.e., when the tree is constructed such that all such paths differ in length
by at most one. The length of the path from a leaf to the root in a balanced binary tree
containing leaves is about
.

¦

±®8¦

13.19 Fact (length of authentication paths) Using a balanced binary tree (Fact 13.18) as an authentication tree with public values as leaves, authenticating a public value therein may
be achieved by hashing
values along the path to the root.

¦

¯®+°¦

13.20 Remark (time-space tradeoff ) Authentication trees require only a single value (the root
value) in a tree be registered as authentic, but verification of the authenticity of any particular leaf value requires access to and hashing of all values along the authentication path from
leaf to root.
13.21 Remark (changing leaf values) To change a public (leaf) value or add more values to an
authentication tree requires recomputation of the label on the root vertex. For large balanced
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trees, this may involve a substantial computation. In all cases, re-establishing trust of all
users in this new root value (i.e., its authenticity) is necessary.
The computational cost involved in adding more values to a tree (Remark 13.21) may
motivate constructing the new tree as an unbalanced tree with the new leaf value (or a subtree of such values) being the right child of the root, and the old tree, the left. Another
motivation for allowing unbalanced trees arises when some leaf values are referenced far
more frequently than others.

13.4.2 Public-key certificates
Public-key certificates are a vehicle by which public keys may be stored, distributed or forwarded over unsecured media without danger of undetectable manipulation. The objective
is to make one entity’s public key available to others such that its authenticity (i.e., its status
as the true public key of that entity) and validity are verifiable. In practice, X.509 certificates are commonly used (see page 587). Further details regarding public-key certificates
follow.
13.22 Definition A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data including, as a minimum, a public key
and a string identifying the party (subject entity) to be associated therewith. The signature
part consists of the digital signature of a certification authority over the data part, thereby
binding the subject entity’s identity to the specified public key.
The Certification Authority (CA) is a trusted third party whose signature on the certificate vouches for the authenticity of the public key bound to the subject entity. The significance of this binding (e.g., what the key may be used for) must be provided by additional means, such as an attribute certificate or policy statement. Within the certificate, the
string which identifies the subject entity must be a unique name within the system (distinguished name), which the CA typically associates with a real-world entity. The CA requires
its own signature key pair, the authentic public key of which is made available to each party
upon registering as an authorized system user. This CA public key allows any system user,
through certificate acquisition and verification, to transitively acquire trust in the authenticity of the public key in any certificate signed by that CA.
Certificates are a means for transferring trust, as opposed to establishing trust originally. The authenticity of the CA’s public key may be originally provided by non-cryptographic means including personal acquisition, or through trusted couriers; authenticity is required, but not secrecy.
Examples of additional information which the certificate data part might contain include:
1. a validity period of the public key;
2. a serial number or key identifier identifying the certificate or key;
3. additional information about the subject entity (e.g., street or network address);
4. additional information about the key (e.g., algorithm and intended use);
5. quality measures related to the identification of the subject entity, the generation of
the key pair, or other policy issues;
6. information facilitating verification of the signature (e.g., a signature algorithm identifier, and issuing CA’s name);
7. the status of the public key (cf. revocation certificates, 13.6.3).

´
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(i) Creation of public-key certificates
Before creating a public-key certificate for a subject entity , the certification authority
should take appropriate measures (relative to the security level required, and customary
business practices), typically non-cryptographic in nature, to verify the claimed identity of
and the fact that the public key to be certified is actually that of . Two cases may be
distinguished.
Case 1: trusted party creates key pair. The trusted party creates a public-key pair, assigns it to a specific entity, and includes the public key and the identity of that entity in the
certificate. The entity obtains a copy of the corresponding private key over a secure (authentic and private) channel after proving its identity (e.g., by showing a passport or trusted
photo-id, in person). All parties subsequently using this certificate essentially delegate trust
to this prior verification of identity by the trusted party.
Case 2: entity creates own key pair. The entity creates its own public-key pair, and securely transfers the public key to the trusted party in a manner which preserves authenticity
(e.g., over a trusted channel, or in person). Upon verification of the authenticity (source) of
the public key, the trusted party creates the public-key certificate as above.

µ

µ

µ

13.23 Remark (proof of knowledge of private key) In Case 2 above, the certification authority
should require proof of knowledge of the corresponding private key, to preclude (among
other possible attacks) an otherwise legitimate party from obtaining, for malicious purposes,
a public-key certificate binding its name to the public key of another party. For the case of
signature public keys, this might be done by the party providing its own signature on a subset of the data part of the certificate; or by responding to a challenge randomized by the
party itself e.g., signing
for an appropriate hash function and a random number
chosen by the signer.
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(ii) Use and verification of public-key certificates
The overall process whereby a party uses a public-key certificate to obtain the authentic
public key of a party may be summarized as follows:
1. (One-time) acquire the authentic public key of the certification authority.
2. Obtain an identifying string which uniquely identifies the intended party .
3. Acquire over some unsecured channel (e.g. from a central public database of certificates, or from directly), a public-key certificate corresponding to subject entity
and agreeing with the previous identifying string.
4. (a) Verify the current date and time against the validity period (if any) in the certificate, relying on a local trusted time/day-clock;
(b) Verify the current validity of the CA’s public key itself;
(c) Verify the signature on ’s certificate, using the CA’s public key;
(d) Verify that the certificate has not been revoked ( 13.6.3).
5. If all checks succeed, accept the public key in the certificate as ’s authentic key.

½
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µ

¾

µ

13.24 Remark (life cycle reasons for single-key certificates) Due to differing life cycle requirements for different types of keys (e.g., differing cryptoperiods, backup, archival, and other
lifetime protection requirements – see 13.7), separate certificates are recommended for
separate keys, as opposed to including several keys in a single certificate. See also Remark 13.32.

¾
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(iii) Attribute certificates
Public-key certificates bind a public key and an identity, and include additional data fields
necessary to clarify this binding, but are not intended for certifying additional information.
Attribute certificates are similar to public-key certificates, but specifically intended to allow
specification of information (attributes) other than public keys (but related to a CA, entity,
or public key), such that it may also be conveyed in a trusted (verifiable) manner. Attribute
certificates may be associated with a specific public key by binding the attribute information to the key by the method by which the key is identified, e.g., by the serial number of a
corresponding public-key certificate, or to a hash-value of the public key or certificate.
Attribute certificates may be signed by an attribute certification authority, created in
conjunction with an attribute registration authority, and distributed in conjunction with an
attribute directory service (cf. Figure 13.3). More generally, any party with a signature key
and appropriate recognizable authority may create an attribute certificate. One application
is to certify authorization information related to a public key. More specifically, this may
be used, for example, to limit liability resulting from a digital signature, or to constrain the
use of a public key (e.g., to transactions of limited values, certain types, or during certain
hours).

13.4.3 Identity-based systems
Identity-based systems resemble ordinary public-key systems, involving a private transformation and a public transformation, but users do not have explicit public keys as before. Instead, the public key is effectively replaced by (or constructed from) a user’s publicly available identity information (e.g., name and network or street address). Any publicly available
information which uniquely identifies a user and can be undeniably associated with the user,
may serve as the identity information.
13.25 Definition An identity-based cryptographic system (ID-based system) is an asymmetric
system wherein an entity’s public identification information (unique name) plays the role
of its public key, and is used as input by a trusted authority (along with ’s private key)
to compute the entity’s corresponding private key.

Á

Á

Á

After computing it, transfers the entity’s private key to the entity over a secure (authentic and private) channel. This private key is computed from not only the entity’s identity
information, but must also be a function of some privileged information known only to
( ’s private key). This is necessary to prevent forgery and impersonation – it is essential
that only be able to create valid private keys corresponding to given identification information. Corresponding (authentic) publicly available system data must be incorporated
in the cryptographic transformations of the ID-based system, analogous to the certification
authority’s public key in certificate-based systems. Figure 13.7(b) on page 564 illustrates
the design of an identity-based system. In some cases, additional system-defined public
data
must be associated with each user in addition to its a priori identity
(see
Remark 13.27); such systems are no longer “purely” identity-based, although neither the
authenticity of
nor
need be explicitly verified.
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13.26 Remark (authenticity in ID-based systems) ID-based systems differ from public-key systems in that the authenticity of user-specific public data is not (and need not be) explicitly
verified, as is necessary for user public keys in certificate-based systems. The inherent redundancy of user public data in ID-based systems (derived through the dependence of the
corresponding private key thereon), together with the use of authentic public system data,
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implicitly protects against forgery; if incorrect user public data is used, the cryptographic
transformations simply fail. More specifically: signature verification fails, entity authentication fails, public-key encryption results in undecipherable text, and key-agreement results
in parties establishing different keys, respectively, for (properly constructed) identity-based
signature, authentication, encryption, and key establishment mechanisms.
The motivation behind ID-based systems is to create a cryptographic system modeling
an ideal mail system wherein knowledge of a person’s name alone suffices to allow mail to
be sent which that person alone can read, and to allow verification of signatures that person
alone could have produced. In such an ideal cryptographic system:
1. users need exchange neither symmetric keys nor public keys;
2. public directories (files of public keys or certificates) need not be kept; and
3. the services of a trusted authority are needed solely during a set-up phase (during
which users acquire authentic public system parameters, to be maintained).
13.27 Remark (ideal vs. actual ID-based systems) A drawback in many concrete proposals of
ID-based systems is that the required user-specific identity data includes additional data (an
integer or public data value), denoted
in Figure 13.7(b), beyond an a priori identity
. For example, see Note 10.29(ii) on Feige-Fiat-Shamir identification. Ideally,
is
not required, as a primary motivation for identity-based schemes is to eliminate the need
to transmit public keys, to allow truly non-interactive protocols with identity information
itself sufficing as an authentic public key. The issue is less significant in signature and identification schemes where the public key of a claimant is not required until receiving a message from that claimant (in this case
is easily provided); but in this case, the advantage
of identity-based schemes diminishes. It is more critical in key agreement and public-key
encryption applications where another party’s public key is needed at the outset. See also
Remark 13.31.
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13.28 Example (ID-based system implemented using chipcards) A simplified ID-based system
based on chipcards may be run as follows. A third party , acting as a trusted key generation system, is responsible solely for providing each user a chipcard during a set-up phase,
containing that party’s ID-based private key, after carrying out a thorough identity check.
If no further users need be added, may publish the public system data and cease to exist.
Users are responsible for not disclosing their private keys or losing their cards.
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13.4.4 Implicitly-certified public keys
Another variation of public-key systems is asymmetric systems with implicitly-certified
public keys. Here explicit user public keys exist (see Figure 13.7(c)), but they must be reconstructed rather than transported by public-key certificates as per certificate-based systems. For other advantages, see Remark 13.30. Examples of specific such mechanisms are
given in 12.6.2. Systems with implicitly-certified public keys are designed such that:
1. Entities’ public keys may be reconstructed (by other parties) from public data (which
essentially replace a certificate).
2. The public data from which a public key is reconstructed includes:
(a) public (i.e., system) data associated with a trusted party ;
(b) the user entity’s identity (or identifying information, e.g., name and address);
(c) additional per-user public data (reconstruction public data).

Í

Ë
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3. The integrity of a reconstructed public key is not directly verifiable, but a “correct”
public key can be recovered only from authentic user public data.
Regarding authenticity of reconstructed public keys, the system design must guarantee:
1. Alteration of either a user’s identity or reconstruction public data results in recovery of a corrupted public key, which causes denial of service but not cryptographic
exposure (as per Remark 13.26).
2. It is computationally infeasible for an adversary (without knowledge of ’s private
data) to compute a private key corresponding to any party’s public key, or to construct
a matching user identity and reconstruction public data for which a corresponding
private key may also be computed. Reconstructed public keys are thus implicitly authenticated by construction.

Ð

13.29 Remark (applications of implicitly-certified keys) Implicitly-certified public keys may be
used as an alternate means for distributing public keys (e.g., Diffie-Hellman keys – see
12.6.3) in various key agreement protocols, or in conjunction with identification protocols,
digital signature schemes, and public-key encryption schemes.

Ñ

Classes of implicitly-certified public keys
Two classes of implicitly-certified public keys may be distinguished:
1. identity-based public keys (Class 1). The private key of each entity is computed
by a trusted party , based on ’s identifying information and ’s private key; it is
also a function of ’s user-specific reconstruction public data, which is fixed a priori
by . ’s private key is then securely transferred by to . An example is Mechanism 12.59.
2. self-certified public keys (Class 2). Each entity itself computes its private key and
corresponding public key. ’s reconstruction public data (rather than ’s private key,
as in Class 1) is computed by as a function of the public key (transferred to by ),
’s identifying information, and ’s private key. An example is Mechanism 12.61.
Class 1 requires more trust in the third party, which therein has access to users’ private
keys. This differs from Class 2, as emphasized by the term “self” in “self-certified”, which
refers to the knowledge of this key being restricted to the entity itself.
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13.4.5 Comparison of techniques for distributing public keys

Ñ 13.4 began with an overview of techniques for addressing authenticity in public key disÑ
Ñ
Ñ
tribution. The basic approaches of 13.4.2, 13.4.3, and 13.4.4 are discussed further here.

Figure 13.7 illustrates corresponding classes of asymmetric signature systems, contrasting
public-key systems (with explicit public keys), identity-based systems (the public key is a
user’s identity information), and systems with implicitly-certified public keys (an explicit
public key is reconstructed from user public data). The main differences are as follows:
1. Certificate-based public-key systems have explicit public keys, while ID-based systems do not; in implicitly-certified systems explicit public keys are reconstructed.
The explicit public key in public-key systems (Figure 13.7(a)) is replaced by:
(a) the triplet
for identity-based systems (Figure 13.7(b)).
is
an identifying string for ,
is additional public data (defined by and related to
and ’s private key), and
consists of the trusted public key (or
system parameters) of a trusted authority .

Ó

LÔ Õ]Ö :× ØLÙÖ :× Ú-ÛÝÜ
Ò ÕfÖ
Ø3ÙUÖ
Ò

Ú-Û

Ð

Ø3ÙÖ

Ð
Þ While the figure focuses (for concreteness) on signature systems, concepts carry over analogously for asym-

metric entity authentication, key establishment, and encryption systems.
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(a) Public key system (explicit public keys)
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(b) Identity-based system
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Figure 13.7: Key management in different classes of asymmetric signature systems.
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(c) System with implicitly-certified public keys
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Figure 13.7: (cont’d) Key management in different classes of asymmetric signature systems.
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6.

(b) the triplet
for systems with implicitly-certified
public keys (Fig
ure 13.7(c)). In this case, an explicit public key
is
reconstructed
from these

parameters. The
reconstruction
public
data
plays
a
role
analogous
to the

public data 
in Figure 13.7(b).
The authenticity of public keys can (and must) be explicitly verified in certificatebased systems, but not (and need not) in ID-based or implicitly-certified systems.
The trusted authority need not know users’ private keys in certificate-based publickey systems or implicitly-certified systems with self-certified public keys; but does
in ID-based systems, and in implicitly-certified systems with ID-based keys.
Similar to identity-based systems (  13.4.3), implicitly-certified public keys (of both
classes) depend on an entity’s identifying information, and in this sense are also
“identity-based”. However, ID-based systems avoid explicit public keys entirely (a
user’s identity data is essentially its public key), while implicitly-certified public keys
are not restricted to user identities and may be explicitly computed (and thus more
easily used in conjunction with ordinary public-key schemes).
The two classes of implicitly-certified public keys (Figure 13.7(c)) differ in their relationship between users’ reconstruction public data and private keys as follows.
(a) Class 1: a user’s private key is computed as a function of the reconstruction
data, and this private key is computed by the trusted authority;
(b) Class 2: the reconstruction data is computed as a function of the user’s public
key, and the corresponding private key is computed by the party itself.
In all three approaches, at some stage a third party which is trusted to some level (cf.
Note 13.7) is required to provide a link transferring trust between users who may have
never met each other and may share nothing in common other than authentic system
parameters (and possibly knowledge of other users’ identities).

13.30 Remark (implicitly-certified public keys vs. public-key certificates) Advantages of implicitly-certified public keys over public-key certificates include: possibly reduced space requirements (signed certificates require storage for signatures); possible computational savings (signature verification, as required for certificates, is avoided); and possible communications savings (e.g. if identity-based and the identity is known a priori). Countering these
points, computation is actually required to reconstruct a public key; and additional reconstruction public data is typically required.
13.31 Remark (key revocation in ID-based systems) Revocation of public keys may be addressed in ID-based schemes and systems using implicitly-certified public keys by incorporating
information such as a key validity period or serial number into the identification string used
to compute an entity’s public key (cf. Remark 13.27). The revocation issue is then analogous to that for public-key certificates. Additional information, e.g., pertaining to key usage
or an associated security policy, may similarly be incorporated.
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13.5 Techniques for controlling key usage
This section considers techniques for restricting keys to pre-authorized uses.

13.5.1 Key separation and constraints on key usage
Information that may be associated with cryptographic keys includes both attributes which
restrict their use, and other information of operational use. These include:
1. owner of key
2. validity period (intended cryptoperiod)
3. key identifier (allowing non-cryptographic reference to the key)
4. intended use (see Table 13.2 for a coarse selection)
5. specific algorithm
6. system or environment of intended use, or authorized users of key
7. names of entities associated with key generation, registration, and certification
8. integrity checksum on key (usually part of authenticity requirement)
Key separation and the threat of key misuse
In simple key management systems, information associated with keys, including authorized
uses, are inferred by context. For additional clarity or control, information explicitly specifying allowed uses may accompany distributed keys and be enforced by verification, at
the time of use, that the attempted uses are authorized. If control information is subject to
manipulation, it should be bound to the key by a method which guarantees integrity and authenticity, e.g., through signatures (cf. public-key certificates) or an encryption technique
providing data integrity.
The principle of key separation is that keys for different purposes should be cryptographically separated (see Remark 13.32). The threat of key misuse may be addressed by
techniques which ensure that keys are used only for those purposes pre-authorized at the
time of key creation. Restrictions on key usage may be enforced by procedural techniques,
physical protection (tamper-resistant hardware), or cryptographic techniques as discussed
below.
Discussion of other methods in  13.5.2 includes key tags, which allow key separation
with explicitly-defined uses; key variants, which separate keys without explicitly defining
authorized uses; and key notarization and control vectors, which bind control information
into the process by which keys are derived.
13.32 Remark (cryptographic reasons for key separation) A principle of sound cryptographic
design is to avoid use of the same cryptographic key for multiple purposes. A key-encrypting key should not be used interchangeably as a data encryption key, since decrypted keys
are not generally made available to application programs, whereas decrypted data is. Distinct asymmetric encryption and signature keys are also generally used, due to both differing life cycle requirements and cryptographic prudence. Flaws also potentially arise if:
asymmetric keys are used for both signatures and challenge-response entity authentication
(Remark 10.40); keys are used for both encryption and challenge-response entity authentication (chosen-text attacks); symmetric keys are used for both encryption and message
authentication (Example 9.88). See also Remark 13.24.
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13.5.2 Techniques for controlling use of symmetric keys
The main technique discussed below is the use of control vectors. For historical context,
key tags/key variants and key notarization are also discussed.
(i) Key tags and key variants
Key tags provide a simplified method for specifying allowed uses of keys (e.g., data-encrypting vs. key-encrypting keys). A key tag is a bit-vector or structured field which accompanies and remains associated with a key over its lifetime. The tag bits are encrypted jointly
with the key and thereby bound to it, appearing in plaintext form only when the key is decrypted. If the combination of tag bits and key are sufficiently short to allow encryption in
a single block operation (e.g., a 56-bit key with an 8-bit tag for a 64-bit block cipher), then
the inherent integrity provided by encryption precludes meaningful manipulation of the tag.
A naive method for providing key separation is to derive separate keys from a single
base key (or derivation key) using additional non-secret parameters and a non-secret function. The resulting keys are called key variants or derived keys.
One technique for varying keys is key offsetting, whereby a key-encrypting key  is
modified on a per-use basis by a counter  incremented after each use. This may prevent
replay of encrypted keys. The modified key  is used to encrypt another (e.g., session)
key. The recipient likewise modifies  to decrypt the session key. A second technique,
complementing alternate 4-bit blocks of  commencing with the first 4 bits, is a special
case of fixed-mask offsetting (Example 13.33).
13.33 Example (key variants using fixed-mask offsets) Suppose exactly three classes of keys are
desired. Construct keys by using variations ! and #" of a master key  , with $%
&(' , #"%)&('*" , and ' , '*" nonsecret mask values. Using  , $ , and #" to encrypt
+
other keys then allows key separation of the latter into three classes.
If the derivation process is invertible, the base key can be recovered from the derived
key. Ideally, the derivation technique is non-reversible (one-way), implying that compromise
of one derived key would not compromise the base key or other derived keys (cf.
,
13.7.1
on security impacts of related keys). Yet another example of key derivation (see
,
12.3.1) has this property: compute .-/%10(243657-98 where 57- is a random number, or replace
the encryption function 0 by a MAC, or simply hash  and 5:- using a hash function ; with
suitable properties.
(ii) Key notarization
Key notarization is a technique intended to prevent key substitution by requiring explicit
specification of the identities of parties involved in a keying relationship. A key is authenticated with respect to these identities (preventing impersonation) by modifying a keyencrypting key such that the correct identities must be specified to properly recover the protected key. The key is said to be sealed with these identities. Preventing key substitution
is a requirement in all (authenticated) key establishment protocols. Notarization requires
proper control information for accurate recovery of encrypted
keys, providing implicit pro,
tection analogous to implicitly-certified public keys ( 13.4.4).
The basic technique (simple key notarization) involves a trusted server (notary), or one
of the parties sharing the key, using a key-encrypting key  to encrypt a session key < , intended for use with the originating party = and the recipient > , as: 0 2 #? -A@B@ CED 3 <F8 . Here = and
> are assumed to identify unique entities in the given system. The party intending to recover

G
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I

from this must share J and explicitly specify K and L in the correct order, otherwise a random key will be recovered. The analogy to a notary originated from the assumption that the
third party properly authenticates the identities of the intended parties, and then provides a
session key which may only be recovered by these parties. A more involved process, key
notarization with offsetting, is given in Example 13.34
13.34 Example (key notarization with offsetting) Let M be a block cipher operating on 64-bit
blocks with 64-bit key, JONPJRQ/STSTJRU be a 128-bit key-encrypting key, V a 64-bit counter,
and K(NWK9Q/SXS K9U , L.NYL QFSTS L U 128-bit source and destination identifiers. For key notarization
with offsetting, compute: J!Z[N\M(]_^a`bdcaefL Ug ` JRQ ` V , J#hiN\Mj]_ck`ml cnefK9Ug ` JRU ` V .
The resulting 128-bit notarized key e J Z o J h g then serves as a key-encrypting key in twokey triple-encryption. The leftmost terms p Z e J Ujo K o Lqg and p h e J Qro K o Lqg in the computation
of J Z , J h above are called notary seals, which, when combined with J Q and J U , respectively, result in quantities analogous to those used in simple key notarization (i.e., functions
of J , K , L ). For J a 64-bit (single-length) key, the process is modified as follows: using
J Q NPJ U NsJ , compute the notary seals p Z e J Uo K o Lqg , p h e J Q/o K o Lqg as above, concatenate
the leftmost 32 bits of p Z with the rightmost of p h to obtain p , then compute p ` J ` V as
the notarized key.
t
(iii) Control vectors
While key notarization may be viewed as a mechanism for establishing authenticated keys,
control vectors provide a method for controlling the use of keys, by combining the idea
I of
key tags with the mechanism of simple key notarization. Associated with each key is a
control vector u , which is a data field (similar to a key
I tag) defining the authorized uses of
the key (effectively typing the
key).
It
is
bound
to
by varying a key-encrypting key J
I
before encryption: M ]#`mv e g .
Key decryption thus requires the control vector be properly specified, as well as the
correct key-encrypting key; if the combined quantity J ` u is incorrect, a spurious key of
noI advantage to an adversary is recovered. Cryptographically binding the control vector u
to at the time of key generation prevents unauthorized manipulation of u , assuming only
authorized parties have access to the key-encrypting key J .
Control vectors may encompass key notarization by using one or more fields in u to
specify identities. In relation to standard models forI access control (Note 13.35), a control
vector may be used to specify a subject’s identity ( b ) and privileges ( w byx l ) regarding the
use of a key ( J l ).
At time of use for a specific cryptographic operation, the control vector is input as well
as the protected key. At this time, a check is made that the requested operation complies
with the control vector; if so, the key is decrypted using the control vector. If the control
vector
I{z}does
| I not match that bound to the protected key (or if J is incorrect), the recovered
N
key
will be spurious. Security here is dependent on the assumption that checking
is inseparable from use, and done within a trusted subsystem.
If the bitsize of the control vector u differs from that of the key J , a collision-resistant
hash function may be used prior to coupling. This allows arbitrary length control vectors.
I
Thus a 128-bitI key J and a hash function ~ with 128-bit output may be used to encrypt
as: M ]#`kv( e g .
13.35 Note (models for access control) Several methods are available to control access to resources. The access matrix model uses a 2-dimensional matrix w bdal with a row for each
I
subject
identification of subI ( b ) and a column for each object (  l ), and relies on proper
I
jects b . Each access record w byx l specifies the privileges entity b has on object  l (e.g.,
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an application program may have read, write, modify, or execute privileges on a file). Column may alternately serve as an access list for object  , having entries aX7 where
Xjy  specifies privileges. Another method of resource protection uses the idea of
capabilities: a capability #  specifies an object  and privilege set  related to  , and
functions as a ticket – possession of capability  # grants the holder the specified privileges, without further validation or ticket-holder identification.
13.36 Example (sample uses of control vectors) Control vectors may be used to provide a
public-key like functionality as follows (cf. Remark 13.14). Two copies of a symmetric key
are distributed, one typed to allow encryption only (or MAC generation), and a second allowing decryption only (or MAC verification). Other sample uses of control fields include:
allowing random number generation; allowing ciphertext translation (e.g., in KTCs); distinguishing data encryption and key encryption keys; or incorporation of any field within a
public-key certificate.

13.37 Remark (key verification and preventing replay) Replay of keys distributed by key
transport protocols may be countered by the same techniques used to provide uniqueness/timeliness and prevent replay of messages – sequence numbers, timestamps, and
challenge-response techniques (  10.3.1). Before a key resulting from a key derivation, notarization, or control vector technique is actually used, verification of its integrity may be
desirable (cf. key confirmation,  12.2). This can be achieved using standard techniques for
data integrity (Figure 9.8). A simple method involves the originator sending the encryption
(under the key in question) of a data item which the recipient can recognize.

13.6 Key management involving multiple domains
This section considers key management models for systems involving multiple domains or
authorities, as opposed to the simpler single-domain models of  13.2.3.
13.38 Definition A security domain (domain) is defined as a (sub)system under the control of a
single authority which the entities therein trust. The security policy in place over a domain
is defined either implicitly or explicitly by its authority.
The trust that each entity in a domain has in its authority originates from, and is maintained through, an entity-specific shared secret key or password (in the symmetric case), or
possession of the authority’s authentic public key (in the asymmetric case). This allows secure communications channels (with guaranteed authenticity and/or confidentiality) to be
established between the entity and authority, or between two entities in the same domain.
Security domains may be organized (e.g., hierarchically) to form larger domains.

13.6.1 Trust between two domains
Two parties  and  , belonging to distinct security domains # and # with respective
trusted authorities  and  , may wish to communicate securely (or  may wish to access
resources from a distinct domain # ). This can be reduced to the requirement that  and
 either:
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1. (share a symmetric key) establish a shared secret key R¢¡ which both trust as being
known only to the other (and possibly trusted authorities); or
2. (share trusted public keys) acquire trust in one or more common public keys which
may be used to bridge trust between the domains, e.g., allowing verification of the
authenticity of messages purportedly from the other, or ensure the confidentiality of
messages sent to the other.
Either of these is possible provided £ and £¡ have an existing trust relationship, based on
either trusted public keys or shared secret keys.
If £ and £¡ do have an existing trust relationship, either requirement may be met by
using this and other initial pairwise trust relationships, which allow secure communications
channels between the pairs ¤¥_¦y£j§ , ¤f£¦y£¡§ , and ¤6£¡¨¦ ©R§ , to be successively used to establish the objective trust relationship ¤¥_¦©§ . This may be done by ¥ and © essentially
delegating to their respective authorities the task of acquiring trust in an entity under the
other authority (as detailed below).
If £
and £ ¡ do not share an existing trust relationship directly, a third authority £ª ,
in which they both do trust, may be used as an intermediary to achieve the same end result.
This is analogous to a chain of trust in the public-key case ( « 13.6.2). The two numbered
options beginning this subsection are now discussed in further detail.
Domain ®°¯

Domain ®

Authority
²

(2)

¯

(1)

(¬
Party ±

±

³

Authority
²³

(¬

)
(4)



)

Party 

Figure 13.8: Establishing trust between users in distinct domains.

1. trusted symmetric key: Trust in a shared secret key may be acquired through a variety
of authenticated key establishment techniques (see « 12.3 for detailed protocols). An
outline of steps by which parties ¥ and © above may do so follows, with reference
to Figure 13.8.
(a) ¥ makes a request to £
to obtain a key to share with © (1).
(b) £{ and £¡ establish a short-term secret key R¢¡ (2).
(c) £ and £ ¡ , respectively, distribute  ¢¡ to ¥ and © , guaranteeing secrecy and
authenticity (3A, 3B).
(d) ¥ uses R¢¡ for secure direct communications with © (4). Message (3B) may
be eliminated if its contents are relayed by £¡ to ¥ via £ as part of the existing
messages (2), (3A).
In this case, from ¥ ’s viewpoint the composition of £{ , £¡ and the trust relationship
¤f£¦y£¡¨§ may be seen as a single (composite) authority, which ¥ communicates with
through £ , and which plays the role of the (simple) authority in the standard case
of a KDC or KTC (see « 13.2.3).
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2. trusted public key: Trust in a public key may be acquired, based on existing trust relationships, through data origin authentication by standard techniques such as digital
signatures or message authentication codes. ´ may acquire the trusted public key of
party µ described above as follows (cf. Figure 13.8).
(a) ´ requests from ¶· the trusted public key of user µ (1).
(b) ¶ · acquires this from ¶¸ , with guaranteed authenticity (2).
(c) ¶ · transfers this public key to ´ , with guaranteed authenticity (3A).
(d) ´ uses this public key to secure direct communications with µ (4).
13.39 Definition A cross-certificate (or CA-certificate) is a certificate created by one certification authority (CA), certifying the public key of another CA.
13.40 Remark (user-specific vs. domain cross-trust) Method 2 above transfers to ´ trust specifically in the public key of µ ; this may be called a user-specific transfer of trust. Alternatively, a general transfer of trust between domains is possible as follows, assuming ¶¸ has
created a certificate ¹F¸ containing the identity and public key of µ . In this case, ¶ · creates
a cross-certificate containing the identity and public key of ¶¸ . ´ , possessing the trusted
signature verification key of ¶· , may verify the signature on this latter certificate, thereby
acquiring trust in ¶ ¸ ’s signature verification key, and allowing ´ to verify and thereby trust
µ ’s public key within ¹ ¸ (or the public key in any other certificate signed by ¶ ¸ ). Thus,
user ´ from domain º#· (with authority ¶· ) acquires trust in public keys certified in º ¸
by ¶ ¸ .

13.6.2 Trust models involving multiple certification authorities
Many alternatives exist for organizing trust relationships between certification authorities
(CAs) in public-key systems involving multiple CAs. These are called trust models or certification topologies, and are logically distinct from (although possibly coincident with) communications models. (In particular, a communications link does not imply a trust relationship.) Trust relationships between CAs determine how certificates issued by one CA may
be utilized or verified by entities certified by distinct CAs (in other domains). Before discussing various trust models, certificate chains are first introduced.
(i) Certificate chains and certification paths
Public-key certificates provide a means for obtaining authenticated public keys, provided
the verifier has a trusted verification public key of the CA which signed the certificate. In
the case of multiple certification authorities, a verifier may wish to obtain an authentic public key by verifying a certificate signed by a CA other than one for which it (originally)
possesses a trusted public key. In this case, the verifier may still do so provided a chain of
certificates can be constructed which corresponds to an unbroken chain of trust from the
CA public key which the verifier does trust, to the public key it wishes to obtain trust in.
Certificate chains correspond to directed paths in the graphical representation of a CA
trust model (see Figure 13.9). The goal is to find a sequence of certificates corresponding
to a directed path (certification path) starting at the node corresponding to the CA whose
public key a verifier trusts a priori, and ending at the CA which has signed the certificate
of the public key to be verified.
13.41 Example (illustration of certificate chain) Consider Figure 13.9(e) on page 574. Suppose
an entity ´ in possession of the public key »a¼ of ½r¾¼ wishes to verify the certificate of an

¿
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entity Á signed by ÂrÃjÄ , and thereby obtain trust in ÅÆ . A directed path Ç7ÂrÃÈÊÉkÂrÃËkÉkÂrÃÄÍÌ
exists. Let ÂrÃÈkÎÂrÃËkÏ denote a certificate signed by ÂrÃÈ binding the name ÂrÃ(Ë to the
public key ÅaË . Then the certificate chain Ç:ÂrÃ(ÈÊÎÂrÃËÊÏ*ÉÐÂÃ(ËkÎÂÃ(ÄkÏ*Ì , along with initial
trust in ÅÈ , allows Ñ to verify the signature on ÂrÃ(ÈkÎÂrÃ(ËkÏ to extract a trusted copy of ÅË ,
use Å Ë to verify the signature on ÂrÃ Ë ÎÂrÃ Ä Ï to extract a trusted copy of Å Ä , and then use
Å Ä to verify the authenticity of (the certificate containing) Å Æ .
Ò
Given an initial trusted public key and a certificate to be verified, if a certificate chain
is not provided to the verifier, a method is required to find (build) the appropriate chain
from publicly available data, prior to actual cryptographic chain verification. This noncryptographic task resembles that of routing in standard communications networks.
13.42 Example (building certificate chains using cross-certificate pairs) One search technique
for finding the certification path given in Example 13.41 involves cross-certificate pairs.
In a public directory, in the directory entry for each CA Ó , for every CA Ô that either
cross-certifies Ó or that Ó cross-certifies, store the certificate pair (forward, reverse) =
Ç7ÂrÃjÕ}ÎÂrÃ(Ö4Ï , ÂrÃÖ.ÎÂÃÕ_Ï ), called a cross-certificate pair. Here notation is as in Example 13.41, the pair consists of the forward and reverse certificates of ÂrÃjÖ (see page 575),
and at least one of the two certificates is present. In the absence of more advanced techniques or routing tables, any existent certification path could be found by depth-first or
breadth-first search of the reverse certificates in cross-certificate pairs starting at the CA
whose public key the verifier possesses initially.
Ò
As part of signature verification with certificate chains, verification of cross-certificates
requires checking they themselves have not been revoked (see × 13.6.3).
(ii) Trust with separate domains
Figure 13.9 illustrates a number of possible trust models for certification, which are discussed below, beginning with the case of separated domains.
Simple public-key systems involve a single certification authority (CA). Larger systems involve two or more CAs. In this case, a trust relationship between CAs must be specified in order for users under different CAs to interoperate cryptographically. By default,
two distinct CAs define separate security domains as in Figure 13.9(a), with no trust relationship between domains. Users in one domain are unable to verify the authenticity of
certificates originating in a separate domain.
(iii) Strict hierarchical trust model
The first solution to the lack of cryptographic interoperability between separate domains is
the idea of a strict hierarchy, illustrated by Figure 13.9(b). Each entity starts with the public
key of the root node – e.g., entity ØRÙ6Ú Û is now given ÂrÃÈ ’s public key at registration, rather
Ú model is called the rooted chain model, as all trust
than that of ÂrÃ as in figure (a). This
Ú
chains begin at the root. It is a centralized trust model.
Several such rooted trees, each being a strict hierarchy, may be combined in a trust
model supporting multiple rooted trees as in Figure 13.9(c). In this case, a cross-certificate
is allowed between the roots of the trees, illustrated by a bi-directional arrow between roots.
The arrow directed from ÂrÃ Ö to ÂrÃ Õ denotes a certificate for the public key of ÂrÃ Õ created by ÂrÃ Ö . This allows users in the tree under ÂÃ Ö to obtain trust in certificates under
ÂÃ Õ through certificate chains which start at ÂrÃ Ö and cross over to ÂrÃ Õ .
In the strict hierarchical model, all entities are effectively in a single domain (defined
by the root). Despite the fact that, for example, ÂrÃ signs the public-key certificate of ØRÙ6Ú Û ,

Ú
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(a) Separate domains

(b) Strict hierarchy
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öR÷føù
ö ÷6ø ù
R
ø trusts the root ( úrûü ) directly but not úrû ø . ø trusts úû ø only indirectly through
the root. Potential drawbacks of this model include:
1. all trust in the system is dependent on the root key
2. certificate chains are required even for two entities under the same CA
3. certificate chains become long in deep hierarchies
4. a more natural model in some organizations is for trust to begin at a local node (the
parent CA) rather than a distant node (the root).
(iv) Reverse certificates and the general digraph trust model
A more general hierarchical model, a hierarchy with reverse certificates, is illustrated in
Figure 13.9(d). This resembles the strict hierarchy of Figure 13.9(b), but now each CA
lower in the hierarchy also creates certificates certifying the public keys of its directly superior (parent) CA. Two types of certificates may then be distinguished in a hierarchy:
1. forward certificate. A forward certificate (relative to úrûý ) is created by the CA directly above úûý signing the public key of úrûjý , and illustrated in the hierarchy by
a downward arrow towards úrûý .
2. reverse certificate. A reverse certificate (relative to úrû ý ) is created by úrû ý signing
the public key of its immediately superior CA, and illustrated in the hierarchy by an
upward arrow originating from úrû ý .
In this model, each entity starts not with the public key of the root, but rather with the public
key of the CA which created its own certificate, i.e., its local CA (parent). All trust chains
now begin at an entity’s local CA. The shortest trust chain from any entity þ to any other
entity ÿ is now the path in the tree which travels upwards from þ to the least-commonancestor of þ and ÿ , and downwards from that node on to ÿ .
A drawback of the hierarchical model with reverse certificates is that long certificate
chains may arise between entities which are under distinct CAs even if these entities communicate frequently (e.g., consider entities under úrû ø and úrû in Figure 13.9(d). This situation can be ameliorated by allowing úrû ø to cross-certify úrû directly, even though this
edge is not in the hierarchy. This is the most general model, the directed graph (digraph)
trust model as illustrated in Figure 13.9(e). The analogy to graph theory is as follows: CAs
are represented by nodes or vertices in a graph, and trust relationships by directed edges.
(The complete graph on  vertices, with a directed edge from each vertex to every other,
corresponds to complete trust, with each CA cross-certifying every other directly.)
The digraph model is a distributed trust model. There is no central node or root, any
CA may cross-certify any other, and each user-entity begins with the trusted public key of
its local CA. The concept of a hierarchy remains useful as a reference for organizing trust
relationships. This model may be used to implement the other trust models discussed above,
including strict hierarchies if variation is permitted in the trusted public key(s) end-user entities are provided with initially.
13.43 Remark (assigning end-users to CAs) In hierarchical models, one option is to specify that
only CAs at the lowest level certify end-users, while internal CAs serve (only) to crosscertify other CAs. In the general digraph model, where all CAs are considered equal, it is
more natural to allow every CA to certify end-users.
(v) Constraints in trust models
Trust obtained through certificate chains requires successful verification of each certificate
forming a link in the chain. Once a CA ( úrû(ý ) cross-certifies the public key of another
CA ( úû ), in the absence of additional constraints, this trust extended by úrûjý is transitively granted to all authorities which may be reached by certificate chains originating from
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. To limit the scope of trust extended by a single cross-certificate, a CA may impose
constraints on cross-certificates it signs. Such constraints would be enforced during verification of certificate chains, and might be recorded explicitly through additional certificate
fields indicating specific policies, or through attribute certificates ( 13.4.2). Examples of
simple constraints on cross-certificates include:
1. limiting chain length. A constraint may be imposed on the length of the certificate
chain which may follow the cross-certificate in question. For example, a CA may
limit the extent of trust granted to CAs which it directly cross-certifies by specifying,
in all cross-certificates it signs, that that certificate must be the last CA-certificate in
any trust chain.
2. limiting the set of valid domains. A set of CAs (or domain names) may be specified as
valid with respect to a given cross-certificate. All CAs in a certificate chain following
the cross-certificate in question may be required to belong to this set.
Certification may also be carried out relative to a certification policy specifying the
conditions under which certification took place, including e.g., the type of authentication
carried out on the certificate subject before certifying a key, and the method used to guarantee unique subject names in certificates.

13.6.3 Certificate distribution and revocation
A certificate directory (cf. 13.2.4) is a database which implements a pull model – users
extract (pull) certificates from the database as necessary. A different model of certificate
distribution, the push model, involves certificates being sent out (pushed) to all users upon
certificate creation or periodically; this may be suitable for closed systems. Alternatively,
individual users may provide their certificates to others when specifically needed, e.g., for
signature verification. In certificate-based systems with certificate revocation lists (CRLs –
see below), a method for distribution of CRLs as well as certificates is required.
A certificate directory is usually viewed as an unsecured third party. While access control to the directory in the form of write and delete protection is necessary to allow maintenance and update without denial of service, certificates themselves are individually secured
by the signatures thereon, and need not be transferred over secured channels. An exception
is on-line certificates, which are created by a certification authority in real-time on request
and have no on-going lifetime, or are distributed by a trusted party which guarantees they
have not been revoked.
Certificate or CRL caching may be used, whereby frequently referenced items are saved in short-term local storage to avoid the cost of repeated retrievals. Cached CRLs must
be refreshed sufficiently often to ensure recent revocations are known.
Certificate revocation and CRLs
Upon compromise of a secret key, damage may be minimized by preventing subsequent
use of or trust in the associated keying material. (Note the implications differ between signature and encryption keys.) Here compromise includes any situation whereby an adversary gains knowledge of secret data. If public keys must be obtained in real-time from a
trusted on-line server, the keys in question may be immediately removed or replaced. The
situation involving certificates is more difficult, as all distributed copies must be effectively
retracted. While (suspected or actual) key compromise may be rare, there may be other reasons a CA will prematurely dissolve its binding of a public key to a user name (i.e., revoke
the certificate). Reasons for early termination of keying material include the associated en-
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tity leaving or changing its role within an organization, or ceasing to require authorization
as a user. Techniques for addressing the problem of revoked keys include:
1. expiration dates within certificates. Expiration dates limit exposure following compromise. The extreme case of short validity periods resembles on-line certificates
which expire essentially immediately. Short-term certificates without CRLs may be
compared to long-term certificates with frequently updated CRLs.
2. manual notification. All system users are informed of the revoked key by out-of-band
means or special channels. This may be feasible in small or closed systems.
3. public file of revoked keys. A public file is maintained identifying revoked keys, to
be checked by all users before key use. (The authenticity of data extracted from the
file may be provided by similar techniques as for public keys – see 13.4.)
4. certificate revocation lists (CRLs). A CRL is one method of managing a public file
of revoked keys (see below).
5. revocation certificates. An alternative to CRLs, these may be viewed as public-key
certificates containing a revocation flag and a time of revocation, serving to cancel
the corresponding certificate. The original certificate may be removed from the certificate directory and replaced by the revocation certificate.
A CRL is a signed list of entries corresponding to revoked public keys, with each entry indicating the serial number of the associated certificate, the time the revocation was
first made, and possibly other information such as the revocation reason. The list signature,
guaranteeing its authenticity, is generated by the CA which originally issued the certificates;
the CRL typically includes this name also. Inclusion of a date on the overall CRL provides
an indication of its freshness. If CRLs are distributed using a pull model (e.g., via a public
database), they should be issued at regular intervals (or intervals as advertised within the
CRL itself) even if there are no changes, to prevent new CRLs being maliciously replaced
by old CRLs.
Revoked cross-certificates may be specified on separate authority revocation lists
(ARLs), analogous to CRLs (which are then restricted to revoked end-user certificates).
13.44 Note (CRL segmenting) For reasons of operational efficiency when large CRLs may arise,
an option is to distribute CRLs in pieces. One technique is to use delta-CRLs: upon each
CRL update, only new entries which have been revoked since the last issued CRL are included. This requires end-users maintain (and update) secured, local images of the current
CRL. A second technique is to partition a CRL into segments based on revocation reason.
A third is to segment a CRL by pre-assigning each certificate (upon creation) to a specified
sub-list, with a limit  on the number of certificates pre-assigned to any segment and
new segments created as required. In all cases, for each certificate, available information
must indicate which CRL segment must be consulted.

13.7 Key life cycle issues
Key management is simplest when all cryptographic keys are fixed for all time. Cryptoperiods necessitate the update of keys. This imposes additional requirements, e.g., on certification authorities which maintain and update user keys. The set of stages through which a
key progresses during its existence, referred to as the life cycle of keys, is discussed in this
section.
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13.7.1 Lifetime protection requirements
Controls are necessary to protect keys both during usage (cf.  13.5.2) and storage. Regarding long-term storage of keys, the duration of protection required depends on the cryptographic function (e.g., encryption, signature, data origin authentication/integrity) and the
time-sensitivity of the data in question.
Security impact of dependencies in key updates
Keying material should be updated prior to cryptoperiod expiry (see Definition 13.10). Update involves use of existing keying material to establish new keying material, through appropriate key establishment protocols (Chapter 12) and key layering (  13.3.1).
To limit exposure in case of compromise of either long term secret keys or past session keys, dependencies among keying material should be avoided. For example, securing
a new session key by encrypting it under the old session key is not recommended (since
compromise of the old key compromises the new). See  12.2.3 regarding perfect forward
secrecy and known-key attacks.
Lifetime storage requirements for various types of keys
Stored secret keys must be secured so as to provide both confidentiality and authenticity.
Stored public keys must be secured such that their authenticity is verifiable. Confidentiality
and authenticity guarantees, respectively countering the threats of disclosure and modification, may be provided by cryptographic techniques, procedural (trust-based) techniques, or
physical protection (tamper-resistant hardware).
Signature verification public keys may require archival to allow signature verification
at future points in time, including possibly after the private key ceases to be used. Some
applications may require that signature private keys neither be backed up nor archived: such
keys revealed to any party other than the owner potentially invalidates the property of nonrepudiation. Note here that loss (without compromise) of a signature private key may be
addressed by creation of a new key, and is non-critical as such a private key is not needed for
access to past transactions; similarly, public encryption keys need not be archived. On the
other hand, decryption private keys may require archival, since past information encrypted
thereunder might otherwise be lost.
Keys used for entity authentication need not be backed up or archived. All secret keys
used for encryption or data origin authentication should remain secret for as long as the
data secured thereunder requires continued protection (the protection lifetime), and backup
or archival is required to prevent loss of this data or verifiability should the key be lost.

13.7.2 Key management life cycle
Except in simple systems where secret keys remain fixed for all time, cryptoperiods associated with keys require that keys be updated periodically. Key update necessitates additional
procedures and protocols, often including communications with third parties in public-key
systems. The sequence of states which keying material progresses through over its lifetime
is called the key management life cycle. Life cycle stages, as illustrated in Figure 13.10,
may include:



1. user registration – an entity becomes an authorized member of a security domain.
This involves acquisition, or creation and exchange, of initial keying material such as
shared passwords or PINs by a secure, one-time technique (e.g., personal exchange,
registered mail, trusted courier).
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Figure 13.10: Key management life cycle.

2. user initialization – an entity initializes its cryptographic application (e.g., installs
and initializes software or hardware), involving use or installation (see below) of initial keying material obtained during user registration.
3. key generation – generation of cryptographic keys should include measures to ensure
appropriate properties for the intended application or algorithm and randomness in
the sense of being predictable (to adversaries) with negligible probability (see Chapter 5). An entity may generate its own keys, or acquire keys from a trusted system
component.
4. key installation – keying material is installed for operational use within an entity’s
software or hardware, by a variety of techniques including one or more of the following: manual entry of a password or PIN, transfer of a disk, read-only-memory device,
chipcard or other hardware token or device (e.g., key-loader). The initial keying material may serve to establish a secure on-line session through which working keys are
established. During subsequent updates, new keying material is installed to replace
that in use, ideally through a secure on-line update technique.
5. key registration – in association with key installation, keying material may be officially recorded (by a registration authority) as associated with a unique name which
distinguishes an entity. For public keys, public-key certificates may be created by a
certification authority (which serves as guarantor of this association), and made available to others through a public directory or other means (see  13.4).
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6. normal use – the objective of the life cycle is to facilitate operational availability of
keying material for standard cryptographic purposes (cf.  13.5 regarding control of
keys during usage). Under normal circumstances, this state continues until cryptoperiod expiry; it may also be subdivided – e.g., for encryption public-key pairs, a point
may exist at which the public key is no longer deemed valid for encryption, but the
private key remains in (normal) use for decryption.
7. key backup – backup of keying material in independent, secure storage media provides a data source for key recovery (point 11 below). Backup refers to short-term
storage during operational use.
8. key update – prior to cryptoperiod expiry, operational keying material is replaced by
new material. This may involve some combination of key generation, key derivation (  13.5.2), execution of two-party key establishment protocols (Chapter 12), or
communications with a trusted third party. For public keys, update and registration
of new keys typically involves secure communications protocols with certification
authorities.
9. archival – keying material no longer in normal use may be archived to provide a
source for key retrieval under special circumstances (e.g., settling disputes involving
repudiation). Archival refers to off-line long-term storage of post-operational keys.
10. key de-registration and destruction – once there are no further requirements for the
value of a key or maintaining its association with an entity, the key is de-registered
(removed from all official records of existing keys), and all copies of the key are destroyed. In the case of secret keys, all traces are securely erased.
11. key recovery – if keying material is lost in a manner free of compromise (e.g., due to
equipment failure or forgotten passwords), it may be possible to restore the material
from a secure backup copy.
12. key revocation – it may be necessary to remove keys from operational use prior to
their originally scheduled expiry, for reasons including key compromise. For public
keys distributed by certificates, this involves revoking certificates (see  13.6.3).
Of the above stages, all are regularly scheduled, except key recovery and key revocation which arise under special situations.
13.45 Remark (public-key vs. symmetric-key life cycle) The life cycle depicted in Figure 13.10
applies mainly to public-key pairs, and involves keying material of only a single party. The
life cycle of symmetric keys (including key-encrypting and session keys) is generally less
complex; for example, session keys are typically not registered, backed up, revoked, or
archived.
Key states within life cycle
The typical events involving keying material over the lifetime of the key define stages of
the life cycle. These may be grouped to define a smaller set of states for cryptographic
keys, related to their availability for use. One classification of key states is as follows (cf.
Figure 13.10):
1. pre-operational. The key is not yet available for normal cryptographic operations.
2. operational. The key is available, and in normal use.
3. post-operational. The key is no longer in normal use, but off-line access to it is possible for special purposes.
4. obsolete. The key is no longer available. All records of the key value are deleted.
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System initialization and key installation
Key management systems require an initial keying relationship to provide an initial secure
channel and optionally support the establishment of subsequent working keys (long-term
and short-term) by automated techniques. The initialization process typically involves noncryptographic one-time procedures such as transfer of keying material in person, by trusted
courier, or over other trusted channels.
The security of a properly architected system is reduced to the security of keying material, and ultimately to the security of initial key installation. For this reason, initial key
installation may involve dual or split control, requiring co-operation of two or more independent trustworthy parties (cf. Note  13.8).

13.8 Advanced trusted third party services
This section provides further details on trusted third party services of a more advanced nature, introduced briefly in  13.2.4.

13.8.1 Trusted timestamping service
A trusted timestamping service provides a user with a dated receipt (upon presentation of
a document), which thereafter can be verified by others to confirm the presentation or existence of the document at the (earlier) date of receipt. Specific applications include establishing the time of existence of documents such as signed contracts or lab notes related to
patent claims, or to support non-repudiation of digital signatures (  13.8.2).
The basic idea is as follows. A trusted third party  (the timestamp agent) appends a
timestamp  to a submitted digital document or data file , signs the composite document
(thereby vouching for the time of its existence), and returns the signed document including
 to the submitter. Subsequent verification of  ’s signature then establishes, based on trust
in  , the existence of the document at the time  .
If the data submitted for timestamping is the hash of a document, then the document
content itself need not be disclosed at the time of timestamping. This also provides privacy
protection from eavesdroppers in the case of submissions over an unsecured channel, and
reduces bandwidth and storage costs for large documents.
13.46 Remark (non-cryptographic timestamp service) A similar service may be provided by
non-cryptographic techniques as follows.  stores along with a timestamp   , and is
trusted
to maintain the integrity of this record by procedural techniques. Later some party
!
submits the document again (now #" ), and  compares $" to on file. If these match,
 declares that #" existed at the time  of the retrieved timestamp.
The timestamp agent  is trusted not to disclose its signing key, and also to competently create proper signatures. An additional desirable feature is prevention of collusion: 
should be unable to successfully collude (with any party) to undetectably back-date a document. This may be ensured using Mechanism 13.47, which combines digital signatures
with tree authentication based on hashing.
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13.47 Mechanism Trusted timestamping service based on tree authentication
SUMMARY: party % interacts with a trusted timestamping agent & .
RESULT: % obtains a timestamp on a digital document ' .
1. % submits the hash value (*)',+ to & . ( ( is a collision-resistant hash function.)
2. & notes the date and time -. of receipt, digitally signs the concatenation of (/)0',+ and
-. , and returns -. and the signature to % . (The signature is called the certified timestamp.) % may verify the signature to confirm & ’s competence.
3. At the end of each fixed period (e.g., one day), or more frequently if there is a large
number 1 of certified timestamps, & :
(i) computes from these an authentication tree &,2 with root label 3 (see 4 13.4.1);
(ii) returns to % the authentication path values to its certified timestamp; and
(iii) makes the root value 3 widely available through a means allowing both verifiable authenticity and establishment of the time of creation -05 of &62 (e.g., publishing in a trusted dated medium such as a newspaper).
4. To allow any other party 7 to verify (with & ’s verification public key) that ' was
submitted at time - . , % produces the certified timestamp. If trust in & itself is challenged (with respect to backdating - . ), % provides the authentication path values from
its certified timestamp to the root 3 , which 7 may verify (see 4 13.4.1) against an independently obtained authentic root value 3 for the period - 5 .
To guarantee verifiability, % should itself verify the authentication path upon receiving
the path values in step 3.

13.8.2 Non-repudiation and notarization of digital signatures
The timestamping service of 4 13.8.1 is a document certification or document notarization
service. A notary service is a more general service capable not only of ascertaining the existence of a document at a certain time, but of vouching for the truth of more general statements at specified points in time. The terminology originates from the dictionary definition
of a notary public – a public official (usually a solicitor) legally authorized to administer
oaths, and attest and certify certain documents. No specific legal connotation is intended in
the cryptographic use of this term.
The non-repudiation aspect of digital signatures is a primary advantage of public-key
cryptography. By this property, a signer is prevented from signing a document and subsequently being able to successfully deny having done so. A non-repudiation service requires
specification of precise details including an adjudication process and adjudicator (judge),
what evidence would be submitted to the adjudicator, and what precise process the adjudicator is to follow to render judgement on disputes. The role of an adjudicator is distinct
from that of a timestamp agent or notary which generates evidence.
13.48 Remark (origin authentication vs. non-repudiable signature) A fundamental distinction
exists between a party % being able to convince itself of the validity of a digital signature 8
at a point in time -:9 , and that party being able to convince others at some time - .<; -:9 that 8
was valid at time -:9 . The former resembles data origin authentication as typically provided
by symmetric-key origin authentication mechanisms, and may be accepted by a verifier as a
form of authorization in an environment of mutual trust. This differs from digital signatures
which are non-repudiable in the future.

=

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

> 13.8

Advanced trusted third party services

583

Data origin authentication as provided by a digital signature is valid only while the
secrecy of the signer’s private key is maintained. A threat which must be addressed is a
signer who intentionally discloses his private key, and thereafter claims that a previously
valid signature was forged. (A similar problem exists with credit cards and other methods
of authorization.) This threat may be addressed by:
1. preventing direct access to private keys. Preventing users from obtaining direct access to their own private keys precludes intentional disclosure. As an example, the
private keys may be stored in tamper-resistant hardware, and by system design never
available outside thereof.
2. use of a trusted timestamp agent. The party obtaining a signature on a critical document submits the signature to a timestamp agent, which affixes a timestamp to signature and then signs the concatenation of these. This establishes a time ?@ at which the
critical signature may be ascertained to have existed. If the private signature key corresponding to this signature is subsequently compromised, and the compromise occurred after ? @ , then the critical signature may still be considered valid relative to ? @ .
For reasons as given in Remark 13.49, use of a notary agent (below) may be preferable.
3. use of a trusted notary agent. The party obtaining a signature on a critical document
(or hash thereof) submits the signature (and document or hash thereof) to an agent
for signature notarization. The agent verifies the signature and notarizes the result
by appending a statement (confirming successful signature verification) to the signature, as well as a timestamp, and signing the concatenation of the three. A reasonable
period of time (clearance period) may be allowed for declarations of lost private keys,
after which the notary’s record of verification must be accepted (by all parties who
trust the notary and verify its signature) as the truth regarding the validity of the critical signature at that point in time,A even should the private key corresponding to the
critical signature subsequently be compromised.
For signed messages having short lifetimes (i.e., whose significance does not extend
far into the future), non-repudiation is less important, and notarization may be unnecessary.
For other messages, the requirement for a party to be able to re-verify signatures at a later
point in time (including during or after signature keys have been updated or revoked), as
well as the adjudication process related to non-repudiation of signatures, places additional
demands on practical key management systems. These may include the storage or archival
of keying material (e.g., keys, certificates, CRLs) possibly required as evidence at a future
point in time.
A related support service is that of maintaining a record (audit trail) of security-related
events including registration, certificate generation, key update, and revocation. Audit trails
may provide sufficient information to allow resolution of disputed signatures by non-automated procedures.
13.49 Remark (reconstructing past trust) Both signature re-verification (relative to a past point
in time) and resolution of disputes may require reconstruction of chains of trust from a past
point in time. This requires access to keying material and related information for (re)constructing past chains of trust. Direct reconstruction of such past chains is unnecessary if a
notarizing agent was used. The original verification of the notary establishes existence of a
trust chain at that point in time, and subsequently its record thereof serves as proof of prior
validity. It may be of interest (for audit purposes) to record the details of the original trust
chain.
B
More generally, the truth of the appended statement must be accepted, relative to the timestamp.
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13.8.3 Key escrow
The objective of a key escrow encryption system is to provide encryption of user traffic
(e.g., voice or data) such that the session keys used for traffic encryption are available to
properly authorized third parties under special circumstances (“emergency access”). This
grants third parties which have monitored user traffic the capability to decrypt such traffic. Wide-scale public interest in such systems arose when law enforcement agencies promoted their use to facilitate legal wiretapping of telephone calls to combat criminal activities. However, other uses in industry include recovery of encrypted data following loss of
keying material by a legitimate party, or destruction of keying material due to equipment
failure or malicious activities. One example of a key escrow system is given below, followed by more general issues.
(i) The Clipper key escrow system
The Clipper key escrow system involves use of the Clipper chip (or a similar tamper-resistant hardware device – generically referred to below as an escrow chip) in conjunction with
certain administrative procedures and controls. The basic idea is to deposit two key components, which jointly determine an encryption key, with two trusted third parties (escrow
agents), which subsequently allow (upon proper authorization) recovery of encrypted user
data.
More specifically, encryption of telecommunications between two users proceeds as
follows. Each party has a telephone combined with a key escrow chip. The users negotiate
or otherwise establish a session key C#D which is input to the escrow chip of the party encrypting data (near end). As a function of C#D and an initialization vector (IV), the chip creates by an undisclosed method a data block called a law enforcement access field (LEAF).
The LEAF and IV are transmitted to the far end during call set-up of a communications session. The near end escrow chip then encrypts the user data E under C D producing FHGJILK0ENM ,
by a U.S. government classified symmetric algorithm named SKIPJACK. The far end escrow chip decrypts the traffic only if the transmitted LEAF validates properly. Such verification requires that this far end chip has access to a common family key C#O (see below)
with the near end chip.
The LEAF (see Figure 13.11) contains a copy of the session key encrypted under a
device-specific key C#P . C#P is generated and data-filled into the chip at the time of chip
manufacture, but prior to the chip being embedded in a security product. The system meets
its objective by providing third party access under proper authorization (as defined by the
Key Escrow System) to the device key C#P of targeted individuals.
To derive the key C#P embedded in an escrow chip with identifier UID, two key components ( CRQTS , C#QU ) are created whose XOR is C#P . Each component is encrypted under a
key CRQ GWV C#XYS[ZYC#XHU , where C#X]\ is input to the chip programming facility by the first
and second trusted key escrow agent, respectively. (Used to program a number of chips,
C X]\ is stored by the escrow agent for subsequent recovery of C Q G .) One encrypted key
component is then given to each escrow agent, which stores it along with UID to service
later requests. Stored data from both agents must subsequently be obtained by an authorized official to allow recovery of C P (by recovering first C Q G , and then C QHS , C QU , and
C P V C QHS ZYC Q^U ).
Disclosed details of the LEAF are given in Figure 13.11. Each escrow chip contains a
32-bit device unique identifier (UID), an 80-bit device unique key ( C#P ), and an 80-bit family key ( C O ) common to a larger collection of devices. The LEAF contains a copy of the
80-bit session key C#D encrypted under C#P , the UID, and a 16-bit encryption authentica-

_
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tor (EA) created by an undisclosed method; these are then encrypted under a#b . Recovery
of a#c from the LEAF thus requires both aRb and a#d . The encryption authenticator is a
checksum designed to allow detection of LEAF tampering (e.g., by an adversary attempting
to prevent authorized recovery of a#c and thereby e ).
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Figure 13.11: Creation and use of LEAF for key escrow data recovery.

(ii) Issues related to key escrow
Key escrow encryption systems may serve a wide variety of applications, and a corresponding range of features exists. Distinguishing properties of escrow systems include:
1. applicability to store-and-forward vs. real-time user communications
2. capability of real-time decryption of user traffic
3. requirement of tamper-resistant hardware or hardware with trusted clock
4. capability of user selection of escrow agents
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5. user input into value of escrowed key
6. varying trust requirements in escrow agents
7. extent of user data uncovered by one escrow access (e.g., limited to one session or
fixed time period) and implications thereof (e.g., hardware replacement necessary).
Threshold systems and shared control systems may be put in place to access escrowed keying information, to limit the chances of unauthorized data recovery. Key escrow systems
may be combined with other life cycle functions including key establishment, and key backup and archival (cf. key access servers – Notes 13.5 and 13.6).

13.9 Notes and further references


13.1



Davies and Price [308] provide a comprehensive treatment of key management, including overviews of ISO 8732 [578] and techniques introduced in several 1978 IBM Systems
Journal papers [364, 804]. Early work addressing protection in communications networks
and/or key management includes that of Feistel, Notz, and Smith [388], Branstad [189],
Kent [665], Needham and Schroeder [923], and the surveys of Popek and Kline [998] and
Voydock and Kent [1225]. Security issues in electronic funds transfer (EFT) systems for
point-of-sale (POS) terminals differ from those for remote banking machines due to the
weaker physical security of the former; special key management techniques such as unique
(derived) transaction keys reduce the implications of terminal key compromise – see Beker
and Walker [85], Davies [305], and Davies and Price [308, Ch.10]. See Meyer and Matyas
[859] for general symmetric-key techniques, EFT applications, and PIN management; and
Ford [414] for directory services and standards, including the X.500 Directory and X.509
Authentication Framework [626].
For an overview of key management concepts and life cycles aspects, see Fumy and Landrock [429]. Fumy and Leclerc [430] consider placement of key distribution protocols within the ISO Open Systems Interconnection (OSI) architecture. Regarding key management
principles, see Abadi and Needham [1], and Anderson and Needham [31]. See Vedder
[1220] for security issues and architectures relevant to wireless communications, including European digital cellular (Global System for Mobile Communications – GSM) and the
Digital European Cordless Telephone (DECT) system. Regarding key management for security (authentication and encryption) in North American digital cellular systems, see IS-54
Rev B [365]. ISO 11166-1 [586] (see also comments by Rueppel [1082]) specifies key management techniques and life cycle principles for use in banking systems, and is used by the
Society for Worldwide Interbank Financial Telecommunications (SWIFT).
13.2
Various parts of ISO/IEC 11770 [616, 617, 618] contain background material on key management; Figure 13.3 is derived from an early draft of 11770-3. KDCs and KTCs were
popularized by ANSI X9.17 [37]. Related to tradeoffs, Needham and Schroeder [923]
compare symmetric and public-key techniques; the formalization proposed by Rueppel
[1080] allows analysis of security architectures to distinguish complexity-increasing from
complexity-reducing techniques.



The Kerberos authentication service ( 12.3.2) includes a ticket-granting service whereby a
client may re-authenticate itself multiple times using its long-term secret only once. The
client  first acquires a ticket-granting-ticket through a protocol with an Authentication
Server (AS). Thereafter, using a variation of Protocol 12.24,  may obtain authentication
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credentials for a server  from a Ticket-Granting-Server (TGS), extracting a TGS session
key from the time-limited ticket to secure protocol messages with the TGS.  ’s long-term
secret (password) need neither be cached for an extended period in memory nor re-entered,
reducing the threat of its compromise; compromise of a TGS session key has time-restricted
impact. See RFC 1510 [1041] for details.



Ford and Wiener [417] describe key access servers (Note 13.6), effectively an access control
mechanism where the resource is a key package. Girault [459] mentions the three levels of
trust of Remark 13.7. Digital envelopes (Note 13.6) are discussed in PKCS #7 [1072].



13.3
Example 13.9 is from Tuchman [1198]. Davis and Swick [310] discuss symmetric-key certificates as defined herein under the name private-key certificates (crediting Abadi, Burrows, and Lampson) and propose protocols for their use with trusted third parties, including a password-based initial registration protocol. Predating this, Davies and Price [308,
p.259] note that tamper-resistant hardware may replace the trusted third party requirement
of symmetric-key certificates (Note 13.14). A generalization of Protocol 13.12 appears as
Mechanism 11 of ISO/IEC 11770-2 [617], along with related KTC protocols offering additional authenticity guarantees (cf. Note 13.13(iii)); these provide KTC variations of the

KDC protocols of 12.3.2).
13.4
Diffie and Hellman [345] suggested using a trusted public file, maintained by a trusted authority with which each communicant registers once (in person), and from which authentic
public keys of other users can be obtained. To secure requests by one party for the public key of another, Rivest, Shamir, and Adleman [1060] and Needham and Schroeder [923]
note the trusted authority may respond via signed messages (essentially providing on-line
certificates).
Authentication trees were first discussed in Merkle’s thesis [851, p.126-131] (see also [852,
853]). For security requirements on hash functions used for tree authentication, see Preneel
[1003, p.38]. Public-key certificates were first proposed in the 1978 B.Sc. thesis of Kohnfelder [703]; the overall thesis considers implementation and systems issues related to using
RSA in practice. Kohnfelder’s original certificate was an ordered triple containing a party’s
name, public-key information, and an authenticator, with the authenticator a signature over
the value resulting from encrypting the name with the public key/algorithm in question.
X.509 certificates [626] were defined in 1988 and modified in 1993 (yielding Version 2 certificates); an extensions field was added by a technical corrigendum [627] in 1995 (yielding
Version 3 certificates). Standard extensions for Version 3 certificates appear in an amendment to X.509 [628]; these accommodate information related to key identifiers, key usage,
certificate policy, alternate names (vs. X.500 names) and name attributes, certification path
constraints, and enhancements for certificate revocation including revocation reasons and
CRL partitioning. For details, see Ford [416]. ANSI X9.45 [49] addresses attribute certificates. The alternative of including hard-coded attribute fields within public-key certificates
is proposed in PKCS #6 [1072]; suggested attributes are listed in PKCS #9 [1072].
In 1984 Shamir [1115] formulated the general idea of asymmetric systems employing user’s
identities in place of public keys (identity-based systems), giving a concrete proposal for
an ID-based signature system, and the model for an ID-based encryption scheme. Fiat and
Shamir [395] combined this idea with that of zero-knowledge interactive proofs, yielding
interactive identification and signature protocols. T. Okamoto [947] (based on a January
1984 paper in Japanese by Okamoto, Shiraishi, and Kawaoka [954]) independently proposed a specific entity-authentication scheme wherein a trusted center  distributes to a
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claimant  a secret accreditation value computed as a function of  ’s private key and  ’s
identity (or unique index value). The identity-based key-agreement scheme of Maurer and
Yacobi [824] (cf.  12.6 notes on page 538) is an exception to Remark 13.27: extra public
data s is avoided, as ideally desired.
Günther [530] proposed a protocol for key agreement (Protocol 12.62) wherein users’ private keys are constructed by a trusted authority  based on their identities, with corresponding Diffie-Hellman public keys reconstructed from public data provided by  (herein called
implicitly-certified public keys, identity-based subclass). The protocol introduced by Girault [459], based on the key agreement protocol of Paillès and Girault [962] (itself updated by Girault and Paillès [461] and Girault [458]) similar to a protocol of Tanaka and
E. Okamoto [1184], involved what he christened self-certified public keys (herein called
implicitly-certified public keys, self-certified subclass); see Mechanism 12.61.
Related to self-certified public keys, Brands [185] has proposed secret-key certificates for
use in so-called restrictive blind signature schemes. These involve a data triple consisting
of a private key, matching public key, and an explicit (secret-key) certificate created by a
trusted third party to certify the public key. Users can themselves create pairs of public keys
and matching (secret-key) certificates, but cannot create valid triples. As with self-certified
keys, performance of a cryptographic action relative to the public key (e.g., signing) implicitly demonstrates that the performing party knows the private key and hence that the
corresponding public key was indeed issued by the trusted third party.

 13.5
Key tags are due to Jones [642]. Key separation as in Example 13.33 is based on Ehrsam
et al. [364], which outlines the use of master keys, key variants, key- and data-encrypting
keys. Smid [1153] introduced key notarization in the Key Notarization System (KNS), a
key management system designed by the U.S. National Bureau of Standards (now NIST),
and based on a Key Notarization Facility (KNF) – a KTC-like system component trusted
to handle master keys, and to generate and notarize symmetric keys. Key notarization with
key offsetting (Example 13.34) is from ISO 8732 [578], which is derived from ANSI X9.17
[37].
The generalization of key notarization to control vectors is due to Matyas, Meyer, and
Brachtl [806], and described by Matyas [803] (also [802]), including an efficient method
for allowing arbitrary length control vectors that does not penalize short vectors. The IBM
proposal specifies  as two-key triple-DES, as per ANSI X9.17. Matyas notes that a second approach to implement control vectors, using a MAC computed on the control vector
and the key (albeit requiring additional processing), has the property that both the control
vector and the recovered key may be authenticated before the key is used. The notion of a
capability (Note 13.35) was introduced in 1966 by Dennis and Van Horn [332], who also
considered the access matrix model.

 13.6
Key distribution between domains is discussed in ISO/IEC 11770-1 [616]; see also Kohl
and Neuman [1041] with respect to Kerberos V5, and Davis and Swick [310]. A Kerberos
domain is called a realm; authentication of clients in one realm to servers in others is supported in V5 by inter-realm keys, with a concept of authentication paths analogous to publickey certification paths.
Kent [666] overviews the design and implementation of Privacy Enhanced Mail (PEM) (see
RFC 1421-1424 [1036, 1037, 1038, 1039]), a prototyped method for adding security to Internet mail. Encryption and signature capabilities are provided. The PEM infrastructure of
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RFC 1422 is based on a strict hierarchy of certification authorities, and includes specification of Policy Certification Authorities (PCAs) which define policies with respect to which
certificates are issued. Regarding certification paths, see Tarah and Huitema [1185].



The 1988 version of X.509 [626] defines forward and reverse certificates, certificate chains,
and cross-certificate pairs, allowing support for the general digraph trust model. The formal
analysis of Gaarder and Snekkenes [433] highlights a practical difficulty in verifying the
validity of certificates – the requirement of trusted timeclocks. For reports on implementations based on X.509 certificates, see Tardo and Alagappan [1186] and others [660, 72, 839].
Techniques for segmenting CRLs (Note 13.44) are included in the above-cited work on Version 3 certificate extensions [628]. Kohnfelder [703] noted many of the issues regarding
certificate revocation in 1978 when use of certificates was first proposed, and suggested
techniques to address revocation including manual notification, maintaining a public file
identifying revoked keys, and use of certificate expiration dates (cf. Denning [326, p.170]).



13.7
Matyas and Meyer [804] consider several life cycle aspects. ISO 11770-1 [616] provides
a general overview of key management issues including key life cycle. ANSI X9.57 [52]
provides broad discussion on certificate management, including trust models, registration,
certificate chains, and life cycle aspects. ISO 10202-7 [584] specifies a key management
life cycle for chipcards.
13.8
Davies and Price [308] discuss practical issues related to registries of public keys, nonrepudiation, and revocation, including the use of timestamps and notarization; see also the
original works of Kohnfelder [703] and Merkle [851], which include discussion of notaries.
Haber and Stornetta [535] propose two additional techniques for timestamping digital data
(one enhanced by Bayer, Haber, and Stornetta [79]), although tree authentication, due to
Merkle [852], appears to be preferable in practice. Benaloh and de Mare [111] introduce
one-way accumulators to address the same problem.
Although key backup/archive functionality existed in earlier commercial products, the
widespread study of key escrow systems began circa 1992, and combines issues related to
secret sharing, key establishment, and key life cycle. For practical aspects including commercial key recovery and backup, see Walker et al. [1229] and Maher [780]. Denning and
Branstad [329] provide an excellent overview of the numerous proposals to date, including
a taxonomy. Among such proposals and results are those of Micali [863] (see also [862]),
Leighton and Micali [745], Beth et al. [125], Desmedt [338] (but see also Knudsen and
Pedersen [690]), Jefferies, Mitchell, and Walker [635], Lenstra, Winkler, and Yacobi [755],
Kilian and Leighton [671], Frankel and Yung [420], and Micali and Sidney [869]. In some
systems, it is required that escrow agents be able to verify that (partial) keys received are
authentic, raising issues of verifiable secret sharing (see Chor et al. [259]).
The Clipper chip is a tamper-resistant hardware encryption device compliant with FIPS 185
[405], a voluntary U.S. government standard intended for sensitive but unclassified phone
(voice and data) communications. FIPS 185 specifies use of the SKIPJACK encryption algorithm (80-bit key, 64-bit blocks) and LEAF creation method, the details of both of which
remain classified. The two initial key escrow agents named by the U.S. Government are the
National Institute of Standards and Technology (NIST) and the Department of the Treasury,
Automated Systems Division. Denning and Smid [331] describe the operation of an initial
key escrow system employing a chip in accordance with FIPS 185. The Capstone chip, a
more advanced device than Clipper, implements in addition a public key agreement algorithm, DSA, SHA, high-speed general-purpose exponentiation, and a (pure noise source)
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

590

Ch. 13 Key Management Techniques

random number generator; it is used in the U.S. government Multilevel Information Security System Initiative (MISSI) for secure electronic mail and other applications. Blaze
[152] demonstrated that a protocol attack is possible on Clipper, requiring at most  trial
LEAF values to construct a bogus LEAF with a valid EA; Denning and Smid note this is
not a threat in practical systems. For a debate on issues related to U.S. digital telephony legislation passed in October 1994 as the Communications Assistance for Law Enforcement
Act (CALEA), requiring telephone companies to provide technical assistance facilitating
authorized wiretapping, see Denning [328].
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14.1 Introduction

¨

Many public-key encryption and digital signature schemes, and some hash functions (see
9.4.3), require computations in
, the integers modulo ( is a large positive integer
which may or may not be a prime). For example, the RSA, Rabin, and ElGamal schemes re. Although
quire efficient methods for performing multiplication and exponentiation in
is prominent in many aspects of modern applied cryptography, other algebraic structures are also important. These include, but are not limited to, polynomial rings, finite fields,
and finite cyclic groups. For example, the group formed by the points on an elliptic curve
over a finite field has considerable appeal for various cryptographic applications. The efficiency of a particular cryptographic scheme based on any one of these algebraic structures
will depend on a number of factors, such as parameter size, time-memory tradeoffs, processing power available, software and/or hardware optimization, and mathematical algorithms.
This chapter is concerned primarily with mathematical algorithms for efficiently carrying out computations in the underlying algebraic structure. Since many of the most widely
, emphasis is placed on efficient algorithms for perimplemented techniques rely on
forming the basic arithmetic operations in this structure (addition, subtraction, multiplication, division, and exponentiation).
In some cases, several algorithms will be presented which perform the same operation.
For example, a number of techniques for doing modular multiplication and exponentiation
are discussed in 14.3 and 14.6, respectively. Efficiency can be measured in numerous
ways; thus, it is difficult to definitively state which algorithm is the best. An algorithm may
be efficient in the time it takes to perform a certain algebraic operation, but quite inefficient
in the amount of storage it requires. One algorithm may require more code space than another. Depending on the environment in which computations are to be performed, one algorithm may be preferable over another. For example, current chipcard technology provides
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very limited storage for both precomputed values and program code. For such applications,
an algorithm which is less efficient in time but very efficient in memory requirements may
be preferred.
The algorithms described in this chapter are those which, for the most part, have received considerable attention in the literature. Although some attempt is made to point out
their relative merits, no detailed comparisons are given.

Chapter outline

¬ 14.2 deals with the basic arithmetic operations of addition, subtraction, multiplication,
¬
squaring, and division for multiple-precision integers. 14.3 describes the basic arithmetic
operations of addition, subtraction, and multiplication in R® . Techniques described¬ for performing modular reduction
¬ for an arbitrary modulus ¯ are¬ the classical
¬ method ( 14.3.1),
Montgomery’s method ( 14.3.2), and Barrett’s method ( 14.3.3). 14.3.4 describes a reduction procedure ideally suited to moduli of a special form. Greatest common divisor
¬
¬
(gcd) algorithms are the topic
of 14.4, including the binary gcd algorithm ( 14.4.1) and
¬
Lehmer’s gcd algorithm ( 14.4.2). Efficient algorithms for performing extended gcd com¬
¬
putations are given in 14.4.3. Modular inverses are also considered in 14.4.3. Garner’s
¬
¬
algorithm for implementing the Chinese remainder theorem can be found¬ in 14.5. 14.6 is
a treatment of several of the most practical exponentiation algorithms. 14.6.1 deals with
¬
exponentiation in general, without consideration of any special conditions. 14.6.2 looks
¬
at exponentiation when the base is variable and the exponent is fixed. 14.6.3 considers algorithms which take advantage of a fixed-base element and variable¬ exponent. Techniques
involving representing the exponent in non-binary form are¬ given in 14.7; recoding the exponent may allow significant performance enhancements. 14.8 contains further notes and
references.

14.2 Multiple-precision integer arithmetic
This section deals with the basic operations performed on multiple-precision integers: addition, subtraction, multiplication, squaring, and division. The algorithms presented in this
section are commonly referred to as the classical methods.

14.2.1 Radix representation

°`±
² ³D°´`µ
°`±
² ³|°R¶°±·f¸´R¶1°`±K¹¸eµ ¶°`±Uº
´
²Z³)°°`°`°±`°°
´
²Z³)´»¸-´¼"¸
´½?¸´¾?¸±"¶V´ · ¸´ ¹ ¸´ º
14.1 Fact If ¿À´ is an integer, then any positive integer ² can be expressed uniquely as ²³
²Á¿ Á ¸²VÁ<Â ¹ ¿ Á<Â ¹Ã¸7¶¶U¶¦¸² ¹ ¿¸7² º , where ²VÄ is an integer with ±Åx²VÄHÆ|¿ for ±ÅÇ&ÅÈ ,
É ±.
and ²Á7³|
14.2 Definition The representation of a positive integer ² as a sum of multiples of powers of
¿ , as given in Fact 14.1, is called the base ¿ or radix ¿ representation of ² .

Positive integers can be represented in various ways, the most common being base . For
example,
base means
. For machine computations,
base (binary representation) is preferable. If
base , then
.
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14.3 Note (notation and terminology)
(i) The base representation of a positive integer given in Fact 14.1 is usually written
as
. The integers ,
, are called digits.
is
called the most significant digit or high-order digit;
the least significant digit or
low-order digit. If
, the standard notation is
.
(ii) It is sometimes convenient to pad high-order digits of a base representation with
’s; such a padded number will also be referred to as the base representation.
(iii) If
is the base representation of and
, then the precision
or length of is
. If
, then is called a single-precision integer; otherwise,
is a multiple-precision integer.
is also a single-precision integer.

Ì
ÍÎ\ÏÐÍVÑÍVÑ<ÒfÓfÔUÔÔÍÓÍÕ`ÖØ×
ÌOÎß`Ú

Ú

Í
ÍÙ 
Ú ÛÜ{ÛÞÝ
ÍUÕ
ÍÎ|Í Ñ Í Ñ<ÒfÓ ÔUÔÔÍ Ó Í Õ
Ì
Ì
Í ÍVÑÎ|
à Ú

ÏÐÍVÑÍVÑ<ÒfÓfÔUÔÔÍÓÍÕ`ÖØ×
Ì
Í ÝáZß Ý ÎÚ
Í
Í
Í Î|Ú

ÍVÑ

The division algorithm for integers (see Definition 2.82) provides an efficient method
for determining the base representation of a non-negative integer, for a given base . This
provides the basis for Algorithm 14.4.

Ì

Ì

â

14.4 Algorithm Radix representation

Í

Ì Íã-Ú Ì?ãxä
Í ÎÏÐÍ Ñ ÔÔUÔÍ Ó Í Õ Ö × , where ÝãxÚ and Í Ñ ÎD
à Ú if Ýãxß .
Üå7Ú æåÍ çèåé¦ê×`ë Í Ù å{æFìçVÌ é1Ô ë is the floor function; see page 49.)
ç.í|Ú
ÜåwÜRáß æHå~ç çèåé ê×`ë ÍVÙåwæeìçVÌ .
ÏÐÍVÙÍÙîÒfÓ3ÔÔÔÍÓÍÕ`Ö

INPUT: integers and ,
,
.
OUTPUT: the base representation
1.
,
,
,
.(
2. While
, do the following:
,
,
,
2.1
3. Return(
).

Ì

ÏïÍÑÍVÑ<Ò3ÓfÔÔUÔÍÓÍÕÖØ× is the base Ì representation of Í and ð is a positive integer,
of Í , where ÷?ÎùøîÏòÝáDßÖÐú`ðèû%ìxß ,
ÏòñfóôñfÒ3óÒfÓ ÓfÔUÔÔñHÓØñü Õ`Ö ×¦õ is the base Ìö representation
ü
<
Ñ
9
Ò
ó
ü
¦
ü
ý
¦
ü
ý
ö
ñÃÙ Î
Õ ÍVÙ öèþ Ì for Ú ÛÜ?Ûx÷9ì~ß , and ñÃó3Î
Õ ö Íó öèþ ü Ì .
14.6 Example (radix Ì representation) The base ä representation of Í{ÎÞßä`ÿ is Ïß`ßß`ßÚ`ß`ßÖ .
The base representation of Í is easily obtained from its base ä representation by grouping
digits in pairs from the right: ÍÎ|ÏÐÏßÖ KÏß`ßÖ Ïß`ÚÖ èÏÐß`ßÖ `Ö ÎDÏÐß`ÿä`ÿ`Ö .
14.5 Fact If
then











 





Representing negative numbers
Negative integers can be represented in several ways. Two commonly used methods are:
1. signed-magnitude representation
2. complement representation.
These methods are described below. The algorithms provided in this chapter all assume a
signed-magnitude representation for integers, with the sign digit being implicit.
(i) Signed-magnitude representation
The sign of an integer (i.e., either positive or negative) and its magnitude (i.e., absolute
value) are represented separately in a signed-magnitude representation. Typically, a positive integer is assigned a sign digit , while a negative integer is assigned a sign digit
.
For -digit radix representations, only
sequences out of the possible sequences
are utilized: precisely
positive integers and
negative integers can be represented, and has two representations. Table 14.1 illustrates the binary signed-magnitude
representation of the integers in the range     .

Ý

Ú

Ì

Ì Ñ<ÒfÓ ìFß

Ú

äÌ Ñ<Ò3Ó

Ì Ñ<ÒfÓ ìZß

ÌÑ

Ìì ß

ì
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Signed-magnitude representation has the drawback that when certain operations (such
as addition and subtraction) are performed, the sign digit must be checked to determine the
appropriate manner to perform the computation. Conditional branching of this type can be
costly when many operations are performed.
(ii) Complement representation
Addition and subtraction using complement representation do not require the checking of
the sign digit. Non-negative integers in the range    are represented by base 
sequences of length  with the high-order digit being  . Suppose  is a positive integer

%$'&)( where 
 . Then , is
in this range represented by the sequence  

 "!#!#!

+*
 


-$ &/.0 where 21
34521 and . is the
represented by the sequence 
*

%  !!#!

*
standard addition with carry. Table 14.1 illustrates the binary complement representation of
the integers in the range  6 #6  . In the binary case, complement representation is referred
to as two’s complement representation.
Sequence
78988

Signedmagnitude
:

Two’s
complement

Sequence

Signedmagnitude

:

889898

78987

;

;

889897

@A;

@A?

78978

<

<

889798

@A<

@A>

889797

@"=

@"=

78977

=

=

@A:

Two’s
complement
@A8

77988

>

>

879898

@A>

@A<

77987

?

?

879897

@A?

@A;

77978

8

8

879798

@A8

@A:

77977

7

7

879797

@A7

@AB

Table 14.1: Signed-magnitude and two’s complement representations of integers in C

@A:EDF:HG

.

14.2.2 Addition and subtraction
Addition and subtraction are performed on two integers having the same number of base 
digits. To add or subtract two integers of different lengths, the smaller of the two integers
is first padded with  ’s on the left (i.e., in the high-order positions).
14.7 Algorithm Multiple-precision addition
INPUT: positive integers  and I , each having 0.J base  digits.
ML
L
L
LQ$'&)( in radix  representation.
OUTPUT: the sum 4.KI
*
ON
P!#!!

1. R#ST ( R is the carry digit).
2. For U from  to  do the following:
2.1 L 1 STM 1 .+I 1 .JRV&XWZY\[] .
2.2 If M 1 .KI 1 .^R &`_a then RSb ; otherwise R#Sb .
3. L ON  STR .
L
L
LQ$c& ).
4. Return( ML
ON

P!#!#!



14.8 Note (computational efficiency) The base  should be chosen so that M21%.dI'1O.bRV&`WeY'[]
can be computed by the hardware on the computing device. Some processors have instruction sets which provide an add-with-carry to facilitate multiple-precision addition.
f
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14.9 Algorithm Multiple-precision subtraction
INPUT: positive integers h and i , each having j0kJl base m digits, with honbi .
OUTPUT: the difference h0pqisratuwv\uwv%x y zz#z{u|yHuQ} ~{ in radix m representation.
1. #T .
2. For  from  to j do the following:
2.1 uwFTtMh "pqi\ kJV~XZ\]m .
2.2 If tMh  pi  k^ ~n then #b ; otherwise #pbl .
3. Return( tMuv uvxy z#zz{u|yuQ} ~ ).
14.10 Note (eliminating the requirement hni ) If the relative magnitudes of the integers h
and i are unknown, then Algorithm 14.9 can be modified as follows. On termination of
the algorithm, if Jrp l , then repeat Algorithm 14.9 with hrtc,zz#z c~) and ir
tMuv'uvx yz#z#zu|y{uQ} ~{ . Conditional checking on the relative magnitudes of h and i can also
be avoided by using a complement representation (  14.2.1(ii)).
14.11 Example (modified subtraction) Let hTrcc c c and iorc cc c in base lc , so that
h+bi . Table 14.2 shows the steps of the modified subtraction algorithm (cf. Note 14.10).
¡

First execution of Algorithm 14.9

¬-
¥

±'
³

§

¨ª©ª«

¡

¢

£

§

¨

©

«

§¤®ª®

¢

¯ª°ª®

¬ 

«

«

«

«

«

«

«

®ª¨ª§

± 

®

§

£

¯

®

£

®ª£ª¢

²Q

«

¢

©

«

©ª«ª«
³

¢ª§

°

®¤§ª£

²Q
´

Second execution of Algorithm 14.9

¢¤£¦¥

¯

©ª«ª«
´

©
´

´

©
´

¥

©

¥
´

©
´

©
´

¢

©

¥
´

©

¥
´

©

Table 14.2: Modified subtraction (see Example 14.11).

14.2.3 Multiplication
Let h and i be integers expressed in radix m representation: hJrth v h vx y z#z#zh y h } ~  and
. The product hdz i will have at most tjqkK·Xk^c~ base m digits. Algorithm 14.12 is a reorganization of the standard pencil-and-paper method taught in grade
school. A single-precision multiplication means the multiplication of two base m digits. If
h ¸ and i' are two base m digits, then h2¸AzFi' can be written as h ¸zi'¹rºtM»-¼ ~  , where » and
¼ are base m digits, and » may be  .
idrµti'¶i'¶ x y zz#zi y i } ~ 

14.12 Algorithm Multiple-precision multiplication
INPUT: positive integers h and i having j0kJl and ·½kJl base m digits, respectively.
OUTPUT: the product h0z isratMuvO¾ ¶ ¾ y"z#zz{u|y{uQ}'~) in radix m representation.
1. For  from  to tj0kK·Xk¿l ~ do: u  T .
2. For  from  to · do the following:
2.1 #b .
2.2 For À from  to j do the following:
Compute t»%¼ ~)wrbu  ¾ ¸ k+h ¸ zFi  k^ , and set u  ¾ ¸ q¼ , #» .
2.3 uw ¾OvO¾y » .
3. Return( tMu vO¾ ¶ ¾ y z#zz)u y u } ~ ).
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14.13 Example (multiple-precision multiplication) Take ÁÃÂÄÁ%ÅÁ%ÆVÁXÇÁ-ÈÉÂËÊ ÌcÍcÎ and ÏÐÂ
ÏcÆVÏ-ÇÏcÈÂÒÑ ÎcÍ (base ÓcÔ representations), so that ÕÖÂÒ× and ØÙÂÒÌ . Table 14.3 shows
the steps performed by Algorithm 14.12 to compute Á0ÚÏ0ÂÛÍcÑ ÜcÜ ÔcÍcÑ .
Ý
Þ

ß

áwì

áwí

áQî

áwï

áwð

ó

à
ó

ó`æ+ô9õ`æó

ô

õ

ó

ó

ó

ó

ó

ó

õ

ö

ô

ó`æ]÷3ø`æô

ù

ö

ó

ó

ó

ó

ó

ö

õ

ô

ù

ó`æ+ö÷úæù

ö

ø

ó

ó

ó

ó

ø

ö

õ

û

ö

ó`æ+ü9û`æö

ü

ó

ó

ü

÷

ø

ö

õ

ó

ó

ö`æ+ö9ü`æó

ö

ý

ó

ó

ü

÷

ø

ý

õ

ö

ö

ø`æ+ô9õ`æö

û

õ

ó

ó

ü

÷

õ

ý

õ

ô

û

÷æ+õXæ+û

ö

ù

ó

ó

ü

ù

õ

ý

õ

û

ö

ü`æ+û9ü`æö

÷

û

ó

÷

û

ù

õ

ý

õ

ó

ó

õ`æ+û9ô`æó

÷

ó

ó

÷

û

ù

ó

ý

õ

ó

ö

ô
ö

÷

áQâäã\å"æèç%å)é'â\æèà

ê

ë

÷

á

ñ

áwò

ù`æ+ù9ü`æe÷

ü

ù

ó

÷

û

ù

ó

ý

õ

÷

ù

ù

ó

ý

õ

ù

ù

ó

ý

õ

ô

ü

û`æ+ö9ü`æü

ô

ù

ó

û

ô

÷úæ+ý9ô`æô

ý

õ

ý

õ

Table 14.3: Multiple-precision multiplication (see Example 14.13).

14.14 Remark (pencil-and-paper method) The pencil-and-paper method for multiplying ÁþÂ
ÊcÌcÍ Î and ÏsÂºÑcÎ Í would appear as
ø

ô

ý
õ

ü

÷

û
ý

õ

ý

ø

ý

ó

ø

ö

ø

ô

ù

ù

ó

÷
ý

÷

÷

ÿ

ö

õ
ü
ý

õ

(row 1)
(row 2)
(row 3)

The shaded entries in Table 14.3 correspond to row 1, row 1 + row 2, and row 1 + row 2 +
row 3, respectively.
14.15 Note (computational efficiency of Algorithm 14.12)
(i) The computationally intensive portion of Algorithm 14.12 is step 2.2. Computing
 Á  Ú9Ï  is called the inner-product operation. Since    , Á  , Ï  and
are all base digits, the result of an inner-product operation is at most +Ó  
Æ 
Ó
bÓXÂ Æ bÓ and, hence, can be represented by two base digits.
(ii) Algorithm 14.12 requires MÕ  ÓMØ  Ó single-precision multiplications.
(iii) It is assumed in Algorithm 14.12 that single-precision multiplications are part of the
instruction set on a processor. The quality of the implementation of this instruction
is crucial to an efficient implementation of Algorithm 14.12.

14.2.4 Squaring
In the preceding algorithms,  has both  and  as single-precision integers. This notation is abused in this subsection by permitting  to be a double-precision integer, such that
Ô !"ÌTÓ . The value  will always be single-precision.

# c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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14.16 Algorithm Multiple-precision squaring
INPUT: positive integer %'& (%)+*-,+%)+*/.102030%4,+%6587 9 .
.
OUTPUT: %:0%;&!% in radix < representation.

1. For = from > to (?A@CB!D7 do: EFGH> .
2. For = from > to (I@BHD7 do the following:
2.1 (JK79LG'EM. FN % F 0% F , EM. F G'K , O3GPJ .
2.2 For Q from (I= N D7 to (@RB!D7 do the following:
(IJ6K7 9 GSEFT U N ?A%U10V%F N O , EFTUWGPK , O2GPJ .
2.3 E F T )VG'J .
3. Return( (EM.V)+*-,XEY.V)+*Z.\[2[3[E],XEM587 9 ).

14.17 Note (computational efficiency of Algorithm 14.16)
(i) (overflow) In step 2.2, J can be larger than a single-precision integer. Since E F T U
is always set to K , E FTU_^ <`BaD . If O ^ ?(<bBcD7 , then E FTUdN ?A% U % F\N O ^
(<eBSD7 N ?(<-B;D7 . N ?(<-B"D74&f(<gB;D7(?< N D7 , implying > ^ J ^ ?(<-BSD7 . This
value of J may exceed single-precision, and must be accommodated.
(ii) (number of operations) The computationally intensive part of the algorithm is step 2.
.
The number of single-precision multiplications is about (I@ N @A7hW? , discounting the
multiplication by ? . This is approximately one half of the single-precision multiplications required by Algorithm 14.12 (cf. Note 14.15(ii)).
14.18 Note (squaring vs. multiplication in general) Squaring a positive integer % (i.e., computing
distinct integers % and i . To
% . ) can at best be no more than twice as fast. as multiplying
see this, consider the identity %ij& ((I% N i7 BP(I%]Bki7 . 7hWl . Hence, %d0i can be computed
with two squarings (i.e., (% N i7 . and (I%mBni7 . ). Of course, a speed-up by a factor of ? can
be significant in many applications.
14.19 Example (squaring) Table 14.4 shows the steps performed by Algorithm 14.16 in squarr
ing %'& opo . Here, @\&fq and <\&fD> .

s




t












uwvx/y{z xv
RySL


RyS

3Cy;3

uMx}|8~gySz6~ zxZy{

Ry'R3R2Ry'
ySR3R3ySL

3Cy;CLC2Cy;





L
L
L

L
L























uw










uM






3



uw



L
L





uwv










u`










uw










Table 14.4: Multiple-precision squaring (see Example 14.19).

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

598

Ch. 14 Efficient Implementation

14.2.5 Division
Division is the most complicated and costly of the basic multiple-precision operations. Algorithm 14.20 computes the quotient  and remainder  in radix  representation when  is
divided by  .
14.20 Algorithm Multiple-precision division
INPUT: positive integers S_I 32 , j 823   with !¡£¢w¡¥¤ , 8` ¦ § .
OUTPUT: the quotient "¨©632ALA and remainder ª«¬22XZ+3  such that
' ®S , §]¯!®°H .
1. For ± from § to IP²'¢A do: ³¬´!§ .
©   do the following:  © ´H ©  µ¤ , 4´':²P- 6©  .
2. While "¡£-
3. For ¶ from down to ¢ª¤ do the following:
3.1 If ·4µ  then set · ©+©- ´H4²!¤ ; otherwise set · © +©- ´c¸ ·e;· ©- ¹V  º .
3.2 While  · © +©-2ZeP8+©gVC»H · X¼YP · ©-3-S · ©  do:  · © +©g2´µ · © +©g²½¤ .
¼
©+©- .
3.3 4´':²H· ©+©- - ·
© +©g and · ©+©- ´µ· © +©g ²H¤ .
3.4 If ;°¾§ then set ´'{"- ·
4. ´S .
5. Return(  , ).
14.21 Example (multiple-precision division) Let 'f¿À¤ÁÂÃÄÀ¿ , Å ÃÂÂÆ¤ , so that ½fÃ and
¢cÂ . Table 14.5 illustrates the steps in Algorithm 14.20. The last row gives the quotient
fÃÇÂ¿ and the remainder kfÆ§¤Æ§ .
È

É
–

Ý
Ø
ß
à

ÊÌË
×
×

Ê¬Í
×
Û
Ý
Ý
Ý
Ý
Ý
Ý

ÊÌÎ
×
×
×
à
à
à
à
à

ÊÏ
×
×
×
×
à
Ü
Ü
Ü

Ê¬Ð
×
×
×
×
×
×
Ý
Ø

ÑÒ
Ø
Ø

Ñ-Ó
Ù
Ù
Ü

ÑÔ
Ú
Ú
ß
Ü
Ü

ÑÕ
Û
Û
Ù
×
×
ß
ß

ÑË
Ü
Ü
ß
Ù
Ù
à
à
ß

ÑÍ
Ý
Ý
×
Û
Û
Ú
Ú
×

ÑÎ
Þ
Þ
Þ
Ý
Ý
Þ
Þ
Ú

ÑeÏÖÑÐ
Ù Ø
Ù Ø
Ù Ø
Ù Ø
Ù Ø
Ý Ø
Ý Ø
ß ×

Table 14.5: Multiple-precision division (see Example 14.21).

14.22 Note (comments on Algorithm 14.20)

(i) Step 2 of Algorithm 14.20 is performed at most once if 81¡á¸ º and  is even.
¼
(ii) The condition f¡f¢m¡á¤ can be replaced by ¡f¢m¡á§ , provided one takes  ³
 ³ f§ whenever a subscript ±k°¾§ in encountered in the algorithm.



14.23 Note (normalization) The estimate for the quotient digit  · © +©g in step 3.1 of Algorithm

14.20 is never less than the true value of the quotient digit. Furthermore, if 81¡â¸ º , then
step 3.2 is repeated no more than twice. If step 3.1 is modified so that  · © +©-L´c¸ ¼ · +¼`
 · ©-3Yµ · © ¹WI8YµZ+©-Vº , then the estimate is almost always correct and step 3.2 is

¼
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never repeated more than once. One can always guarantee that å8æwçéè3ëê ì by replacing the
integers í , å by îí , îWå for some suitable choice of î . The quotient of îí divided by îWå is
the same as that of í by å ; the remainder is î times the remainder of í divided by å . If the
base ï is a power of ð (as in many applications), then the choice of î should be a power of ð ;
multiplication by î is achieved by simply left-shifting the binary representations of í and
å . Multiplying by a suitable choice of î to ensure that å æ çñè ë8ê ì is called normalization.
Example 14.24 illustrates the procedure.
14.24 Example (normalized division) Take íaòôóõö÷ø and å_òôðùó . Normalize í and å by
multiplying each by î!òéõ : íúòéõ2í¾òéððûðüö and å úMòýõAåµòéøû÷ . Table 14.6 shows
the steps of Algorithm 14.20 as applied to íú and å/ú . When íú is divided by å ú , the quotient
is ðóö , and the remainder is óøû . When í is divided by å , the quotient is also ðóö and the
remainder is óøûþõÿòfðùû .








 











































































Table 14.6: Multiple-precision division after normalization (see Example 14.24).

14.25 Note (computational efficiency of Algorithm 14.20 with normalization)
(i) (multiplication count) Assuming that normalization extends the number of digits in
í by ÷ , each iteration of step 3 requires ÷ ¥
 ð"1
! ò ¥
 õ single-precision multiplications. Hence, Algorithm 14.20 with normalization requires about #%$&'!();
 õ"!
single-precision multiplications.
(ii) (division count) Since step 3.1 of Algorithm 14.20 is executed #*$* times, at most
#+$, single-precision divisions are required when normalization is used.

14.3 Multiple-precision modular arithmetic
-

14.2 provided methods for carrying out the basic operations (addition, subtraction, multiplication, squaring, and division) with multiple-precision integers. This section deals with
these operations
in ./ , the integers modulo 0 , where 0 is a multiple-precision positive
integer. (See 2.4.3 for definitions of . / and related operations.)
Let 0 ò120,340,36587:9;9<9=0>7?0A@"! be a positive integer in radix ï representation. Let
í_òB íZ3 í36587:9;9<9 íC+7 í)@! ê and åªòB å4ê 3 åD365:789;9;9 åE7 å"@! ê be non-negative integers in base ï
representation such that íGFH0 and åIFH0 . Methods described in this section are for
computing íJª
 åLK&M4NO0 (modular addition), íP£
$ åQK&MDNO0 (modular subtraction), and
íR9 åLKSM4NT0 - (modular multiplication). Computing í 5:7 K&M4NO0 (modular inversion) is addressed in 14.4.3.
14.26 Definition If U is any integer, then UTK&M4NO0 (the integer remainder in the range V ûDW?0X${÷ZY
after U is divided by 0 ) is called the modular reduction of U with respect to modulus 0 .
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Modular addition and subtraction
As is the case for ordinary multiple-precision operations, addition and subtraction are the
simplest to compute of the modular operations.
14.27 Fact
(i)
(ii)
(iii)

Let [ and \ be non-negative integers with [^]?\A_>` . Then:
[baJ\Q_Xc'` ;
if [Jd>\ , then eRfP[Qgh\Q_>` ; and
if [+_i\ , then eRfP[baJ`jgh\Q_i` .

If [C]?\Ak+lm , then modular addition can be performed by using Algorithm 14.7 to add
[ and \ as multiple-precision integers, with the additional step of subtracting ` if (and only
if) [La+\,dn` . Modular subtraction is precisely Algorithm 14.9, provided [JdP\ .

14.3.1 Classical modular multiplication
Modular multiplication is more involved than multiple-precision multiplication ( o 14.2.3),
requiring both multiple-precision multiplication and some method for performing modular
reduction (Definition 14.26). The most straightforward method for performing modular reduction is to compute the remainder on division by ` , using a multiple-precision division
algorithm such as Algorithm 14.20; this is commonly referred to as the classical algorithm
for performing modular multiplication.
14.28 Algorithm Classical modular multiplication
INPUT: two positive integers [ , \ and a modulus ` , all in radix p representation.
OUTPUT: [Qqr\Qs&tDuO` .
1. Compute [LqZ\ (using Algorithm 14.12).
2. Compute the remainder v when [QqZ\ is divided by ` (using Algorithm 14.20).
3. Return(v ).

14.3.2 Montgomery reduction
Montgomery reduction is a technique which allows efficient implementation of modular
multiplication without explicitly carrying out the classical modular reduction step.
Let ` be a positive integer, and let w and x be integers such that wXy>`P]'z{;u}|2`n]<w~ 

, and efx_`nw . A method is described for computing x wR:s&tDuO` without using
the classical method of Algorithm 14.28. xSw8sSt4uT` is called a Montgomery reduction
of x modulo ` with respect to w . With a suitable choice of w , a Montgomery reduction
can be efficiently computed.
Suppose [ and \ are integers such that efH[C]?\_` . Let [1[^wXs&t4u` and
\\:ws&t4uO` . The Montgomery reduction of [ \ is [ \ wR8sSt4uO`G[6\:ws&t4uO` .
This observation is used in Algorithm 14.94 to provide an efficient method for modular
exponentiation.

To briefly illustrate, consider computing [)Rs&t4uO` for some integer [^] fX[_` .
First
compute [J>[^wXs&t4u` . Then compute the Montgomery
reduction of [ [ , which is



 [EwR:s&t4uO` . The Montgomery reduction



R
w
:



of
is

 s&t4uO` [EDwR}Os&t4u
` . Finally, the Montgomery reduction of | DwR:s&t4uO`*~ [ is | DwR:'~ [ wR:s&t4u`1
[)wR}sSt4uT`
[)Dws&t4uO` . Multiplying this value by wR:s&t4uT` and reducing
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modulo  gives ) S¡4¢O . Provided that Montgomery reductions are more efficient to
compute than classical modular reductions, this method may be more efficient than computing ES¡4¢T by repeated application of Algorithm 14.28.
If  is represented as a base £ integer of length ¤ , then a typical choice for ¥ is £§¦ . The
condition ¥¨ is clearly satisfied, but ©"ª;¢}«r¥T¬?n®°¯ will hold only if ©"ª<¢±«(£'¬²*®³¯ .
Thus, this choice of ¥ is not possible for all moduli. For those moduli of practical interest
(such as RSA moduli),  will be odd; then £ can be a power of ´ and ¥®£§¦ will suffice.
Fact 14.29 is basic to the Montgomery reduction method. Note 14.30 then implies that
¥®£(¦ is sufficient (but not necessary) for efficient implementation.
14.29 Fact (Montgomery reduction) Given integers  and ¥ where ©"ª;¢6«P¬;¥O®G¯ , let ,µ®
¶ >·8¸¹&¡4¢¥ , and let º be any integer such that »J¼½º¿¾In¥ . If ÀB®Áº,µ&¡4¢&¥ ,
then «2ºÂÀÃn(Ä¥ is an integer and «ºÂÀÃ*rÄ"¥Å>º ¥ ·:¸ «§&¡4¢S* .
Justification. ºXÂÀÃÆÅ°º1«§&¡4¢S* and, hence, «º°ÂÀÃn(¥R·8¸ ÅºS¥·8¸«(&¡D¢Sn .
To see that «º+Â+ÀÇ*r¥·8¸ is an integer, observe that ÀX®ÈºAµ<Â+É±¥ and ,µÊ® ¶ ¯^Â+Ë2¥
for some integers É and Ë . It follows that «ºÌÂ°ÀÃ*rÄ"¥B®¿«2ºÌÂX«2º,µ:Â°É±¥On(Ä"¥B®
«ºÂ+º « ¶ ¯ÂËÍ¥ ÂÉ±¥n(Ä"¥®ËÊºÂÉ  .
14.30 Note (implications of Fact 14.29)
(i) «ºÂÀÃn(Ä¥ is an estimate for º ¥ ·:¸ &¡D¢O . Since ºG¾P¥ and ÀG¾¥ , then
«ºQÂbÀÃn(Ä¥¾«2n¥&ÂP¥O(Ä¥®´; . Thus either «ºLÂbÀÃn(Ä"¥®iº ¥R·8¸Î&¡4¢T
or «ºSÂ ÀÃn(Ä"¥®«ºS¥·8¸S¡4¢On(ÂÇ (i.e., the estimate is within  of the residue).
Example 14.31 illustrates that both possibilities can occur.
(ii) If all integers are represented in radix £ and ¥Ï®Ð£§¦ , then ºS¥·8¸S¡4¢O can be
computed with two multiple-precision multiplications (i.e., ÀI®ºXÑ'Aµ and ÀÑZ )
and simple right-shifts of ºÂÀÃ in order to divide by ¥ .
14.31 Example (Montgomery reduction) Let Æ®¯Ò"Ó¬<¥Á®¯"Ô» . Then ¥·8¸&¡D¢OÆ®¯´"Õ ,
>·8¸S¡4¢%¥Ö®Ð×"Ø , and ,µL®Æ¯´"Ó . If ºÐ®ÐÕ"×Ø , then ÀÆ®Ùº,µ&¡D¢¥Ö®Æ×¯ and
«ºXÂXÀÃ*rÄ"¥Á®×"ØL®°º ¥R·:¸&¡4¢T . If ºG®¯"¯´"Õ then À®ÌºAµ&¡4¢%¥®¯"ÒÕ and
«ºÂÀÇ*rÄ"¥®X¯"Ò"ÒT®«º ¥ ·8¸ &¡4¢O*8Â+ .
Ú
Ñ;Ñ<ÑÝÛ Û²Þ"=ß when
Algorithm 14.32 computes the Montgomery reduction of º°®°«2Û²Ü
¦6·8¸
¸
¥ ®Ù£§¦ and à®á«
¿
Ñ;Ñ;Ñ? QÞ=ß . The algorithm makes implicit use of Fact 14.29
¦6·:¸
¸
by computing quantities which have similar properties to À®iºAµ:S¡4¢%¥ and ºÈÂiÀÇ ,
although the latter two expressions are not computed explicitly.

14.32 Algorithm Montgomery reduction
INPUT: integers 1®« ¦6·8¸ Ñ;Ñ<Ñ= ¸  Þ  ß with ©ª;¢}«2n¬<£Z ®X¯ , ¥®°£§¦ , ,µ ®
£ , and º®X«Û Ü
Ñ;Ñ<Ñ=Û Û Þ  ß ¾PP¥ .
¦6·:¸
¸
OUTPUT: º ¥R·:¸&¡4¢O .
1. âã+º . (Notation: â®X«rä Ü
Ñ;Ñ<Ñ'ä ä Þ  ß .)
¦6·8¸
¸
2. For å from » to «2¤ ¶ ¯" do the following:
2.1 æ ç(ãiäçAµ &¡4¢%£ .
ç
2.2 âãÈâPÂ+æ:çèP£ .
3. âãâÄ"£§¦ .
4. If âéP then âOãiâ ¶  .
5. Return( â ).

¶ >·8¸¹&¡4¢
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14.33 Note (comments on Montgomery reduction)
(i) Algorithm 14.32 does not require êAë ì³íêiî:ïð&ñ4ò&ó , as Fact 14.29 does, but rather
ê ë ìíê î:ï ð&ñ4ò%ô . This is due to the choice of óìXô(õ .
(ii) At step 2.1 of the algorithm with ö¹ì÷ , ø has the property that ùúìûü;ûýPþ&ýX÷Zí%ÿ .
Step 2.2 does not modify these values, but does replace ù by û . It follows that in
step 3, ø is divisible by ô õ .

(iii) Going into step 3, the value of ø equals plus some multiple of ê (see step 2.2);


here ø
ì 
ê "ô õ is an integer (see (ii) above) and 
ø
óRî8
ï (ðSñ4òS
ê . It
remains to show that ø is less than 'ê , so that at step 4, a subtraction
(rather
than
a



õ î:
ï   ô ê . But õ î:
ï  ô 
division) will suffice. Going into step 3, øì
ê 

ô§õêì°óê and ó¹ê ; hence, 
ø Dó¹ê . Going into step 4 (after division of ø
by ó ), 
ø 'ê as required.
14.34 Note (computational efficiency of Montgomery reduction) Step 2.1 and step 2.2 of Algo
ÿ single-precision multiplications. Since these steps are
rithm 14.32 require a total of 

ÿ" . Algoexecuted  times, the total number of single-precision multiplications is  !
rithm 14.32 does not require any single-precision divisions.


ì #$"%"&$' , ôìÿ"û , óìÿ"û)( , and ì#"ÿÿ"*$&"%"* .
14.35 Example (Montgomery reduction) Let ê1


ì + , ê,ë ì°íêiî:ïð&ñ4ò%ÿ"ûTìÿ , ð&ñ4òê1ì#"$&"*$+ , and óî8ïÎð&ñ4òTêì&"'"#$'"% .
Here n
Table 14.7 displays the iterations of step 2 in Algorithm 14.32.
,
F

.0/21435/768:9<;>=@?)A
F

A

H

?

H
M

K
J

O

O
L

.0/B6DC
F
LIHI?)?I?)M
L)HI?I?)?IM)A
OJ)LIH)JPOA)A
MINIA)LIL)KIAIA)A
J)KIJ)?INIL)AIA)AIA

/

E
G ?)?IHIJ)KIH
G K)NINPOHIA
?IJIL)?IA)KIAIA
L G A)NPOAIAIA
JQO G K)LIA)AIAIA
JIN G N)KIAIA)AIA)A

Table 14.7: Montgomery reduction algorithm (see Example 14.35).

Montgomery multiplication
Algorithm 14.36 combines Montgomery reduction (Algorithm 14.32) and multiple-precision multiplication (Algorithm 14.12) to compute the Montgomery reduction of the product
of two integers.
14.36 Algorithm Montgomery multiplication
INPUT: integers êìR2ê î8ïTS)SUS ê ï ê  WV , XìR!X î8ïTS)SUS X ï X  WV , YìR!Y î8ïZSUS)S Y ï Y  WV
õ
õ
õ
with û [
ý X^ü\Y]>ê , óìô õ with ^$_;òêPü;ô` ìXÿ , and ê,ë ì°íêiî:ïð&ñ4ò%ô .
OUTPUT: X5Y:óRî:ïð&ñ4òOê .
1. b
ø aÈû . (Notation: øìrù ù
ù ù  cV .)
õ õ î:ïZS)SUS ï
2. For ö from û to !,íi"ÿ do the following:

X  Y  ê,ë:ð&ñ4ò%ô .
2.1   adrù 


 
ø ae(ø
X Y
ê f"ô .
2.2 b
3. If 
ø gPê then h
ø aiøÈí,ê .
4. Return( ø ).

i
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14.37 Note (partial justification of Algorithm 14.36) Suppose at the kQlnm iteration of step 2 that
r{z|~}z@~}u  "
r{z|0}zZ}uf$p
oqprst`uwv4x
r
. Step 2.2 replaces with y
; but y
t`uvt<z
vx" uvx"z
vx"uf$DtUuvxv
x"
rst`uvx
. Hence,
,
y
y
y
y
y
justifying step 3.
r4z{|0}nhz{Z}u

is a multiple of
14.38 Note (computational efficiency of Algorithm 14.36) Since
, only a right-shift is required to perform a division by in step 2.2. Step 2.1 requires two
t`

single-precision multiplications and step 2.2 requires . Since step 2 is executed times,
 tzt` t` ]zx"
y
the total number of single-precision multiplications is y
.
|{hu

|



u

14.39 Note (computing
with Montgomery multiplication) Suppose , , and are

o]p|\esu
-digit base integers with
. Neglecting the cost of the precomputation in
|5ZZhu
t` <z]x$
with y
single-precision multhe input, Algorithm 14.36 computes
qbu
tiplications. Neglecting the cost to compute
and applying Algorithm 14.36 to
 z4x"
|5ZZbu
qhu |5¡hu
and
,
is computed in ¢ y
single-precision opt` £zx"
erations. Using classical modular multiplication (Algorithm 14.28) would require y
single-precision operations and no precomputation. Hence, the classical algorithm is superior for doing a single modular multiplication; however, Montgomery multiplication is very
effective for performing modular exponentiation (Algorithm 14.94).
14.40 Remark (Montgomery reduction vs. Montgomery multiplication) Algorithm 14.36 (Mont
gomery multiplication) takes as input two -digit numbers and then proceeds to interleave
the multiplication and reduction steps. Because of this, Algorithm 14.36 is not able to take
advantage of the special case where the input integers are equal (i.e., squaring). On the other
hand, Algorithm 14.32 (Montgomery reduction) assumes as input the product of two inte
gers, each of which has at most digits. Since Algorithm 14.32 is independent of multipleprecision multiplication, a faster squaring algorithm such as Algorithm 14.16 may be used
prior to the reduction step.
u¤¦¥$t"§"¨$©

ª¦x$oU«

,
,
14.41 Example (Montgomery multiplication) In Algorithm 14.36, let
|¬"¥$©"t ªx"t$t"©
®ª¬ u]¯b°v£u T Dx$o±ªx
|5Z Z hu²
,
. Here
,
, and
¨"©"¥$©"§
u

|5]¥"x$x"³$¨"§"³
. Notice that and are the same values as in Example 14.35, as is
.
´
Table 14.8 displays the steps in Algorithm 14.36.
µ
½
¿
¾
Á

Ã

¶0·
¾
Å
Ä
Â
½

¶0·7¸¹
¿IÀ
ÀI¿
ÆIÃ
ÁÂ
½

º0·
À
À
Æ
Á
Â

¶0·7¸
Q¾ ÁÂ)À
¿)¿I½)ÆI¿
À)ÆI½)Ã
Æ)¿PÁÂ
½

º0·7»
Â)ÀI¿)¿I¿I¾
Â)ÀI¿)¿I¿I¾
ÁÃIÂ)ÀIÃPÁ
¾)ÅI½)ÂIÂIÆ
Ã)ÆIÃ)¿IÅIÂ

¼
ÂIÀIÃ)ÂIÄ
ÆIÂI½)ÂIÃ
ÂI½IÅQÁÅ
ÃPÁÄ)ÆIÂ
ÃIÅIÄ)ÅIÆ

Table 14.8: Montgomery multiplication (see Example 14.41).

14.3.3 Barrett reduction

e|Èhu

|

u

Barrett reduction (Algorithm 14.42) computes Ç
given and . The algorithm
Ê\\Ëu]Ì
requires the precomputation of the quantity É
; it is advantageous if many reductions are performed with a single modulus. For example, each RSA encryption for one entity requires reduction modulo that entity’s public key modulus. The precomputation takes
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a fixed amount of work, which is negligible in comparison to modular exponentiation cost.
Typically, the radix Í is chosen to be close to the word-size of the processor. Hence, assume
Í£ÎÏ in Algorithm 14.42 (see Note 14.44 (ii)).
14.42 Algorithm Barrett modular reduction
INPUT: positive integers Ð ÑÒ!ÐÓÔ"ÕZÖØ×U×)×cÐÖQÐÙÚcÛ , ÜÝÑÒÜ±Ô"ÕZÖÞ×U×)×WÜdÖWÜ]Ù"ÚcÛ (with Ü4Ô$ÕZÖDßÑ
à
), and á ÑãâWÍ ÓäÔå Ü{æ .
OUTPUT: çÑdÐÈèéêhÜ .
1. ë)ÖIìâíÐ å Í Ô"ÕTÖ æ , ëPÓìîë)Ö ×äá , ëQïìâWëPÓ å Í Ô:ðZÖ æ .
Ô"ðZÖ
Ô"ðZÖ
2. çÖIì±ÐÈèéêÍ
, çIÓìîëQï×Ü°èéêÍ
, ç5ìÈçÖ ñ±ç)Ó .
à
Ô:ðZÖ
3. If çò
then çóìÈç<ôÍ
.
4. While çõ[Ü do: ç5ìÈçñ4Ü .
5. Return(ç ).
14.43 Fact By the division algorithm (Definition 2.82), there exist integers ö and ÷ such that
àù
ÐdÑwöøÜªô÷ and
÷®òÜ . In step 1 of Algorithm 14.42, the following inequality is
ù
ù
satisfied: öñeú
ëQï
ö .
14.44 Note (partial justification of correctness of Barrett reduction)
å
(i) Algorithm 14.42 is based on the observation that âíÐ Ü]æ can be written as öûÑ
å Ô"ÕZÖ
ÓÔå
å Ô:ðZÖ
âcÒ!Ð Í
ÚPÒ Í
ÜÚPÒfü Í
Úæ . Moreover, ö can be approximated by the quantity
å Ô$ÕZÖ
å Ô"ðZÖ
ëQïÑ
âíÐ Í
æUá Í
. Fact 14.43 guarantees that ëQï is never larger than the true
quotient ö , and is at most ú smaller.
(ii) In step 2, observe that ñ<Í Ô:ðZÖ ò°çÖ<ñçIÓòýÍ Ô:ðZÖ , çÖ<ñþç)Óÿ Òfö ñëPï"ÚÜ ôw÷
à@ù
Ô:ðZÖ
Ô:ðZÖ
since Ü òwÍ Ô and Ïò Í . If
Ò mod Í
Ú , and
Ò öñþëQï$ÚÜô÷ ò ÏUÜýò Í
à
à
, then çÖTñ@ç)ÓÑÒ ödñ ëPï"Ú!Ü ô÷ . If çÖÞñ@ç)Óò
, then çÖTñ@çIÓ ôÍ Ô:ðZÖ Ñ
çÖÞñ@ç)Ó õ
àù
ÒföñîëQï$ÚÜô÷ . In either case, step 4 is repeated at most twice since
çòÏ`Ü .
14.45 Note (computational efficiency of Barrett reduction)
(i) All divisions performed in Algorithm 14.42 are simple right-shifts of the base Í representation.
(ii) ëQÓ is only used to compute ëPï . Since the ôü least significant digits of ëQÓ are not
needed to determine ëPï , only a partial multiple-precision multiplication (i.e., ëIÖ ×`á )
is necessary. The only influence of the ôü least significant digits on the higher
order digits is the carry from position ôü to position ôú . Provided the base Í
is sufficiently large with respect to , this carry can be accurately computed by only
Ö
calculating the digits at positions and ôü . Hence, the ñ<ü least significant digits
of ë Ó need not be computed. Since á and ë Ö have at most ô4ü digits, determining ë ï
Ô
å
requires at most Ò ôdü$Ú Ó ñ Ó = Ò Ó ô
ôdú"Ú ú single-precision multiplications.
(iii) In step 2 of Algorithm 14.42, çIÓ can also be computed by a partial multiple-precision
multiplication which evaluates only the least significant ôü digits of ëPïb×äÜ . This
Ô:ðZÖ
can be done in at most Ó
+ single-precision multiplications.

















  








 



14.46 Example (Barrett reduction) Let ÍÑ
, ÑRÏ , ÐÑãÒPÏ$ü"Ï$ú"ú"ü$ÚcÛ , and Ü ÑãÒfú"Ï"Ï$ÚcÛ (i.e.,
å Ó
). Then áÑÝâ å Ü]æ@Ñ
ÐÑ Ï "ü and ÜýÑ
@Ñ Òfü"ü"ü$Ï"ÚWÛ , ë)ÖÑâcÒfÏ"ü$Ï"ú"ú$ü"ÚWÛ
æ¡Ñ
à
à
à
ÒPÏ"ü$Ï"ú$ÚcÛ , ëQÓîÑÒfÏ"ü$Ï"ú"ÚWÛ×5ÒPü$ü"ü"Ï$ÚcÛ]ÑÝÒfü ú$Ï"ü$Ï ú$ÚcÛ , ëQïîÑÒfü ú"Ï"ÚWÛ , çÖ4ÑÝÒfÏ"ú"ú$ü"ÚWÛ , ç)ÓeÑ
à
à
à
ÒPü ú"Ï$ÚcÛ×>Òfú"Ï$Ï"ÚcÛèéêÍ qÑÒPÏ ü"ü$ÚcÛ , and çDÑîçÖ ñ4çIÓqÑÒfú"ü ÚcÛ . Thus Ð±èéêhÜ°ÑÏ .








 
 If  , then the carry computed by simply considering the digits at position  (and ignoring the carry
from position  ) will be in error by at most 1.
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14.3.4 Reduction methods for moduli of special form
When the modulus has a special (customized) form, reduction techniques can be employed
to allow more efficient computation. Suppose that the modulus is a -digit base positive
integer of the form
where is an -digit base positive integer (for some
). Algorithm 14.47 computes
for any positive integer by using only shifts,
additions, and single-precision multiplications of base numbers.

$#%"'&(*),+

-/.0!

13254768

)

-

"

"

1

!

9;:=<?>A@B
INPUT: a base " , positive integer 1 , and a modulus C#D"E&F(G) , where )
" integer for some -H.! .
OUTPUT: I5#1J25476K .
1. LNMPO*QR1FS"'&UT , I MPO31V(0L'MW"'& , IAOJI M , XYO0Z .
2. While LE[]\^Z do the following:
2.1 LE[ _a` O*QbLc[N),S"'&dT , Ie[ _a`?O0Lc[')](GLE[ _a` "'& .
2.2 X,O3Xgfih , IAOJIKfjI [ .
3. While Ikl do: IAOJIm(= .
4. Return(I ).

14.47 Algorithm Reduction modulo

"

-

is an -digit base

"'&a(G) "n#^o p#rqstK#ruEsvvhswUx 1J#^shZytz#
{#|o }(~u'hhvhw x
)l#u'hhvhw x
!#t -#|o
I#u'hZvZshw x
I\0
Im(=p#u'svhvw x 
 e B
?



 ? b ? ?? b  ?? ?b
–
 ? ??  ?  ?   ? ? ?     ??  ? 
    b  b ?  b   ??b
Table 14.9: Reduction modulo 9:3< >A@B (see Example 14.48).

14.48 Example (reduction modulo
) Let
,
, and
. Since
, take
. Here
and
.
Table 14.9 displays the quotients and remainders produced by Algorithm 14.47. At the beginning of step 3,
. Since
, step 3 computes
.

u'hsvhhvshw x

z k^Z , LE#rZ ; hence, Algorithm 14.47 terminates.
Justification. LE[E)n#Lc[d_`,"'& fKIe[ _a` , Xnk^Z . Since )."'& , Lc[#^ucLE[ _a`Y"E&ES)w,f5uI[d_` S)w]\rLc[d_` .
Since the LE[ ’s are non-negative integers which strictly decrease as X increases, there is some
integer zk^Z such that LEz#^Z .

14.49 Fact (termination) For some integer

14.50 Fact (correctness) Algorithm 14.47 terminates with the correct residue modulo

.

Justification. Suppose that  is the smallest index X for which LE[#Z (i.e., Lc#Z ). Now,
1^#L M " & Y¡f` I M and LE[')5#YLc¡a[d`_a` " & fIe[ _a` ,  Zj~X5z( h . Adding these equations gives
1jf  [ ¢ M Lc[ )£# [d¢ M LE[ "'&f [ ¢ M Ie[ . Since "'&£¤p)u'254765¥w , it follows that
1D¤ [ ¢ M I [ u'25476¥w . Hence, repeated subtraction of from Il# [ ¢ M I [ gives the
correct residue.
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¦E§¨G©

14.51 Note (computational efficiency of reduction modulo
)
(i) Suppose that has base digits. If
, then Algorithm 14.47 executes step 2
at most
times, requiring multiplications by . In general, if is approximately
, then Algorithm 14.47 executes step 2 about times. Thus,
Algorithm 14.47 requires about single-precision multiplications.
(ii) If has few non-zero digits, then multiplication by will be relatively inexpensive.
If is large but has few non-zero digits, the number of iterations of Algorithm 14.47
will be greater, but each iteration requires a very simple multiplication.

©

ª «Y¬ ¦
±²´³
µc±¨l«¶¬Y°·µc±¸¨l¹¶

©

a®¯¬Y°«

«
?± 

©

±

©

º»²¼¦'§½©
¿AÀJ¿K½iµc¨K¹¶ Á ¿Á .

14.52 Note (modifications) Algorithm 14.47 can be modified if
integer
: in step 2.2, replace
with

©¾r¦'§

¿AÀJ¿8½J¿Á



for some positive

¦'§nÂ©

14.53 Remark (using moduli of a special form) Selecting RSA moduli of the form
for
small values of limits the choices of primes and . Care must also be exercised when
selecting moduli of a special form, so that factoring is not made substantially easier; this is
because numbers of this form are more susceptible to factoring by the special number field
sieve (see 3.2.7). A similar statement can be made regarding the selection of primes of a
special form for cryptographic schemes based on the discrete logarithm problem.

©

Ã

Ä

Å

14.4 Greatest common divisor algorithms
Many situations in cryptography require the computation of the greatest common divisor
(gcd) of two positive integers (see Definition 2.86). Algorithm 2.104 describes the classical
Euclidean algorithm for this computation. For multiple-precision integers, Algorithm 2.104
requires a multiple-precision division at step 1.1 which is a relatively expensive operation.
This section describes three methods for computing the gcd which are more efficient than
the classical approach using multiple-precision numbers. The first is non-Euclidean and
is referred to as the binary gcd algorithm ( 14.4.1). Although it requires more steps than
the classical algorithm, the binary gcd algorithm eliminates the computationally expensive division and replaces it with elementary shifts and additions. Lehmer’s gcd algorithm
( 14.4.2) is a variant of the classical algorithm more suited to multiple-precision computations. A binary version of the extended Euclidean algorithm is given in 14.4.3.

Å

Å

Å

14.4.1 Binary gcd algorithm
14.54 Algorithm Binary gcd algorithm

ª Æ ¥ª ÇlÆ
ÈÉ ÊPµªËÆÌ¶
ÍaÀ¹
ª Æ
ªÏ²rÎ Ð
ª
]ª ÀJªF°·«
Æ
Æa3À Æa°·«
¬ ÀGÑ ª£¨3ÆaÑR°·«
ª¥Ç¯Æ ªÀJ¬
Æ=À ¬
ÍÒcÆ

INPUT: two positive integers and with
.
OUTPUT:
.
1.
.
2. While both and are even do the following:
3. While
do the following:
3.1 While is even do:
.
3.2 While is even do:
.
3.3
.
3.4 If
then
; otherwise,
.
4. Return(
).

ªÀ3ªF°« , ÆÀ=Æa°« , ÍÌÀ0«,Í .

Ó c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.
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14.55 Example (binary gcd algorithm) The following table displays the steps performed by Algorithm 14.54 for computing
.

ä

ë
ï

ÕÖY×ÙØEÚÛÜÝÞYßÜßàáâß
å?æ ç'è è èPå å?å é æ æ æ æ æ ê
?ì ç ì é å?æ é?å æ é å?æ å?ê?í Pè î ?é å æ æ
å è è è è è è è è

ã

14.56 Note (computational efficiency of Algorithm 14.54)
(i) If and are in radix representation, then the divisions by are simply right-shifts.
(ii) Step 3.3 for multiple-precision integers can be computed using Algorithm 14.9.

ð

ñ

â

â

14.4.2 Lehmer’s gcd algorithm
Algorithm 14.57 is a variant of the classical Euclidean algorithm (Algorithm 2.104) and
is suited to computations involving multiple-precision integers. It replaces many of the
multiple-precision divisions by simpler single-precision operations.
Let and be positive integers in radix representation, with
. Without loss
of generality, assume that and have the same number of base digits throughout Algorithm 14.57; this may necessitate padding the high-order digits of with ’s.

ð

ñ

ð

ñ

ò

ò

ðôóñ
ñ õ

14.57 Algorithm Lehmer’s gcd algorithm

ð and ñ in radix ò representation, with ð¥ólñ .
ÕÖ ×PØðÞñÌà
1. While ñöó^ò do the following:
1.1 Set ð , ñ to be the high-order digit of ð , ñ , respectively (ñ could be õ ).
1.2 ÷zø0Ú , ùø0õ , úmø0õ , ûø0Ú .
1.3 While Ø ñüÏú8à8á^
àKárý õ do the following:
þ ø*ÿ Ø ðüÏ÷ý à Øõ ñandüiú8Ø ñ5à  üÏ, ûþ  øD
ÿbØ ðüÏùmà·Ø ñüÏûà .
If þ á ý þ then go to step 1.4.

øG÷ þ þ ú , ÷zøiú , úm ø  ,  øGù þ û , ùøGû , ûø  .

ø ð ñ , ð]ø ñ , ñaø .
ð 7×Kñ , ðø3ñ , ñø ;
1.4 If ùDárõ , then øö
otherwise, 5ø÷]ðVüÏùñ , ¸øúnð£üiû ñ , ð]
ø , ñø  .
2. Compute árÕÖ ×ÙØðÞñÌà using Algorithm 2.104.

INPUT: two positive integers
OUTPUT:
.

3. Return( ).

14.58 Note (implementation notes for Algorithm 14.57)

(i)
is a multiple-precision variable. , , , , and are signed single-precision
variables; hence, one bit of each of these variables must be reserved for the sign.
(ii) The first operation of step 1.3 may result in overflow since 
.

This possibility needs to be accommodated. One solution is to reserve two bits more
than the number of bits in a digit for each of and to accommodate both the sign
and the possible overflow.
(iii) The multiple-precision additions of step 1.4 are actually subtractions, since 
and 
.

÷ ù ú û
ð

ú û ^õ

ñ

õ ð£ü ÷Þ ñü û *ò

÷ù ^õ
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14.59 Note (computational efficiency of Algorithm 14.57)
(i) Step 1.3 attempts to simulate multiple-precision divisions by much simpler singleprecision operations. In each iteration of step 1.3, all computations are single precision. The number of iterations of step 1.3 depends on  .
(ii) The modular reduction in step 1.4 is a multiple-precision operation. The other operations are multiple-precision, but require only linear time since the multipliers are
single precision.
14.60 Example (Lehmer’s gcd algorithm) Let  ! , "#%$'&(*)'+)-,./ , and 0  +)'.1'&$*(') .
Since ! , the high-order digits of " and 0 are " $'&( and 02+)'. , respectively.
Table 14.10 displays the values of the variables at various stages of Algorithm 14.57. The
single-precision computations (Step 1.3) when 34536 are shown in Table 14.11. Hence
78:9<;
">=?0A@1% .
B

14.4.3 Binary extended gcd algorithm
Given integers " and 0 , Algorithm 2.107 computes integers C and  such that C!"ED4F0GIH ,
where H  78!9J; "K=F0L@ . It has the drawback of requiring relatively costly multiple-precision
divisions when " and 0 are multiple-precision integers. Algorithm 14.61 eliminates this
requirement at the expense of more iterations.
14.61 Algorithm Binary extended gcd algorithm
INPUT: two positive integers " and 0 .
OUTPUT: integers C ,  , and H such that C!"MD2F0M H , where HM 78!9<; ">=?0L@ .
1. NPOQ .
2. While " and 0 are both even, do the following: "RO"KST. , 0UO0LS. , NLO .VN .
3. W*O" , HLO0 , XYOI , Z[O  , \EO  , ]MO  .
4. While W is even do the following:
4.1 WROWKS. .
4.2 If X_^Z^_ ;a`bc9 .@ then XdOIXeS. , ZfO Z[ST. ; otherwise, XYO ; XQDg0L@ST. ,
;
Z[O
Z h"i@ST. .
5. While H is even do the following:
5.1 HLOHAS. .
5.2 If \_^ ]j^k ;a`bc9 .@ then \EOI\dS. , ]MOI]lST. ; otherwise, \EO ; \gDG0L@ST. ,
;
]MO
]h">@S. .
6. If W4mQH then W*OW hH , XdOIX hI\ , Z[O2ZnhI] ;
otherwise, HPOHhW , \EO \khIX , ]MOI]_h Z .
7. If W#o , then C<OI\ , :O ] , and return ; Cc=!V=FNqpHA@ ; otherwise, go to step 4.

14.62 Example (binary extended gcd algorithm) Let "nr&,'/ and 0 s&', . Table 14.12 displays the steps in Algorithm 14.61 for computing integers C ,  , H such that &',/'CtD&','KIH ,
where H  78!9J; &',/u=V&',@ . The algorithm returns HM .' , CqvhY'( , and 1o.'& .
B

w

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

x

14.4 Greatest common divisor algorithms

609

y

768 454 923
89 593 596
42 493 679
4 606 238
1 037 537
456 090
34 681
10 657
2 710
2 527
183
148
35
8
3
2
1

z

542 167 814
47 099 917
4 606 238
1 037 537
456 090
125 357
10 657
2 710
2 527
183
148
35
8
3
2
1
0

{

{}|

1
1
10
5
–
3
3
5
1

1
1
8
2
–
3
3
3
0

precision
single
single
multiple
multiple
multiple
single
single
multiple
multiple

reference
Table 14.11(i)
Table 14.11(ii)

Table 14.11(iii)
Table 14.11(iv)

Algorithm 2.104
Algorithm 2.104
Algorithm 2.104
Algorithm 2.104
Algorithm 2.104
Algorithm 2.104
Algorithm 2.104
Algorithm 2.104

Table 14.10: Lehmer’s gcd algorithm (see Example 14.60).

(i)

(ii)

(iii)

(iv)
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Table 14.11: Single-precision computations (see Example 14.60 and Table 14.10).
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Table 14.12: The binary extended gcd algorithm with l



}!

, ¡[

}}

(see Example 14.62).

14.63 Note (computational efficiency of Algorithm 14.61)
(i) The only multiple-precision operations needed for Algorithm 14.61 are addition and
subtraction. Division by ¢ is simply a right-shift of the binary representation.
(ii) The number of bits needed to represent either £ or ¤ decreases by (at least) ¥ , after at
most two iterations of steps 4 – 7; thus, the algorithm takes at most ¢¦T§©¨«ªL¬t¯®#§°¨±ªP²c¯®
¢³ such iterations.
14.64 Note (multiplicative inverses) Given positive integers ´ and µ , it is often necessary to
find an integer ¶·¹¸iº such that µc¶»¼¥g¦a½¾c¿f´4³ , if such an integer exists. ¶ is called
the multiplicative inverse of µ modulo ´ (see Definition 2.115). For example, constructing the private key for RSA requires the computation of an integer À such that Á}Àv»Â¥
¦a½¾c¿Ã¦ÅÄ#Æ_¥'³a¦Ç[Æ_¥'³a³ (see Algorithm 8.1). Algorithm 14.61 provides a computationally efficient method for determining ¶ given µ and ´ , by setting ¬oÈ´ and ²nÈÉµ . If
ªÊ:¿<¦¬>Ë?²A³ÌÈÍ¥ , then, at termination, ¶kÈÏÎ if ÎÑÐÓÒ , or ¶kÈÔ´Õ®ÖÎ if ÎØ×ÂÒ ; if
is odd, it is not necªÊ:¿<¦¬>Ë?²A³ÌÉ
ÙÈ
¥ , then µ is not invertible modulo ´ . Notice that if ´
essary to compute the values of Ú and Û . It would appear that step 4 of Algorithm 14.61
requires both Ú and Ü in order to decide which case in step 4.2 is executed. But if ´ is odd
and Ü is even, then Ú must be even; hence, the decision can be made using the parities of
Ü and ´ .
Example 14.65 illustrates Algorithm 14.61 for computing a multiplicative inverse.
14.65 Example (multiplicative inverse) Let ´ÝÈßÞà'Þ and µÈ¢á'¥ . Table 14.13 illustrates the
steps of Algorithm 14.61 for computing ¢á'¥câPã-½¾c¿ÞàÞäÈo¥Ò'å . Notice that values for the
variables Ú and Û need not be computed.
æ

14.5 Chinese remainder theorem for integers
Fact 2.120 introduced the Chinese remainder theorem (CRT) and Fact 2.121 outlined an algorithm for solving the associated system of linear congruences. Although the method described there is the one found in most textbooks on elementary number theory, it is not the
ç
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14.5 Chinese remainder theorem for integers
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÷
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Table 14.13: Inverse computation using the binary extended gcd algorithm (see Example 14.65).

method of choice for large integers. Garner’s algorithm (Algorithm 14.71) has some computational advantages. ø 14.5.1 describes an alternate (non-radix) representation for nonnegative integers, called a modular representation, that allows some computational advantages compared to standard radix representations. Algorithm 14.71 provides a technique
for converting numbers from modular to base ù representation.

14.5.1 Residue number systems
In previous sections, non-negative integers have been represented in radix ù notation. An
alternate means is to use a mixed-radix representation.
positive integer. Let ûQüVý?û þuý:ÿ:ÿ!ÿPýFû be positive integers such that
 û ýFû bea fixed
  , and  Pü û %ú . Then each integer  ,  "!oú ,
for all 
can be uniquely represented by the sequence of integers #  $%  #tü:ý&#Tþ'ý!ÿ:ÿ:ÿUý'#() , where
#(*+",.-  û ,  /+0 .
14.67 Definition Referring to Fact 14.66, #  $ is called the modular representation or mixedradix representation of  for the moduli û ü ýFû þ ý!ÿ:ÿ:ÿUýFû . The set of modular representations for all integers  in the range +1! ú is called a residue number system.
# < üVý&T# þuý!ÿ:ÿ!ÿLý'#(74 and #  65 3 87 ü:ý 7 þ'ý!ÿ:ÿ:ÿU85ý 7 & , define
#  2)9:# A 85 ; 8< ü!A ý < þuý
If #  23  t
<
)

A
A
ÿ:ÿ:ÿLý
where
=# 9 ,.- û , and # 2/>?# @ ü ý þ ý:ÿ!ÿ:ÿLý where 
# > 7 ,.-  û .
5
C 5 

85
) 5 
14.68 Fact If B>
# $$>I# 85 .  ý ! , then # D9 ,.- EF# $G9H# and # @> ,.- E
14.69 Example (modular representation) Let JKLNMPOQKPOQR ; here, 0/NK , û ü SM , û ü 
K , and ûHTUVR . Table 14.14 displays each residue modulo K( along with its associated
modular representation. As an example of Fact 14.68, note that M:9NMW@XY(Z  ,.-  K(
and  ([9  (M*  (K . Also MM:>\(WX](^  ,.-  K( and  M(_>  (MM(  (M^( . `
14.66 Fact Let ú

[dQ,.-  a



#d 2
# $ e # '# (
#hd  $i  #hd ,.-  b '#hd ,.-  jc

14.70 Note (computational efficiency of modular representation for RSA decryption) Suppose
that
, where and are distinct primes. Fact 14.68 implies that
can be
tü!ý Tþ with respect to
computed in a modular representation as
; that is, if
ý þ
moduli û ü
,û þ
, then
. In general, computing
ü

a]EbGc
%fb

b c
Bgc
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k

lhmnk[o
p m pqp p o
s m qs s s o
t m pqt t o
v sqp v
w mm pqsCw oo
z m sqt p o

k

lhmnk[o
m ps pqsqst o
xu m p tqv o
y mm s p&w oo
s p m p sqp o
s s m s tqs o
r

k
sqt
sqv
s&w
qs z

lhmnk[o
m pqsqps tv o
m pqtCw o
m sqp p o
s r mm pqs s oo
s x m sqt t o

k lhmnk[o
s u m p pqv o
s y m s s&w o
t p m p tqp o
t s m s pqs o
t t m p sqt o
t v m s tqv o

k lhmnk[o
t&w m pqpCw o
qt z m qs s p o
t r m pqt s o
t x m sqp t o
tqu m pqs v o
tqy m sqtCw o

Table 14.14: Modular representations (see Example 14.69).

{|}~D

{h | ~..



 |Q~.

and
is faster than computing
. For RSA, if and are part
of the private key, modular representation can be used to improve the performance of both
decryption and signature generation (see Note 14.75).





{(*  ~.L  / 

Converting an integer from a base representation to a modular representation is easily done by applying a modular reduction algorithm to compute
,
.
Modular representations of integers in
may facilitate some computational efficiencies,
provided conversion from a standard radix to modular representation and back are relatively
efficient operations. Algorithm 14.71 describes one way of converting from modular representation back to a standard radix representation.

$

14.5.2 Garner’s algorithm

6{ }q {  qq[ {( 

{G 
  N  ,} given
  q$   .

Garner’s algorithm is an efficient method for determining ,
, the residues of modulo the pairwise co-prime moduli



  }  ; 
h8   £   

{§ 2 N8 { }  {  q _ {    ¡(¢ 
 .



14.71 Algorithm Garner’s algorithm for CRT

INPUT: a positive integer
, with
modular representation
of for the
OUTPUT: the integer in radix representation.
1. For from to do the following:
1.1
.
1.2 For from to
do the following:
(use Algorithm 14.61).
.
2.
,
.
3. For from to do the following:
4. Return( ).



¨ 
© 4ª 
¦

¬3ª£ ®  } ~.3L«+ ( 
©  ª ¬¯ ©  ~.L 
}
3¬ ª {  ª¬

¨ 


for all

¥F¤ ¦ , and a

 }
¬3ª 8 {  
« $)©  ~D  ,  ª @° ¬H¯ £I®  }  £ .

+"S , B± {(DC~.D   ,  ²+ .
} J³ ,   J´ , Hµ  , ¶E (· ,  
14.73 Example
(Garner’s algorithm) Let 
¶ }   ¸
³  ³ , and {G $ ¹ ¨    · »º  . The
constants ©  computed are ©   · ,
µ© ¼ , and © ¶ =³ . The values of    ¬  2 computed
step 3 of Algorithm 14.71 are
   ¨  ¨ ,  ¨ »½( ¨¨( ,  ·  ´  ¨ ¼´  , and  ½( ³  ¨(¾¨( . Hence, theinmodular
representation {G $ 
 ¨    · »º  corresponds to the integer   ¨(¾¨ .
¿

14.72 Fact



returned by Algorithm 14.71 satisfies
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14.74 Note (computational efficiency of Algorithm 14.71)
(i) If Garner’s algorithm is used repeatedly with the same modulus and the same factors of , then step 1 can be considered as a precomputation, requiring the storage
of
numbers.
(ii) The classical algorithm for the CRT (Algorithm 2.121) typically requires a modular
is a reduction with modulus , whereas Algorithm 14.71 does not. Suppose
bit integer and each
is a -bit integer. A modular reduction by
takes
bit operations, whereas a modular reduction by
takes
bit operations. Since
Algorithm 14.71 only does modular reduction with ,
, it takes
bit operations in total for the reduction phase, and is thus more efficient.

Ã;Ä+Å

Â

Â

ÇÈ

Â

Æ

Â

Â
Ç È

ÉLÊ)Æ\ÌË
Ç È ÍHÎÏÎÃ

ÆjÃ
ÉLÊCÊ4ÆjÃ»Ë8ÌË
ÉLÊ6ÃÆ\ÌË

14.75 Note (RSA decryption and signature generation)
(i) (special case of two moduli) Algorithm 14.71 is particularly efficient for RSA moduli
, where
and
are distinct primes. Step 1 computes a single
value
. Step 3 is executed once:
and
.
. Let be a (ii) (RSA exponentiation) Suppose and are -bit primes, and let
bit RSA private key. RSA decryption and signature generation compute
for some
. Suppose that modular multiplication and squaring require
bit
operations for -bit inputs, and that exponentiation with a -bit exponent requires
about
multiplications and squarings (see Note 14.78). Then computing
requires about
bit operations. A more efficient approach is to compute
and
(where
and
),
and then use Garner’s algorithm to construct
. Although this procedure
takes two exponentiations, each is considerably more efficient because the moduli
are smaller. Assuming that the cost of Algorithm 14.71 is negligible with respect to
the exponentiations, computing
is about
times faster.
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14.6 Exponentiation

Ç

ã$î

One of the most important arithmetic operations for public-key cryptography is exponentiation. The RSA scheme ( 8.2) requires exponentiation in
for some positive integer
, whereas Diffie-Hellman key agreement ( 12.6.1) and the ElGamal encryption scheme
( 8.4) use exponentiation in
for some large prime . As pointed out in 8.4.2, ElGamal
encryption can be generalized to any finite cyclic group. This section discusses methods for
computing the exponential , where the base is an element of a finite group ( 2.5.1)
and the exponent is a non-negative integer. A reader uncomfortable with the setting of a
general group may consider to be
; that is, read as
.
An efficient method for multiplying two elements in the group is essential to performing efficient exponentiation. The most naive way to compute is to do
multiplications in the group . For cryptographic applications, the order of the group typically
exceeds
elements, and may exceed
. Most choices of are large enough that it
would be infeasible to compute using
successive multiplications by .
There are two ways to reduce the time required to do exponentiation. One way is to
decrease the time to multiply two elements in the group; the other is to reduce the number
of multiplications used to compute . Ideally, one would do both.
This section considers three types of exponentiation algorithms.
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÷

ø

1. basic techniques for exponentiation. Arbitrary choices of the base and exponent
are allowed.
2. fixed-exponent exponentiation algorithms. The exponent is fixed and arbitrary choices of the base are allowed. RSA encryption and decryption schemes benefit from
such algorithms.
3. fixed-base exponentiation algorithms. The base is fixed and arbitrary choices of
the exponent are allowed. ElGamal encryption and signatures schemes and DiffieHellman key agreement protocols benefit from such algorithms.

ø

÷

÷

ø

14.6.1 Techniques for general exponentiation
This section includes general-purpose exponentiation algorithms referred to as repeated
square-and-multiply algorithms.

ù

(i) Basic binary and -ary exponentiation
Algorithm 14.76 is simply Algorithm 2.143 restated in terms of an arbitrary finite abelian
group with identity element .

ú

û

14.76 Algorithm Right-to-left binary exponentiation

÷%üýú

INPUT: an element
and integer
OUTPUT:  .


1.
, 
.
do the following:
2. While  
 
2.1 If is odd then
 .

 .
2.2

  .
2.3 If  
then 

3. Return( ).

û

÷

øÿþ]û .

÷

ø

ø

ø

ø

ø

14.77 Example
(right-to-left binary exponentiation) The following table displays the values of


, , and  during each iteration of Algorithm 14.76 for computing  .

ø


2

'


(*),+



%-.
 #


/*0
.3


+,1
 &

!"
,/
 54

#%$
)
 "#

#%$
 43

#%$
(
 5#"&

÷

#%$

 #"6"4

#"&"
0
7

û

14.78 Note (computational efficiency of Algorithm 14.76) Let 8:9
be the bitlength of the binary representation of , and let ;=<> ,? be the number of ’s in this representation. Algorithm 14.76 performs 8 squarings and ;=<,> *?AKJM@ L
multiplications. If OJPL is randomly selected
H Q9 R? multiplicain the range CB EDGF EF IH , then about S H  squarings and N >

tions can be expected. (The assignment
is not counted as a multiplication, nor is the
operation
counted as a squaring.) If squaring is approximately as costly as anOJParbiL H
trary multiplication (cf. Note 14.18), then the expected amount of work is roughly 


multiplications.

ø

ø

ú

)ø

4ø û

û

û û

û



ø

Uû

ø

÷



÷

Algorithm 14.76 computes   whenever is odd. For some choices of ,
can
 for arbitrary

be computed more efficiently than
.
Algorithm
14.79
is
a
left-to-right
T
 (for arbitrary  ) by the operation
binary
exponentiation which replaces the operation
U
(for fixed ).

V

÷

÷
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14.79 Algorithm Left-to-right binary exponentiation
INPUT: XZY\[ and a positive integer ]_^a`b]dc]dc%egfih*hhj]kf]blRmon .
OUTPUT: Xp .
1. qr s .
2. For t from u down to v do the following:
2.1 qr q hkq .
q r q hX .
2.2 If ]dwA^ s , then 
3. Return( q ).
14.80 Example (left-to-right binary exponentiation) The following table displays the values of
q during each iteration of Algorithm 14.79 for computing X nbxy . Note that u:^ z and {zR|}^
`~svRvvRssvRssRm n .
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14.81 Note (computational efficiency of Algorithm 14.79) Let u:as be the bitlength of the binary representation of ] , and let =`b],m be the number of s ’s in this representation. Algorithm 14.79 performs us squarings and =,`]*ms multiplications by X . The number of
squarings and multiplications is the same as in Algorithm 14.76 but, in this algorithm, multiplication is always with the fixed value X . If X has a special structure, this multiplication
may be substantially easier than multiplying two arbitrary elements. For example, a frequent operation in ElGamal public-key schemes is the computation of X¢¡¤£¦¥¨§ , where X
is a generator of ©«¬ ª and § is a large prime number. The multiple-precision computation qh®X
can be done in linear time if X is chosen so that it can be represented by a single-precision
integer (e.g., X¯^a{ ). If the radix ° is sufficiently large, there is a high probability that such
a generator exists.
Algorithm 14.82, sometimes referred to as the window method for exponentiation, is a
generalization of Algorithm 14.79 which processes more than one bit of the exponent per
iteration.
14.82 Algorithm Left-to-right ± -ary exponentiation
INPUT: X and ]Q^²`b] c ] c%egf h*hh] f ] l mO³ , where °«^ { for some ´µ²s .
OUTPUT: Xp .
1. Precomputation.
1.1 Xlr s .
w
1.2 For t from s to `~{,¨ sm do: X w r¶X w e·f¸hX . (Thus, X w ^ X .)
2. qr s .
3. For t from u down to v do the following:
3.1 qr q n¹ .
3.2 qr q hX .
pdº
4. Return( q ).
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In Algorithm 14.83, Algorithm 14.82 is modified slightly to reduce the amount of precomputation. The following notation is used: for each » , ¼Z½²»E½²¾ , if ¿dÀ¤Â Á ¼ , then write
¿ÃÀ ÂaÄ,ÅÆPÇ À where Ç À is odd; if ¿dÀ Â ¼ , then let ÈÀ Â ¼ and Ç À Â ¼ .
14.83 Algorithm Modified left-to-right É -ary exponentiation

INPUT: Ê and ¿ Â²Ë ¿dÌ¿dÌ%ÍgÎgÏ*ÏÏ¿Î¿ÐÑOÒ , where Ó Â ÄÔ for some ÕÖ²× .
OUTPUT: ÊØ .
1. Precomputation.
Û
1.1 ÊÐÙ × , ÊÚÎÙ¶Ê , ÊÛ¦ÙÜÊ .
g
Í
¸
Î
Ý ×Ñ do: Ê Û ÀOÞ Î Ù¶Ê Û À Í·Î ÏÊ Û .
1.2 For » from × to Ë~Ä,Ô
2. ßÙ × .
Ûàáâ Æ ÏÊRã Ñ Ûâ Æ .
3. For » from ¾ down to ¼ do: ßÙ Ë ß
Æ
4. Return( ß ).

14.84 Remark (right-to-left Õ -ary exponentiation) Algorithm 14.82 is a generalization of Algorithm 14.79. In a similar manner, Algorithm 14.76 can be generalized to the Õ -ary case.
However, the optimization given in Algorithm 14.83 is not possible for the generalized
right-to-left Õ -ary exponentiation method.
(ii) Sliding-window exponentiation
Algorithm 14.85 also reduces the amount of precomputation compared to Algorithm 14.82
and, moreover, reduces the average number of multiplications performed (excluding squarings). Õ is called the window size.
14.85 Algorithm Sliding-window exponentiation
INPUT: Ê , ¿ Â²Ë ¿dÌ¿dÌ%ÍgÎgÏ*ÏÏ¿Î¿ÐÑoÛ with ¿ÃÌ Â × , and an integer ÕäÖ²× .
OUTPUT: ÊØ .
1. Precomputation.
Û
1.1 Ê Î Ù¶Ê , Ê Û Ù¶Ê .
ÍgÎ¸Ý ×Ñ do: ÊÛ ÀOÞ ÎÙ¶ÊÛ À Í·Î¸ÏÊÛ .
1.2 For » from 1 to Ë~Ä,Ô
2. ßÙ × , »ÙÜ¾ .
3. While »:ÖI¼ do the following:
Û
Ý × .
3.1 If ¿dÀ Â ¼ then do: ß}Ù ß , »ÙÜ»
Ý¢æKç ×E½²Õ
3.2 Otherwise ( ¿dÀQÂ Á ¼ ), find the longest bitstring ¿ÃÀ~¿dÀ Í·Î ÏÏ*Ïj¿då such that »
and ¿då Â × , and do the following:

Æ
ßÙß Û áRèêé.ë ÏÊÚì Ø Æ Ø Æ á¦ëíêíêí Ø èïîñð , »Ù æÝ × .

4. Return( ß ).

14.86 Example (sliding-window exponentiation) Take ¿ Â ×R×òóRô ÂõË ×¼×R×¼R×××R×¼R¼×¼R×Ñ Û and
Õ Â ö . Table 14.15 illustrates the steps of Algorithm 14.85. Notice that the sliding-window
method for this exponent requires three multiplications, corresponding to » Â ò , ó , and ¼ .
Algorithm 14.79 would have required four multiplications for the same values of Õ and ¿ . ÷

ø
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ú
,ü ý
,ü þ


û

Longest bitstring

ü
ÿ
 ÿOÿ Üÿ
 ÿ   ÿÜÿ 
 ÿ   Üÿ 
 ÿ   Üÿ  
 ÿ      ÿ Üÿ   

ý

þ

Table 14.15: Sliding-window exponentiation with 

ü,þ,ü
ü,þ,ü
ü,ü,ü


ü,þ,ü


Uý

and exponent 

  ü*þ,ü*ü,þ,ü*ü,ü*ü,þ,þ*ü,þ*ü 
.

14.87 Note
(comparison of exponentiation algorithms) Let "!$#&*),
be +.the
, and
&
- bitlength of % )9
8 let
!'# be the number of ( -bit words formed from % ; that is,
!/#10321(5476/#
:21(5; .
Table 14.16 summarizes the number of squarings and multiplications required by Algorithms 14.76, 14.79, 14.82, and 14.83. Analysis of the number of squarings and multiplications for Algorithm 14.85 is more difficult, although it is the recommended method.
&
(i) (squarings for Algorithm 14.82) The number of squarings for Algorithm 14.82 is ( .
& )<8
)
&
Observe that (
:21(5;1(
=6 =>@?BAC( 0 . It follows that =6 (D6E#107F (GFH
and that Algorithm 14.82 can save up to (I6J# squarings over Algorithms 14.76 and
14.79. An optimal value for ( in Algorithm 14.82 will depend on .
&
(ii) (squarings
forLBAlgorithm
14.83) The number
of squarings
LBM
M
&
& forLBAlgorithm
M
&
- 14.83 is ) (K!
where NOF
F (T! =>@?BAC( 0
& FP">@
LBM ?QAC( . Since B6 (6C#10RF (SF (T!
or K6 (R6U#V0F ( !
FP , the number of squarings for this algorithm has the same
bounds as Algorithm 14.82.

Algorithm
14.76
14.79
14.82
14.83

Precomputation
sq
mult

þ

ü

ü

þ

þ

þ
[ZÜý
 Z` ¶ü

squarings

W

W
W*  ¶ü*\^] \^W
 üT\^] 
W   Ü
*
\^W

=acbBd

Multiplications
worst case
average case

W
W

]K ü
]  ü
K

WYX:
WYX:
]  Z¶ü_ _X Z
]   Z ¶ü_ _X  Z

Table 14.16: Number of squarings (sq) and multiplications (mult) for exponentiation algorithms.

(iii) Simultaneous multiple exponentiation
There are a number of situations which require computation of the product of several exponentials with distinct bases and distinct exponents (for example, verification of ElGamal signatures; see Note 14.91). Rather than computing each exponential separately, Algorithm 14.88 presents a method to do them simultaneously.
Let %feQg:%5hg_i:i:ijg_%YkVlmh be positive integers each of bitlength ; some of the high-order bits
of some of the exponents might be N , but there is at least one %Yn whose high-order bit is # .
Form a ( o array pq (called the exponent array) whose rows are the binary representations
of the exponents %Yn , NHF,rJFs(U6t# . Let uv be the non-negative integer whose binary
representation is the w th column, #CF/wxF/ , of pq , where low-order bits are at the top of
the column.
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14.88 Algorithm Simultaneous multiple exponentiation
INPUT: group elements y{zQ|yK}:|:~:~_~j|y1V*} and non-negative  -bit integers fzQ|:5}Y|:~_~:~_1m} .
OUTPUT: yz  y_}E:_ y V:f*B} .
1.
2.
3.
4.

1Y  m}  
V : 3
 
Precomputation. For  from  to 
z y where HV*} :_ z .

7 .

For  from to  do the following: I   , 7   ¡3¢ .
Return(  ).
f¤

14.89 Example (simultaneous multiple exponentiation) In this example, yBz £ z y } }z y  is computed
V1V   , 5}ª  ¥©      , and   §V«¨
using Algorithm 14.88. Let fz¥§¦V¨©
 V V1  . The ¦S¬® array ¯R° is: ±
±
±
±
²

²
±

±

²

±

±

²

²

²
²

The next table displays precomputed
from
²
±
´ values
µ
¶ step· 1 of Algorithm
¸
¹ 14.88.

³
º=»

±

¼Q½

¼¾

¼1½.¼¾

¼1¿

¼1½.¼1¿

¼ ¾¼Q¿

¼1½.¼¾À¼Q¿

Finally, the value of  at the end of each iteration of step 3 is shown in the following table.

 ¤
Here, ÁQ}=$ , Á ÃÂ , Á  ± , Á Ã
´ ¦ , and Á:ÄÅ
µ Ã .
¶
·

Æ

³

£

¼ ½¼ ¿

¼½ Ç ¼ ¾ ¼¿ Ç

¼½ È ¼ ¾¿ ¼ ¿É

¼ ½ ¾ Ê ¼ ¾Ê ¼ ¿ ¾¿

¼½ Ç ½ ¼ ¾ ¾ ½ ¼ ¿ ¿Ë
Ì

14.90 Note (computational efficiency of Algorithm 14.88)
(i) Algorithm 14.88 computes y z Y y _} :_ y V f*B} (where each  is represented by  bits)
Ã squarings and at most      Í  H multiplications. The
by performing 
multiplication is trivial for any column consisting of all  ’s.
¨ , need to be precomputed, but only for those  whose
(ii) Not all of the  , ÅÎÏ=ÎÃ 
binary representation is a column of ¯° .
14.91 Note (ElGamal signature verification) The signature verification equation for the ElGa.ØªÙPÚVÛ 3Ü@ÝQÞSß  where ß is a large
mal signature scheme (Algorithm 11.64) is ÐÒÑQÓÕÔIÖ.fÐ ×
Ú 
prime, Ð a generator of à=â á , Ð × is the public key, and  |_ã is a signature for message ä .
It would appear that three exponentiations and one multiplication are required to verify
the equation. If æå.çéèmß1ê and Algorithm 11.64 is applied, the number of squarings is
¦V tV and the number of multiplications is, on average, ¦::ë{ . Hence, one would ex 
pect to perform about ì « ëV multiplications and squarings modulo ß . Algorithm 14.88
can reduce the number of computations substantially if the verification equation is rewrit.ØYÚ  ÛJÙ, Ü@ÝBÞ@ß  . Taking y{zP<Ð , yK}UïÐ × , y   Ú , and 3zP
ten as ÐÑBÓíÔîÖ.fÐ ×
ð



V

 , 5}ª Ú ÜSÝBÞCß Ï1 ,     ãÜ@ÝBÞSß Ï1 in Algorithm 14.88, the
ä Ü@ÝBÞ@ß
¥V5Í ñ Í Â::ë{ò 3 H   Í «V  ë{ò .
expected number of multiplications and squarings is 
(For random exponents, one would expect that, on average, ô ó of the columns of ¯° will be
non-zero and necessitate a non-trivial multiplication.) This is only about 25% more costly
than a single exponentiation computed by Algorithm 14.79.

õ
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(iv) Additive notation
Algorithms 14.76 and 14.79 have been described in the setting of a multiplicative group.
Algorithm 14.92 uses the methodology of Algorithm 14.79 to perform efficient multiplication in an additive group ÷ . (For example, the group formed by the points on an elliptic
curve over a finite field uses additive notation.) Multiplication in an additive group corresponds to exponentiation in a multiplicative group.
14.92 Algorithm Left-to-right binary multiplication in an additive group
INPUT: ø^ùú÷ , where ÷ is an additive group, and a positive integer ûýüHþfûYÿ3ûYÿ
OUTPUT: û  ø .
1.  .
2. For  from  down to  do the following:
2.1  .
2.2 If û ü then úø .
3. Return( ).



û  û 

.

14.93 Note (the additive group  )
(i) If ÷ is the additive group   , then Algorithm 14.92 provides a method for doing
modular multiplication. For example, if "!#Sù  , then  #%$'&"() can be computed using Algorithm 14.92 by taking øÃü* and û®ü+# , provided # is written in
binary.
(ii) If "!#Jù,- , then /.0) and #1.0) . The accumulator in Algorithm 14.92
never contains an integer as large as 2) ; hence, modular reduction of the value in
the accumulator can be performed by a simple subtraction when +34) ; thus no
divisions are required.
(iii) Algorithms 14.82 and 14.83 can also be used for modular multiplication. In the case
of the additive group   , the time required to do modular multiplication can be improved at the expense of precomputing a table of residues modulo ) . For a left-toright 5 -ary exponentiation scheme, the table will contain 27698: residues modulo ) .
(v) Montgomery exponentiation
The introductory remarks to ; 14.3.2 outline an application of the Montgomery reduction
method for exponentiation. Algorithm 14.94 below combines Algorithm 14.79 and Algorithm 14.36 to give a Montgomery exponentiation algorithm for computing <>=$?&"() .
üG . For integers H and I where KJ
Note the definition of )A@ requires that BDC (þE)1!F
HL!IM.) , define Mont(HL!I ) to be HNIOF
$?&P()
as computed by Algorithm 14.36.
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14.94 Algorithm Montgomery exponentiation
W

Y[Z%j?kPl

INPUT: QSRUTVQXWEY[Z\\\]Q_^a`cb , d/Rfe , Q_gRfhiQ
and an integer v , txwv:yQ .
j?k"l
Q .
OUTPUT: v>z
j?k"l
s j?k"l
Q ), ~{d
Q . (d
1. v|{ Mont(v-}d
vided as inputs.)
2. For  from  down to  do the following:
2.1 ~{ Mont( ~n}~ ).
2.2 If m-Rt then ~{ Mont( ~} v ).
3. ~{ Mont( ~n}t ).
4. Return( ~ ).

j?kPl

e

, mnRUTmop\\\qm^r`

Q

s

and d

j?k"l

s

with moiRut ,

Q

may be pro-

14.95 Example (Montgomery exponentiation) Let v , Q , and d be integers suitable as inputs to
Algorithm 14.94. Let mMR4tatXR4TtDatDta` s ; here, R4 . The following table displays the
j?k"l
Q

values of ~
at the end of each iteration of step 2, and after step 3.

:











>cN

Oc

EN 

Mont

x¡ ¢£

Step 3

VN £



14.96 Note (computational efficiency of Montgomery exponentiation)
(i) Table 14.17 displays the average number of single-precision multiplications required
for each step of Algorithm 14.94. The expected number of single-precision multiplij?kPl
Q
cations to compute v>z
by Algorithm 14.94 is D¤ET¥¤"¦ta`TE-¦ta` .
(ii) Each iteration of step 2 in Algorithm 14.94 applies Algorithm 14.36 at a cost of §P¤VT¥¤¦
ta` single-precision multiplications but no single-precision divisions. A similar algorithm for modular exponentiation based on classical modular multiplication (Algorithm 14.28) would similarly use §D¤VT¤"¦¨ta` single-precision multiplications per iteration but also ¤ single-precision divisions.
(iii) Any of the other exponentiation algorithms discussed in © 14.6.1 can be combined
with Montgomery reduction to give other Montgomery exponentiation algorithms.

Step
Number of Montgomery multiplications
Number of single-precision multiplications









ª
«
 ¬ ¬®¯7¢
«

¬ ¬NX7¢

¥¬ ¬p:¢



Table 14.17: Average number of single-precision multiplications per step of Algorithm 14.94.

14.6.2 Fixed-exponent exponentiation algorithms
There are numerous situations in which a number of exponentiations by a fixed exponent
must be performed. Examples include RSA encryption and decryption, and ElGamal decryption. This subsection describes selected algorithms which improve the repeated squareand-multiply algorithms of © 14.6.1 by reducing the number of multiplications.
°
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(i) Addition chains
The purpose of an addition chain is to minimize the number of multiplications required for
an exponentiation.
14.97 Definition An addition chain ² of length ³ for a positive integer ´ is a sequence µN¶P·µ|¸ ,
¹¹¹ ·µOº of positive integers, and an associated sequence »¸· ¹¹¹ ·»nº of pairs »n¼L½¿¾VÀ¸q·À]ÁDÂ ,
ÃxÄ
À¸q·À]ÁÅÀ , having the following properties:
(i) µ>¶x½Æ and µOºn½´ ; and
Ä
Ä
(ii) for each µ ¼ , Æ
À
³ , µ ¼ ½µ ¼]Ç[È µ ¼cÉ .
14.98 Algorithm Addition chain exponentiation
INPUT: a group element Ê , an addition chain ²u½¾Vµ>¶P·µË¸· ¹¹¹ ·µº7Â of length ³ for a positive
integer ´ , and the associated sequence »¸· ¹¹¹ ·»nº , where »n¼L½¾EÀ¸q·ÀÁDÂ .
OUTPUT: ÊÍÌ .
1. Ê ¶PÎ Ê .
2. For À from Æ to ³ do: Ê ¼Î Ê ¼]Ç-Ï Ê ¼ É .
3. Return(ÊDº ).
14.99 Example (addition chain exponentiation) An addition chain of length Ð for ´½ÑÆDÐ is
µN¶_½4Æ , µ|¸½4Ò , µ>Á_½ÔÓ , µNÕ_½4Ö , µ>×_½ÔÆDÒ , µNØA½ÔÆaÐ . The following table displays the
¸EØ
Ù
values of »n¼ and ÊD¼ during each iteration of Algorithm 14.98 for computing Ê .
Ú
áãâ
ê â

Û
ä
ê

Ü

Ý

Þ

ß

à

å Û7æÛ7ç

å ÛèæÜç

å ÝèæéÝç

å Þ7æÞ7ç

å Ýèæ ßç

êÍë

êÍì

êÍí

êNî ë

êNî ï

14.100 Remark (addition chains and binary representations) Given the binary representation of
an exponent ´ , it is a relatively simple task to construct an addition chain directly from this
representation. Chains constructed in this way generally do not provide the shortest addition
chain possible for the given exponent. The methods for exponentiation described in ð 14.6.1
could be phrased in terms of addition chains, but this is typically not done.
14.101 Note (computational efficiency of addition chain exponentiation) Given an addition chain
ó½ Æ ,
of length ³ for the positive integer ´ , Algorithm 14.98 computes ÊÍÌ for any ÊXñò , ÊU
using exactly ³ multiplications.
14.102 Fact If ô is the length of a shortest addition chain for a positive integer ´ , then ôõ¨¾öø÷i´ È
öù÷>úãû¾¥´7ÂýüþÒ ¹ ÆaÓaÂ , where úãû7¾´7Â is the number of Æ ’s in the binary representation of ´ . An
upper bound of ¾ÿ]öù÷%´ È úãûè¾¥´7Â%üÆDÂ is obtained by constructing an addition chain for ´
from its binary representation. Determining a shortest addition chain for ´ is known to be
an NP-hard problem.
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(ii) Vector-addition chains
    where        ,
Algorithms 14.88 and 14.104 are useful for computing    
 
are arbitrary elements in a group  and          are fixed positive integers.
 
These algorithms can also be used to advantage when the exponents are not necessarily fixed
values (see Note 14.91). Algorithm 14.104 makes use of vector-addition chains.
14.103 Definition Let  and  be positive integers and let  denote a  -dimensional vector of
non-negative integers. An ordered set  "!#%$'&(%)+*-,/.0,132 is called a vectoraddition chain of length  and dimension  if  satisfies the following:
(i) Each    &(4) *5,6.7,98 , has a 8 in each coordinate position, except for coordinate
position .:)6(&-* , which is a * . (Coordinate positions are labeled 8 through (&-* .)
(ii) For each   , *5,6.;,< , there exists an associated pair of integers =  ?>@.  .BAC such
that &(D)E*5,F. , .BAHG6. and   F  )I KJ (. 6.BA is allowed).


Example 14.105 illustrates a sample vector-addition chain. Let LM!#  $:&(()N*O,
.0,PQ2 be a vector-addition chain of length  and dimension  with associated sequence
   R =TS . Algorithm 14.104 computes   U N
    where S'?> V  W      C .
=

 
14.104 Algorithm Vector-addition chain exponentiation
INPUT: group elements        R   and a vector-addition chain  of length  and dimension  with associated sequence =     = S , where ='X?>@.  . A C .
    where S'<>   W   R   C .
OUTPUT:       
 
1. For . from >&(4)E*C to 8 do: Y Z  K[  .
2. For . from * to  do: Y \Z Y  Y ]J .

3. Return( Y S ).
14.105 Example (vector-addition chain exponentiation) A vector-addition chain  of length T
^
and dimension _?` is displayed in the following table.
aUbc
o
p
p

abed
p
o
p

af
p
p
o

aUd
o
p
o

ac
q
p
q

ag
q
o
q

ah
r
o
q

ai
s
q
u

aj
t
q
s

alk
o q
u
o p

aVm
o s
s
o q

aVn
r p
o p
qvu

The following table displays the values
 x Ay of =' and YQ during each iteration of step 2 in Alz
gorithm 14.104 for computing V w   A . Nine multiplications are required.
{

o

q

r

u

s

t

|

}

~

7

v q3p 

 

VfKVc

 o3o 
c c
 f  c

 q 
v o 
c
c
 f d@ c

 r 
v q 
g
c
 f dx c

 r K uU
i c h
 f  d  c

 o3s 
j c i
 f  d  c

 t3t 
dKc h dKf
 f  d  c

 uU| 
dKi i dKc
 f  d  c

 }3} 
Bg f dKf c h
 f  d  c

14.106 Note (computational efficiency of vector-addition chain exponentiation)
(i) (multiplications) Algorithm 14.104 performs exactly  multiplications for a vector    using Algorithm 14.104, one
 
addition chain of length  . To compute      
would like to find a vector-addition chain of length  and dimension  with  S 
>       :   C , where  is as small as possible (see Fact 14.107).
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(ii) (storage) Algorithm 14.104 requires intermediate storage for the elements Q , ('
5FF
v@
, at the
iteration of step 2. If not all of these are required for succeeding
iterations, then they need not be stored. Algorithm 14.88 provides a special case of

Algorithm 14.104 where the intermediate storage is no larger than  D
vectors of
dimension  .
14.107 Fact The minimum value of  in Note 14.106(i) satisfies the following bound, where 
¦7
V¨
_WR¡¢
§
and © is a constant:
¤£¥






(

«ª¬®¯

©W§°Qª±¬²N³´ª±¬µª±¬¶¯«·¸

14.108 Example (vector-addition chains from binary representations) The vector-addition chain
implicit in Algorithm 14.88 is not necessarily of minimum length. The vector-addition
chain associated with Example 14.89 is displayed in Table 14.18. This chain is longer than
the one used in Example 14.105. The advantage of Algorithm 14.88 is that the vectoraddition chain does not have to be explicitly provided to the algorithm. In view of this,
Algorithm 14.88 can be applied more generally to situations where the exponents are not
necessarily fixed.
¹
ºU»¼
Ç
È
È

ºU»¾½
È
Ç
È

º¿
È
È
Ç

ºU½
Ç
Ç
È

º¼
Ç
Ç
Ç

ºÀ
Ç
È
Ç

ºÁ
É
È
É

ºÂ
Ê
Ç
Ê

ºÃ
Ë
É
Ë

ºVÄ
Ì
É
Ë

ºVÅ
ÇvÍ
Í
Ç É

ºVÆ
Ç Î
Î
Ç É

ºU½K¿
Ê È
Ç È
É\Í

Table 14.18: Binary vector-addition chain exponentiation (see Example 14.108).

14.6.3 Fixed-base exponentiation algorithms
Three methods are presented for exponentiation when the base Ï is fixed and the exponent
¢
varies. With a fixed base, precomputation can be done once and used for many exponentiations. For example, Diffie-Hellman key agreement (Protocol 12.47) requires the computation of Ð¾Ñ , where Ð is a fixed element in Ò®Ô Ó .
¨
For each of the algorithms described in this section, ¡ÖÕv×Ø Õ Ù Ø ¸ ¸ ¸ Ø Õ\Ú is a set of integers
ÜÛ
¢ ÛÝ
forÚ some
(suitably bounded) can be written as ¢ 
¥ , such that any exponent

à

ß
ß
¢
Õ
¢
×   , where ¥

for some fixed positive integer . For example, if ¢ is any
 ]Þ 
ß
Õ
Õ Û
Õ
Õ 
Õ
¶ 
· -digit base integer with
 , then X
and 
are possible choices.
Algorithms 14.109 and 14.113 are two fixed-base exponentiation methods. Both require precomputation of the exponentials ÏUáâ Ø ÏUáWã Ø ¸ ¸ ¸ Ø Ïáä , e.g., using one of the algorithms
from å 14.6.1. The precomputation needed for Algorithm 14.117 is more involved and is explicitly described in Algorithm 14.116.
(i) Fixed-base windowing method
?_?
Algorithm 14.109 takes as inputÚ the precomputed exponentials ÏDæÏUáç , ¥
, and
ß

è

ß
+

é

+


¢
× ¢  Õ  where ¥
positive integers and ¢ 
,
.
The
basis
for
the

¥
]Þ
Ú
Ù
í
× Ï ê#ç 
Ù ¶
í
í
.
algorithm is the observation that ÏUê'
U
ë
ì

Ï
v

·

]Þ
Þ
Þ
ê ç
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14.109 Algorithm Fixed-base windowing method for exponentiation
INPUT: î#ïUðñ òvïUðWóò ô ô ôòBïðõö , ÷Tø
ùúKûUü²÷ ú\ý\ú , and þ .
OUTPUT: ïÿ .
1.  ,  .
 down to  do the following:
2. For  from þ
2.1 For each  for which ÷ ú ø  do:  ï ð .
2.2   .
3. Return( ).
14.110 Example (fixed-base windowing exponentiation) Precompute the group elements ï , ï ,
ú
ï , ï , ï . To compute ïUÿ for ÷Tø!4ø#"$"$! , take %;ø& , þéø& , and ý ú ø& for

')(  ( & , in Algorithm 14.109. The following table displays
the values of and  at the
*
end of each iteration of step 2.

0
E

+

,

/

/

13241658789;:<165898=
165898=

.
165898=41>:<16589?
165898=416589?F:<16785?

/
16589?1@?A9B16942C:<16D42?
16785?G16D42?H:<16I8985

14.111 Note (computational efficiency of fixed-base windowing exponentiation)
(i) (number of multiplications) Suppose %KJæþLM! . Only multiplications where both
operands are distinct from  are counted. Step 2.2 is executed þ;N times, but at least
one of these multiplications involves an operand with value  ( is initialized to  ).
Since  is also initially  , at most % multiplications are done in step 2.1. Thus, Algorithm 14.109 computes ïUÿ with at most %HJ«þO ! multiplications (cf. Note 14.112).
'>(  ( % .
(ii) (storage) Storage is required for the %PJQ group elements ï ú ,
14.112 Note (a particular case) The most obvious application of Algorithm 14.109 is the case
'O(  ( % ,
ú
where the exponent ÷ is represented in radix ý . If ÷Tø
ùú]ûlü ÷ ú ý , then ï ú ø6ï ð  ,
'
X
(
WBY[Z\ S^]
are precomputed. If ÷ is randomly selected from î òRò ô ô ô ò8STUlö , then %@JV
'
ð
and, on average,  of the base ý digits in ÷ will be . In this case, the expected number of
4
W
a
Y
$
Z
\
ð
S^]bJ ý c" . If S is a d$! -bit integer
multiplications is ð`_ 
' and ý øT"! , then $!Vôe
ð
ð
multiplications are needed
on average, "! in the worst case;  " values must be stored.
(ii) Fixed-base Euclidean method
Let îgf ü òhf ò ô ô ôRò8f ö be a set of integers with %Li! . Define j to be an integer in the
' 
'>(  ( % . Define o to be an integer in the interval
ù
interval k ò8%4l such that fmnLf ú for all
'k ò8%4l , oiøq
p j , such that ÷`rsL9÷ ú for all 'O(  ( % , >øt
p j .
14.113 Algorithm Fixed-base Euclidean method for exponentiation
INPUT: î#ï ð ñ òvï ð óò ô ô ôòBï ð õö and ÷Tø
ùúKûUü ÷ úvý\ú .
OUTPUT: ïÿ .
'
1. For  from to % do the following: ï ú  ï ð , f ú 6÷ ú .
2. Determine the indices j and o for îgf ü òhf ò ô ô ôò8f ö .

' do the following:
ù
3. While furvø p
Z
3.1 wxty[fumVz`fr|{ , ï$r @ï$m}B~K#ï$r , fumUfumM

fur

.
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3.2 Determine the indices 
4. Return(6  ).

for `8HRRhug .

and

14.114 Example (fixed-base Euclidean method) This example repeats the computation of 6 , |


in Example 14.110, but now uses Algorithm 14.113. Take 8) , R , 8)
¡ .done
¡
Then V£¢#¤ ¥$¦§ . Precompute   ,  § ,  ¨§ . Table 14.19 illustrates the steps

performed by Algorithm 14.113. Notice that for this example, Algorithm 14.113 does

©ª
²#³
³
³
²
²
¶

©¬«
´
´
²
²
²
²

©u
µ
µ
µ
µ
¶
¶

®

¯
¶

°

²

²
¶

²

¶

·

²

·

²
¶

µ
²

²

±ª
±
± «A»
± «A»
± «A»
± «A»
± «A»
·

¶

¿

²

±3«
± «A¸
± «A¸
± «A¸
± ¸4½h¾
± ¸8º8
± ¸8º8

Table 14.19: Fixed-base Euclidean method to compute

± ¸8º8

±
± 8¹8º
± 8¹8º
± h¼4¹
± h¼4¹
± h¼4¹
± h¼4¹
(see Example 14.114).



multiplications, whereas Algorithm 14.109 needs only to do the same computation. Storage requirements for Algorithm 14.113 are, however, smaller. The vector-addition chain
(Definition 14.103) corresponding to this example is displayed in the following table. À

Á3Â 
²
¶
¶

Á6Â «
¶
²
¶

Áª
¶
¶
²

Á«
·
¶
¶

Á
·
²
¶

Á¾
µ
²
¶

Á½
µ
²
²

Á¹
Ã
·
·

Áº
Ä
µ
µ

Á¼
²²
³
µ

Á¸
²h³
´
µ

14.115 Note (fixed-base Euclidean vs. fixed-base windowing methods)
(i) In most cases, the quotient Å computed in step 3.1 of Algorithm 14.113 is  . For a
given base  , the computational requirements of this algorithm are not significantly
greater than those of Algorithm 14.109.
(ii) Since the division algorithm is logarithmic in the size of the inputs, Algorithm 14.113
can take advantage of a larger value of Æ than Algorithm 14.109. This results in less
storage for precomputed values.
(iii) Fixed-base comb method
Algorithm 14.117 computes   where  Ç¢``hÈÉÉRÉ`R$¦ , Ê ËÌ . Select an integer Æ ,
)ÍqÆÎÍÏÊ@ÐV and compute ÑOÓÒ4¢GÊuÐ}$¦ÔÆ$Õ . Select an integer Ö , OÍÖ×ÍqÑ , and compute
 iÒ4ÑÔÖÕ . Clearly, ÑÆ ËØÊÐq . Let ÙÚÜÛÝ3ÈÞRß[ßeÛàÝ3Èß[ßRÉÉRÉßaßaÛC be a bitstring formed
from  by padding (if necessary)  on the left with á ’s, so that Ù has bitlength ÑÆ and each
Ûâ , áOÍãKÍÆ)äV , is a bitstring of length Ñ . Form an ÆNå^Ñ array æCç (called the exponent
array) where row ã of æCç is the bitstring Ûàâ , áÍèã<ÍéÆ^ä . Algorithm 14.116 is the
precomputation required for Algorithm 14.117.
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14.116 Algorithm Precomputation for Algorithm 14.117
INPUT: group element ê and parameters ë , ì , í , and î (defined above).
OUTPUT: ïxðNñ òôóñ õBó¬öø÷>ùÏõàúüûôýþàÿ>ùÏòøúì .
1. For õ from ÿ to ë÷ do: ê <ê  .
2. For õ from ÷ to ûôý ÷ (where õGõ ý õ ), do the following:
ý   ê "! .
2.1 ðNñ ÿóñ õBó
2.2 For ò from ÷ to Gì# ÷ do: ðNñ òôóRñ õBó$%ðNñ ÿóñ õBó&
3. Return( ïxðNñ òôóñ õBóÞöø÷)ùõúûôýþàÿ>ùÏòøúì( )

!'

.

 +, , ÿ 
ù - útî , ÿùò úì , be the integer whose binary representation is column
Gò6î/.0-/ of 132 , where column ÿ is on the right and the least significant bits of a column are
Let *

at the top.

14.117 Algorithm Fixed-base comb method for exponentiation
INPUT: êþ4 and ïðNñ òôóRñ õBó¬öø÷Oùõàúû ý6þàÿOùÏòú ì5 (precomputed in Algorithm 14.116).
OUTPUT: ê/67)
1. 89÷ .
2. For - from î:÷ down to ÿ do the following:
2.1 89;8  8 .
2.2 For ò from ì# ÷ down to ÿ do: 89ðNñ òôóRñ *  + , ó  8 .
3. Return( 8 ).
14.118 Example
(fixed-base comb method for exponentiation) Let <#>= and ë?>@ ; then íA
B
÷ÿDCE@F;HG . Let ìI û ; then îJ B í C`ì FK û . Suppose the exponent input to Algorithm 14.117 is 4LMN4 O4 P  4  4 E . Form the bitstring Q
SR N R    R  RT where
RUVW4  , ÿcùvõ ùX= , and R N YR  Z ÿ . The following table displays the exponent
array 132 .
[\ \ [\
[ \ [

_

]
_5`
_\b \

_5a
5_ \ c

N^ \]
_5d
_5f

]^

_

_ ^

^N] ^
_ ^
_Ue
_5g

The precomputed values from Algorithm 14.116 are displayed below. Recall that êhêD7i ,
ÿ)ùõúL@ .
j
k
l
m
n
o
p
q

j
rtsvuk wxs j w
rts wxs w

\
y ay \y
^
^
y e
y ae y e y e
^
^
Finally, the following table displays the steps in\ Algorithm 14.117 for 132 .
zZ{ y}| ~ y}| y}\ a |
^
k 
a
^
u
u
u
k k
n
n
n \\
k
n _U` \
n _ b
n \\ _
u
_ ` l _ \
_b  l _5d
_ \\  l _5f
u k
_ `l  \ _ n
_ b l  _5d n
_
\\  l  _Ufn \
u
 _ `l  \ _ n  _ a
 _b l  _5d n  _5c
\ \ _ l  _Uf n  \ _ ^
u
u
 _ ` _  _ a _ ^  _b  _5d  _5c  _Ue  _  _5f  _ ^  5_ g

y

y \
y e

\

\
y \y
^
y ey e
^

y a
y ae

y ay
^
y ae y e
^

\
y ay \
y ae y e
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14.119 Note (computational efficiency of fixed-base comb method)
(i) (number of multiplications) Algorithm 14.117 requires at most one multiplication for
each column of 3 . The right-most column of 3 requires a multiplication with the
initial value 1 of the accumulator  . The algorithm also
 requires a squaring of the
¢¤£¦¥ when  has value
accumulator  for each  ,  ¡W¢ , except for 
1. Discounting multiplications by 1, the total number of non-trivial multiplications
(including squarings) is, at most, §©¨Z¢:£%ª .
(ii) (storage) Algorithm 14.117 requires storage for the «U¬$ª7®£¯¥° precomputed group
elements (Algorithm 14.116). If squaring is a relatively simple operation compared
to multiplication in the group, then some space-saving can be achieved by storing
only ª ±£²¥ group elements (i.e., only those elements computed in step 2.1 of Algorithm 14.116).
(iii) (trade-offs) Since ³ and « are independent of the number of bits in the exponent, selection of these parameters can be made based on the amount of storage available vs.
the amount of time (determined by multiplication) to do the computation.

14.7 Exponent recoding
Another approach to reducing the number of multiplications in the basic repeated squareand-multiply algorithms ( ´ 14.6.1) is to replace the binary representation of the exponent µ
with a representation which has fewer non-zero terms. Since the binary representation is
unique (Fact 14.1), finding a representation with fewer non-zero components necessitates
the use of digits besides  and ¥ . Transforming an exponent from one representation to another is called exponent recoding. Many techniques for exponent recoding have been proposed in the literature. This section describes two possibilities: signed-digit representation
( ´ 14.7.1) and string-replacement representation ( ´ 14.7.2).

14.7.1 Signed-digit representation
·
¶·¹¸ º¼» ·
» ·¤½Z¾

»
» Ç» º
14.120 Definition If µ
ª where
D¿À¥D¿£Á¥DÂ , ®LÃ±ÅÄ , then ¬ ¶UÆÆÆ
° ÈÉ is
called a signed-digit representation with radix ª for the integer µ .
Unlike the binary representation, the signed-digit representation of an integer is not
unique. The binary representation is an example of Ç a signed-digit
º
Ç
Ç representation.
Ç¼ Let µ  be a
positive integer whose binary representation is ¬ µ ¶Ê µ ¶ µ ¶Ë ÆÆÆ µ µ °  , with µ ¶Ê
µ¶ .
Algorithm 14.121 constructs a signed-digit representation for µ having at most Ä¨%¥ digits
and the smallest possible number of non-zero terms.

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

628

Ch. 14 Efficient Implementation

14.121 Algorithm Signed-digit exponent recoding
INPUT: a positive integer Ì©ÍÎNÌ ÏÐÑÌÒÏ Ì ÏÓÑÔÔÔÀÌ7ÑÌ ÕÖØ× with Ì ÏÐÑ¼Í¯Ì Ï:ÍÙ .
OUTPUT: a signed-digit representation Î Ú Ï ÔÔÔ Ú Ñ Ú Õ Ö ÛÜ for Ì . (See Definition 14.120.)
1. Ý Õ Þ Ù .
2. For ß from Ù to à do the following:
2.1 Ý$á¹ÐÑ Þãâ Î ÌÒá5äKÌ áxÐÑhäKÝNáÖ åEæç ,
3. Return( ÎNÚ7ÏTÔÔÔÀÚDÑÚÕÖ Û Ü ).

Ú á Þ Ì áTäZÝ$áèéæÝ$áxÐÑ .

14.122 Example (signed-digit exponent recoding) Table 14.20 lists all possible inputs to the ß Ïëê
iteration of step 2, and the corresponding outputs. If Ì¦ÍìÎNííÙíííÙíííÖØ× , then Algorithm 14.121 produces the signed-digit representation Ì#ÍîÎ$íÙÙ í(ÙÙÙ í(ÙÙ í(Ö Û Ü where íVÍ
èÁí . Note that ÌïÍæðïäKæñïäKæò©äKæóïäKæôïäKæ × äKæïäKíõÍ¯æ Ñ"Õ èéæDö:èéæ÷¤èéí .
ø
inputs

outputs

ùEú
ýú
ù úÿþ
ý úþ

ú

û

û

û

û

ü

ü

ü

ü

û

ü

û

ü

û

ü

û

ü

û
û

û

û
û

û

ü
ü

û

ü
tü

ü

û
ü

û

û
ü
 ü
t

ü
û

ü

ü
ü
û

Table 14.20: Signed-digit exponent recoding (see Example 14.122).

14.123 Definition A signed-digit representation of an integer Ì is said to be sparse if no two nonzero entries are adjacent in the representation.
14.124 Fact (sparse signed-digit representation)
(i) Every integer Ì has a unique sparse signed-digit representation.
(ii) A sparse signed-digit representation for Ì has the smallest number of non-zero entries
among all signed-digit representations for Ì .
(iii) The signed-digit representation produced by Algorithm 14.121 is sparse.
14.125 Note (computational efficiency of signed-digit exponent recoding)
(i) Signed-digit exponent recoding as per Algorithm 14.121 is very efficient, and can be
done by table look-up (using Table 14.20).
(ii) When Ì is given in a signed-digit representation, computing  requires both  and
 ÓÑ . If  is a fixed base, then  ÓÑ can be precomputed. For a variable base  , unless
 ÓÑ can be computed very quickly, recoding an exponent to signed-digit representation may not be worthwhile.

14.7.2 String-replacement representation
14.126 Definition Let  Xí be a positive integer. A non-negative integer Ì is said to have a
 -ary string-replacement representation Î ÏÓÑ ÏÓ × ÔÔÔ Ñ Õ Ö Û , denoted ÁÎ /Ö , if ÌõÍ
ÏÓÑ
á
á Õ áæ and áEæ  èéí"!/Ù$#&%'# ( for Ù)#?ß*#²àèéí .
+
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14.127 Example (non-uniqueness of string-replacement representations) A string-replacement
representation for a non-negative integer is generally not unique. The binary representation is a - -ary string-replacement representation. If .0/21 and 34/257698:/2;<-9-7-7-9=7-9-7=7-9-7>@? ,
then some other string-replacements of 3 are ;<19=719=7=719=7=917>BA CED FHG , ;<-9=7=987=7=917=9=717> ACD FIG , and
;<87-9=7=917=7=917> ACED FIG .
J
14.128 Algorithm K -ary string-replacement representation
INPUT: 3L/M;N3BOQPRS3 OQPT?VUWUWUW3IRS3NX7>@? and positive integer .ZYM[ .
OUTPUT: 34/ ; \WOQPRS\WOQP]?^UWUUS\7RW\ X7> AC_D`G .
1. For a from . down to [ do the following: starting with the most significant digit of
3b/c;N3 OQP_R 3 OQP]? UWUUS3 R 3 X > ? , replace each consecutive string of a ones with a string of
length a consisting of a4dM- zeros in the high-order string positions and the integer
[ edf- in the low-order position.
2. Return( ; \OQP_R \WOQP]?^UWUU \7RW\ X7> ACD`G ).
14.129 Example
( . -ary string-replacement) Suppose 34/2;<-7-9=7-9-7-7-9-7=9=7-7-9-7=-9>g? and .0/21 . The
hi
;<17> representations of 3 at the end of each of the two iterations of Algorithm 14.128 are
;<-7-9=7=9=787-9-7=9=7=7=987=-9>BA CTD FIG and ;<=917=9=7=789=719=7=7=9=789=-7> AC]DjFHG .
J
14.130 Algorithm Exponentiation using an kmlonQKp representation
INPUT: an integer .ZYM[ , an element qsrut , and 3L/M; \OQP_R\WOQPT?vUUWUS\9RS\ X9>BA CwD`G .
OUTPUT: qx .
1. Precomputation. Set qERyzq . For a from [ to . do: q ? {P_R y|;}q ?H{~T P_R > ? UBq .
2. :y- .
3. For a from ;}vdf-9> down to = do the following:
3.1 :y|UI .
3.2 If \ /2= then :y|UNq9 { .
eL
4. Return(  ).

hi

14.131 Example ( ; .]> vs. left-to-right binary exponentiation) Let 3:/57678"/;<-9-7-9-7=7-9-7=9-7-7> ?
and consider the 1 -ary string-replacement representation ; =7=987-7=9=719=7=719>BA CD FIG . Computing
q]x using Algorithm 14.79 requires 5 squarings and 8 multiplications. Algorithm 14.130
F
requires [ squarings and [ multiplications for computing q and qw ,hand
i then 8 squarings
;<19> for 3 computes
and 1 multiplications for the main part of the algorithm. In total, the
q x with 5 squarings and  multiplications.
J
14.132 Note (computational efficiency of Algorithm 14.130) The precomputation requires .)dsquarings and .sd- multiplications. Algorithm 14.128 is not guaranteed to produce an
hi
; .]> representation with a minimum number of non-zero entries, but in practice it seems
to give representations which are close to minimal. Heuristic arguments indicate thathEai randomly selected  -bit exponent will be encoded with a suitably chosen value of . to an
;N.]>
representation having about W non-zero entries; hence, one expects to perform 9d0- squarings in step 3, and about W7 multiplications.
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14.8 Notes and further references


14.1



This chapter deals almost exclusively with methods to perform operations in the integers
and the integers modulo some positive integer. When  is a prime number,  is called a
finite field (Fact 2.184). There are other finite fields which have significance in cryptography. Of particular importance are those of characteristic two, H . Perhaps the most useful
property
of these structures is that squaring is a linear operator (i.e., if uH , then

v $     ). This property leads to efficient methods for exponentiation and for
inversion. Characteristic two finite fields have been used extensively in connection with
error-correcting codes; for example, see Berlekamp [118] and Lin and Costello [769]. For
error-correcting codes, is typically quite small (e.g., ¡¢£¤¢¥¡7¦ ); for cryptographic
applications, is usually much larger (e.g., ¨§©¡9ª7ª ).
The majority of the algorithms presented in this chapter are best suited to software implementations. There is a vast literature on methods to perform modular multiplication and
other operations in hardware. The basis for most hardware implementations for modular
multiplication is efficient methods for integer addition. In particular, carry-save adders and
delayed-carry adders are at the heart of the best methods to perform modular multiplication. The concept of a delayed-carry adder was proposed by Norris and Simmons [933] to
produce a hardware modular multiplier which computes the product of two « -bit operands
modulo a « -bit modulus in ¬W« clock cycles. Brickell [199] improved the idea to produce a
modular multiplier requiring only «® clock cycles. Enhancements of Brickell’s method
were given by Walter [1230]. Koç [699] gives a comprehensive survey of hardware methods for modular multiplication.
14.2
For a treatment of radix representations including mixed-radix representations, see Knuth
[692]. Knuth describes efficient methods for performing radix conversions. Representing
and manipulating negative numbers is an important topic; for an introduction, consult the
book by Koren [706].



The techniques described in 14.2 are commonly referred to as the classical algorithms for
multiple-precision addition, subtraction, multiplication, and division. These algorithms are
the most useful for integers of the size used for cryptographic purposes. For much larger integers (on the order of thousands of decimal digits), more efficient methods exist. Although
not of current practical interest, some of these may become more useful as security requirements force practitioners to increase parameter sizes. The Karatsuba-Ofman method, described next, is practical in some situations.

}° 

The classical algorithm
for multiplication (Algorithm 14.12) takes ¯
 bit operations for
°
multiplying two -bit integers. A recursive algorithm
due
to
Karatsuba
°
}°^± ² ³ ´ and Ofman [661]
 . This divide-andreduces the complexity of multiplying two -bit integers to ¯
°
conquer method° is based on the following simple observation. Suppose that µ and ¶ are  ¬W« . Then µ  ¬ ·}µ ± "µE¸ and ¶  ¬ ·g¶ ± "¶7¸ , where µ ± Q¶ ± are the « highbit integers and

order bits of µ and ¶ , respectively, and µ¸9Q¶7¸ are the « low-order bits. Furthermore, µb¹¶
º 9¬  ·  º ± ¬ ·H º ¸ where º ¸  µ ¸ ¹»¶ ¸ , º   µ ± ¹»¶ ± and º ±   µ ¸ $µ ± I¹  ¶ ¸ )¶ ± I¼ º ¸ ¼ º  .
It follows that µz¹W¶ can be computed by performing three multiplications of « -bit integers
(as opposed to one multiplication with ¬S« -bit integers) along with two additions and two
subtractions. For large values of « , the cost of the additions and subtractions is insignificant relative to the cost of the multiplications. With appropriate modifications, º ¸  º ± and

½
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can each be computed similarly. This procedure is continued on the
intermediate values until the size of the integers reaches the word size of the computing device, and multiplication can be efficiently accomplished. Due to the recursive nature of the
algorithm, a number of intermediate results must be stored which can add significant overhead, and detract from the algorithm’s efficiency for relatively small integers. Combining
the Karatsuba-Ofman method with classical multiplication may have some practical significance. For a more detailed treatment of the Karatsuba-Ofman algorithm, see Knuth [692],
Koç [698], and Geddes, Czapor, and Labahn [445].

É

Another commonly used method for multiple-precision integer multiplication is the discrete
Fourier transform (DFT). Although mathematically elegant and asymptotically better than
the classical algorithm, it does not appear to be superior for the size of integers of practical
importance to cryptography. Lipson [770] provides a well-motivated and easily readable
treatment of this method.
The identity given in Note 14.18 was known to Karatsuba and Ofman [661].
14.3
There is an extensive literature on methods for multiple-precision modular arithmetic. A
detailed treatment of methods for performing modular multiplication can be found in Knuth
[692]. Koç [698] and Bosselaers, Govaerts, and Vandewalle [176] provide comprehensive
but brief descriptions of the classical method for modular multiplication.
Montgomery reduction (Algorithm 14.32) is due to Montgomery [893], and is one of the
most widely used methods in practice for performing modular exponentiation (Algorithm
14.94). Dussé and Kaliski [361] discuss variants of Montgomery’s method. Montgomery
reduction is a generalization of a much older technique due to Hensel (see Shand and
Vuillemin [1119] and Bosselaers, Govaerts, and Vandewalle [176]). Hensel’s observation
less
is the following. If Ê is an odd positive integerÁÖ
Õ¥than
¿ Â ËHÌ ×QÁ ( Í ÆNaØ positive integer)
×QÁzÕ and Î is
Ä
some integer such that
Ë
Ð
Ì

Ï
Ò
Î
¥
Ñ
W
Ë
Ó
Ì
,
then
Ô
Î
Ê
Ë
,
where
Á®Ü
Õà¿
Ä:Â× Æ Ø ÎÙ0ÚTÛ'Ë
Ä
is
an
integer
and
Ô
b
Î
T
Ë
Ý
'
Ù
T
Ú
Þ
Û
Ê
.
More
generally,
V
Ô
ß
o
Ô
ß
ßáÊ
Ë , where
× Õ
Ä
Ü â
Ý
ß Ä ÔVß Ý Ù'ÚTÛ'Ë is an integer and ÔVß
Ë Ý ßã Ù'ÚmÛÞÊ . Since ÎÑMËWÓ Ì , it follows that
Ô
Ñ©ËWÊ .

Ì Ý

Barrett reduction (Algorithm 14.42) is due to Barrett [75]. Bosselaers, Govaerts, and Vandewalle [176] provide a clear and concise description of the algorithm along with motivation and justification for various
choices of parameters and steps,
and compare three alterÉ
É
14.3.1),
Montgomery
reduction
(
14.3.2),
and Barrett reduction
native
methods:
classical
(
É
( 14.3.3). This comparison indicates that there is not a significant difference in performance
between the three methods, provided the precomputation necessary for Montgomery and
Barrett reduction is ignored. Montgomery exponentiation is shown to be somewhat better
than the other two methods. The conclusions are based on both theoretical analysis and
machine implementation for various sized moduli. Koç, Acar, and Kaliski [700] provide a
more detailed comparison of various Montgomery multiplication algorithms; see also Naccache, M’Raı̈hi, and Raphaeli [915]. Naccache and M’silti [917] provide proofs for the
correctness of Barrett reduction along with a possible optimization.
Mohan and Adiga [890] describe a special case of Algorithm 14.47 where ä

Õ

Ë .

Hong, Oh, and Yoon [561] proposed new methods for modular multiplication and modular squaring. They report improvements of å9æ7ç and è9æ7ç , respectively, on execution times
over Montgomery’s method for multiplication and squaring. Their approach to modular
multiplication interleaves multiplication and modular reduction and uses precomputed tables such that one operand is always single-precision. Squaring uses recursion and preHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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é

computed tables and, unlike Montgomery’s method, also integrates the multiplication and
reduction steps.
14.4
The binary gcd algorithm (Algorithm 14.54) is due to Stein [1170]. An analysis of the algorithm is given by Knuth [692]. Harris [542] proposed an algorithm for computing gcd’s
which combines the classical Euclidean algorithm (Algorithm 2.104) and binary operations;
the method is called the binary Euclidean algorithm.
Lehmer’s gcd algorithm (Algorithm 14.57), due to Lehmer [743], determines the gcd of two
positive multiple-precision integers using mostly single-precision operations. This has the
advantage of using the hardware divide in the machine and only periodically resorting to
an algorithm such as Algorithm 14.20 for a multiple-precision divide. Knuth [692] gives a
comprehensive description of the algorithm along with motivation of its correctness. Cohen [263] provides a similar discussion, but without motivation. Lehmer’s gcd algorithm
is readily adapted to the extended Euclidean algorithm (Algorithm 2.107).
According to Sorenson [1164], the binary gcd algorithm is the most efficient method for
computing the greatest common divisor. Jebelean [633] suggests that Lehmer’s gcd algorithm is more efficient. Sorenson [1164] also describes a ê -ary version of the binary gcd
algorithm, and proves a worst-case running time of ë"ìgí_îmïð»ñwíò bit operations for computing the gcd of two í -bit integers.

é

The binary extended gcd algorithm was first described by Knuth [692], who attributes it to
Penk. Algorithm 14.61 is due to Bach and Shallit [70], who also give a comprehensive and
clear analysis of several gcd and extended gcd algorithms. Norton [934] described a version
of the binary extended gcd algorithm which is somewhat more complicated than Algorithm
14.61. Gordon [516] proposed a method for computing modular inverses, derived from the
classical extended Euclidean algorithm (Algorithm 2.107) with multiple-precision division
replaced by an approximation to the quotient by an appropriate power of ó ; no analysis of
the expected running time is given, but observed results on moduli of specific sizes are described.
The Montgomery inverse of ô$õ0öT÷Þø is defined to be ôù_úSó ûÅõ'öT÷Þø where ü is the bitlength
of ø . Kaliski [653] extended ideas of Guyot [534] on the right-shift binary extended Euclidean algorithm, and presented an algorithm for computing the Montgomery inverse.
14.5



Let øÖý , þÃÿ ÿü , be a set of pairwise relatively prime positive integers which define a
ûý øzý then this RNS provides an effective method
residue number system (RNS). If í
ú
for computing the product of integers modulo í where the integers and the product are represented in the RNS. If í is a positive integer where the ø ý do not necessarily divide í ,
then a method for performing arithmetic modulo í entirely within the RNS is not obvious.
Couveignes [284] and Montgomery and Silverman [895] propose an interesting method for
accomplishing this. Further research in the area is required to determine if this approach is
é
competitive with or better than the modular multiplication methods described in 14.3.

 

Algorithm 14.71 is due to Garner [443]. A detailed discussion of this algorithm and variants of it are given by Knuth [692]; see also Cohen [263]. Algorithm 2.121 for applying
the Chinese remainder theorem is due to Gauss; see Bach and Shallit [70]. Gauss’s algorithm is a special case of the following result due to Nagasaka, Shiue, and Ho [918]. The
solution to the system of linear congruences
ô ý ì õ0öT÷0ø ý ò , þÿ |ÿ¨ü , for pairwise relative prime moduli ø ý , is equivalent to the solution to the single linear congruûý ô ý ý Ãý ì<õ'öT÷
ûý ø ý , Ãý
ý Ãý ò
ence ì ûý
ò where
ïø ý

ú



 ú 





 ú
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any choice of integers  where gcd !" #%$& . Notice that if
' ",+-. ,for
/103245# , then ,+-76 ) /80921:4;# , giving the special case discussed
in Algorithm
(*)
2.121. Quisquater and Couvreur [1016] were the first to apply the Chinese
for

< 14.6

remainder theorem to RSA decryption and signature generation.
Knuth [692] and Bach and Shallit [70] describe the right-to-left binary exponentiation method (Algorithm 14.76). Cohen [263] provides a more comprehensive treatment of the rightto-left and left-to-right (Algorithm 14.79) binary methods along with their generalizations
to the -ary method. Koç [698] discusses these algorithms in the context of the RSA publickey cryptosystem. Algorithm 14.92 is the basis for Blakley’s modular multiplication algorithm (see Blakley [149] and Koç [698]). The generalization of Blakley’s method to process
more than one bit per iteration (Note 14.93(iii)) is due to Quisquater and Couvreur [1016].
Quisquater and Couvreur describe an algorithm for modular exponentiation which makes
.
use of the generalization and precomputed tables to accelerate multiplication in

=

>@?

For a comprehensive and detailed discussion of addition chains, see Knuth [692], where
various methods for constructing addition chains (such as the power tree and factor methods) are described. Computing the shortest addition chain for a positive integer was shown
to be an NP-hard problem by Downey, Leong, and Sethi [360]. The lower bound on the
length of a shortest addition chain (Fact 14.102) was proven by Schönhage [1101].

AMK

BA )!!AGFNIO!O!OPIALK )
AB)QCRAGFSCTH!HI6 HUCRALK
[
e A ) CfA F CfH!HIHBCSA K
iNjk K 6 ) $A ) IA F !OIO!OPIA K #

AB)DCEAGF4CEHIH!HJCEALK
VXWYALKDZ\[]=^H_VXWYALK3`,VXWJVXWNaALKbZcd#
eNZ%=hg

is an addition chain for
An addition sequence for positive integers
in which
appear. Yao [1257] proved that there exists an addition seof length less than
quence for
for some constant . Olivos [955] established a 1-1 correspondence between addition sequences of length for
and vector-addition chains of length
where
. These results are the basis for the inequality given in
Fact 14.107. Bos and Coster [173] described a heuristic method for computing vectoraddition chains. The special case of Algorithm 14.104 (Algorithm 14.88) is attributed by
ElGamal [368] to Shamir.

l
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i



The fixed-base windowing method (Algorithm 14.109) for exponentiation is due to Brickell et al. [204], who describe a number of variants of the basic algorithm. For a positive
integer, let be a set of integers with the property that any integer can be expressed in base
using only coefficients from . is called a basic digit set for the base . Brickell et al.
show how basic digit sets can be used to reduce the amount of work in Algorithm 14.109
without large increases in storage requirements. De Rooij [316] proposed the fixed-base
Euclidean method (Algorithm 14.113) for exponentiation; compares this algorithm to Algorithm 14.109; and provides a table of values for numbers of practical importance. The fixedbase comb method (Algorithm 14.117) for exponentiation is due to Lim and Lee [767]. For
a given exponent size, they discuss various possibilities for the choice of parameters and
, along with a comparison of their method to fixed-base windowing.

l l
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The signed-digit exponent recoding algorithm (Algorithm 14.121) is due to Reitwiesner
[1031]. A simpler description of the algorithm was given by Hwang [566]. Booth [171]
described another algorithm for producing a signed-digit representation, but not necessarily one with the minimum possible non-zero components. It was originally given in terms of
the additive group of integers where exponentiation is referred to as multiplication. In this
case,
is easily computed from . The additive abelian group formed from the points on
an elliptic curve over a finite field is another example where signed-digit representation is
very useful (see Morain and Olivos [904]). Zhang [1267] described a modified signed-digit
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representation which requires on average
multiplications for a square-and-multiply algorithm for -bit exponents. A slightly more general version of Algorithm 14.121, given by
Jedwab and Mitchell [634], does not require as input a binary representation of the exponent
but simply a signed-digit representation. For binary inputs, the algorithms of Reitwiesner
and Jedwab-Mitchell are the same. Fact 14.124 is due to Jedwab and Mitchell [634].

s

String-replacement representations were introduced by Gollmann, Han, and Mitchell [497],
who describe Algorithms 14.128 and 14.130. They also provide an analysis of the expected
representation for a randomly selected -bit exponumber of non-zero entries in an
nent (see Note 14.132), as well as a complexity analysis of Algorithm 14.130 for various
values of and . Lam and Hui [735] proposed an alternate string-replacement algorithm.
The idea is to precompute all odd powers
for some fixed positive integer . Given a -bit exponent , start at the most significant bit, and look for the longest
bitstring of bitlength at most whose last digit is a (i.e., this substring represents an odd
positive integer between and
). Applying a left-to-right square-and-multiply exponentiation algorithm based on this scanning process results in an algorithm which requires,
multiplications. Lam and Hui proved that as increases, the average number
at most,
of multiplications approaches
.
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15.1 Introduction
This chapter discusses two topics which have significant impact on the use of cryptography in practice: patents and standards. At their best, cryptographic patents make details
of significant new processes and efficient techniques publicly available, thereby increasing awareness and promoting use; at their worst, they limit or stifle the use of such techniques due to licensing requirements. Cryptographic standards serve two important goals:
facilitating widespread use of cryptographically sound and well-accepted techniques; and
promoting interoperability between components involving security mechanisms in various
systems.
An overview of patents is given in 15.2. Standards are pursued in 15.3. Notes and
further references follow in 15.4.

¨

¨

¨

15.2 Patents on cryptographic techniques
A vast number of cryptographic patents have been issued, of widely varying significance
and use. Here attention is focused on a subset of these with primary emphasis on unexpired
patents of industrial interest, involving fundamental techniques and specific algorithms and
protocols. In addition, some patents of historical interest are noted.
Where appropriate, a brief description of major claims or disclosed techniques is given.
Inclusion herein is intended to provide reference information to practitioners on the existence and content of well-known patents, and to illustrate the nature of cryptographic patents in general. There is no intention to convey any judgement on the validity of any claims.
Because most patents are eventually filed in the United States, U.S. patent numbers and
associated details are given. Additional information including related filings in other countries may be found in patent databases. For further technical details, the original patents
should be consulted (see 15.2.4). Where details of patented techniques and algorithms appear elsewhere in this book, cross-references are given.

¨
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Expiry of patents
U.S. patents are valid for 17 years from the date of issue, or 20 years from the date a patent
application was filed. For applications filed before June 8 1995 (and unexpired at that point),
the longer period applies; the 20-year rule applies for applications filed after this date.
Priority data
Many countries require that a patent be filed before any public disclosure of the invention;
in the USA, the filing must be within one year of disclosure. A large number of countries
are parties to a patent agreement which recognizes priority dates. A patent filed in such a
country, and filed in another such country within one year thereof, may claim the date of
the first filing as a priority date for the later filing.
Outline of patents section
The discussion of patents is broken into three main subsections. 15.2.1 notes five fundamental patents, including DES and basic patents on public-key cryptography. 15.2.2
addresses ten prominent patents including those on well-known block ciphers, hash functions, identification and signature schemes. 15.2.3 includes ten additional patents addressing various techniques, of historical or practical interest. Finally, 15.2.4 provides information on ordering patents.

©

©

©

©

15.2.1 Five fundamental patents
Table 15.1 lists five basic cryptographic patents which are fundamental to current cryptographic practice, three involving basic ideas of public-key cryptography. These patents are
discussed in chronological order.
Inventors

Patent #

Issue date

Ehrsam et al.
Hellman-Diffie-Merkle
Hellman-Merkle
Merkle
Rivest-Shamir-Adleman

3,962,539
4,200,770
4,218,582
4,309,569
4,405,829

Jun. 08 1976
Apr. 29 1980
Aug. 19 1980
Jan. 05 1982
Sep. 20 1983

Ref.

Major claim or area

[363]
[551]
[553]
[848]
[1059]

DES
Diffie-Hellman agreement
public-key systems
tree authentication
RSA system

Table 15.1: Five fundamental U.S. cryptographic patents.

(i) DES block cipher
The patent of Ehrsam et al. (3,962,539) covers the algorithm which later became wellknown as DES ( 7.4). Filed on February 24 1975 and now expired, the patent was assigned
to the International Business Machines Corporation (IBM). Its background section comments briefly on 1974 product cipher patents of Feistel (3,798,359) and Smith (3,796,830),
respectively filed June 30 1971 and November 2 1971. It notes that while the Feistel patent
discloses a product cipher which combines key-dependent linear and nonlinear transformations, it fails to disclose specific details including precisely how key bits are used, regarding the nonlinear transformation within S-boxes, and regarding a particular permutation. In
addition, the effect of key bits is limited by the particular grouping used. The background
section comments further on the cipher of Smith’s patent, noting its inherently serial nature
as a performance drawback, and that both it and that of Feistel have only two types of sub-
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stitution boxes, which are selected as a function of a single key bit. Thus, apparently, the
need for a new cipher. The patent contains ten (10) claims.
(ii) Diffie-Hellman key agreement
The first public-key patent issued, on April 29 1980, was the Hellman-Diffie-Merkle patent
(4,200,770). Filed on September 6 1977, it was assigned to Stanford University (Stanford, California). It is generally referred to as the Diffie-Hellman patent, as it covers DiffieHellman key agreement ( 12.6.1). There are two major objects of the patent. The first is a
method for communicating securely over an insecure channel without a priori shared keys;
this can be done by Diffie-Hellman key agreement. The second is a method allowing authentication of an identity over insecure channels; this can be done using authentic, longterm Diffie-Hellman public keys secured in a public directory, with derivation and use of
the resulting Diffie-Hellman secret keys providing the authentication. The patent contains
eight (8) claims including the idea of establishing a session key by public-key distribution,
e.g., using message exchanges as in two-pass Diffie-Hellman key agreement. Claim 8 is the
most specific, specifying Diffie-Hellman using a prime modulus and exponents and
in
.
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(iii) Merkle-Hellman knapsacks and public-key systems
The Hellman-Merkle patent (4,218,582) was filed October 6 1977 and assigned to the Board
of Trustees of the Leland Stanford Junior University (Stanford, California). It covers
public-key cryptosystems based on the subset-sum problem, i.e., Merkle-Hellman trapdoor
knapsacks (now known to be insecure – see 8.6.1), in addition to various claims on publickey encryption and public-key signatures. The objects of the invention are to allow private
conversations over channels subject to interception by eavesdroppers; to allow authentication of a receiver’s identity (through its ability to use a key only it would be able to compute); and to allow data origin authentication without the threat of dispute (i.e., via publickey techniques, rather than a shared secret key). There are seventeen (17) claims, with
Claims 1–6 broadly applying to public-key systems, and Claims 7–17 more narrowly focused on knapsack systems. The broad claims address aspects of general methods using
public-private key pairs for public-key encryption, public-key signatures, and the use of
public-key encryption to provide authentication of a receiver via the receiver transmitting
back to the sender a representation of the enciphered message.

¬

(iv) Tree authentication method of validating parameters
Merkle’s 1982 patent (4,309,569) covers tree authentication ( 13.4.1). It was filed September 5 1979, and assigned to the Board of Trustees of the Leland Stanford Junior University
(Stanford, California). The main motivation cited was to eliminate the large storage requirement inherent in prior one-time signature schemes, although the idea has wider application.
The main ideas are to use a binary tree and a one-way hash function to allow authentication
of leaf values associated with each user . Modifications cited include: use of a ternary
or -ary tree in place of a binary tree; use of the tree for not only public values of one-time
signatures, but for authenticating arbitrary public values for alternate purposes; and use of a
distinct authentication tree for each user , the root
of which replaces above, thereby
allowing authentication of all values in ’s tree, rather than just a single . The epitome of
conciseness, this patent contains a single figure and just over two pages of text including
four (4) claims.
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(v) RSA public-key encryption and signature system
The Rivest-Shamir-Adleman patent (4,405,829) was filed December 14 1977, and assigned
to the Massachusetts Institute of Technology. It covers the RSA public-key encryption
( 8.2.1) and digital signature method ( 11.3.1). Also mentioned are generalizations, including: use of a modulus which is a product of three or more primes (not necessarily distinct);
and using an encryption public key to encrypt a message to a ciphertext by evaluating
a polynomial
where and ,
, are integers, and recovering
by “utilizing conventional root-finding techniques, choosing which of any
the plaintext
roots is the proper decoded version, for example, by the internal redundancy of the message”. Other variations mentioned include using RSA encipherment in CFB mode, or as a
pseudorandom number generator to generate key pads; signing a compressed version of the
message rather than the message itself; and using RSA encryption for key transfer, the key
thereby transferred to be used in another encryption method. This patent has the distinction
of a claims section, with forty (40) claims, which is longer than the remainder of the patent.
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15.2.2 Ten prominent patents
Ten prominent patents are discussed in this section, in order as per Table 15.2.
Inventors

Patent #

Issue date

Okamoto et al.
Shamir-Fiat
Matyas et al.
Shimizu-Miyaguchi
Brachtl et al.
Schnorr
Guillou-Quisquater
Massey-Lai
Kravitz
Micali

4,625,076
4,748,668
4,850,017
4,850,019
4,908,861
4,995,082
5,140,634
5,214,703
5,231,668
5,276,737

Nov. 25 1986
May 31 1988
Jul. 18 1989
Jul. 18 1989
Mar. 13 1990
Feb. 19 1991
Aug. 18 1992
May 25 1993
Jul. 27 1993
Jan. 04 1994

Ref.

Major claim or area

[952]
[1118]
[806]
[1125]
[184]
[1095]
[523]
[791]
[711]
[861, 862]

ESIGN signatures
Fiat-Shamir identification
control vectors
FEAL cipher
MDC-2, MDC-4 hashing
Schnorr signatures
GQ identification
IDEA cipher
DSA signatures
‘fair’ key escrow

Table 15.2: Ten prominent U.S. cryptographic patents.

(i) ESIGN signatures
The Okamoto-Miyaguchi-Shiraishi-Kawaoka patent (4,625,076) covers the original ESIGN signature scheme (see 11.7.2). The patent was filed March 11 1985 and assigned to the
Nippon Telegraph and Telephone Corporation (Tokyo), with priority data listed as March
19 1984 (Japanese patent office). The objective is to provide a signature scheme faster than
RSA. The patent contains twenty-five (25) claims.

º

(ii) Fiat-Shamir identification and signatures
The Shamir-Fiat patent (4,748,668) covers Fiat-Shamir identification ( 10.4.2) and signatures ( 11.4.1). It was filed July 9 1986, and assigned to Yeda Research and Development
Co. Ltd. (Israel). For identification, the inventors suggest a typical number of rounds as
1 to 4, and parameter selections including
(secrets),
for a
probability of
forgery, and
,
for
. A range of parameters
for
is tabulated
for the corresponding signature scheme, showing tradeoffs between key storage, signature
size, and real-time operations required. Noted features relative to prior art include being
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able to pipeline computations, and being able to change the security level after the key is
selected (e.g., by changing ). Generalizations noted include replacing square roots by cubic or higher roots. There are forty-two (42) claims.

Ú

(iii) Control vectors for key management
The Matyas-Meyer-Brachtl patent (4,850,017) is one of several in the area of control vectors
for key management, in this case allowing a sending node to constrain the use of keys at a
receiving node. It was filed May 29 1987 and assigned to the IBM Corporation. Control
vectors reduce the probability of key misuse. Two general methods are distinguished. In the
first method, the key and a control value are authenticated before use through verification
of a special authentication code, the key for which is part of the data being authenticated. In
the second method (see 13.5.2), the key and control value are cryptographically bound at
the time of key generation, such that recovery of the key requires specification of the correct
control vector. In each method, additional techniques may be employed to control which
users may use the key in question. The patent contains twenty-two (22) claims.

Û

(iv) FEAL block cipher
The Shimizu-Miyaguchi patent (4,850,019) gives the originally proposed ideas of the FEAL
block cipher (see 7.5). It was filed November 3 1986 and assigned to the Nippon Telegraph
and Telephone Corporation (Tokyo), with priority data listed as November 8 1985 (Japanese
patent office). Embodiments of FEAL with various numbers of rounds are described, with
figures including four- and six-round FEAL (now known to be insecure – see Note 7.100),
and discussion of key lengths including 128 bits. The patent makes twenty-six (26) claims.

Û

(v) MDC-2/MDC-4 hash functions
The patent of Brachtl et al. (4,908,861) covers the MDC-2 and MDC-4 hash functions
( 9.4.1). It was filed August 28 1987 and assigned to the IBM Corporation. The patent notes
that interchanging internal key halves, as is done at a particular stage in both algorithms, is
actually required for security in MDC-2 but not MDC-4; however, the common design was
nonetheless used, to allow MDC-4 to be implemented using MDC-2 twice. A preliminary
section of the patent discusses alternatives for providing message authentication (see 9.6),
as well as estimates of the security of the new hash functions, and justification for fixing certain bits within the specification to avoid effects of weak DES keys. There are twenty-one
(21) claims, mainly on building
-bit hash functions from -bit block ciphers.
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(vi) Schnorr identification and signatures
The Schnorr patent (4,995,082) covers Schnorr’s identification ( 10.4.4) and signature
( 11.5.3) schemes, and optimizations thereof involving specific pre-processing. It was filed
February 23 1990, with no assignee listed, and priority data given as February 24 1989 (European patent office). There are eleven (11) claims. Part of Claim 6 covers a specific variation of the Fiat-Shamir identification method using a prime modulus , such that
is
divisible by a prime , and using a base of order .
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(vii) GQ identification and signatures
The Guillou-Quisquater patent (5,140,634) addresses GQ identification (Protocol 10.31)
and signatures (Algorithm 11.48). It was filed October 9 1991, as a continuation-in-part
of two abandoned applications, the first filed September 7 1988. The original assignee was
the U.S. Philips Corporation (New York). The disclosed techniques allow for authentication of so-called accreditation information, authentication of messages, and the signing of
messages. The central authentication protocol involves a commitment-challenge-response
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method and is closely related to the zero-knowledge-based identification technique of Fiat
and Shamir (Protocol 10.24). However, it requires only a single protocol execution and single accreditation value, rather than a repetition of executions and a plurality of accreditation
values. The cited advantages over previous methods include smaller memory requirements,
and shorter overall duration due to fewer total message exchanges. The main applications
cited are those involving chipcards in banking applications. There are twenty-three (23)
claims, including specific claims involving the use of chipcards.
(viii) IDEA block cipher
The Massey-Lai patent (5,214,703) covers the IDEA block cipher ( 7.6), proposed as a European or international alternative to DES offering greater key bitlength (and thereby, hopefully greater security). It was filed May 16 1991, and assigned to Ascom Tech AG (Bern),
with priority data given as May 18 1990 from the original Swiss patent. A key concept in
the cipher is the use of at least two different types of arithmetic and logical operations, with
emphasis on different operations in successive stages. Three such types of operation are
proposed: addition mod , multiplication mod
, and bitwise exclusive-or (XOR).
Symbols denoting these operations, hand-annotated in the European version of the patent
(WO 91/18459, dated 28 November 1991, in German), appear absent in the text of the U.S.
patent, making the latter difficult to read. There are fourteen (14) figures and ten (10) multipart claims.
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(ix) DSA signature scheme
The patent of Kravitz (5,231,668), titled “Digital Signature Algorithm”, has become widely
known and adopted as the DSA ( 11.5.1). It was filed July 26 1991, and assigned to “The
United States of America as represented by the Secretary of Commerce, Washington, D.C.”
The background section includes a detailed discussion of ElGamal signatures and Schnorr
signatures, including their advantage relative to RSA – allowing more efficient on-line signatures by using off-line precomputation. Schnorr signatures are noted as more efficient
than ElGamal for communication and signature verification, although missing some “desirable features of ElGamal” and having the drawback that cryptanalytic experience and
confidence associated with the ElGamal system do not carry over. DSA is positioned as
having all the efficiencies of the Schnorr model, while remaining compatible with the ElGamal model from an analysis perspective. In the exemplary specification of DSA, the hash
function used was MD4. The patent makes forty-four (44) claims.

ã

(x) Fair cryptosystems and key escrow
Micali’s patent (5,276,737) and its continuation-in-part (5,315,658), respectively filed April
20 1992 and April 19 1993 (with no assignees listed), cover key escrow systems called “fair
cryptosystems” (cf. 13.8.3). The subject of the first is a method involving a public-key
cryptosystem, for allowing third-party monitoring of communications (e.g., government
wiretapping). A number of shares (see secret-sharing – 12.7) created from a user-selected
private key are given to a set of trustees. By some method of verifiable secret sharing, the
trustees independently verify the authenticity of the shares and communicate this to an authority, which approves a user’s public key upon receiving all such trustee approvals. Upon
proper authorization (e.g., a court order), the trustees may then subsequently provide their
shares to the authority to allow reconstruction of a user private key. Exemplary systems
include transforming Diffie-Hellman (see paragraph below) and RSA public-key systems
into fair cryptosystems. Modifications require only out of trustees to contribute shares
to recover a user secret and prevent trustees from learning the identity of a user whose share
is requested. The patent contains eighteen (18) claims, the first 14 being restricted to public-
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key systems.
A fair cryptosystem for Diffie-Hellman key agreement modulo , with a generator
and trustees, may be constructed as follows. Each user selects integers
in
the interval
, and computes
, public shares
,


 , is given , public shares
and a public key
. Trustee  , 
 ,



and the secret share to be associated with . Upon verifying
,
stores
,


 . Upon receiving such valid sigand sends the authority a signature on   
natures from all trustees, verifying the in the signed messages are identical, and that
, the authority authorizes as ’s Diffie-Hellman public key.
The continuation-in-part pursues time-bounded monitoring in greater detail, including use of tamper-proof chips with internal clocks. Methods are also specified allowing
an authority (hereafter, the government) access to session keys, including users employing
a master key to allow such access. A further method allows verification, without monitoring content, that transmitted messages originated from government-approved devices. This
may involve tamper-proof chips in each communicating device, containing and employing
a government master key  . Such devices allow verification by transmitting a redundant
data string dependent on this key. The continuation-in-part has thirteen (13) claims, with
the first two (2) restricted to public-key systems. Claims 11 and 12 pursue methods for verifying that messages originate from a tamper-proof device using an authorized encryption
algorithm.
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15.2.3 Ten selected patents
Ten additional patents are discussed in this section, as listed in Table 15.3. These provide
a selective sample of the wide array of existing cryptographic patents.
Inventors

Patent #

Issue date

Feistel
Smid-Branstad
Hellman-Pohlig
Massey, Omura
Hellman-Bach
Merkle
Goss
Merkle
Micali et al.
Brickell et al.

3,798,359
4,386,233
4,424,414
4,567,600
4,633,036
4,881,264
4,956,863
5,003,597
5,016,274
5,299,262

Mar.19 1974
May 31 1983
Jan. 03 1984
Jan. 28 1986
Dec. 30 1986
Nov. 14 1989
Sep. 11 1990
Mar. 26 1991
May 14 1991
Mar. 29 1994

Ref.

Major claim or area

[385]
[1154]
[554]
[792, 956]
[550]
[846]
[519]
[847]
[864]
[203]

Lucifer cipher
key notarization
Pohlig-Hellman cipher
normal basis arithmetic
generating strong primes
one-time signatures
Diffie-Hellman variation
Khufu, Khafre ciphers
on-line/off-line signing
exponentiation method

Table 15.3: Ten selected U.S. cryptographic patents.

(i) Lucifer cipher
Feistel’s patent (3,798,359) is of historical interest. Filed June 30 1971 and assigned to the
IBM Corporation, it has now expired. The background section cites a number of earlier
cipher patents including ciphering wheel devices and key stream generators. The patent
discloses a block cipher, more specifically a product cipher noted as being under the control
of subscriber keys, and designed to resist cryptanalysis “not withstanding ... knowledge
of the structure of the system” (see Chapter 7 notes on  7.4). It is positioned as distinct
from prior art systems, none of which “utilized the advantages of a digital processor and its
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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inherent speed.” The patent has 31 figures supporting (only) six pages of text plus one page
of thirteen (13) claims.
(ii) Key notarization
The Smid-Branstad patent (4,386,233) addresses key notarization (  13.5.2). It was filed
September 29 1980, with no assignee listed. A primary objective of key notarization is to
prevent key substitution attacks. The patent contains twenty-one (21) claims.
(iii) Pohlig-Hellman exponentiation cipher
The Hellman-Pohlig patent (4,424,414) was filed May 1 1978 (four and one-half months
after the RSA patent), and assigned to the Board of Trustees of the Leland Stanford Junior
University (Stanford, California). It covers the Pohlig-Hellman symmetric-key exponentiation cipher, wherein a prime  is chosen, along with a secret key  , ! , from
which a second key " , #$"%&'( , is computed such that !"*)&,+.-0/213,465 .
A message 7 is enciphered as 8:9&74;<+.-0/. , and the plaintext is recovered by computing 8>=+.-0/.9?7 . Two parties make use of this by arranging, a priori, to share the
symmetric-keys  and " . The patent contains two (2) claims, specifying a method and an
apparatus for implementing this block cipher. Although of limited practical significance,
this patent is often confused with the three well-known public-key patents of Table 15.1.
(iv) Arithmetic in @ ACB using normal bases
Two patents of Massey and Omura are discussed here. The Omura-Massey patent
(4,587,627) teaches a method for efficient multiplication of elements of a finite field @A B
by exploiting normal bases representations. It was filed September 14 1982, with priority data November 30 1981 (European patent office), and was issued May 6 1986 with the
assignee being OMNET Associates (Sunnyvale, California). The customary method for
representing a field element
DFE2@ AGB involves a polynomial basis 6H IJH I A H ILKMHONPNONQH ISR'TVU ,
X
XZR'Y0TV[]
U \ X I , \ X E_^a`MH0b (see  2.6.3). Alternatively, using a normal bawith DW9
A
A BJf0g (with I selected such that these are linearly independent) allows
sis IHI H IdcMHPNONPNeHI
XZR'Y0TV[]
U i X I AGj , i X E$^a`6HPMb . The inventors note that this repone to represent D as Dh9
resentation “is unconventional, but results in much simpler logic circuitry”. For example, squaring in this representation is particularly efficient (noted already by Magleby in
1963) – it requires simply a rotation of the coordinate representation from k i
NONPN i U i [ml
'
R
e
T
U
B
A
[
l
i i i
to k i
since I
)( and squaring in @ A B is a linear operaR'T A NONPN U
R'TeU . ThisA follows
A
A
A 9qn A tv8 A .
tion in the sense that ( nop8,5 9qn op8 ; furthermore, "r9snutv8 implies "
From this, the main object of the patent follows directly: to multiply two elements n and
8 to yield "r9snt.89wk x R'TeU NONPNPx U x [ l , the same method used for computing x R'TeU can
be used to sequentially produce x X , yhz{|'}` , by applying it to one-bit rotations of
the representations of n and 8 . Alternatively, y such identical processes can be used to
compute the y components x X in parallel. The patent makes twenty-four (24) claims.
The closely related Massey-Omura patent (4,567,600) includes claims on exponentiation in @ AGB using normal bases. It was likewise filed September 14 1982 and assigned to
OMNET Associates (Sunnyvale, California), with priority date February 2 1982 (European
patent office). Its foundation is the observation that using a normal basis representation allows efficient exponentiation in @ A B (Claim 16), since the cost of squaring (see above) in the
customary square-and-multiply exponentiation technique is eliminated. A second subject
is the implementation of Shamir’s three-pass protocol (Protocol 12.22) using modular exponentiation in @AGB as the ciphering operation along with a normal basis representation for
elements; and subsequently employing a shared key, established by this method, as the key
in an @~ACB exponentiation cipher (cf. Hellman-Pohlig patent) again using normal bases. A



c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.



15.2 Patents on cryptographic techniques

643

further object is a method for computing pairs of integers CO such that G4,.0C .
Whereas customarily  is selected and, from it,  is computed via the extended Euclidean
algorithm (which involves division), the new technique selects a group element  of high
order, then chooses a random integer  in  MG(F , and computes s{ , q .
The patent includes twenty-six (26) claims in total.
(v) Generation of strong primes
The Hellman-Bach patent (4,633,036) covers a method for generating RSA primes  and 
and an RSA modulus FL satisfying certain conditions such that factoring  is believed
to be computationally infeasible. The patent was filed May 31 1984 and assigned to Martin
E. Hellman. The standard strong prime conditions (Definition 4.52) are embedded: .
requiring a large prime factor  ; , requiring a large prime factor  ; and   requiring
a large prime factor ¢¡ . A new requirement according to the invention was that  £ have
a large prime factor ¤¡ , with cited justification that the (then) best known factoring methods exploiting small ¥¡ required ¤¡ operations. The patent includes twenty-four (24) claims,
but is now apparently of historical interest only, as the best-known factoring techniques no
longer depend on the cited properties (cf. ¦ 4.4.2).
(vi) Efficient one-time signatures using expanding trees
Merkle’s 1989 patent (4,881,264), filed July 30 1987 with no assignee listed on the issued
patent, teaches how to construct authentication trees which may be expanded arbitrarily,
without requiring a large computation when a new tree is constructed (or expanded). The
primary cited use of such a tree is for making available public values § (corresponding to
secret values ¨ ) of a user © in a one-time signature scheme (several of which are summarized). In such schemes, additional public values are continually needed over time. The
key idea is to associate with each node in the tree three vectors of public information, each
of which contains sufficient public values to allow one one-time signature; call these the
LEFT, RIGHT, and MESSAGE vectors. The combined hash value 'ª of all three of these
vectors serves as the hash value of the node « . The root hash value 2¬ is made widely available, as per the root value of ordinary authentication trees ( ¦ 13.4.1). A new message  may
be signed by selecting a previously unused node of the tree (e.g., 2¬ ), using the associated
MESSAGE vector for a one-time signature thereon. The tree may be expanded downward
from node « (e.g., «®s ), to provide additional (verifiably authentic) public values in a new
left sub-node « or a right sub-node P«vq , by respectively using the LEFT and RIGHT
vectors at node « to (one-time) sign the hashes  ¯ ª and  ¯ ª±°e¬ of the newly created public
values in the respective new nodes. Full details are given in the patent; there are nine (9)
claims.
The one-time signatures themselves are based on a symmetric cipher such as DES;
the associated one-way function ² of a private value ¨ may be created by computing §³
²,´¨~µ®¶¸·¹dº´»6µ , i.e., encrypting a constant value using ¨ as key; and a hash function for
the authentication tree may also be constructed using DES. Storage requirements on user
© for its own tree are further reduced by noting that only ¨ values need be stored; and that
these may be pseudorandomly generated, for example, letting ¼u 0, 1, 2 denote the LEFT,
RIGHT, and MESSAGE vectors, and assuming that ½ public values are needed per onetime signature, the ½¾¿ value ¨ in a vector of public values at node À may be defined as
¨  ÀSO¼P½.v}¶¸·¹dÁ>ÂS´ÀeÃÄÃÅ¼ÆÃÄÃÅ½!µ , where ½pÇ is © ’s secret key and “ ÃÄÃ ” denotes concatenation.
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(vii) Goss variation of Diffie-Hellman
The patent of Goss (4,956,863) covers a variation of Diffie-Hellman key agreement essentially the same as Protocol 12.53. It was filed April 17 1989 and assigned to TRW Inc.
(Redondo Beach, California). The primary application cited is an authenticated key establishment technique, completely transparent to end-users, for facsimile (FAX) machines on
existing telephone networks. At the time of manufacture, a unique device identifier and a
signed certificate binding this to a long-term Diffie-Hellman public key (public exponential) is embedded in each device. The identity in the certificate, upon verification, may be
used as the basis on which to accept or terminate communications channels. Such a protocol allows new session keys for each FAX call, while basing authentication on long-term
certified keys (cf. Remark 12.48; but regarding security, see also Note 12.54). The patent
makes sixteen (16) claims.
(viii) Khufu and Khafre block ciphers
Merkle’s 1991 patent (5,003,597) covers two symmetric-key block ciphers named Khufu
and Khafre (see È 7.7.3). These were designed specifically as fast software-oriented alternatives to DES, which itself was designed with hardware performance in mind. The patent
was filed December 21 1989 and assigned to the Xerox Corporation. Khufu and Khafre
have block size 64 bits and a user-selectable number of rounds. Khufu has key bitlength
up to 512 bits, and S-boxes derived from the input key; it encrypts 64-bit blocks faster
than Khafre. Khafre has fixed S-boxes, and a key of selectable size (with no upper bound),
though larger keys impact throughput. The majority of the patent consists of C-code listings
specifying the ciphers. The patent contains twenty-seven (27) claims.
(ix) On-line/off-line digital signatures
The Micali-Goldreich-Even patent (5,016,274) teaches on-line/off-line digital signature
schemes. The patent was filed November 8 1988, with no assignee listed. The basic idea is
to carry out a precomputation to reduce real-time requirements for signing a particular message É . The pre-computation, executed during idle time and independent of É , involves
generation of matching one-time public and private keying material for a fast (one-time)
first signature scheme, and using a second underlying signature scheme to create a signature Ê3Ë over the one-time public key. This key from the first scheme is then used to create
a signature ÊaÌ on É . The overall signature on É is Í3ÊaÌÎOÊ ËÐÏ . Appropriate hash functions
can be used as usual to allow signing of a hash value ÑÒÍÓÉ Ï rather than É . In the exemplary
method, Rabin’s scheme is the underlying signature scheme, and DES is used both to build
a one-time signature scheme and for hashing. Regarding security of the overall scheme, a
one-time scheme, if secure, is presumed secure against chosen-text attack (since it is used
only once); the underlying scheme is secure against chosen-text attack because it signs only
strings independent of a message É . The method thus may convert any signature scheme
into one secure against chosen-text attacks (should this be a concern), or convert any underlying signature scheme to one with smaller real-time requirements. The patent contains
thirty-three (33) claims.
(x) Efficient exponentiation for fixed base
The Brickell-Gordon-McCurley patent (5,299,262) teaches a method for fast exponentiation for the case where a fixed base is re-used; see also page 633. This has application in
systems such as the ElGamal, Schnorr, and DSA signature schemes. The patent was filed
August 13 1992, issued March 29 1994, and assigned to “The United States of America as
represented by the United States Department of Energy, Washington, D.C.” The method is
presented in Algorithm 14.109. The patent contains nine (9) claims.
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15.2.4 Ordering and acquiring patents
Any American patent may be ordered by patent number from the U.S. Patent and Trademark Office (PTO). Written requests should be posted to: PTO, Washington, D.C., 20231,
USA. Telephone requests may also be made at +703-305-4350, with payment by credit
card. A nominal fee applies (e.g., US$3 for patents returned by postal mail; or US$6 for returns by fax, usually the same day). For on-line information on recent patents, consult URL
http://www.micropatent.com (e.g., specifying patent class code 380 for cryptography).

15.3 Cryptographic standards
This section summarizes cryptographic and security standards of practical interest. These
facilitate widespread use of cryptographically sound techniques, and interoperability of systems and system components. Tables 15.4–15.11 present an overview allowing relevant
standards to be located and identified, and access to formal title information allowing acquisition of particular standards. These tables may also be used to locate standards addressing
particular areas (e.g., key management). For specific details of techniques and algorithms,
the original standards should be consulted. Where relevant technical details appear elsewhere in the book, cross-references are given.
Outline of standards section
Ö
15.3.1 presents international
(ISO and ISO/IEC) application-independent standards on
Ö
cryptographic techniques. Ö 15.3.2 summarizes banking security standards, subdivided into
ANSI and ISO standards. Ö 15.3.3 considers international security architectures and frameworks (ISO and X.509). 15.3.4 Ö summarizes security-related standards for use by U.S.
federal
government departments. 15.3.5 addressesÖ selected Internet specifications, while
Ö
15.3.6 notes selected de facto industry standards. 15.3.7 provides information allowing
acquisition of standards.

15.3.1 International standards – cryptographic techniques
The International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) develop standards individually and jointly. Joint standards are
developed under the joint technical committee ISO/IEC JTC 1. ISO and ISO/IEC standards progress through the following draft stages before maturing to the International Standard status: Working Draft (WD); Committee Draft (CD); and Draft International Standard
(DIS). Each ISO and ISO/IEC standard is reviewed every five years, at which time it is either reaffirmed, revised, or retracted. The ISO/IEC subcommittee responsible for standardizing generic cryptographic techniques is SC 27 (ISO/IEC JTC 1 SC 27). Table 15.4 lists
selected ISO and ISO/IEC standards on cryptographic techniques.
ISO 8372: This standard specifies the four well-known modes of operation of a block
cipher – electronic codebook (ECB), cipher block chaining (CBC), cipher feedback (CFB),
and output feedback (OFB). These modes were originally standardized for DES in FIPS 81
(1980) and ANSI X3.106 (1983). ISO 8372 (first published in 1987) specifies these modes
for general 64-bit block ciphers (cf. ISO/IEC 10116).
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ISO #
8372
9796
9797
9798–1
9798–2
9798–3
9798–4
9798–5
9979
10116
10118–1
10118–2
10118–3
10118–4
11770–1
11770–2
11770–3
13888–1
13888–2
13888–3
14888–1
14888–2
14888–3

Subject
modes of operation for a 64-bit cipher
signatures with message recovery (e.g., RSA)
data integrity mechanism (MAC)
entity authentication – introduction
— using symmetric encipherment
— using public-key techniques
— using keyed one-way functions
— using zero-knowledge techniques
register of cryptographic algorithms
modes of operation for an × -bit cipher
hash functions – introduction
— using block ciphers
— customized algorithms
— using modular arithmetic
key management – introduction
— symmetric techniques
— asymmetric techniques
non-repudiation – introduction
— symmetric techniques
— asymmetric techniques
signatures with appendix – introduction
— identity-based mechanisms
— certificate-based mechanisms

Ref.
[574]
[596]
[597]
[598]
[599]
[600]
[601]
[602]
[603]
[604]
[605]
[606]
[607]
[608]
[616]
[617]
[618]
[619]
[620]
[621]
[622]
[623]
[624]

Table 15.4: ISO and ISO/IEC standards for generic cryptographic techniques.

ISO/IEC 9796: This standard specifies a generic mechanism for digital signature schemes giving message recovery (see Ø 11.3.5 and ANSI X9.31–1; cf. ISO/IEC 14888). Examples are given in its Annex B corresponding to RSA and Rabin’s variant thereof (with
encryption exponent 2). The main part of the standard is a redundancy scheme, intended
to be generically applicable to a large class of signature schemes, although specifically designed to preclude attacks on schemes such as RSA and Rabin which have a multiplicative
property.
ISO/IEC 9797: This standard defines a message authentication code (MAC) based on
the CBC mode of operation of a block cipher, similar to the MAC algorithms of ISO 8731–
1, ISO 9807, ANSI X9.9, and ANSI X9.19 (see Algorithm 9.58). Ù Relative to these, in
9797 the Ú -bit MAC result is constrained only by ÚÜÛ × (the leftmost or most significant
bits are retained), the block cipher is unspecified but has × -bit blocks, and a second padding
method is specified. These other MAC algorithms may be viewed as special cases of 9797;
for example, the specific values ×<Ý$ÞÐß and ÚàÝ$áÐâ along with use of the first padding
method (see below) and DES as the block cipher yields the MAC of X9.9.
In 9797, one of two specified padding methods must be selected (Algorithms 9.29,
9.30). The first pads the data input by appending zero or more 0-bits, as few as necessary,
to obtain a string whose bitlength is a multiple of × . The second method always appends
to the data input a single 1-bit, and then zero or more 0-bits, as few as necessary, to obtain

ã

Specific technical details are provided for MAC standards in this chapter moreso than for other standards, in
an attempt to clarify the differences between the large number of CBC-MAC standards which differ only in fine
details.
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a string whose bitlength is a multiple of æ . Annex A specifies two optional processes; Annex B provides examples. The first optional process is the optional process as described
under ANSI X9.19 in ç 15.3.2; this reduces the threat of exhaustive key search and chosenplaintext attacks, and is recommended when èêéwæ (see Remark 9.59). The alternative
second optional process, providing protection against chosen-plaintext attacks, employs a
second key ëì (possibly derived from ë ) to encrypt the (previously final) output block,
before extracting the è -bit MAC result.
ISO/IEC 9798: Parts subsequent to the introduction (9798–1) of this standard specify entity authentication mechanisms based on: symmetric encryption algorithms (9798–2);
public-key signature algorithms (9798–3); a cryptographic check function or MAC (9798–
4); and other customized techniques (9798–5), historically referred to by academics as zeroknowledge techniques. The mechanisms use timestamps, sequence numbers, and random
numbers as time-variant parameters ( ç 10.3.1). The 9798-3 mechanisms are functionally
analogous to those of X.509, and the 9798-3 two-pass and three-pass techniques based on
random number challenge-response are the source for those in FIPS 196.
9798-2 specifies four entity authentication mechanisms (as given in ç 10.3.2) involving two parties í and î and requiring that they share a symmetric key a priori, for use in
a symmetric encryption algorithm. When timestamps or sequence numbers are used, these
mechanisms require one and two messages, respectively, for unilateral and mutual entity authentication; using challenge-response based on random numbers, one additional message
is required in each case. 9798-3 includes four analogous mechanisms (see ç 10.3.3) wherein
the role of the symmetric encryption algorithm is replaced by a digital signature algorithm,
and the requirement of shared symmetric keys is replaced by that of possession of authentic (or the capability to authenticate) public keys. 9798-4 specifies four analogous mechanisms (again see ç 10.3.2) where symmetric encryption as used in 9798-2 is replaced by a
cryptographic check function or MAC. 9798-2 specifies two additional mutual authentication mechanisms for the case that í and î do not share a key a priori, but each does share
a key with a trusted third party ï ; these require two further messages (for communication
with ï ) beyond those for the respective mutual entity authentication mechanisms above.
9798-5 (draft) includes an identity-based identification protocol of which Fiat-Shamir (cf.
Protocol 10.24) and GQ identification (Protocol 10.31) are special cases, and a protocol
based on public-key decryption with witness (see ç 10.3.3).
ISO/IEC 9979: This standard specifies procedures allowing certain entities (e.g., ISO
member bodies and liaison organizations) to register encryption algorithms in an official
ISO register of such algorithms. Registration involves no security evaluation or assessment
(the policy of ISO/IEC is to not standardize encryption algorithms themselves). The standard specifies the formats required for such register entries, and registration results in the
assignment of a unique identifier to each algorithm, e.g., to allow interoperability. For further information, see page 660.
ISO/IEC 10116: This standard specifies the same four modes of block-cipher operation as ISO 8372, but subsumes that standard by allowing general æ -bit block ciphers.
ISO/IEC 10116 also provides greater detail regarding various properties of the modes, and
sample calculations based on DES.
ISO/IEC 10118: This is a multi-part standard on cryptographic hashing algorithms.
10118–1 specifies common definitions and general requirements. 10118–2 specifies two
generic constructions based on æ -bit block ciphers: the Matyas-Meyer-Oseas hash function
(Algorithm 9.41) and a block-cipher independent MDC-2 (cf. Algorithm 9.46). The draft
standard 10118–3 includes SHA–1 (Algorithm 9.53), RIPEMD-128 and RIPEMD-160 (Algorithm 9.55). The draft 10118–4 includes MASH-1 and MASH-2 (see Algorithm 9.56).
ISO/IEC 11770: This multi-part standard addresses generic key management and speHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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cifies key establishment mechanisms. 11770–1 is a key management framework and overview including discussion of the key life cycle, protection requirements for keying material, and roles of third parties in key establishment. 11770-2 specifies key establishment
mechanisms based on symmetric techniques, including those wherein two parties communicate point-to-point (as in ð 12.3.1), those similar to the Kerberos and Otway-Rees protocols involving a trusted server or key distribution center ( ð 12.3.2), and those involving a key
translation center (e.g., Protocol 13.12). 11770-3 specifies key establishment mechanisms
based on asymmetric techniques. These are divided into key agreement protocols, practical instantiations of which are based on Diffie-Hellman and similar techniques ( ð 12.6.1);
and key transfer protocols, which typically involve both public-key encryption and digital
signatures ( ð 12.5.2) including adaptations of the random number based ISO/IEC 9798-3
mechanisms involving transfer of an embedded encrypted key.
ISO/IEC 13888: This multi-part (draft) standard addresses non-repudiation services
(protection against false denials) related to the transfer of a message from an originator to
a recipient. Mechanisms are specified for non-repudiation of origin (denial of being the
originator of a message), non-repudiation of delivery (denial of having received a message), and non-repudiation associated with the actions of a third party acting as a transfer
agent on behalf of others. 13888–1 (draft) provides a non-repudiation model and overview.
13888-2 (draft) specifies mechanisms involving symmetric techniques (encipherment and
keyed one-way functions). 13888-3 (draft) specifies mechanisms involving asymmetric
techniques and the use of digital signatures.
ISO/IEC 14888: This multi-part (draft) standard addresses schemes for signature with
appendix (see ð 11.2.2 and ANSI X9.30–1; cf. ISO/IEC 9796). 14888–1 (draft) provides
common definitions and a general overview including models outlining the steps required
for signature generation and various classes of verification processes. 14888–2 (draft) addresses identity-based signature mechanisms, wherein the signature verification key is a
public function of the signer’s identity. 14888–3 (draft) addresses certificate-based mechanisms, wherein this public key is explicitly specified and, for example, distributed by means
of a certificate. These may include DSA and similar signature mechanisms such as ElGamal, Schnorr signatures, and RSA.

15.3.2 Banking security standards (ANSI, ISO)
This section considers banking security standards developed by ANSI and by ISO. Banking
security standards are typically divided into wholesale and retail banking (see Table 15.5).
Wholesale banking involves transactions between financial institutions. Retail banking involves transactions between institutions and private individuals, including automated teller
machine (ATM) and point-of-sale (POS) transactions, and credit authorizations.
category
retail
wholesale

transaction volume
high (millions per day)
low (thousands per day)

average transaction value
$50
$3 million

Table 15.5: Retail vs. wholesale banking characteristics.

(i) ANSI encryption standards
The American National Standards Institute (ANSI) develops standards through various Accredited Standards Committees (ASCs). Accreditation implies that standards developed un-
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der a particular committee become ANSI standards. Accredited committees include ASC
X3 – Information Processing Systems; ASC X9 – Financial Services; and ASC X12 – Electronic Business Data Interchange. Table 15.6 lists selected ANSI encryption and banking
security standards developed under X3 and X9.
ANSI X3.92: This standard specifies the DES algorithm, which ANSI standards refer
to as the Data Encryption Algorithm (DEA). X3.92 is technically the same as FIPS 46.
ANSI X3.106: This standard specifies DES modes of operation, or DEA modes of operation as referred to in ANSI standards. X3.106 is technically the same as FIPS 81 (cf. ISO
8372). An appendix in FIPS 81 contains additional background information on the various
modes.
(ii) ANSI banking security standards
ASC X9 subcommittee X9F develops information security standards for the financial services industry. Banking security standards include cryptographic and operational requirements, with a heavy emphasis on controls, audit, sound business practices, and interoperability. Among the working groups under X9F, most of the cryptographic work is in X9F1
(public key cryptography and cryptographic tools) and X9F3 (security in wholesale financial telecommunications).
ANSI #
X3.92
X3.106
X9.8
X9.9
X9.17
X9.19
X9.23
X9.24
X9.26
X9.28
X9.30–1
X9.30–2
X9.31–1
X9.31–2
X9.42
X9.45
X9.52
X9.55
X9.57

Subject
data encryption algorithm (DEA)
data encryption algorithm (DEA) modes
PIN management and security
message authentication (wholesale)
key management (wholesale; symmetric)
message authentication (retail)
encryption of messages (wholesale)
key management (retail)
sign-on authentication (wholesale)
multi-center key management (wholesale)
digital signature algorithm (DSA)
secure hash algorithm (SHA) for DSA
RSA signature algorithm
hashing algorithms for RSA
key management using Diffie-Hellman
attribute certificates and other controls
triple DES and modes of operation
certificate extensions (v3) and CRLs
certificate management

Ref.
[33]
[34]
[35]
[36]
[37]
[38]
[39]
[40]
[41]
[42]
[43]
[44]
[45]
[46]
[47]
[49]
[50]
[51]
[52]

Table 15.6: ANSI encryption and banking security standards.

ANSI X9.8: This standard addresses PIN management and security. It consists of ISO
9564 reproduced in its entirety, with clearly marked “X9 Notes” added where required to
adapt the text for use as an ANSI X9 standard. A standard means for interchanging PIN data
is specified. Annex A of 9564 (procedures for the approval of an encipherment algorithm)
is included; the only currently specified approved algorithm is DES. Annex B (general principles for key management) is also retained from 9564, but noted as superseded by X9.24
(retail key management).
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ANSI X9.9: This standard specifies a DES-based message authentication code (MAC)
algorithm for wholesale banking as summarized below (cf. X9.19 for retail banking). If
data is protected by both authentication and encryption mechanisms, a different key is required for each purpose. Message replay is precluded by use of date and message identifier
fields. Appendix B includes sample MAC computations. X9.9 requires key management
in accordance with ANSI X9.17, and also addresses implementation issues including coded
character sets and representations, field delimiters, and message normalization (e.g., replacing carriage returns or line feeds by space characters, and multiple spaces by single spaces),
and notes other practical concerns such as escape sequences beyond the scope of a MAC
causing over-writing of authenticated data fields on display devices.
The X9.9 MAC algorithm may be implemented using either the cipher-block chaining
(CBC) or 64-bit cipher feedback (CFB-64) mode, initialized to produce the same result (see
Note 15.1). Final data blocks with fewer than 64 bits are left-justified and zero-bits are
appended to complete the block before processing. The MAC result is specified to be the
leftmost 32 bits of the final DES output. X9.9 states that the capability to generate 48-bit
and 64-bit MAC values should also exist.
15.1 Note (CBC-MAC and equivalent CFB-64 MAC) For data blocks ó.ôPõPöOöPöQõPó'÷ and a fixed
MAC key ø , equivalent MACs may be generated using either the CBC or 64-bit cipher feedback  (CFB-64) modes. In the CBC case, the MAC ù ÷ is defined by ùÆú:û 
ü®ýþ
ü®ýþ
ó'ú3ÿ ùÆú ô for 
Gú
and ù û }û . For the CFB-64 case, let  ú û
be the output from the block encryption at stage  for  , where GúJûqó,ú3ÿvú ô for

 and ô ûqó ô (the first 8 data bytes serve as IV). Note  ÷ û<ù ÷ from above. (A
block ó,÷Vô û may be introduced if the CFB implementation interface requires the final
output  ÷ be XORed to a data block before release.)
ANSI X9.17: This standard, which was the basis for ISO 8732, specifies manual and
automated methods (symmetric-based) for wholesale banking key management, including
key establishment techniques and protection of keys in key management facilities. A key
management hierarchy is defined consisting of manually-distributed key-encrypting keys,
electronically-distributed key-encrypting keys, and electronically-distributed data or transaction keys for authentication or encryption. Key management techniques include the use of
key counters, key offsetting, and key notarization. Key establishment settings include direct
exchange between two nodes (point-to-point), and both key distribution centers (KDCs) and
key translation centers (KTCs).
ANSI X9.19: This standard specifies a DES-based message authentication code
(MAC) algorithm for retail banking (cf. X9.9 for wholesale banking). Implementation and
other issues are addressed as per X9.9, and the MAC algorithm itself is essentially the same
as X9.9, differing in that the MAC result is the leftmost  bits of the final 64-bit output,
where  is to be specified by the application. An optional X9.19 procedure using a second key ø is specified for increased protection against exhaustive key determination: the
(previously) final output is decrypted using ø  and then re-encrypted under the original key.
The resulting algorithm is widely referred to as the retail MAC; see Figure 9.6.
ANSI X9.23: This standard addresses message formatting and representation issues related to the use of DES encryption in wholesale banking transactions. These include field
delimiting and padding, as well as filtering methods required to prevent ciphertext bit sequences from interfering with communications protocols when inadvertently interpreted as
control characters (e.g., end-of-transmission).
ANSI X9.24: This standard, which motivated ISO 11568, specifies manual and automated methods for retail key management, addressing authentication and (DES-based)
!
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encryption of PINs, keys, and other data. Guidelines include protection requirements at
various stages in the key management life cycle. Appendices provide additional information, including (Appendix D) methods providing unique per-transaction keys, updated after each transaction as a one-way function of the current key and transaction-specific details; and (Appendix E) how to derive a large number of different terminal keys (for distinct terminals) from a common base key, simplifying key management for servers which
must communicate with all terminals. Such derived keys may be combined with the unique
per-transaction key methods.
ANSI X9.26: This standard specifies two main classes of entity authentication mechanisms of use for access control. The first involves user passwords. The second involves
cryptographic keys used in DES-based challenge-response protocols (e.g., a time-variant
parameter challenge must be ECB-encrypted). The latter class is subdivided, on the basis
of granularity, into user-unique and node-unique keys.
ANSI X9.28: This standard extends X9.17 to allow the distribution of keying material
(using X9.17 protocols) between entities (subscriber nodes) which neither share a common
key, nor share a key with a common central server (KDC or KTC). Two or more key centers
form a multiple-center group to provide a more general key distribution service allowing
the establishment of keying material between any two subscribers sharing a key with at least
one center in the group. As there are no known or proposed implementations of this standard, it appears destined to be withdrawn from the ANSI suite.
ANSI X9.30: The first in a suite of ANSI public-key standards, X9.30–1 and X9.30–2
specify DSA and SHA for the financial services industry, as per FIPS 186 and FIPS 180,
respectively.
ANSI X9.31: The (draft) standard X9.31–1 parallels X9.30–1, and specifies a signature
mechanism based on an RSA signature algorithm, more specifically the ISO/IEC 9796 variant combined with a hashing algorithm. The (draft) standard X9.31–2 defines hash functions for use with Part 1, including MDC-2.
ANSI X9.42: This (draft) standard specifies several variations of unauthenticated
Diffie-Hellman key agreement, providing shared symmetric keys for subsequent cryptographic use.
ANSI X9.45: This (draft) standard employs a particular type of attribute certificate
( # 13.4.2) called an authorization certificate, and other techniques from ANSI X9.57, to allow a party to determine whether a received message or signed document is authorized with
respect to relevant rules or limits, e.g., as specified in the authorization certificate.
ANSI X9.52: This (draft) standard for encryption offers improvements over DES security by specifying a number of modes of operation for triple-DES encryption, including
the four basic modes of ISO 8372, enhanced modes intended to provide additional protection against advanced cryptanalytic attacks, and message-interleaved and pipelined modes
intended to allow increased throughput in multi-processor systems.
ANSI X9.55: This (draft) standard specifies extensions to the certificate definitions
of ANSI X9.57 corresponding to, and aligned with, ISO certificate extensions for ITU-T
X.509 Version 3 certificates (see page 660).
ANSI X9.57: This (draft) certificate management standard includes both technical
specifications defining public-key certificates (based on ITU-T X.509) for electronic commerce, and business controls necessary to employ this technology. The initial version is
defined for use with DSA certificates, in conjunction with ANSI X9.30–1.
(iii) ISO banking security standards
ISO banking security standards are developed under the ISO technical committee TC68 –
Banking and Related Financial Services. TC68 subcommittees include TC68/SC2 (wholeHandbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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sale banking security) and TC68/SC6 (retail banking security and smart card security). Table 15.7 lists selected ISO banking security standards.
ISO #
8730
8731–1
8731–2
8732
9564
9807
10126
10202–7
11131
11166–1
11166–2
11568

Subject
message authentication – requirements (W)
message authentication – CBC-MAC
message authentication – MAA
key management/symmetric (W)
PIN management and security
message authentication – requirements (R)
message encipherment (W)
key management for smart cards
sign-on authentication
key management/asymmetric – overview
key management using RSA
key management (R), in 6 parts

Ref.
[575]
[576]
[577]
[578]
[579]
[581]
[582]
[584]
[585]
[586]
[587]
[588]

Table 15.7: ISO banking security standards (W–wholesale; R–retail).

ISO 8730: Together with ISO 8731, this wholesale banking standard for message
authentication code (MAC) algorithms forms the international equivalent of ANSI X9.9.
ISO 8730 is algorithm-independent, and specifies methods and requirements for the use of
MACs including data formatting and representation issues, and a method by which specific
algorithms are to be approved.
ISO 8731: ISO 8731–1 and 8731–2 specify particular MAC algorithms complementary to the companion standard ISO 8730. 8731–1 specifies a DES-based CBC-MAC with
$&%('*)
(cf. ISO/IEC 9797). 8731–2 specifies the Message Authenticator Algorithm, MAA
(Algorithm 9.68).
ISO 8732: This standard for key management in wholesale banking was derived from
ANSI X9.17, and is its international equivalent.
ISO 9564: This standard, used as the basis for ANSI X9.8, specifies minimum measures for the management and security of Personal Identification Numbers (PINs). Part 1
specifies principles and techniques to protect against disclosure of PINs to unauthorized parties during the PIN life cycle. Part 2 specifies encipherment algorithms approved to protect
PINs.
ISO 9807: This standard for message authentication in retail banking is analogous to
ANSI X9.19 (cf. ISO 8730/8731–1 vs. ANSI X9.9), but does not address data representation issues, and names two approved algorithms in Annex A – the CBC-MAC of 8731–1
(allowing optional final processing as per X9.19), and the MAA of 8731-2.
ISO 10126: This multi-part standard is the international equivalent of X9.23 addressing confidentiality protection of (parts of) financial messages. ISO 10126–1 provides general principles; 10126–2 defines a specific algorithm – DES.
ISO 10202: This eight-part standard addresses security architecture issues for integrated circuit cards (chipcards) used for financial transactions. In particular, ISO 10202-7
specifies key management aspects.
ISO 11131: This standard for sign-on authentication is the international (non-DES specific) analogue of ANSI X9.26.
ISO 11166: This multi-part standard for banking key management specifies asymmetric techniques for distributing keys for symmetric algorithms. It was developed from ISO
+
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8732, which uses symmetric techniques only. Part 1 specifies general principles, procedures, and formats, including background regarding key protection during its life cycle, certification of keying material, key distribution by either key exchange (e.g., Diffie-Hellman)
or key transport, and cryptographic service messages. Further parts are intended to define
approved algorithms for use with the procedures of Part 1. Part 2 specifies the RSA algorithm for both encipherment and digital signatures; RSA formatting differs from both
ISO/IEC 9796 and PKCS #1.
ISO 11568: This multi-part standard addresses retail key management and life cycle
issues. It originated from X9.24, but is generalized for international use (e.g., it is no longer
DES-specific), and addresses both symmetric and public-key techniques.

15.3.3 International security architectures and frameworks
Table 15.8 lists selected ISO standards on security frameworks and architectures. Some of
these are developed by SC21 (ISO/IEC JTC 1 SC21), which includes activities on Open
Systems Interconnection (OSI) projects. The International Telecommunication Union
(ITU) develops common-text specifications with JTC 1 for some standards in this area.
ISO #
7498-2
9594-8
10181

Subject
OSI security architecture
authentication framework (X.509)
OSI security frameworks

Ref.
[573]
[595]
[609]

Table 15.8: ISO and ISO/IEC security architectures and frameworks.

ISO 7498-2 (X.800): The OSI basic reference model of ISO 7498 defines a communications protocol stack with seven layers: application (layer 7), presentation (6), session
(5), transport (4), network (3), data-link (2), and physical layers (1). ISO 7498-2 specifies
the security architecture for the basic reference model, including the placement of security services and mechanisms within these layers. It also provides a general description of
the basic OSI security services: authentication (peer-entity and data-origin); access control; data confidentiality; data integrity; and non-repudiation (with proof of origin, or with
proof of delivery). Specific mechanisms are used to implement these services; for example,
encipherment is a mechanism for providing confidentiality.
ISO/IEC 9594-8 (X.509): This standard is the same as ITU-T (formerly CCITT) Recommendation X.509. It defines both simple authentication techniques (based on passwords)
and so-called strong authentication techniques (wherein secret values themselves are not
revealed to the verifier). The strong techniques included are the two-pass and three-pass
X.509 exchanges (see - 12.5.2) based on digital signatures and the use of time-variant parameters. An implicit assumption is the use of an algorithm such as RSA which may serve
as both an encryption and a signature mechanism; the specification may, however, be modified (e.g., to use DSA). The standard also specifies techniques, including X.509 certificates,
for acquiring or distributing authentic public keys; and addresses cross-certificates, and the
use of certificate chains ( - 13.6.2(i)).
ISO/IEC 10181 (X.810 through X.816): This specification is a series of security
frameworks intended to provide context and background, consisting of the following parts:
security frameworks overview (1); authentication framework (2); access control framework
(3); non-repudiation framework (4); confidentiality framework (5); integrity framework
(6); security audit and alarms framework (7).
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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15.3.4 U.S. government standards (FIPS)
Table 15.9 lists selected security-related Federal Information Processing Standards (FIPS)
publications. These are developed under the National Institute of Standards and Technology
(NIST), for use by U.S. federal government departments.
FIPS #
FIPS 46–2
FIPS 74
FIPS 81
FIPS 112
FIPS 113
FIPS 140–1
FIPS 171
FIPS 180–1
FIPS 185
FIPS 186
FIPS 196

Subject
DES
guidelines for using DES
DES modes of operation
password usage
data authentication (CBC-MAC)
cryptomodule security requirements
key management using X9.17
secure hash standard (SHA–1)
key escrow (Clipper & SKIPJACK)
digital signature standard (DSA)
entity authentication (asymmetric)

Ref.
[396]
[397]
[398]
[399]
[400]
[401]
[402]
[404]
[405]
[406]
[407]

Table 15.9: Selected security-related U.S. FIPS Publications.

FIPS 46: This standard specifies the DES algorithm (cf. ANSI X3.92).
FIPS 74: This standard provides guidelines for implementing and using DES.
FIPS 81: This standard specifies 4 basic DES modes of operation (cf. ANSI X3.106).
FIPS 112: This standard provides guidelines on password management and usage.
FIPS 113: This standard specifies the customary DES-based CBC-MAC algorithm
(see ISO/IEC 9797), referring to it as the Data Authentication Algorithm (DAA). The MAC
result is called a Data Authentication Code (DAC). The last data bock, if incomplete, is leftjustified and zero-padded before processing; the result is the leftmost . output bits, where
is a multiple of 8, and /*021.314065 . Implementation may be either by the CBC mode
.
with 78:9<; , or CFB-64 mode with 7=8:9?>@ , the first data block (see Note 15.1). 7-bit
ASCII-coded data to be authenticated by the DAA is preprocessed into 8-bit characters with
leading bit 0.
FIPS 140–1: This standard specifies security requirements for the design and implementation of cryptographic modules for protecting (U.S. government) unclassified information, including hardware, firmware, software modules, and combinations thereof. Four
grades of increasing security are specified as Levels 1 through 4, covering a wide range of
security applications and environments. A FIPS 140–1 validation program is run by NIST
to determine if cryptomodules meet the stated requirements.
FIPS 171: FIPS 171 specifies, for use by (U.S.) federal government departments, a
subset of the key distribution techniques of ANSI X9.17. The objective of specifying a
subset is to increase interoperability and decrease system costs.
FIPS 180 and 180–1: The hash algorithm specified in the original standard FIPS 180
is the Secure Hash Algorithm, SHA. A revised version was specified shortly thereafter in
FIPS 180–1 (Algorithm 9.53), and denoted SHA–1. SHA–1 differs from SHA as noted in
A
9.8.
FIPS 185: This Escrowed Encryption Standard (EES) specifies the parameters and use
of the SKIPJACK symmetric-key block cipher, and a method of creating
Law Enforcement
A
Access Fields (LEAFs) for use with the Clipper key escrow system ( 13.8.3). The purpose
B
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is to allow wiretapping under lawful authorization. Internal details of the SKIPJACK algorithm are not publicly available, although its interface specification is ( D 13.8.3(i)).
FIPS 186: This standard is the Digital Signature Standard (DSS), which specifies the
Digital Signature Algorithm (DSA). The hash function originally mandated for use with
DSA is defined in FIPS 180 (SHA), which was superseded by FIPS 180–1 (SHA–1).
FIPS 196: This standard on entity authentication using asymmetric techniques was
derived from the two-pass and three-pass random-number based mechanisms of ISO/IEC
9798-3. It includes additional expository and implementation details.

15.3.5 Internet standards and RFCs
Documents called Requests for Comments (RFCs) are official working notes of the Internet research and development community. A subset of these are specifications which are
candidates for standardization within the community as Internet Standards.
The Internet Engineering Steering Group (IESG) of the Internet Engineering Task
Force (IETF) is responsible for making recommendations regarding progression of
“standards-track” specifications from Proposed Standard (PS) to Draft Standard (DS) to
Standard (STD). RFCs may also correspond to the following types of documents: Experimental (E) protocols which may be part of early research efforts; Informational (I) protocols
published for convenience of the community; and Historical (H) protocols which have been
superseded, expired, or abandoned.
The E, I, and H categories are not on the standards track, and the IESG does not
make recommendations on these. Less mature, less stable, or less widely circulated documents are typically available as an Internet-Draft (I-D); these are considered to be “work
in progress”, and should be cited as such.
RFC
1319
1320
1321
1421
1422
1423
1424
1508
1510
1828
1847
1848
1938

Status
I
I
I
PS
PS
PS
PS
PS
PS
PS
PS
PS
PS

Subject
MD2 hash function
MD4 hash function
MD5 hash function
PEM – encryption, authentication
PEM – certificates, key management
PEM – algorithms, modes, identifiers
PEM – key certification and services
Generic Security Service API (GSS-API)
Kerberos V5 network authentication
keyed MD5 (as a MAC)
security multiparts for MIME
MIME Object Security Services (MOSS)
one-time password system

Ref.
[1033]
[1034]
[1035]
[1036]
[1037]
[1038]
[1039]
[1040]
[1041]
[1044]
[1045]
[1046]
[1047]

Table 15.10: Selected Internet RFCs (May 1996 status).

Table 15.10 lists selected security-related Internet RFCs. The hashing algorithms
MD2, MD4, and MD5 are specified in RFCs 1319-1321, respectively. The Internet PrivacyEnhanced Mail (PEM) specifications are given in RFCs 1421-1424.
The Generic Security Service Application Program Interface (GSS-API) of RFC 1508
is a high-level security API which isolates application code from implementation details;
for example, the interface provides functions such as sign and seal (e.g., as opposed to
Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.
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“seal using a 32-bit DES CBC-MAC and this particular key”). Specific implementation
mechanisms must be provided beneath GSS-API; options include Kerberos V5 as per RFC
1510 for symmetric-based techniques, and SPKM for public-key based techniques (see
page 661).
RFC 1828 specifies a method for using keyed MD5 as a MAC (cf. E 9.5.2). RFC 1848
defines MIME Object Security Services (MOSS), where MIME denotes Multipurpose Internet Mail Extensions. MOSS makes use of the RFC 1847 framework of multipart/signed
and multipart/encrypted MIME messages, and facilitates encryption and signature services
for MIME including key management based on asymmetric techniques. RFC 1938 specifies
an authentication technique based on Lamport’s one-time password scheme (Protocol 10.6).

15.3.6 De facto standards
Various security specifications arising through informal processes become de facto standards. This section mentions one such class of specifications: the PKCS suite.
PKCS specifications
A suite of specifications called The Public-Key Cryptography Standards (PKCS) has parts
as listed in Table 15.11. The original PKCS #2 and PKCS #4 have been incorporated into
PKCS #1. PKCS #11 is referred to as CRYPTOKI.
No.
1
3
5
6
7
8
9
10
11

PKCS title
RSA encryption standard
Diffie-Hellman key-agreement standard
Password-based encryption standard
Extended-certificate syntax standard
Cryptographic message syntax standard
Private-key information syntax standard
Selected attribute types
Certification request syntax standard
Cryptographic token interface standard
Table 15.11: PKCS specifications.

15.3.7 Ordering and acquiring standards
ISO and ISO/IEC standards may be obtained from (member body) national standards organizations such as ANSI, the British Standards Institution (BSI), and the Standards Council
of Canada (SCC). To purchase standards directly from ISO, contact ISO Central Secretariat,
Case postale 56, CH-1211 Geneva 20, Switzerland; telephone +41.22.749.01.11.
ANSI X9 standards are published by EDI Support Services Incorporated; to purchase
standards, telephone 1-800-334-4912 (from within the USA) or +216-974-7650 (from outside the USA).
FIPS PUBS may be purchased from the National Technical Information Service, U.S.
Department of Commerce, 5285 Port Royal Road, Springfield, Virginia 22161 (USA); telephone +703-487-4650, fax +703-321-8547. To obtain copies of specifications of proposed
F
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(draft) FIPS, contact the Standards Processing Coordinator, National Institute of Standards
and Technology, Technology Building, Room B–64, Gaithersburg, Maryland 20899
(USA); telephone +301-975-2816. Alternatively, consult URL http://csrc.ncsl.
nist.gov/.
Internet RFCs and Internet-Drafts are available on-line via anonymous FTP from
numerous ftp sites (e.g., ds.internic.net); further information can be obtained
by sending an email message to rfc-info@isi.edu with the message body “help:
ways to get rfcs”. RFCs are typically under the directory rfc/ as rfcXXXX.txt (e.g.
rfc1321.txt), and an RFC index is available as rfc-index.txt. RFCs can also be obtained via electronic mail by sending an email message to rfc-info@isi.edu whose
body includes “Retrieve: RFC” and “Doc-ID: RFCnnnn” on separate lines.
The PKCS suite is published by RSA Laboratories, 100 Marine Parkway, Suite 500,
Redwood City, California 94065-1031 (telephone +415-595-7703), and is available by
anonymous FTP from rsa.com under the directory pub/pkcs/.

15.4 Notes and further references
H

15.1
Levine [762] compiled a comprehensive list of American cryptographic patents issued between 1861 and 1981, citing patent number, name of principal inventor, date granted, and
patent title; this provides an insightful perspective of the history of cryptography over this
period. Kahn [648] discusses many patents in his historical tour, including many related
to rotor machines (cf. Chapter 7). Contact information regarding the current assignees of
some cryptographic patents may be found throughout the book of Schneier [1094].

H

Davies and Price [308] provide both general discussion of standards, and detailed technical discussion of selected standards. Preneel [1001] gives background on worldwide, European, and North American standardization organizations, and an overview of activities
therein. Ford [414] provides a comprehensive overview of information security standards
including extensive background information on various standardization processes and organizations, including technical committees ISO TC 68 and ISO/IEC JTC 1 and their subcommittees; ITU; ANSI; and national, regional, and international standardization bodies.
For a more recent overview of security standards for open systems, see Fumy and Rietenspiess [432]. A status update of selected standards is also provided by Ford [415].
15.2
One of the earliest and most important cryptographic patents was U.S. Patent No. 1,310,719
[1221] issued to Vernam on July 22 1919 for the Vernam cipher (cf. the one-time pad, Chapter 7; see also Kahn [648, p.401]). Two other patents by Vernam, titled “Ciphering device”,
were granted May 23 1922 (1,416,765) and January 8 1924 (1,479,846).
In consideration of ANSI making DES a standard, IBM made the DES patent of Ehrsam
et al. (3,962,539) [363] available free of license fees in the U.S. when used to implement
ANSI standards.
The first widespread published disclosure of public-key cryptography was through the conference paper of Diffie and Hellman [344], presented June 8 1976, fifteen months prior to
the filing of the Hellman-Diffie-Merkle patent [551]. Merkle independently
conceived the
H
idea of deriving a secret key over a public channel in 1974 (see 12.10); his paper [849],
first submitted to Communications of the ACM in 1975, was rejected several times before final publication in 1978. Meanwhile, the 1976 Diffie-Hellman conference paper introduced
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the concept of a digital signature as well as public-key cryptography and public-key authentication. Although Diffie and Hellman noted: “At present we have neither a proof that
public key systems exist, nor a demonstration system”, the existence of public-key systems
was postulated, and three suggestions were offered supporting the general idea. The first
involved matrix inversion, which is more difficult than multiplication by a factor IKJMLON for
LQPRL matrices; this offers a degree of security for very large L . The second involved compiling a function described in a high-level language into machine code; this makes it difficult
to recover the original function. The third suggestion involved obscuring the input-output
relationships between, e.g., 100 input and 100 output bits (wires) in an invertible hardware
circuit originally implementing the identity mapping, by, e.g., inserting 4-by-4 bit invertible S-boxes into randomly selected sets of 4 wires; re-arranging the particular mappings
of input lines into S-boxes then makes inverting the resulting circuit difficult.
The Hellman-Merkle patent [553] was filed sixteen months after the above Diffie-Hellman
conference paper was presented. A major reason why the RSA patent [1059] took almost 6
years from application filing to issue date was so-called interference proceedings between
it and some of the Stanford patents. The subject of the authentication trees patent of Merkle
[848] is discussed in his thesis [851, p.126-131] and in the open literature [852, 853].
The signature technique of the ESIGN patent [952] is discussed in the literature by Okamoto
[948]; see also Fujioka, Okamoto, and Miyaguchi [428]. The identification and signature
technique of the Shamir-Fiat patent [1118] is described by Fiat and Shamir [395]. Regarding the Guillou-Quisquater patent [523], see Guillou and Quisquater [524]. The identification and signature schemes patented by Schnorr [1095] are discussed in the literature by
Schnorr [1097, 1098]; the preprocessing scheme proposed therein, however, was shown to
be insecure by de Rooij [314, 315].
In its announcement of the proposed FIPS for DSS (Federal Register vol.56 no.169, August
30 1991, 42980-42982), NIST noted its intent to make the DSA patent of Kravitz [711]
available world-wide on a royalty-free basis. In a letter to the Director of the Computer
System Laboratories at NIST dated October 30 1991, Schnorr stated that DSA infringed on
Claim 6 of his patent (4,995,082). FIPS 186 itself (1994) states that “The Department of
Commerce is not aware of any patents that would be infringed by this standard”.
MDC-2 and MDC-4 [184] (see also Bosselaers and Preneel [178]) are discussed in S 9.4.1.
For further discussion of FEAL [1125], see S 7.5. A patent on IDEA was originally filed
in Switzerland and subsequently as a European patent [790], prior to being filed as a U.S.
patent [791]; for literature references, see Chapter 7.
Related to the Matyas-Meyer-Brachtl patent [806] on control vectors, the October 7 1980
patent of Ehrsam et al. (4,227,253), “Cryptographic communication security for multiple
domain networks”, describes use of a master key and two variants obtained by inverting
designated bits of the master key, equivalent to an XOR of the master with fixed mask values. Also related is the key notarization method of the patent by Smid and Branstad [1154],
which controls which parties use a key, but not the uses. The key notarization technique is
essentially identical – involving concatenation of various quantities (user identities), which
are then XOR’d with a key-encryption key – but control vectors have broader functionality.
Fair cryptosystems [861, 862] are discussed in the literature by Micali [863]; but see also
Kilian and Leighton [671], who remark on a critical weakness.
Interest in product cipher systems was stimulated by the product ciphers described in Shannon’s 1949 paper [1121]. Meyer and Matyas [859] note that Lucifer was the name of the
cryptographic system in which the product cipher of Feistel’s patent (3,798,359) [385] was
implemented, and from which the IBM team lead by Tuchman derived DES. The 1974
T
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patent of Smith [1159] is also related to Lucifer. A second 1974 patent of Feistel [386]
on a “step code ciphering system” was filed and issued with dates matching the Lucifer algorithm patent. Sorkin [1165] states that Lucifer is the subject of all three of these patents,
plus a fourth: “Centralized verification system” (3,798,605) granted March 19 1974 to H.
Feistel. Feistel gives a high-level background discussion on a first variation of Lucifer in
his 1973 Scientific American article [387], which appeared prior to his 1974 patents being
issued. A description of the second variation of Lucifer (which lead to the design of DES)
is given by Sorkin [1165]; see also Biham and Shamir [138]
Related to the Massey-Omura [792] and Omura-Massey [956] patents is that of Onyszchuk,
Mullin, and Vanstone [959]. It was filed May 30 1985 and issued May 17 1988 with no assignee listed. The patent teaches the construction of a multiplier for elements in VXWZY , stated
to be a significant improvement over the method of Omura-Massey. The patent also tabulates those values [ , \^][_]:\*`6a*b , for which so-called optimal normal bases exist; in
these fields, the disclosed normal-basis multipliers for V W Y are more efficient than in others. Shamir’s three-pass protocol was first proposed by Shamir, as indicated by Konheim
[705]. Massey [786] notes that Shamir also specifically proposed implementing the threepass protocol using exponentiation as the ciphering operation, an idea later independently
proposed by Omura (cf. c 12.3 notes on page 535).
In contrast to the prime generation methods of Shawe-Taylor and Maurer ( c 4.4.4) which
result in guaranteed primes, the prime generation method of the Hellman-Bach patent [550]
uses probabilistic primality tests, and is related to that presented by Gordon at Eurocrypt in
April of 1984 [514], and which appeared (dated April 26 1984) in the June 7 1984 issue
(vol.20 no.12) of Electronics Letters [513].
The protocol patented by Goss [519], filed April 17 1989, combines exponentials by
an XOR operation. An essentially identical protocol published in 1986 by Matsumoto,
Takashima, and Imai [800] uses modular multiplication (cf. Protocol 12.53).
The exponentiation cipher of the Hellman-Pohlig patent [554] is discussed in the literature
by Pohlig and Hellman [982]. The ciphers Khufu and Khafre [847] are similarly discussed
by Merkle [856]; on-line/off-line digital signatures [864] by Even, Goldreich, and Micali
[377, 378]; and the techniques of the patent on efficient exponentiation [203] are presented
by Brickell et al. [204] (for more recent work, see Hong, Oh, and Yoon [561]).
A patent by Crandall (5,159,632) [286] includes twelve (12) claims on specific implementations of elliptic curves using primes d of special form (e.g., def\Zg6hKi for i small) allowing
fast multiplication using shifts and adds alone (cf. Mohan and Adiga, 1985), and specific
use of Fast Fourier Transforms (FFT) for optimized modular multiplication in this case. The
patent, filed September 17 1991, was issued October 27 1992 and assigned to NeXT Computer, Inc. (Redwood City, California); see also its continuation-in-part, (5,271,061) [287].
Another patent in this area is the Miyaji-Tatebayashi patent (5,272,755) [888] filed June 26
1992, with priority data June 28 1991 (Japanese patent office). Issued December 21 1993,
and assigned to the Matsushita Electric Industrial Co. (Osaka), it contains six (6) claims in
the area of selecting elliptic curves over Vkj whose order is precisely d . This covers a small
subset of possible curves of this order over Vkj , and one particular method for selecting from
among these; see also its continuation-in-part, (5,351,297) [889].
Regarding other block ciphers discussed in this book, a patent application has been filed
for the RC5 cipher ( c 7.7.2). Adams [3] is the inventor for a patent on the CAST block
cipher design procedure (see p.281); the assignee, Northern Telecom Limited (Montreal),
will, however, make a CAST cipher available free of license fees.
The SEAL stream cipher ( c 6.4.1) of Coppersmith and Rogaway is also patented [281].
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15.3
A draft standard in development under the IEEE Microprocessor Standards Committee
group is IEEE P1363: Standard for RSA, Diffie-Hellman and related public-key cryptography, which includes specifications for elliptic curve systems.
Theoretical justification for the redundancy scheme used in ISO/IEC 9796 is given by Guillou et al. [525]. The customary 5-year review of this standard in 1996 resulted in a title
change and the creation of a second part. The original standard (with content unchanged)
will be re-titled Digital signature schemes giving message recovery – Part 1: Mechanisms
using redundancy. The second part, a working draft (WD) as of April 1996 titled Part 2:
Mechanisms using a hash function, specifies mechanisms utilizing the idea that when a signature algorithm such as RSA is used with a hash function, and the RSA modulus (say 1024
bits) is much larger than a hash value (say 160 bits), the remaining bits may be used to carry
message text which can be recovered upon signature verification. This partial message recovery mode of the signature algorithm decreases the amount of accompanying cleartext required, which is of interest in bandwidth or memory-limited applications, and those wherein
the text being signed is relatively small.
The Registration Authority designated by ISO/IEC to maintain the register of cryptographic
algorithms of ISO/IEC 9979 is the National Computer Centre, Oxford Road, Manchester,
M1 7ED, United Kingdom (telephone +44-161-228-6333, fax +44-161-228-1636). Twelve
algorithms were registered as of October 1995: BARAS, B-Crypt, CDMF, DES, FEAL,
IDEA, LUC, MULTI2, RC2, RC4, SXAL/MBAL, and SKIPJACK. An alternative for obtaining unique algorithm identifiers is the object identifier (OID) and registration scheme of
the Abstract Syntax Notation One (ASN.1) standard ISO/IEC 8824; for more information,
see Ford [414, pp.478-480].
For a history of DES-related standards from an American perspective, including ANSI standards, see Smid and Branstad [1156]. ANSI X9.24, Annex C contains a convenient six-page
summary of ANSI X9.17. A revision of X9.30–2:1993 is to specify FIPS 180–1 (SHA–1) in
place of SHA. An ANSI standard in development, but currently “on hold” pending resolution of patent issues, is (draft) X9.44 [48], which specifies a key transport technique based
on RSA. An enhanced mode of triple-DES encryption included in the draft ANSI X9.52
[50] is cipher block chaining with output feedback masking. The draft ANSI X9.57 [52] is
intended for use with X9.30 and (draft) X9.31, although the initial version addresses X9.30
(DSA) certificates. ITU-T X.509 v3 certificates and certificate extensions to which ANSI
X9.55 is aligned are discussed below. Both (draft) X9.45 and (draft) X9.55 may eventually
be incorporated into X9.57. Related to attribute certificates, see Fischer [410] regarding
electronic document authorization and related patents [408, 409].
The ISO 11568 retail key management project includes six parts [588, 589, 590, 591, 592,
593]. Among these, 11568-3 specifies the key life cycle for symmetric encryption algorithms; 11568–4 addresses key management techniques for public-key cryptosystems, including certificate management and (in Annex C) attribute certificates; and 11568–5 addresses key life cycle for public-key cryptosystems.
ISO/IEC 9594-8 (X.509) is one part of a series of specifications outlining directory services for Open Systems Interconnection (OSI) and other systems. The Directory is a logical
database of information with directory entries arranged in a tree structure, the Directory Information Tree (DIT), as introduced in ISO/IEC 9594–1 (ITU-T Recommendation X.500)
[594], which also provides an overview of directory services. For extension discussion,
see Chapter 14 of Ford [414]. The 1988 version of X.509 (equivalent to ISO/IEC 95948:1990) was updated in 1993 [626] (equivalent to ISO/IEC 9594-8:1995). A 1995 technical corrigendum [627] added a certificate extensions field, yielding Version 3 (v3) cerm
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tificates. Standard extensions for v3 certificates are defined in a further amendment [628]
(see o 13.9). The OSI security frameworks project is specified in seven parts of ISO 10181
[609, 610, 611, 612, 613, 614, 615].
FIPS 140–1 [401] supersedes FIPS 140, General Security Requirements for Equipment Using the Data Encryption Standard (formerly Federal Standard 1027, April 1982). Information on FS 1027 is provided by Davies and Price [308]. In May 1994, NIST announced a
weakness in SHA [403], resulting from unpublished analysis carried out by the U.S. National Security Agency; the formal revision was published as FIPS 180–1 [404].
The PKCS standards, developed by industrial collaboration lead by RSA Laboratories (a
Division of RSA Data Security Inc.), are widely used in practice, and periodically updated.
PKCS #1,3,5,6,7,8,9,10 [1072] and PKCS #11 [1071] are currently available (e.g., from
URL http://www.rsa.com/).
For an overview of Internet security standards, see Kent [667]. Linn’s GSS-API (RFC 1508)
[1040] is an API suitable for session-oriented applications. An analogous specification for
store-and-forward applications is the IDUP-GSS-API (Independent Data Unit Protection
GSS-API) interface. Implementation mechanisms which have been specified to plug in beneath GSS-API include a symmetric-key mechanism based on Kerberos (the Kerberos Version 5 GSS-API mechanism), and a public-key based mechanism SPKM (Simple PublicKey Mechanism). For an overview of these work-in-progress items under development in
the Common Authentication Technologies (CAT) group of the IETF, see Adams [4].
Work-in-progress in the IP Security (IPSEC) working group of the IETF includes two items
using Diffie-Hellman key exchange for session key establishment over the Internet – the
Photuris protocol of Karn and Simpson, and the SKIP protocol of Aziz. Krawczyk [718]
notes these and presents an alternative (SKEME).
MIME, specified in RFC 1521 [1042], is designed to facilitate multipart textual and nontextual mail, i.e., mail messages whose bodies may contain multiple objects of a variety of
content types including non-ASCII text, multi-font text, and audio and image fragments.
An alternative to the MOSS proposal of RFC 1848 [1046] is S/MIME [1191], which adds
signature and/or encryption services to MIME messages, using PKCS specifications.
Many other standards, both formal and informal, have been developed or are undergoing development. A collection of cryptographic algorithms and protocols recommended for use
in Europe is that resulting from the European RACE Integrity Primitives Evaluation (RIPE)
project; see Bosselaers and Preneel [178]. Pretty Good Privacy (PGP) is a popular, widely
available software package originally developed by Zimmermann [1272] (see Garfinkel
[442] for additional perspective), currently employing RSA signatures, MD5 hashing, and
IDEA encipherment.
Examples of pseudorandom number generators (PRNGs) which appear in U.S. standards
include a DES-based PRNG in ANSI X9.17 (Appendix C), and two further methods in FIPS
186 (Appendix 3) based on both the Secure Hash Algorithm (SHA) and DES.
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C. Crépeau, J. van de Graaf, A. Tapp, Committed oblivious transfer and private multi-party computation,
110–123.
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L. Chen, I. Damgård, Security bounds for parallel versions of identification protocols, 461–466.
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J.D. Golić, Towards fast correlation attacks on irregularly clocked shift registers, 248–262.
C. Harpes, G.G. Kramer, J.L. Massey, A generalization of linear cryptanalysis and the applicability of Matsui’s piling-up lemma, 24–38.
W.-A. Jackson, K.M. Martin, C.M. O’Keefe, Efficient secret sharing without a mutually trusted authority,
183–193.

u

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

v

A.3 Eurocrypt Proceedings

697

M. Jakobsson, Ripping coins for a fair exchange, 220–230.
A. Klapper, M. Goresky, Large period nearly de Bruijn FCSR sequences, 263–273.
K. Koyama, Fast RSA-type schemes based on singular cubic curves wyxyz|{} w|~}Hltj , 329–340.
H. Krawczyk, New hash functions for message authentication, 301–310.
K. Kurosawa, S. Obana, Combinatorial bounds for authentication codes with arbitration, 289–300.
R. Lercier, F. Morain, Counting the number of points on elliptic curves over finite fields: strategies and
performances, 79–94.
C.H. Lim, P.J. Lee, Server (prover/signer)-aided verification of identity proofs and signatures, 64–78.
P.L. Montgomery, A block Lanczos algorithm for finding dependencies over 7:) , 106–120.
D. Naccache, D. M’raı̈hi, W. Wolfowicz, A. di Porto, Are crypto-accelerators really inevitable? 20 bit
zero-knowledge in less than a second on simple 8-bit microcontrollers, 404–409.
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Abstract Syntax Notation One (ASN.1), 660
Access control, 3
Access control matrix, 387
Access matrix model, 569
Access structure, 526
monotone, 527
Accredited Standards Committee (ASC), 648
Active adversary, 15, 37
Active attack, 41, 495
Ad hoc security, 43
Adaptive chosen-ciphertext attack, 42
Adaptive chosen-message attack, 433
Adaptive chosen-plaintext attack, 41
Addition chains, 621, 633
Adversary, 13, 495
active, 15
insider, 496
one-time, 496
permanent, 496
outsider, 496
passive, 15
Affine cipher, 239
Algebraic normal form, 205
Algorithm
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deterministic, 62
exponential-time, 59
polynomial-time, 59
randomized, 62
expected running time, 63
running time, 58
asymptotic, 58
average-case, 58
worst-case, 58
subexponential-time, 60
Alphabet of definition, 11
Alternating step generator, 209–211, 220
Anonymity, 3
ANSI standards, 648–651, 660
ordering and acquiring, 656
ANSI X9.17 pseudorandom bit generator, 173
Anti-palindromic keys of DES, 257
Appended authenticator, 361
Arbitrated signature scheme, 472–473
Arithmetic
integer, see Multiple-precision integer arithmetic
modular, see Multiple-precision modular arithmetic
Arthur-Merlin games, 421
ASN.1, see Abstract Syntax Notation One (ASN.1)
Asymmetric cryptographic system, 544
Asymptotic running time, 58
Atkin’s primality test, 145
implementation report, 166
Attack
active, 41, 495
adaptive chosen-ciphertext, 42
adaptive chosen-message, 433
adaptive chosen-plaintext, 41
chosen-ciphertext, 41, 226
chosen-message, 433
chosen-plaintext, 41, 226
chosen-text, 417
ciphertext-only, 41, 225
dictionary, 42, 392
differential cryptanalysis, 258
differential-linear, 271
exhaustive key search, 233–234
forced delay, 417
forward search, 42, 288, 420
impersonation, 42, 417
interleaving, 42, 417, 531, 540
intruder-in-the-middle, 530, 540
key-only, 432
known-key, 42, 496, 534
known-key triangle, 538
known-message, 432
known-plaintext, 41, 225
linear cryptanalysis, 258
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local, 419
meet-in-the-middle, 235
misplaced trust in server, 531
non-interactive, 419
off-line, 419
on-line, 419
passive, 41, 495
pre-play, 397
reflection, 417, 530, 540
related-key, 226
remote, 419
replay, 42, 417
time-memory tradeoff, 236
truncated differentials, 271
universal forgery, 482
Attacker, 13
Attacker (alternate names), 495
see also Adversary
Attribute certificate, 561
Audit trail, 549, 583
Audit trail information, 545
Authenticated key establishment, 492, 493
Authenticated key exchange protocol
AKEP1/AKEP2, 499, 535, 541
Authentication
data origin, 4, 361
see also Data origin authentication
entity, 4
see also Entity authentication
explicit key, 492
key, 492
message, 361
mutual, 494
protocol, 493
transaction, 362
unilateral, 494
see also Entity authentication (and Identification)
Authentication code, 376, 382
Authentication path, 557
Authentication server, 491, 549
Authentication tree, 466–468, 485, 556–559, 587
Authority revocation list (ARL), 577
Authorization, 3
Authorized subset, 527
Auto-key cipher, 242
Autocorrelation function, 180
Autocorrelation test, 182
Auxiliary-input zero-knowledge, 423
Avalanche effect, 277
Average-case running time, 58

B
Baby-step giant-step algorithm, 104–106, 128
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BAN logic, 420, 534, 541
Bandwidth efficiency, 437
Barrett reduction, 603–605, 631
Base representation, 592
Basis, 80
Bayes’ theorem, 51
BEAR block cipher, 282
Beaufort cipher, 241
Beller-Yacobi key transport
2-pass, 514
4-pass, 513
Berlekamp’s -matrix algorithm, 124, 132
Berlekamp-Massey algorithm, 200–201
next discrepancy, 200
Bernoulli trial, 52
Biased, 172
Big-endian, 344
Big-O notation, 58
Big-omega notation, 59
Big-theta notation, 59
Bijection, 7, 50
Binary additive stream cipher, 194
keystream generator, 194
running key generator, 194
Binary alphabet, 11
Binary Euclidean algorithm, 632
Binary extended gcd algorithm, 608–610, 632
Binary gcd algorithm, 606–607, 632
Binary operation, 75
Binary representation, 592
Binary tree, 557
balanced, 558
children, 557
depth of, 558
internal vertex, 557
leaf, 557
parent, 557
root vertex, 557
Binomial
coefficient, 52
distribution, 52
theorem, 52
Biometrics, 387, 420
Birthday attack, 352, 369
Birthday problem, 53
Birthday surprise, 53
Bit commitment, 421
Bitzer’s hash function, 374
Black-box, 329, 341, 369, 378
Blakley’s threshold scheme, 538
Blind signature scheme, 475, 487
based on DSA, 487
based on Nyberg-Rueppel, 487
Chaum, 475

þ

ÿ

fair, 487
Blinded message, 475
Blinding function, 475
based on RSA, 475
Blob, 421
Block cipher, 223–282
3-WAY, 281
attacks on
differential cryptanalysis, 258
differential-linear, 271
exhaustive key search, 233–234, 273
key clustering attack, 281
linear cryptanalysis, 258
meet-in-the-middle attack, 235
related-key attack, 226, 281
time-memory tradeoff, 236, 273
truncated differentials, 271, 280
BEAR, 282
Blowfish, 281
CAST, 281
classical cipher, 237–250
definition of, 16, 224
DES, 250–259
double DES, 235
FEAL, 259–262
GOST, 282
IDEA, 263–265
iterated, 251
Khafre, 271
Khufu, 271
LION, 282
LOKI’91, 270
Luby-Rackoff, 282
Lucifer, 276
modes of operation, 228–233, 272
ANSI X3.106 standard, 649
ANSI X9.52 standard, 651
CBC with checksum (CBCC), 367
cipher feedback mode (CFB), 231
cipher-block chaining mode (CBC), 230
counter mode, 233
electronic codebook mode (ECB), 228–
230
FIPS 81 standard, 654
ISO 8372 standard, 645
ISO/IEC 10116 standard, 647
output feedback mode (OFB), 232–233
plaintext-ciphertext block chaining
(PCBC), 368
Randomized DES (RDES), 278
RC2, 282
RC5, 269–270
round function, 251
SAFER, 266–269
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semi-weak keys (of DES), 257
anti-palindromic keys (of DES), 257
SHARK, 281
SKIPJACK, 282, 584
TEA, 282
triple DES, 272
WAKE, 282
Block of a sequence, 180
Blocklength, 224
Blom’s KDS bound, 505
Blom’s key pre-distribution system, 506, 536
Blowfish block cipher, 281
Blum integer, 74–75
Blum-Blum-Shub pseudorandom bit generator, 186–
187, 308
Blum-Goldwasser probabilistic public-key encryption, 308–311
decryption algorithm, 309
encryption algorithm, 309
key generation, 308
security of, 310
Blum-Micali pseudorandom generator, 189
Blundo’s conference KDS bound, 529
Boolean function, 202
algebraic normal form of, 205
correlation immune, 207
nonlinear order of, 205
BPP, 63
Break-backward protection, 496
Brickell-McCurley identification protocol, 423
Broadcast encryption, 528
Bucket hashing, 382
Burmester-Desmedt conference keying, 528
Burst error, 363

C
CA, see Certification authority (CA)
CA-certificate, 572
Caesar cipher, 239
CALEA, 590
Capability (access control), 570
Capstone chip, 589
Cardinality of a set, 49
Carmichael number, 137
Carry-save adder, 630
Cartesian product, 49
Cascade cipher, 234, 237
Cascade generator
-sequence, 221
 -cycle, 220
Cascading hash functions, 334
CAST block cipher, 281
patent, 659
CBC, see Cipher-block chaining mode
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CBC-MAC, 353–354, 367
ANSI X9.9 standard, 650
ANSI X9.19 standard, 650
FIPS 113 standard, 654
ISO 8731-1 standard, 652
ISO 9807 standard, 652
ISO/IEC 9797 standard, 646
Cellular automata stream cipher, 222
Certificate
ANSI X9.45 standard, 651
ANSI X9.55 standard, 651
ANSI X9.57 standard, 651
caching, 576
chain, 572
directory, 549
pull model, 576
push model, 576
forward, 575
on-line, 576
public-key, see Public-key certificate
reverse, 575
revocation, 566, 576–577
RFC 1422, 655
secret-key, see Secret-key certificate
symmetric-key, see Symmetric-key certificate
X.509 standard, 660
Certificate of primality, 166
Certificate revocation list (CRL), 576–577
Certification, 3
path, 572
policy, 576
topology, 572
Certification authority (CA), 491, 548, 556, 559
Certificational attack, 236
Certificational weakness, 285
CFB, see Cipher feedback mode
CFB-64 MAC, 650
Challenge, 397, 409
Challenge-response identification, 397–405, 420–
421
public-key, 403–405
ISO/IEC 9798-3, 404–405
modified Needham-Schroeder, 404
X.509, 404
symmetric-key, 400–403
ISO/IEC 9798-2, 401–402
SKID2, 402
SKID3, 402
Channel, 13
physically secure, 13
secure, 13
secured, 13
unsecured, 13
Characteristic of a field, 77
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Chaum’s blind signature protocol, 475
Chaum-van Antwerpen undeniable signature scheme, 476–478
disavowal protocol, 477
key generation, 476
security of, 478
signature generation, 476
Chebyshev’s inequality, 52
Checksum, 362, 367–368
Chi-square ( ) distribution, 177–179
degrees of freedom, 177
mean of, 177
variance of, 177
Chinese remainder theorem (CRT), 68
Garner’s algorithm, 612–613
Gauss’s algorithm, 68
Chipcard, 387, 424
Chor-Rivest public-key encryption, 302–306, 318
attacks on, 318
decryption algorithm, 303
encryption algorithm, 303
key generation, 303
recommended parameter sizes, 305
security of, 305
Chosen-ciphertext attack, 41, 226, 285
adaptive, 285
indifferent, 285
Chosen-message attack, 433
directed, 482
generic, 482
Chosen-plaintext attack, 41, 226
Cipher, 12
see also Encryption
Cipher-block chaining mode (CBC), 230
integrity of IV in, 230
use in public-key encryption, 285
Cipher feedback mode (CFB), 231
as a stream cipher, 233
ISO variant of, 231
Cipher machine, 242–245
Jefferson cylinder, 243
rotor-based machine, 243–245, 276
Enigma, 245
Hagelin M-209, 245
Hebern, 244
Wheatstone disc, 274
Ciphertext, 11
Ciphertext-only attack, 41, 225
Ciphertext space, 11
Claimant, 385, 386
Classical cipher, 237–250, 273–276
cipher machines, see Cipher machine
cryptanalysis, 245–250, 275–276
index of coincidence, 248
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Kasiski’s method, 248
measure of roughness, 249
polyalphabetic substitution cipher, see Polyalphabetic substitution cipher
substitution cipher, see Substitution cipher
transposition cipher, see Transposition cipher
Classical modular multiplication, 600
Classical occupancy problem, 53
Claw-resistant (claw-free), 376, 468
Clipper chip, 584, 589
key escrow, 584
law enforcement access field (LEAF), 584
Clipper key escrow, 654
Clock-controlled generator, 209–212
co-NP, 60
Codebook, 240
Codomain of a function, 6, 50
Collision, 321
pseudo-collision, 371
Collision resistance, 324, 325
Collision resistant hash function (CRHF), 325
Combining function, 205
Common modulus attack on RSA, 289
Commutative ring, 77
Complementation property of DES, 256–257
Complete function, 277
Complexity classes, 59–62
BPP, 63
co-NP, 60
NP, 60
NP-complete, 61
NP-hard, 62
NPC, 61
P, 60
RP, 63
ZPP, 63
Complexity measure
2-adic span, 218
linear complexity, 198–201
maximum order complexity, 217
Turing-Kolmogorov-Chaitin complexity, 217
Ziv-Lempel complexity, 217
Complexity of attacks on a block cipher, 225–227
active complexity, 226
attack complexity, 226
data complexity, 226
passive complexity, 226
processing complexity, 226
storage complexity, 226
Complexity theory, 57–63
Complexity-theoretic security, 43
Compliant, 532
Composite integer, 64
Composition of functions, 19
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Computation-resistance (MAC), 325
Computational problems
computationally equivalent, 88
polytime reduction, 88
Computational security, 43, 226
Computational zero-knowledge protocol, 407
Computationally equivalent decision problems, 61
COMSET, 421, 536
Conditional entropy, 56
Conditional probability, 51
Conditional transinformation, 57
Conference keying, 528–529, 540
Blundo’s conference KDS bound, 529
Burmester-Desmedt, 528
definition of, 528
Confidentiality, 3, 4, 12
Confirmation, 3
Confounder, 418
Confusion, 20
Congruences
integers, 67
polynomials, 79
Conjugate gradient method, 129
Connection polynomial of an LFSR, 196, 204
known versus secret, 204
sparse versus dense, 205
Constrained linear equations problem, 423
Continued fraction factoring algorithm, 126
Continuous random variable, 176
Control vector, 569
patent, 639, 658
Conventional encryption, 15
Coprime, 64
Correcting-block chaining attack, 373
Correlated, 172
Correlation attack, 206, 218
Correlation immunity, 207, 218
Counter mode, 233
CRC-based MAC, 359
Credential, 501
CRHF, see Collision resistant hash function
Cross-certificate (CA-certificate), 572
Cross-certificate pair, 573
CRT, see Chinese remainder theorem
Cryptanalysis, 15
Cryptanalyst, 15
Cryptographic check value, 363
Cryptographic primitives, 4
taxonomy of, 5
Cryptographically secure pseudorandom bit generator (CSPRBG), 185–187
Blum-Blum-Shub generator, 186–187
Blum-Micali generator, 189
definition of, 171
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Micali-Schnorr generator, 186
modified-Rabin generator, 190
RSA generator, 185–186
Cryptography
definition of, 4
goals of, 4
CRYPTOKI, 656
Cryptology, 15
Cryptoperiod of a key, 553
Cryptosystem, 15
Cut-and-choose protocol, 410, 421
Cycle of a periodic sequence, 180
Cyclic group, 69, 76
generator of, 76
Cyclic redundancy code (CRC), 363
Cyclic register, 220
Cycling attacks on RSA, 289, 313

D
Data Authentication Algorithm (DAA), 654
Data Encryption Standard, see DES block cipher
Data integrity, 3, 4, 33, 359–368, 383
Data key, 552
Data origin authentication, 3, 4, 25, 359–368, 491
Davies-Meyer hash function, 341
de Bruijn FSR, 203
de Bruijn sequence, 203
De-skewing, 172
DEA, 649
Decimated subsequence, 211
Decision problems, 60
computationally equivalent, 61
polytime reduction, 61
Decryption, 11
Decryption exponent for RSA, 286
Decryption function, 11
DECT, 586
Degrees of freedom, 177
Delay element
of an FSR, 202
of an LFSR, 195
Delayed-carry adder, 630
Density of a knapsack set, 120
Derivative of a polynomial, 123
DES block cipher, 250–259, 276–278
ANSI X3.92 standard, 649
attacks on
differential cryptanalysis, 258–259
exhaustive key search, 233–234, 272
linear cryptanalysis, 258–259
complementation property, 256–257
decryption algorithm, 255
DESX, 273
double DES, see Double DES
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encryption algorithm, 253
expansion permutation, 252
FIPS 46 standard, 654
initial permutation (IP), 252, 277
key schedule
decryption, 256
encryption, 255
modes of operation, see Block cipher, modes
of operation
patent, 636
permuted choices (PC1, PC2), 252
properties and strengths, 256–259
round, 252
S-box, 252
semi-weak key, 257
anti-fixed point of, 257
test vectors, 256
triple-DES, 273
weak key, 257
fixed point of, 257
Designated confirmer signature, 487
Deterministic, 306
Deterministic algorithm, 62
Dickson polynomial, 314
Dickson scheme, 314
Dictionary attack, 42
Difference of sets, 49
Differential chaining attack, 375
Differential cryptanalysis
of block ciphers, 258, 271, 278–280
Differential-linear cryptanalysis, 271
Diffie-Hellman key agreement, 515–520, 522–524
ANSI X9.42 standard, 651
composite modulus, 537
patent, 637
Diffie-Hellman problem, 113–114
composite moduli, 114, 131
generalized, 113
Diffie-Lamport one-time signature scheme, 485
Diffusion, 20
Digital envelope, 550
Digital fingerprint, 321
Digital signature, see Signature
Digital Signature Algorithm (DSA), 452–454, 483
ANSI X9.30-1 standard, 651
FIPS 186 standard, 655
key generation, 452
patent, 640, 658
security of, 453
signature generation, 452
signature verification, 453
use and throw coupons, 483
Dimension of a vector space, 80
Dirichlet theorem, 135
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Disavowal protocol, 477
Discrete Fourier Transform (DFT), 631
Discrete logarithms, 103–113
baby-step giant-step algorithm, 104–106
composite moduli, 114
exhaustive search, 104
for class groups, 130
for elliptic curves, 130
for hyperelliptic curves, 130
function field sieve, 129
generalized problem, 103
heuristic running time, 129
in subgroups of   , 113
index-calculus algorithms, 109–112
lambda method, 128
number field sieve, 128
Pohlig-Hellman algorithm, 107–109
Pollard’s rho algorithm, 106–107
problem definition, 103
rigorously analyzed algorithms, 129
security of individual bits, 116
Divisible electronic coin, 487
Division
of integers, 63
of polynomials, 79
Division algorithm
for integers, 64
for polynomials, 78
Dixon’s algorithm, 95, 127
DNA computer, 130
Domain of a function, 6, 50
Double DES, 235
Double spending, 487
Double-length MDC, 339
DSA, see Digital Signature Algorithm
Dynamic key establishment, 491
Dynamic secret sharing scheme, 527

E
E-D-E triple encryption, 235, 272
E-E-E triple encryption, 272
Eavesdropper, 13, 495
ECA, see Elliptic curve factoring algorithm
ECB, see Electronic codebook mode
Effective key size, 224
Electronic cash
divisible, 487
untraceable, 487
Electronic codebook mode (ECB), 228–230
ElGamal key agreement, 517
ElGamal public-key encryption, 294–298
generalized
decryption algorithm, 297
encryption algorithm, 297

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

762

Index

key generation, 297
in
decryption algorithm, 295
encryption algorithm, 295
key generation, 294
recommended parameter sizes, 296
security of, 296
ElGamal signature scheme, 454–459, 484
generalized
key generation, 458
signature generation, 458
signature verification, 458
in
key generation, 454
security of, 455–456
signature generation, 454
signature verification, 454
signature verification, 618
variants of, 457
Elliptic curve
discrete logarithm problem, 130
ElGamal public-key encryption, 297
in public-key cryptography, 316
patents, 659
RSA analogue, 315
supersingular curve, 130, 316
Elliptic curve factoring algorithm (ECA), 94, 125
implementation reports, 126
Elliptic curve primality proving algorithm, 145
Encrypted key exchange (EKE), 538
Encryption, 11
see also Block cipher
see also Public-key encryption
see also Stream cipher
Encryption exponent for RSA, 286
Encryption function, 11
Encryption scheme, 12
breakable, 14
Enemy, 13, 495
Enigma, 245, 276
Entity, 13
Entity authentication, 3, 386, 491
ANSI X9.26 standard, 651
FIPS 196 standard, 655
ISO 11131 standard, 652
ISO/IEC 9798 standard, 401–402, 404–405, 421,
647
see also Identification
Entropy, 56–57, 246
Ephemeral secret, 494
Equivalence class, 68, 79
Equivocation, 56
Error-correcting code, 298, 363, 506
Escrowed Encryption Standard (EES)



FIPS 185, 654
ESIGN signature scheme, 473–474, 486
key generation, 473
patent, 638, 658
security of, 474
signature generation, 473
signature verification, 473
Euclidean algorithm
for integers, 66
for polynomials, 81–83
Euler liar, 138
Euler phi function (  ), 65
Euler pseudoprime, 138
Euler witness, 137
Euler’s criterion, 137
Euler’s theorem, 69
Exclusive-or (XOR), 20
Exhaustive key search, 14, 233–234, 272
Existential forgery, 30, 326, 432
 (exponential function), 50
Expected running time, 63
Explicit authentication, 492
Exponent array, 617
Exponent recoding, see Exponentiation
Exponential-time algorithm, 59
Exponentiation, 613–629, 633–634
addition chains, 621
exponent recoding, 627–629
signed-digit representation, 627–628
string-replacement representation, 628–
629
fixed-base comb method, 625–627
fixed-base Euclidean method, 624–625
fixed-base windowing method, 623–624
left-to-right binary method, 615
left-to-right  -ary method, 615
modified left-to-right  -ary method, 616
Montgomery method, 619–620
repeated square-and-multiply algorithm, 71,
84
right-to-left binary method, 614
simultaneous multiple, 617–618
sliding-window method, 616
vector-addition chains, 622–623
Extendable secret sharing scheme, 526
Extended Euclidean algorithm
for integers, 67
for polynomials, 82
Extended Riemann Hypothesis (ERH), 165
Extension field, 77
Extractor, 406

F
Factor base, 94, 109
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Factoring integers, see Integer factorization
Factoring polynomials, see Polynomial factorization
Fail-stop signature scheme, 478–481, 488
Heijst-Pedersen, 478–481
Fair blind signature scheme, 487
Fair cryptosystems, 640–641, 658
for Diffie-Hellman key agreement, 641
patent, 640
FEAL block cipher, 259–262, 278–279
attacks on, 278–279
FEAL decryption algorithm, 261
FEAL-8 encryption algorithm, 261
FEAL-8 key schedule, 261
FEAL-N, 262
FEAL-NX, 262
patent, 639
test vectors, 262
Feedback shift register (FSR), 195–203
de Bruijn, 203
definition of, 202
delay element of, 202
feedback bit of, 202
feedback function of, 202
Feedback with carry shift register (FCSR), 217–
218, 222
initial state of, 202
linear feedback shift register, see Linear feedback shift register (LFSR)
non-singular, 203
nonlinear feedback shift register, 202
output sequence of, 202
stage of, 202
Feedback with carry shift register (FCSR), 217–218,
222
Feige-Fiat-Shamir identification protocol, 410–412,
422
Feige-Fiat-Shamir signature scheme, 447–449, 483
identity-based modification, 449
key generation, 447
security of, 448
signature generation, 448
signature verification, 448
Feistel cipher, 251, 276
Fermat liar, 136
Fermat number, 143, 166
Fermat witness, 136
Fermat’s primality test, 136
Fermat’s theorem, 69
Fiat-Shamir identification protocol
basic version, 408
patent, 638, 658
Fiat-Shamir signature scheme, 483
patent, 638, 658
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Field, 77
characteristic of, 77
definition of, 77
extension field of, 77
finite, see Finite field
subfield of, 77
Filtering function, 208
Finite field, 80–85
definition of, 80
order of, 80
polynomial basis, 83
FIPS, 654–655, 661
ordering and acquiring, 656
FIPS 186 pseudorandom bit generator, 174–175
FISH stream cipher, 222
Fixed-point chaining attack, 374
Floyd’s cycle-finding algorithm, 91, 125
Forced delay attack, 417
Formal methods, 534, 541
Forward certificate, 575
Forward error correction, 363
Forward search attack, 34, 42, 288, 420
Fractionation, 276
Frequency distribution
of English digrams, 247
of single English characters, 247
Frequency test, 181
Fresh key, 494
Function, 6–10, 50
bijection, 7
composition of, 19
definition of, 6
injective, 46
inverse, 7
involution, 10
one-to-one, 7
one-way, 8
onto, 7
permutation, 10
surjective, 46
trapdoor one-way, 9
Function field sieve, 129
Functional diagram, 6
Functional graph, 54
component size, 55
cycle length, 55
predecessors size, 55
rho-length, 55
tail length, 55
tree size, 55
Functionally trusted third party, 39

G
Gap of a sequence, 180
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Garner’s algorithm, 612–613
Gauss’s algorithm, 68
Gaussian integer method, 128
 , see Greatest common divisor
Geffe generator, 206
General-purpose factoring algorithm, 90
Generator
of a cyclic group, 76, 160
algorithm for finding, 163
of   , 81
of  ! , 163
of "  # , 69
of " $ , 164
algorithm for selecting, 164
Generator matrix, 506
Girault self-certified public key, 522
GMR one-time signature scheme, 468–471, 486
authentication tree, 470
key generation, 469
security of, 470
signature generation, 469
signature verification, 469
GOAL stream cipher, 219
Goldwasser-Kilian primality test, 166
Goldwasser-Micali probabilistic public-key encryption, 307–308
decryption algorithm, 307
encryption algorithm, 307
key generation, 307
security of, 308
Golomb’s randomness postulates, 180
Goppa code, 299, 317
Gordon’s algorithm for strong prime generation, 150
GOST block cipher, 282
GQ identification protocol, 412–414, 422
patent, 639, 658
GQ signature scheme, 450–451
key generation, 450
message recovery variant, 451
patent, 639, 658
security of, 451
signature generation, 450
signature verification, 450
Grandmaster postal-chess problem, 418
Greatest common divisor
binary extended gcd algorithm, 608–610, 632
binary gcd algorithm, 606–607, 632
Euclidean algorithm, 66
Lehmer’s gcd algorithm, 607–608, 632
of integers, 64
of polynomials, 81
Group, 75–76
cyclic, 76
definition of, 75

%
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of units, 77
order of, 75
subgroup of, 76
Group signature, 488
GSM, 586
GSS-API, 655, 661
Günther’s implicitly-certified public key, 521
Günther’s key agreement, 522

H
Hagelin M-209, 245, 276
Hamming weight, 105
Handwritten signature, 23
Hard predicate, 115
Hash function, 33, 321–383
alternate terminology, 325, 371
applications, 321–322, 330–331
attacks, 368–375
birthday, 369–371
chaining, 373–375
Pseudo-collisions, 371–373
based on block ciphers, 338–343
Abreast Davies-Meyer, 380
Davies-Meyer, 341
Matyas-Meyer-Oseas, 341
MDC-2, 342
MDC-4, 343
Merkle’s DES-based hash, 338, 339, 378
Miyaguchi-Preneel, 341
N-Hash, 380
Tandem Davies-Meyer, 380
based on modular arithmetic, 351–352
MASH-1, 352
MASH-2, 352
cascading, 334
collision resistant (CRHF), 325
customized, 343–351
HAVAL, 379
MD2, 380
MD4, 346
MD5, 347
RIPEMD, 380
RIPEMD-128, 339, 380
RIPEMD-160, 339, 350
Secure Hash Algorithm (SHA-1), 348
Snefru, 380
definition of, 322
ideal security, 336
initialization value (IV), 335
MD-strengthening, see MD-strengthening
Merkle’s meta-method, 333
one-way (OWHF), 325
padding, 334–335
properties of
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2nd-preimage resistance, 323
collision resistance, 324
compression, 322
ease of computation, 322
local one-wayness, 331
near-collision resistance, 331
non-correlation, 331
partial-preimage resistance, 331
preimage resistance, 323
strong collision resistance, 324
weak collision resistance, 324
& -collision resistant, 424
strong one-way, 325
universal classes of, 376
universal one-way, 377
weak one-way, 325
Hash-code, 321
Hash-result, 321
Hash-value, 33, 321
HAVAL hash function, 379
Heijst-Pedersen fail-stop signature scheme, 478–481
key generation, 478
proof-of-forgery algorithm, 481
signature generation, 479
signature verification, 479
Hellman-Merkle patent, 637, 658
Heuristic security, 43, 533
High-order digit, 593
Hill cipher, 240, 274
Historical work factor, 44
HMAC, 355
Homomorphic property of RSA, 289
Homophonic substitution cipher, 17, 240
Hybrid protocol, 512
Hyperelliptic curve
discrete logarithm problem, 130
ElGamal public-key encryption, 297
Hypothesis testing, 179–180

I
IC card, 387
IDEA block cipher, 263–265, 279–280
attacks on, 279–280
decryption algorithm, 264
encryption algorithm, 264
key schedule, 264
patent, 640, 658
test vectors, 265
weak keys, 279
Ideal secret sharing scheme, 526, 527
Identification, 3, 24–25, 385–424
applications of, 387
attacks on, 417–420, 424
chosen-text, 417
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forced delay, 417
impersonation, 417
interleaving, 417
local, 419
non-interactive, 419
off-line, 419
pre-play, 397, 398
reflection, 417
remote, 419
replay, 417
challenge-response, see Challenge-response
identification
mutual, 387
passwords, see Passwords (weak
authentication)
questionnaire-based, 420
relation to signatures, 388
unilateral, 387
zero-knowledge, see Zero-knowledge identification
see also Entity authentication
Identification Friend or Foe (IFF) system, 421
Identity verification, 385
Identity-based key establishment, 493
Identity-based system, 538, 561–562, 587
IDUP, 661
IEEE P1363 standard, 660
IETF, 655
Image of a function, 6, 50
Impersonation, 27, 42, 386, 417
Impersonator, 495
Implicit key authentication, see Key authentication
Implicitly-certified public key, 520–522, 562–563,
588
Diffie-Hellman using, 522–524
identity-based, 563
of Girault, 522
of Günther, 521
self-certified, 563
Imprint, 321
Improved PES (IPES), 279
In-line trusted third party, 547
Incremental hashing, 378
Independent events, 51
Index of coincidence, 248, 275
Index-calculus algorithm, 109–112, 128
Gaussian integer method, 128
in '(!) , 111
implementation reports, 128
in *,+ , 110
implementation reports, 128
linear sieve, 128
residue list sieve, 128
Information dispersal algorithm (IDA), 539
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Information rate, 527
Information security, 2
objectives of, 3
Information security service, 14
breaking of, 15
Information theory, 56–57
Initial state
of an FSR, 202
of an LFSR, 196
Injective function, 46, 50
Inner product, 118
Input size, 58
Insider, 496
one-time, 496
permanent, 496
Integer, 49
multiple-precision, 593
negative
signed-magnitude representation, 593
two’s complement representation, 594
single-precision, 593
Integer arithmetic, see Multiple-precision integer
arithmetic
Integer factorization, 89–98
continued fraction algorithm, 126
Dixon’s algorithm, 95, 127
elliptic curve algorithm, 94
general number field sieve, 98
general-purpose algorithms, 90
heuristic running times, 127
multiple polynomial quadratic sieve, 97
Pollard’s -/.10 algorithm, 92–93
Pollard’s rho algorithm, 91–92
problem definition, 89
quadratic sieve algorithm, 95–97
random square methods, 94–98
special number field sieve, 98
special-purpose algorithms, 90
trial division, 90–91
Integers modulo 2 , 67–71
Integrity check value (ICV), 363
Interactive proof system, 406
Arthur-Merlin games, 421
completeness, 406
soundness, 406
Interleaving attack, 42, 417, 531, 540
Interloper, 13
Internal vertex, 557
Internet security standards, 655–656, 661
Intersection of sets, 49
Intruder, 13, 495
Intruder-in-the-middle attack, 530, 540
Inverse function, 7
Inversion attack on stream ciphers, 219

3

Index

Involution, 10
Irreducible polynomial, 78, 154–160
algorithm for generating, 156
algorithm for testing, 155
number of, 155
primitive polynomial, see Primitive
polynomial
trinomials, 157
ISO standards, see ISO/IEC standards
ISO/IEC 9796, 442–444, 482–483
ISO/IEC standards, 645–648, 651–653, 660–661
committee draft (CD), 645
draft international standard (DIS), 645
ordering and acquiring, 656
working draft (WD), 645
Isomorphic, 81, 104
Iterated block cipher, 251
ITU, 653

J
Jacobi sum primality test, 144, 166
Jacobi symbol, 73
computing, 73
Jefferson cylinder, 243, 274
Joint entropy, 56
JTC1, 645

K
Karatsuba-Ofman multiplication, 630
Kasiski’s method, 248, 275
KDC, see Key distribution center (KDC)
Kerberos authentication protocol, 401, 501–502,
535–536
RFC 1510, 656
Kerckhoffs’ assumption, 225
Kerckhoffs’ desiderata, 14
Key, 11
archival, 580
backup, 580
cryptoperiod of, 553
data, 552
de-registration, 580
derived, 568
destruction, 580
fresh, 494
generator, 549
installation, 579
key-encrypting, 552
key-transport, 552
layering, 551–553
long-term, 553
master, 551
notarization, 568
offsetting, 568
private, 27, 544
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public, 27, 544
public-key vs. symmetric-key, 31–32, 551
recovery, 580
registration, 579
revocation, 566, 580
secret, 544
separation, 567
short-term, 553
symmetric, 544
terminal, 552
update, 580
variant, 568
Key access server, 549
Key agreement, 34, 35, 505–506, 515–524, 536–
538
Blom’s key pre-distribution system, 506
definition of, 490
Diffie-Hellman, 516
ElGamal, 517
encrypted key exchange (EKE), 538
Günther, 522
MTI/A0, 517–519
relation to key transport, 491
Station-to-station (STS), 519
Key authentication, 492
Key clustering attack on block ciphers, 281
Key confirmation, 492
Key control, 494
Key derivation, 490, 498
Key distribution
confidential keys, 551–555
key layering, 551–553
key translation center, 553–554
symmetric-key certificates, 554–555
public keys, 555–566
authentication trees, 556–559
certificates, 559–561
identity-based, 561–562
implicitly-certified, 562–563
Key distribution center (KDC), 491, 500, 547
Key distribution pattern, 536
Key distribution problem, 16, 546
Key distribution system (KDS), 505
Blom’s KDS bound, 505
security against coalitions, 505
Key escrow, 584–586
agent, 550, 584
Clipper, 584
Key establishment, 489–541
analysis of, 530–534, 540–541
attacks on
interleaving, 531
intruder-in-the-middle, 530
misplaced trust in server, 531
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reflection, 530
authenticated, 492, 493
compliant, 532
definition of, 35, 490
identity-based, 493
key agreement, see Key agreement
key transport, see Key transport
message-independent, 493
operational, 532
resilient, 532
simplified classification, 491
Key life cycle, 577–581
key states, 580
Key management, 36–38, 543–590
ANSI X9.17 standard, 650
ANSI X9.24 standard, 650
ANSI X9.28 standard, 651
ANSI X9.42 standard, 651
centralized, 546
controlling key usage, 567–570
definition of, 35, 544
ISO 8732 standard, 652
ISO 10202-7 standard, 652
ISO 11166 standard, 652
ISO 11568 standard, 653
ISO/IEC 11770 standard, 647
key agreement, see Key agreement
key distribution, see Key distribution
key establishment, see Key establishment
key life cycle, 577–581
key transport, see Key transport
Key management facility, 549
Key notarization, 568
patent, 642, 658
Key pair, 12
Key pre-distribution scheme, 540
definition of, 490
Key server, 549
Key space, 11, 21, 224
Key tag, 568
Key translation center (KTC), 491, 500, 547, 553
Key transport, 35, 497–504, 506–515, 535–536
AKEP1, 499
AKEP2, 499
Beller-Yacobi (2-pass), 514
Beller-Yacobi (4-pass), 513
COMSET, 536
definition of, 490
Kerberos, 501–502
Needham-Schroeder public-key, 508
Needham-Schroeder shared-key, 503
Otway-Rees protocol, 504
relation to key agreement, 491
Shamir’s no-key protocol, 500
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X.509 three-way, 512
X.509 two-way, 511
Key update, 490
Keyed hash function, see Message authentication
code (MAC)
Keying material, 544
Keying relationship, 544
Keystream, 20, 193, 194
Keystream generator, 21, 194
Khafre block cipher, 271
attacks on, 281
patent, 644
Khufu block cipher, 271
attacks on, 281
patent, 644
Knapsack generator, 209, 220
Knapsack problem, 131
Knapsack public-key encryption, 300–306
Chor-Rivest, 302–306
Merkle Hellman, 300–302
Knapsack set, 117
density of, 120
Known-key attack, 42, 496, 534
Known-key triangle attack, 538
Known-message attack, 432
Known-plaintext attack, 41, 225
KryptoKnight, 535, 541
KTC, see Key translation center (KTC)

4L5 -lattice basis reduction algorithm, 118–120, 131
6
Lagrange’s theorem, 76
Lambda method for discrete logarithms, 128
Lamport’s one-time-password scheme, 396
Lanczos method, 129
Lattice, 118
dimension of, 118
reduced basis, 118
Lattice basis reduction algorithm, 118–120, 131, 317
Law of large numbers, 52
Law of quadratic reciprocity, 72
798: , see Least common multiple
Leading coefficient, 78
LEAF, 584–585
Leaf of a binary tree, 557
Least common multiple, 64
Least significant digit, 593
Legendre symbol, 72
computing, 73
Lehmer’s gcd algorithm, 607–608, 632
Length of a vector, 118
Liar, 135
Euler, 138
Fermat, 136
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strong, 139
Life cycle, see Key life cycle
Linear code, 506
Linear combination, 80
Linear complexity, 198–201
algorithm for computing, see BerlekampMassey algorithm
of a finite sequence, 198
of a random periodic sequence, 199
of a random sequence, 198
of an infinite sequence, 198
profile, 199
Linear complexity profile, 199–200
algorithm for computing, 201
limitations of, 200
of a random sequence, 199
Linear congruential generator, 170, 187
multivariate congruential generator, 187
truncated, 187
Linear consistency attack, 219–220
Linear cryptanalysis
of block ciphers, 258, 271, 278, 280
of stream ciphers, 219
Linear feedback shift register (LFSR), 195–201
connection polynomial of, 196
definition of, 195
delay element of, 195
feedback bit of, 196
initial state of, 196
maximum-length, 197
non-singular, 196
output sequence of, 195
stage of, 195
Linear sieve, 128
Linear syndrome attack, 218
Linear system (solving large), 129
Linearly dependent, 80
Linearly independent, 80
LION block cipher, 282
Little-endian, 344
Little-o notation, 59
Lock-in, 221
Logarithm, 49
LOKI block cipher, 281
LOKI’89, 281
LOKI’91, 270, 281
Long-term key, 553
Low-order digit, 593
Luby-Rackoff block cipher, 282
LUC cryptosystem, 314
LUCDIF, 316
LUCELG, 316
Lucas-Lehmer primality test, 142
Lucifer block cipher, 276
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patent, 641, 659

M
-sequence, 197
MAC, see Message authentication code (MAC)
Manipulation detection code, see Modification detection code
Mapping, 6, 50
Markov cipher, 280
MASH-1 hash function, 352
ISO/IEC 10118-4 standard, 647
MASH-2 hash function, 352
ISO/IEC 10118-4 standard, 647
Master key, 551
Matyas-Meyer-Oseas hash function, 341
ISO/IEC 10118-2 standard, 647
Maurer’s algorithm for provable prime generation,
153, 167
Maurer’s universal statistical test, 183–185, 189
Maximum order complexity, 217
Maximum-length LFSR, 197
Maximum-rank-distance (MRD) code, 317
McEliece public-key encryption, 298–299, 317
decryption algorithm, 299
encryption algorithm, 299
key generation, 298
recommended parameter sizes, 299
security of, 299
MD-strengthening, 334, 335, 337
MD2 hash function, 380
RFC 1319, 655
MD4 hash function, 346
RFC 1320, 655
MD5 hash function, 347
RFC 1321, 655
MD5-MAC, 358
MDC, see Modification detection code
MDC-2 hash function, 342
ISO/IEC 10118-2 standard, 647
patent, 639
MDC-4 hash function, 343
patent, 639
MDS code, 281, 506
Mean, 51
Measure of roughness, 249
Mechanism, 34
Meet-in-the-middle attack
on double DES, 235
on double encryption, 235
time-memory tradeoff, 236
on multiple encryption
time-memory tradeoff, 236
Meet-in-the-middle chaining attack, 374
Merkle channel, 48
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Merkle one-time signature scheme, 464–466, 485
authentication tree, 466
key generation, 464
patent, 643
security of, 465
signature generation, 465
signature verification, 465
Merkle puzzle scheme, 47, 537
Merkle’s DES-based hash function, 338, 339, 378
Merkle’s meta-method for hashing, 333
Merkle-Hellman knapsack encryption, 300–302,
317–318
basic
decryption algorithm, 301
encryption algorithm, 301
key generation, 300
multiple-iterated
key generation, 302
patent, 637
security of, 302
Mersenne number, 142
Mersenne prime, 142, 143, 160
Message authentication, see Data origin authentication
Message authentication code (MAC), 33, 323,
352–359, 381–383
applications of, 323, 330
based on block ciphers, 353–354
CBC-MAC, see CBC-MAC
CFB-64 MAC, 650
RIPE-MAC, see RIPE-MAC
birthday attack on, 352
customized, 356–358
bucket hashing, 382
MD5-MAC, 358
Message Authenticator Algorithm
(MAA), 356
definition, 325
for stream ciphers, 358–359
CRC-based, 359
Lai-Rueppel-Woollven scheme, 383
Taylor’s scheme, 383
from MDCs, 354–355
envelope method with padding, 355
hash-based MAC, 355
HMAC, 355
secret prefix method, 355
secret suffix method, 355
XOR MAC, 382
ISO 8730 standard, 652
ISO 9807 standard, 652
properties of
compression, 325
computation-resistance, 325

Handbook of Applied Cryptography by A. Menezes, P. van Oorschot and S. Vanstone.

770

ease of computation, 325
key non-recovery, 325
retail MAC, 650
types of attack
adaptive chosen-text, 326
chosen-text, 326
known-text, 326
types of forgery
existential, 326
selective, 326
see also CBC-MAC
Message authentication tag system, 376
Message Authenticator Algorithm (MAA), 356
ISO 8731-2 standard, 652
Message concealing in RSA, 290, 313
Message digest, 321
Message integrity code (MIC), 323
Message space, 11
Message-independent key establishment, 493
Micali-Schnorr pseudorandom bit generator, 186
Miller-Rabin primality test, 139, 165
MIME, 656, 661
Minimum disclosure proof, 421
Minimum polynomial, 156
Mips year, 126
MISSI, 590
Mixed-radix representation, 611, 630
Mixing algebraic systems, 279
Miyaguchi-Preneel hash function, 341
Möbius function, 154
=?>A@ notation, 64
Modes of operation
multiple modes, see Multiple encryption, modes
of operation
single modes, see Block cipher, modes of operation
Modification detection code (MDC), 33, 323, 324
Modified-Rabin pseudorandom bit generator, 190
Modified-Rabin signature scheme, 439–442, 482
key generation, 440
security of, 441
signature generation, 440
signature verification, 440
Modular arithmetic, see Multiple-precision modular arithmetic
Modular exponentiation, see Exponentiation
Modular reduction, 599
Barrett, 603–605, 631
Montgomery, 600–602, 631
special moduli, 605–606
Modular representation, see Mixed-radix representation
Modulus, 67
Monic polynomial, 78

G
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Mono-alphabetic substitution cipher, see Substitution cipher
Monobit test, 181
Monotone access structure, 527
Montgomery exponentiation, 619–620
Montgomery multiplication, 602–603
Montgomery reduction, 600–602, 631
MOSS, 656
RFC 1848, 656
Most significant digit, 593
MTI protocols, 518, 537
MTI/A0 key agreement, 517–519, 537
Goss variant, 537
patent, 644, 659
Multi-secret threshold scheme, 527
Multiple encryption, 234–237
definition of, 234
double encryption, 234
modes of operation, 237
triple-inner-CBC mode, 237
triple-outer-CBC mode, 237
triple encryption, 235
E-D-E, 235
two-key triple-encryption, 235
Multiple polynomial quadratic sieve, 97
Multiple-precision integer, 593
Multiple-precision integer arithmetic, 592–599
addition, 594–595
division, 598–599
normalization, 599
BC @ , see Greatest common divisor
multiplication, 595–596
discrete Fourier transform (DFT), 631
Karatsuba-Ofman, 630
squaring, 596–597
subtraction, 594–595
Multiple-precision modular arithmetic, 599–606
addition, 600
exponentiation, see Exponentiation
inversion, 610
multiplication
classical, 600
Montgomery multiplication, 602–603
reduction, 599
Barrett, 603–605, 631
Montgomery, 600–602, 631
special moduli, 605–606
subtraction, 600
Multiplexer generator, 220
Multiplicative group
of DFE , 69
of a finite field, 81
Multiplicative inverse, 68
computing, 71, 84, 610
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Multiplicative property in RSA, 288, 435, 482
Multiplicity of a factor, 122
Multispeed inner-product generator, 220
Multivariate polynomial congruential generator,
187
Mutual authentication, 387, 402, 405, 494
Mutual information, 57
Mutually exclusive events, 51

N
N-Hash function, 380
Name server, 549
Needham-Schroeder public-key, 508, 536
Needham-Schroeder shared-key, 401, 503, 535
Next-bit test, 171
Next-discrepancy, 200
Nibble, 443
NIST, 654
Noise diode, 40
Non-interactive protocol, 493
Non-interactive ZK proof, 424
Non-malleable encryption, 311, 319
Non-repudiation, 3, 4, 582–584
ISO/IEC 13888 standard, 648
Non-singular
FSR, 203
LFSR, 196
Nonce, 397, 497
Nonlinear combination generator, 205–208
combining function of, 205
Nonlinear feedback shift register, see Feedback shift
register (FSR)
Nonlinear filter generator, 208–209
filtering function, 208
Nonlinear order, 205
Normal basis, 168
exponentiation, 642
multiplication, 642
patents, 642–643, 659
Normal distribution, 176–177
mean of, 176
standard, 176
variance of, 176
Normal polynomial, 168
Normalization, 599
Notarized key, 569
Notary
agent, 550
seal, 569
service, 582
NP, 60
NP-complete, 61
NP-hard, 62
NPC, 61
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Number field sieve
for discrete logarithms, 128
for integer factorization, 98, 126
implementation reports, 126, 127
general number field sieve, 98
special number field sieve, 98, 126
Number theory, 63–75
Nyberg-Rueppel signature scheme, 460–462, 485
security of, 461
signature generation, 461
signature verification, 461

O
Object identifier (OID), 660
OFB, see Output feedback mode
Off-line trusted third party, 548
Ohta-Okamoto identification protocol, 422
On-line certificate, 576
On-line trusted third party, 547
On-line/off-line signature, 486
patent, 644
One-key encryption, 15
One-sided statistical test, 179
One-time insider, 496
One-time pad, 21, 192–193, 274
patent, 657
One-time password scheme, 395–397
One-time signature scheme, 462–471
Diffie-Lamport, 485
GMR, 468–471
Merkle, 464–466
Rabin, 462–464
validation parameters, 462
One-to-one function, 7–8, 50
One-way cipher, 377
One-way function, 8–9, 327
DES-based, 190, 328
exponentiation modulo a prime, 115, 329
multiplication of large primes, 329
Rabin function, 115
RSA function, 115
One-way hash function (OWHF), 325
One-way permutation, 115, 328
Onto function, 7, 50
Open Systems Interconnection (OSI), 653, 660
Operational, 532
Opponent, 13, 495
see also Attacker
Optimal normal basis, 168, 659
Oracle, 88
Order
generating element of maximum order in HJI K ,
163
of H I K , 69
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of a finite field, 80
of a group, 75
of a group element, 76, 160
algorithm for determining, 162
of an element in LJM N , 69
Otway-Rees protocol, 504, 536
Output feedback mode (OFB), 232–233
as a stream cipher, 233
changing IV in, 232
counter mode, 233
feedback size, 233
Outsider, 496
OWHF, see One-way hash function
Ownership, 3

P
P, 60
Palindromic keys of DES, 257
Party, 13
Passcode generator, 402
Passive adversary, 15
Passive attack, 41, 495
Passkey, 395
Passphrase, 390
Passwords (weak authentication), 388–397, 420
aging, 390
attacks on, 391–393
dictionary, 392
exhaustive search, 391
password-guessing, 392
pre-play, 397
replay, 391
encrypted password file, 389
entropy, 392
generator, 387
one-time, 395–397
Lamport’s scheme, 396
passkey, 395
passphrase, 390
personal identification number (PIN), 394
rules, 389
salting, 390
stored password file, 389
UNIX, 393–394
Patents, 635–645, 657–659
ordering and acquiring, 645
priority date, 636
validity period, 636
PEM, see Privacy Enhanced Mail (PEM)
Pepin’s primality test, 166
Perceptrons problem, 423
Perfect forward secrecy, 496, 534
Perfect power
testing for, 89

S
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Perfect secrecy, 42, 227, 307
Perfect secret sharing scheme, 526, 527
Perfect zero-knowledge protocol, 407
Period of a periodic sequence, 180
Periodic sequence, 180
autocorrelation function of, 180
cycle of, 180
period of, 180
Permanent insider, 496
Permutation, 10, 50
Permutation polynomial, 314
Permuted kernel problem, 423
Personal Identification Number (PIN)
ANSI X9.8 standard, 649
ISO 9564 standard, 652
PGP, see Pretty Good Privacy (PGP)
Phi function ( O ), 65
Photuris, 661
Physically secure channel, 13
PIKE stream cipher, 222
PIN, see Passwords (weak authentication), see Personal Identification Number (PIN)
PKCS standards, 656, 661
ordering and acquiring, 657
PKCS #1, 445–447, 483
Plaintext, 11
Plaintext-aware encryption scheme, 311–312
Playfair cipher, 239, 274
Pless generator, 218
PN-sequence, 181
Pocklington’s theorem, 144
Pohlig-Hellman algorithm, 107–109, 128
Pohlig-Hellman cipher, 271
patent, 642, 659
Poker test, 182, 188
Policy Certification Authority (PCA), 589
Pollard’s P?Q1R algorithm, 92–93, 125
Pollard’s rho algorithm
for discrete logarithms, 106–107, 128
for factoring, 91–92, 125
Polyalphabetic substitution cipher, 18, 241–242,
273–274
auto-key cipher, 242
Beaufort cipher, 241
cipher machine, see Cipher machine
PURPLE cipher, 276
Vigenère cipher
auto-key, 242
compound, 241
full, 242
running-key, 242
simple, 18, 241
single mixed alphabet, 242
Polygram substitution cipher, 239
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Polynomial, 78
irreducible, 78
leading coefficient of, 78
Polynomial basis, 83
Polynomial factorization, 122–124, 132
Berlekamp’s T -matrix algorithm, 124
square-free factorization, 123
Polynomial-time algorithm, 59
Polynomial-time indistinguishability, 318
Polynomial-time statistical test, 171
Polynomially security public-key encryption, 306
Polytime reduction, 61, 88
Practical security, 43
Pre-play attack, 397, 398
Pre-positioned secret sharing scheme, 527
Precision, 593
Preimage, 6, 50
Preimage resistance, 323
Pretty Good Privacy (PGP), 661
Primality proving algorithm, see Primality test, true
primality test
Primality test
probabilistic primality test, 135–142
comparison, 140–142
Fermat’s test, 136
Miller-Rabin test, 139
Solovay-Strassen test, 138
true primality test, 142–145
Atkin’s test, 145
Goldwasser-Kilian test, 166
Jacobi sum test, 144
Lucas-Lehmer test, 142
Pepin’s test, 166
Prime number, 9, 64
Prime number generation, 145–154
algorithms
Gordon’s algorithm, 150
Maurer’s algorithm, 153
NIST method, 151
random search, 146
DSA primes, 150–152
incremental search, 148
provable primes, 152–154
random search, 145–149
strong primes, 149–150
Prime number theorem, 64
Primitive element, see Generator
Primitive normal polynomial, 168
Primitive polynomial, 157–160
algorithm for generating, 160
algorithm for testing, 157
definition of, 84
Primitives, 4
Principal, 495
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Principal square root, 74
Privacy, see Confidentiality
Privacy Enhanced Mail (PEM), 588, 655
RFCs 1421–1424, 655
Private key, 26, 27, 544
Private-key certificate, see Symmetric-key certificate
Private-key encryption, 15
Probabilistic public-key encryption, 306–312,
318–319
Blum-Goldwasser, 308–311
Goldwasser-Micali, 307–308
security level
polynomially secure, 306
semantically secure, 306
Probability, 50
Probability density function, 176
Probability distribution, 50
Probability theory, 50–55
Probable prime, 136
Product cipher, 20, 251
Proof of knowledge, 406, 421, 422
Proposed Encryption Standard (PES), 279
Protection lifetime, 553, 578
Protocol
authentication, 493
cut-and-choose, 410, 421
definition of, 33, 490
failure of, 34
hybrid, 512
identification, see Identification
key establishment, see Key establishment
message-independent, 493
non-interactive, 493
witness hiding, 423
zero-knowledge, 405–417
Provable prime, 134, 142
Provable security, 43, 533
Prover, 386
Pseudo-collision, 371
Pseudo-Hadamard transform, 266
Pseudo-noise sequence, 181
Pseudoprime, 136
Euler, 138
strong, 139
Pseudorandom bit generator (PRBG), 173–175
ANSI X9.17, 173
definition of, 170
FIPS 186, 174–175
linear congruential generator, 170, 187
Pseudorandom bit sequence, 170
Pseudorandom function, 331
Pseudorandom sequences, 39–41
Pseudosquares modulo U , 74, 99, 308
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Public key, 26, 27, 544
compared vs. symmetric-key, 31–32, 551
implicitly-certified, 520–522
Public-key certificate, 39, 559–561, 587
data part, 559
distinguished name, 559
signature part, 559
Public-key encryption, 25–27, 283–319
advantages of, 31
disadvantages of, 32
ElGamal, 294–298
knapsack, 300–306
Chor-Rivest, 302–306
Merkle-Hellman, 300–302
LUC, see LUC cryptosystem
McEliece, 298–299
non-malleable, 311
plaintext-aware, 311–312
probabilistic, 306–312
Blum-Goldwasser, 308–311
Goldwasser-Micali, 307–308
Rabin, 292–294
reversible, 28
RSA, 285–291
types of attacks, 285
Williams, 315
PURPLE cipher, 276
Puzzle system, 376, 537

Q
Quadratic congruential generator, 187
Quadratic non-residues, 70
Quadratic residues, 70
Quadratic residuosity problem, 99, 127, 307
Quadratic sieve factoring algorithm, 95–97, 126
implementation reports, 126
Quantum computer, 130
Quantum cryptography, 48, 535
Quotient, 64, 78

R
Rabin one-time signature scheme, 462–464
key generation, 463
resolution of disputes, 463
signature generation, 463
signature verification, 463
Rabin public-key encryption, 292–294, 315
decryption algorithm, 292
encryption algorithm, 292
key generation, 292
security of, 293
use of redundancy, 293
Rabin signature scheme, 438–442, 482
ISO/IEC 9796, 442–444
key generation, 438
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signature generation, 438
signature verification, 439
use of redundancy, 439
Rabin’s information dispersal algorithm (IDA),
539
RACE/RIPE project, 421, 536
Radix representation, 592–593
base V , 592
binary, 592
high-order digit, 593
least significant digit, 593
low-order digit, 593
mixed, 611, 630
most significant digit, 593
precision, 593
radix V , 592
Ramp schemes, see Secret sharing
Random bit generator, 39–41, 171–173
cryptographically secure pseudorandom bit
generator, see Cryptographically secure pseudorandom bit generator
(CSPRBG)
definition of, 170
hardware techniques, 172
pseudorandom bit generator, see Pseudorandom bit generator (PRBG)
software techniques, 172
Random cipher, 225
Random cipher model, 246
Random function, 190
poly-random, 190
Random mappings model, 54
Random oracle model, 316
Random square methods, 94–98
Random variable, 51
continuous, 176
entropy of, 56
expected value of, 51
mean of, 51
standard deviation of, 51
variance of, 51
Randomized algorithm, 62–63
Randomized DES (RDES) block cipher, 278
Randomized encryption, 225, 296, 306
Randomized stream cipher, 216
Range of a function, 46
Rate of an iterated hash function, 340
Rational numbers, 49
RC2 block cipher, 282
RC4 stream cipher, 222, 282
RC5 block cipher, 269–270, 280–281
attacks on, 280–281
decryption algorithm, 270
encryption algorithm, 270

c 1997 by CRC Press, Inc. — See accompanying notice at front of chapter.

Index

key schedule, 270
patent, 659
test vectors, 270
weak keys, 281
Real number, 49
Real-time, 385
Reblocking problem in RSA, 435–436, 482
Receipt, 3
Receiver, 13
Reduced basis, 118
Redundancy, 29, 431
of English, 245
Reflection attack, 417, 530, 540
Registration authority, 549
Related-key attack on block ciphers, 281
Relatively prime, 64
Remainder, 64, 78
Replay attack, 42, 417
Requests for Comments, see RFCs
Residue list sieve, 128
Resilient key establishment protocol, 532
Response, 409
Retail banking, 648
Retail MAC, 650
Reverse certificate, 575
Reversible public-key encryption scheme, 28
Revocation, 3
RFCs, 655–656
ordering and acquiring, 657
Ring, 76–77
commutative, 77
definition of, 76
group of units, 77
polynomial, 78–79
Rip van Winkle cipher, 216
RIPE-MAC, 354, 381
RIPEMD hash function, 380
RIPEMD-128 hash function, 339, 380
RIPEMD-160 hash function, 339, 350
ISO/IEC 10118-3 standard, 647
Root vertex, 557
Rotor-based machine, see Cipher machine
Round function, 251
Round of a product cipher, 20
RP, 63
RSA-129 number, 126, 130
RSA problem, 98–99, 127, 287
security of individual bits, 116
RSA pseudorandom bit generator, 185–186
RSA public-key encryption, 285–291, 312–315
decryption algorithm, 286, 611, 613
decryption exponent, 286
elliptic curve analogue, 315
encryption algorithm, 286
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encryption exponent, 286
key generation, 286
modulus, 286
patent, 638
prime selection, 290
recommended modulus size, 290
security of, 287–290
adaptive chosen-ciphertext attack, 289,
313
common modulus attack, 289
cycling attacks, 289, 313
forward search attack, 288
message concealing, 290, 313
multiplicative properties, 288
polynomially related plaintext, 313
relation to factoring, 287
small decryption exponent, 288
small encryption exponent, 288, 291, 313
unbalanced, 314
RSA signature scheme, 433–438, 482
ANSI X9.31-1 standard, 651
bandwidth efficiency, 437
ISO/IEC 9796, 442–444
key generation, 434
patent, 638
PKCS #1, 445–447
reblocking problem, 435–436, 482
redundancy function, 437
security of, 434–435
signature generation, 434, 613
signature verification, 434
Run of a sequence, 180
Running key generator, 194
Runs test, 182, 188

S
S/MIME, 661
Safe prime, 537
algorithm for generating, 164
definition of, 164
SAFER block cipher, 266–269, 280
attacks on, 280
SAFER K-64 decryption algorithm, 269
SAFER K-64 encryption algorithm, 268
SAFER K-64 key schedule, 268
SAFER K-128, 280
SAFER SK-64 key schedule, 268
SK-128, 280
test vectors, 269
Salt, 288, 390
Schnorr identification protocol, 414–416, 422
patent, 639
Schnorr signature scheme, 459–460, 484
Brickell-McCurley variant, 484
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Okamoto variant, 484
patent, 639
signature generation, 459
signature verification, 460
SEAL stream cipher, 213–216
implementation report, 222
patent, 222
test vectors, 215
Sealed authenticator, 361
Sealed key, 568
2nd-preimage resistance, 323, 325
Secrecy, see Confidentiality
Secret broadcasting scheme, 540
Secret key, 544
Secret-key certificate, 588
Secret sharing, 524–528, 538–540
access structure, 526
authorized subset, 527
dynamic, 527
extendable, 526
generalized, 526–528
ideal, 527
information rate, 527
multi-secret threshold, 527
perfect, 526, 527
pre-positioned, 527
ramp schemes, 539
shared control schemes, 524–525
threshold scheme, 525–526
verifiable, 527
visual cryptography, 539
with disenrollment, 528
Secure channel, 13
Secure Hash Algorithm (SHA-1), 348
ANSI X9.30-2 standard, 651
FIPS 180-1 standard, 654
ISO/IEC 10118-3 standard, 647
Secured channel, 13
Security domain, 570
Security policy, 545
Seed, 21, 170
Selective forgery, 326, 432
Self-shrinking generator, 221
Self-synchronizing stream cipher, 194–195
Semantically secure public-key encryption, 306
Semi-weak keys of DES, 257
Sender, 13
Sequence
block of, 180
de Bruijn, 203
gap of, 180
X -sequence, 197
periodic, 180
pn-sequence, 181
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pseudo-noise, 181
run of, 180
Sequence numbers, 399
Serial test, 181, 188
Session key, 36, 494
Session key establishment, 491
SHA-1, see Secure Hash Algorithm (SHA-1)
Shadow, 538
Shamir’s no-key protocol, 500, 535
Shamir’s threshold scheme, 526, 539
Shared control schemes, 524–525
Shares, 524–528, 538
SHARK block cipher, 281
Shift cipher, 239
Short-term key, 553
Shrinking generator, 211–212
implementation report, 221
Sieving, 97
Signature, 3, 22–23, 28–30, 425–488
arbitrated, 472–473
blind, see Blind signature scheme
designated confirmer, 487
deterministic, 427
Diffie-Lamport, 485
Digital Signature Algorithm (DSA), 452–454
ElGamal, 454–459
ESIGN, 473–474
fail-stop, see Fail-stop signature scheme
Feige-Fiat-Shamir, 447–449
framework, 426–433
generation algorithm, 426
GMR, 468–471
GQ, 450–451
group, 488
handwritten, 23
Merkle one-time, 464–466
modified-Rabin, 439–442
Nyberg-Rueppel, 460–462
on-line/off-line, 486
Ong-Schnorr-Shamir (OSS), 482, 486
Rabin, 438–442
Rabin one-time, 462–464
randomized, 427
relation to identification, 388
resolution of disputes, 30
RSA, 433–438
Schnorr, 459–460
strongly equivalent, 485
types of attacks, 432
undeniable, see Undeniable signature scheme
verification algorithm, 426
with appendix, 481
framework, 428–430
ISO/IEC 14888 standard, 648
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PKCS #1, 445–447
with message recovery, 29
framework, 430–432
ISO/IEC 9796 standard, 442–444, 646,
660
with redundancy, 29
Signature notarization, 583
Signature space, 427
Signature stripping, 510
Signed-digit representation, 627–628
Signed-magnitude representation, 593
Signer, 23
Significance level, 179
Signing transformation, 22
Simple substitution cipher, see Mono-alphabetic substitution cipher
Simulator, 407
Simultaneous diophantine approximation, 121–122
algorithm for, 122
unusually good, 121
Simultaneous multiple exponentiation, 617
Simultaneously secure bits, 115
Single-key encryption, 15
Single-length MDC, 339
Single-precision integer, 593
Singleton bound, 506
SKEME, 661
SKID2 identification protocol, 402, 421
SKID3 identification protocol, 402, 421
SKIP, 661
SKIPJACK block cipher, 282, 654
Sliding-window exponentiation, 616
Small decryption exponent in RSA, 288
Small encryption exponent in RSA, 288, 291, 313
Smart card, 387
ISO 10202 standard, 652
Smooth
integer, 92
polynomial, 112
Snefru hash function, 380
Z?[]\_^ S-boxes, 281
Solovay-Strassen primality test, 138, 165
Span, 80
Sparse linear equations, 129
conjugate gradient method, 129
Lanczos method, 129
Wiedemann algorithm, 129
Special-purpose factoring algorithm, 90
SPKM, 656, 661
Split-knowledge scheme, 525
Splitting an integer, 89
Spread spectrum, 45
Square roots, 99–102
composite modulus, 101–102, 127
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prime modulus, 100–101, 127
SQROOT problem, 101
Square-free factorization, 123
algorithm for, 123, 132
Square-free integer, 137
Square-free polynomial, 123
Stage
of an FSR, 202
of an LFSR, 195
Standard deviation, 51
Standard normal distribution, 176
Standards, 645–657, 660–661
ANSI, 648–651
FIPS, 654–655
IEEE, 660
Internet, 655–656
ISO/IEC, 645–648, 651–653
PKCS, 656
RFC, 655–656
X.509, 653
Station-to-station (STS) key agreement, 519, 538
Statistical test, 175–185, 188–189
autocorrelation test, 182
frequency test, 181
hypothesis, 179
Maurer’s universal statistical test, 183–185,
189
one-sided test, 179
poker test, 182
polynomial-time, 171
runs test, 182
serial test, 181
significance level, 179
two-sided test, 180
Statistical zero-knowledge protocol, 424
Steganography, 46
Step-1/step-2 generator, 220
Stirling numbers, 53
Stirling’s formula, 59
Stop-and-go generator, 220
Stream cipher, 20–21, 191–222
A5, 222
attacks on
correlation attack, 206, 218
inversion attack, 219
linear consistency attack, 219–220
linear cryptanalysis, 219
linear syndrome attack, 218
lock-in, 221
cellular automata, 222
classification, 192–195
clock-controlled generator, 209–212
alternating step generator, 209–211
` -sequence cascade, 221
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-cycle cascade, 220
self-shrinking generator, 221
shrinking generator, 211–212
step-1/step-2 generator, 220
stop-and-go generator, 220
comparison with block ciphers, 192
FISH, 222
GOAL, 219
initial state, 193, 194
keystream, 193, 194
next-state function, 193
nonlinear combination generator, 205–208
Geffe generator, 206
multiplexer generator, 220
multispeed inner-product generator, 220
Pless generator, 218
summation generator, 207
nonlinear filter generator, 208–209
knapsack generator, 209
one-time pad, 192–193
output function, 193, 194
PIKE, 222
randomized stream cipher, 216
RC4, 222
Rip van Winkle cipher, 216
SEAL, 213–216
self-synchronizing stream cipher, 194–195
synchronous stream cipher, 193–194
Strict avalanche criterion (SAC), 277
String-replacement representation, 628–629
Strong collision resistance, 324
Strong equivalent signature schemes, 485
Strong liar, 139
Strong one-way hash function, 325
Strong prime, 149–150
algorithm for generating, 150
definition of, 149, 291
Hellman-Bach patent, 643
usage in RSA, 291
Strong pseudoprime, 139
Strong pseudoprime test, see Miller-Rabin primality test
Strong witness, 139
Subexponential-time algorithm, 60
Subfield, 77
Subgroup, 76
Subliminal channel, 485
broadband, 485
narrowband, 485
Subset sum problem, 61, 117–122, 190
meet-in-the-middle algorithm, 118
naive algorithm, 117
superincreasing, 300
using b6c algorithm, 120

d

Subspace of a vector space, 80
Substitution cipher, 17–18, 238–241
homophonic, 17, 240
mono-alphabetic, 17, 239
affine cipher, 239
Caesar cipher, 239
shift cipher, 239
unicity distance of, 247
polyalphabetic, 18
polygram, 239
Hill cipher, 240
Playfair cipher, 239
Substitution-permutation (SP) network, 251
Summation generator, 207, 218
Superincreasing subset sum problem, 300
algorithm for solving, 300
Superuser, 389
Surjective function, 46, 50
SWIFT, 586
Symmetric cryptographic system, 544
Symmetric key, 544
compared vs. public-key, 31–32, 551
Symmetric-key certificate, 554–555, 587
Symmetric-key encryption, 15–21
advantages of, 31
block cipher, 223–282
definition of, 15
disadvantages of, 31
stream cipher, 191–222
Synchronous stream cipher, 193–194
binary additive stream cipher, 194
Syndrome decoding problem, 190, 423

T
Tapper, 13
TEA block cipher, 282
TEMPEST, 45
Teraflop, 44
Terminal key, 552
Test vectors
DES, 256
FEAL, 262
IDEA, 265
MD4, 345
MD5, 345
MD5-MAC, 358
RC5, 270
RIPEMD-160, 345
SAFER, 269
SHA-1, 345
3-WAY block cipher, 281
Threshold cryptography, 534
Threshold scheme, 525–526
Blakley, 538
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Shamir, 526, 539
Ticket, 501, 570, 586
Time-memory tradeoff, 236, 273
Time-variant parameter, 362, 397–400, 497
nonce, 397
random numbers, 398–399
sequence numbers, 399
timestamps, 399–400
Timestamp, 3, 399–400, 420, 581–582
agent, 550
Toeplitz matrix, 382
Transaction authentication, 362
Transformation, 6
Transinformation, 57
Transposition cipher, 18, 238
compound, 238
simple, 18, 238
unicity distance of, 246
Trapdoor one-way function, 9, 26
Trapdoor predicate, 318
Tree authentication, 376
patent, 637
Trinomial, 154
Triple encryption, 235–237, 272
Triple-DES, 272, 651
ANSI X9.52 standard, 651
Triple-inner-CBC mode, 237
Triple-outer-CBC mode, 237
Truncated differential analysis, 271, 280
Trust model, 572
centralized, 573
directed graph, 575
distributed, 575
hierarchy with reverse certificates, 575
rooted chain, 573
separate domains, 573
strict hierarchical, 573
Trusted server, 491
Trusted third party (TTP), 30, 36, 491, 547–550,
581–584
authentication server, 549
certificate directory, 549
certification authority (CA), 548
functionally trusted, 39
in-line, 547
KDC, see Key distribution center (KDC)
key access server, 549
key escrow agent, 550
key generator, 549
key management facility, 549
key server, 549
KTC, see Key translation center (KTC)
name server, 549
notary agent, 550
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off-line, 548
on-line, 547
registration authority, 549
timestamp agent, 550
unconditionally trusted, 39
TTP, see Trusted third party (TTP)
Turing-Kolmogorov-Chaitin complexity, 217
Two’s complement representation, 594
2-adic span, 218
Two-bit test, 181
Two-key triple-encryption, 235
chosen-plaintext attack on, 236
known-plaintext attack on, 237
Two-sided statistical test, 180
Type I error, 179
Type II error, 179

U
Unbalanced RSA, 314
Unblinding function, 475
Unconcealed message, 290
Unconditional security, see Perfect secrecy, 533
Unconditionally trusted third party, 39
Undeniable signature scheme, 476–478, 487–488
Chaum-van Antwerpen, 476–478
confirmer, 487
Unicity distance
definition of, 246
known-plaintext, 235
of a cascade cipher, 272
of a mono-alphabetic substitution cipher, 247
of a transposition cipher, 246
Unilateral authentication, 387, 401–402, 405, 494
Union of sets, 49
Unique factorization domain, 81
Unit, 68, 77, 103, 114
Universal classes of hash function, 376
Universal exponent, 287
Universal forgery, 482
Universal one-way hash function, 377
Universal statistical test, see Maurer’s universal
statistical test
UNIX passwords, 393–394
Unsecured channel, 13
Unusually good simultaneous diophantine approximation, 121, 317
Userid, 388

V
Validation, 3
Validation parameters, 462
Variance, 51
Vector space, 79–80
dimension of, 80
standard basis, 80
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subspace of, 80
Vector-addition chains, 622–623
Verifiable secret sharing, 527, 539
Verification algorithm, 426
Verification transformation, 22
Verifier, 23, 385, 386
Vernam cipher, see One-time pad
Vigenère cipher, see Polyalphabetic substitution cipher
Visual cryptography, 539

W
WAKE block cipher, 282
Weak collision resistance, 324
Weak keys of DES, 257
Weak one-way hash function, 325
Wheatstone disc, 274
Wholesale banking, 648
Wiedemann algorithm, 129
Williams’ public-key encryption, 315
Witness, 135, 409
Euler, 137
Fermat, 136
strong, 139
Witness hiding protocol, 423
Witness indistinguishability, 423
Witnessing, 3
Work factor, 44
historical, 44
Worst-case running time, 58
Wyner’s wire-tap channel, 535
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Schnorr, 414–416
syndrome decoding problem, 423
Zero-knowledge protocol, 405–417, 421–424
auxiliary-input, 423
black-box simulation, 423
challenge, 409
completeness, 406
computational, 407
extracting secret, 406
for possession of discrete log, 422
parallel version, 412
perfect, 407
proof of knowledge, 406, 421, 422
proof of membership, 421
response, 409
simulator, 407
soundness, 406
statistical, 424
witness, 409
Ziv-Lempel complexity, 217
e,f -operation, 82
ZPP, 63

X
X.509 authentication protocol, 536
three-way, 512
two-way, 511
X.509 certificate, 587
X.509 standard, 653
XOR, see Exclusive-or

Y
Yuval’s birthday attack, 369

Z
Zero-knowledge identification, 405–417, 421–424
Brickell-McCurley, 423
comparison of protocols, 416–417
constrained linear equations problem, 423
extended Fiat-Shamir, 422
Feige-Fiat-Shamir, 410–412
Fiat-Shamir (basic version), 408
Fischer-Micali-Rackoff, 422
GQ, 412–414
Ohta-Okamoto, 422
permuted kernel problem, 423
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