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Investigations Index] (System Notice
V5–02) and release of material
contained therein, form indicating
dossier has been reviewed and all
material therein conforms to DoD policy
regarding retention criteria, form
pertaining to the release of information
pertaining to controlled records, form to
indicate material has been removed and
forwarded to other authorized Federal
agencies such as the Defense
Investigative Service, cross reference
sheet to indicate the removal of
investigative documents requiring
limited access, form identifying material
that has been segregated and or is
exempt from release, and records
accounting for the disclosure of
intelligence, counterintelligence and
security information made outside of
the DoD.

Paper and automated indices of
personnel investigations/operations
which are under controlled access
within the IRR, such as key
USAINSCOM personnel, general
officers, file procurement officers and
their agencies, and sensitive spying,
treason, espionage, sabotage, sedition,
and subversion investigations and/or
counterintelligence operations.

Microform and automated indices and
catalogue files, which constitute an
index to all IRR holdings contained in
microfilmed investigative and
operational records.

Automated record indices maintained
by the IRR to keep a record of all
original dossiers charged out of the IRR
on loan to user agencies or permanently
transferred to National Archives and
Records Administration.

Paper, card file, microform and
computerized case and incident indices
containing name, date/place of birth,
address, case or incident title and
number, and brief summary of case or
incident of current interest to
investigative activities.

AUTHORITY FOR MAINTENANCE OF THE SYSTEM:
E.O. 10450, Security Requirements for

Government Employees, in particular
sections 2, 3, 4, 5, 6, 7, 8, 9, and 14; E.0.
12333, United States Intelligence
Activities, in particular paragraphs
1.1(c), 1.1(d), 1.12(d), 2.3, 2.4, and 2.6;
the National Security Act of 1947, as
amended, (10 U.S.C. 3013(b), (c) and
(g)); the Defense Authorization Act for
FY 1988 and 1989; the Foreign
Intelligence Surveillance Act of 1978
(50 U.S.C. 401) and E.O. 9397.

PURPOSE(S):
To provide information to assess an

individual’s acceptability for
assignment to or retention in sensitive
positions consistent with the interest of

national security; to document U.S.
Intelligence, counterintelligence and
security investigations and operations
pertaining to the U.S. Army’s
responsibilities for counterintelligence,
and to detect, identify, and neutralize
foreign intelligence and international
terrorist threats to the DoD; and to
temporarily document security,
suitability, and criminal incident
information not within U.S. Army
counterintelligence jurisdiction to
investigate, which is lawfully provided
to U.S. Army counterintelligence units
by cooperating sources of information
collected incidental to the
counterintelligence mission.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

In addition to those disclosures
generally permitted under 5 U.S.C.
552a(b) of the Privacy Act, these records
or information contained therein may
specifically be disclosed outside the
DoD as routine uses pursuant to 5 U.S.C.
552a(b)(3) as follows:

To the Immigration and
Naturalization Service, Department of
Justice for use in alien admission and
naturalization inquiries conducted
under section 105 of the Immigration
and Naturalization Act of 1952, as
amended.

To the Department of Veterans Affairs
for use in benefit determinations.

The ‘Blanket Routine Uses’ published
at the beginning of the Army’s
compilation of systems of records
notices apply to this system. The
distribution of investigative information
is based on the Army’s evaluation of the
requesting agency’s needs and the
relevance of the information to the use
for which it is provided. Information
collected for one purpose is not
automatically used for other purposes or
by the other users indicated in this
description.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Maintained on paper records in file

folders, audio or audiovisual tapes,
microimaging, optical digital data disk,
computers, and computer output
products.

RETRIEVABILITY:
By name, aliases, or title in

combination with social security
number or regular dossier number,
military service number for prisoners of
war and U.S. service persons declared
missing in action, date and or place of
birth. For those subjects who have no

identifying data other than the name,
the name only index is searched.
Additionally, a nonstandard search is
required. The name only index will
provide a subject’s name and dossier
number only. The nonstandard search
will provide a listing of all subjects with
identifying data. In some instances,
some other identifying data must be
furnished such as address. Dossiers
possibly identical with the subject may
be forwarded to the requester.

SAFEGUARDS:
Buildings employ alarms, security

guards, and or rooms are security
controlled areas accessible only to
authorized persons. Paper and
microform records are maintained in
General Service Administration
approved security containers. Paper and
microform records in the IRR are stored
in security controlled areas accessible
only to authorized persons.
Electronically and optically stored
records are maintained in ‘fail-safe’
system software with password
protected access. Records are accessible
only to authorized persons with a need-
to-know who are properly screened,
cleared, and trained.

RETENTION AND DISPOSAL:
Personnel security/adjudicative

records on non-DoD persons who are
considered for affiliation with DoD are
destroyed after 1 year if affiliation is not
completed.

Personnel security investigations and
adjudicative records of a routine nature
are retained in the active file until no
longer needed; retired to the U.S. Army
Investigative Records Repository (IRR)
and retained for 15 years after last
action reflected in the file, except that
files which contain significant
derogatory information and or resulted
in adverse action(s) against the
individual are destroyed after 25 years.
However, once affiliation is terminated,
acquiring and adding material to the file
is prohibited unless affiliation is
renewed. Records determined to be of
historical value, of wide spread value,
or Congressional interest and
investigations of treason, spying,
espionage, sabotage, sedition, and
subversion or other major investigations
or operations of a counterintelligence or
security nature are permanent. They
will be retained in the IRR for 25 years
after the date of the last action reflected
in the file and then permanently
transferred to the National Archives.

Records pertaining to U.S. persons
declared POW, missing, or detainees
will be maintained in the active file
until no longer needed, retired to the
IRR and retained for 50 years after the


