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ABSTRACT

importantincreasinglyanplayingaretechniquescryptographicAlthough
fileencryptingfortoolsuser-levelsecurity,systemcomputingmoderninrole

vulnerabilities.inherentofnumberafromsufferandcumbersomearedata
user-hocadtoalternativeanoffers(CFS)SystemFileCryptographicThe

theatstoragesecuresupportsCFSdata.fileprotectingforencryptionlevel
files.encryptedtointerfacesystemfileUnixstandardathroughlevelsystem
pro-towishtheydirectoriesanywithkeycryptographicaassociatecanUsers
arecomponents)pathnametheiraswell(asdirectoriestheseinFilestect.

furtherwithoutkeyspecifiedthewithdecryptedandencryptedtransparently
fileremoteatosentordiskaonstoredneveriscleartextintervention;user

storageunderlyingitsforsystemfileavailableanyusecanCFSserver.
SystemNFS.assuchsystemsfiledistributedincludingmodification,without

andmannernormalainworkbackup,fileassuchfunctions,management
key.theofknowledgewithout

Unix.underCFSofimplementationanddesignthedescribespaperThis
gen-anddescribed,areencryptionsystem-levelfilefortechniquesEncryption

com-secureroutinesupporttointerfacessystemcryptographicofissueseral
discussed.areputing

Introduction1.

Networkproblem.difficultaissystemscomputingdistributedmoderninsecurityData
anforpossibleitmakeoftenconvenient,whileservices,systemfileremoteandconnections

largeaofcomponentsingleaonlycompromisingbydatasensitivetoaccessgaintointruder
oftenarefilessensitiveinformation,protectingreliablyofdifficultytheofBecausesystem.

inconvenientusersauthorizedbythemtoaccessmakingcomputers,networkedonstorednot
offcourse,(Ofbackup.assuchservicessystemusefulofreachtheofoutthemputtingand
ofcopiesalldestroytodifficultitmakingrisk,securityathemselvesarebackupsline

fearwell-founded)(oftentheeffect,Inneeded).longernoaretheywhendataconfidential
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wisdomconventionalwheresituationatoledhasprivateterriblynotaredatacomputerthat
information.importantmostourwithcomputersmodernmostourentrusttonotuswarns

unau-againstfilesprotectingforapproachpromisingaoffertechniquesCryptographic
believedwidelyisitapplied,appropriatelyandimplementedproperlyWhenaccess.thorized

theand(DES)[1]StandardEncryptionDatatheas(suchalgorithmsencryptionmodernthat
tounavailabledataencipheredrendertostrongsufficientlyarecipher[2])IDEArecentmore

algo-theseofuseroutineyetAndkey.correctthesupplycannotwhoadversaryanyvirtually
encryp-filebecausepartlyisThissystems.currentinuncommonisdatafileprotecttorithms

use,todifficultintegrated,poorlyoftenareall,atavailablearetheyextentthetotools,tion
attacks.non-cryptographicofnumberatovulnerableand

CumbersomeIsCryptographyUser-Level1.1.

Unixtheassuchtool,athroughisencryptionfileforapproachsimplestThe crypt
Encryptionkey.specifiedawithstreamdataorfileadeciphers)(orenciphersthatprogram,

thesoftware,particulartheonDependingcontrol.directuser’stheunderaredecryptionand
pro-suchandencrypting,whencleartextthedeleteautomaticallynotmayormayprogram

cryptographicasusedbealsousuallycangrams "filters" pipeline.commandaofpartas

programeachwheresoftware,applicationinencryptionintegratedisapproachAnother
textaexample,Forfacilities.cryptographicbuilt-inhasdatasensitivemanipulatetoisthat
thedecryptandencryptautomaticallyandopenedisfileawhenkeyaforaskcouldeditor

datasametheonoperatetoarethatapplicationsAllread.andwrittenaretheyasdatafile’s
assuchfilter,encryptionAnengine.encryptionsametheincludecourse,ofmust, crypt,
software.otherofoutexportedandintoimportedbetodataallowtoprovidedbealsomight

orgenerality,security,oftermsinsatisfactoryentirelyisapproachneitherUnfortunately,
invitesapplication,itsinflexibilitygreatallowingwhileapproach,formerTheconvenience.
couldorclear,theinitleavingfile,aencrypttofailinadvertentlycoulduserthemistakes;

encryptiontheofnaturemanualTheencryption.afterversioncleartextthedeletetoforget
tooencryptionmakeusedisfileawhenevertimesseveralkeythesupplytoneedtheand

properly,usedwhenevenseriously,Morefiles.ofsensitivemostthebutallforcumbersome
Itform.clearinisfilethewhilevulnerabilityofwindowaopenprogramsencryptionmanual
ofcasetheinand,disktheoncleartextstoringoccasionallyavoidtoimpossiblealmostis

ablebetoexpectsimplyapplicationsSomenetwork.theoveritsendingservers,fileremote
files.ordinarywriteandreadto

func-encryptionbuilt-inhavemustprogrameachapproach,application-basedtheIn
tokeyasupplymuststillusertheautomatically,placetakesencryptionAlthoughtionality.

withoutSoftwareopened.firstisfileawhenorinvokedisitwhentypicallyapplication,each
encryptionseparateaofusethewithoutdatasecureonoperatecannotcapabilityencryption

Furth-paragraph.previoustheinoutlinedproblemstheallavoidtoharditmakingprogram,
multipleamongspreadisencryptionprogram,singleatoconfinedbeingthanratherermore,

thewithcorrectlyandsecurelyinteroperatetotrustedbemustwhichofeachapplications,
detecttodifficultandsignificantaintroducecancomponentdesignedpoorlysingleAothers.

editorUnixtheofversionssomeexample,(Forvulnerability.ofwindow vi encryptcan
entailalgorithmsencryptionNewclear.)theindatatemporaryleavestillbutfiles

significantaintroducecancodecryptographicandprogram,everyofmodification
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penalty.performance

InsufficientOftenIsCryptographySystem-Level1.2.

cryptographicmaketoisencryptionuser-levelofpitfallstheofmanyavoidtowayOne
toimportantisitsystem,asuchdesigningInsystem.underlyingtheofpartbasicaservices

protec-cryptographicrequireswhatandcleartextwithtrustedbetoiswhatexactlyidentify
tovulnerablearesystemtheofcomponentswhatunderstandmustwewords,otherIntion.

compromise.

trusttobutchoicelittlehasuserthegeneral,In some sincesystem,theofcomponents
clear-theonoperationsvariousperformtoiscomputeraondatastoringofpointwholethe

arethatsystemaofpartsthosetolimitedbeshouldtrustrequiredhowever,Ideally,text.
control.directuser’stheunder

sensitivewhichonmediaphysicaltheprotectingininterestedusuallyarewefiles,For
longpersistmay(whichcopiesbackupaswellasdiskson-lineincludesThisstored.aredata

isitsystems,server-basedfiledistributedIndeleted).beenhaveversionson-linetheafter
thesesinceserverandclientbetweenconnectionnetworktheprotecttodesirablealsooften
userthethatpossibleisitFinally,monitor.toeavesdropperanforeasyverybemaylinks

remote.administrativelyorphysicallyisitwhenespeciallyitself,serverfilethetrustnotmay

commer-arecontrollersDiskhardware.specializedbyprotectedbecanmediaPhysical
disksentireenciphertousedbecanthathardwareencryptionembeddedwithavailablecially

controllerthetoprovidediskeytheOncekey.specifiedawithblocksfileindividualor
disadvantagesofnumberahasapproachThistransparent.completelyisencryptionhardware,

thewithcompatiblebemustkeysencryptionofgranularityThehowever.use,generalfor
difficultisItentity.protectedsingleaasofthoughtbemustdiskentiretheoften,hardware;

key.samethewithanotheronetrusttowillingnotarewhousersamongresourcesshareto
Backupsavailable.ishardwarerequiredthewhenapplicableonlyisapproachthisObviously,

bemayitdisk,undecryptedraw,theoftakenarebackupstheIfproblem.difficultaremain
evenunavailable,becomehardwarecontrollerdisktheshouldfilesrestorereliablytodifficult
willitselfbackupthedatacleartexttheoftakenisbackuptheIfknown.arekeysthewhen

goingdataprotectnotdoesapproachthisFinally,protection.cryptographicseparaterequire
protectingforsufficientbenotmaythereforeanditself,controllerdisktheofoutandinto

servers.fileremoteindata

withprotectedbecanserversfileandmachinesclientbetweenconnectionsNetwork
bemayhardwarespecializedAgain,authentication.cryptographicandencryptionend-to-end

imple-bemayitorinvolved,networkparticulartheondependingpurpose,thisforemployed
do,thatthoseamongandhowever,encryption,supportnetworksallNotsoftware.inmented

product.standardaasencryptionofimplementationsworkingsupplyvendorssystemallnot

ignored,areencryptionlevelnetworkandmediawithproblemsvariousthewhenEven
indataofprotectiontheforadequatebenotmayapproachestwotheofcombinationthe
aonstoredbenevermaycleartextthoughevenparticular,Insystems.distributedmodern

sentordisk " wiretheover " comprom-isitselfserverfiletheifleakedbecandatasensitive,
diskthebothenciphertousedkeysthepoint,someatmaintain,mustserverfileTheised.
andencryptionmediadirecttrusted,completelybecanservertheifEvennetwork.theand

distributedefficientofviewofpointafromshortcomingsofnumberahasencryptionnetwork
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thebyoperationscryptographictworequiresaccessfileeachthatObservedesign.system
mak-itselfneverisserverthethoughevendisk,theforonceandnetworktheforonceserver,

shiftedbeshouldworkthatprincipletheviolatesdesignaSuchdata.cleartextofuseing
machinesclientloaded)lightly(unshared,thetoserverfileloaded)heavily(shared,thefrom

inimplementedthemselvesareoperationscryptographictheifEvenpossible[3].whenever
it.supporttorequiredstilliscomplexitysoftwareserveradditionalhardware,

Crypto-thebytakenapproachalternativethedescribewesections,followingtheIn
systemfileclienttheintoentirelyencryptionfilepushesCFS(CFS).SystemFilegraphic

anduser-levelininherentdifficultiestheofmanyfromsuffernotdoesthereforeandinterface,
encryption.system-levelbasednetwork-anddisk-

SystemFiletheinServicesCryptographicCFS:2.

encryptionfileforresponsibilitydoessystemainwhereofquestiontheinvestigatesCFS
alowtooatperformedisencryptionifsection,previoustheindiscussedAsbelong.properly

removedfarbemaythatcomponentsintrustrequiringbyvulnerabilityintroducewelevel,
hightheuser,thetoclosetooisencryptionifhand,othertheOncontrol.user’sthefrom

crypto-thatperceptiontheaswellaserrorsinvitesrequiredinteractionhumanofdegree
ondesignedisCFSuse.day-to-daypractical,fortroubletheworthnotisprotectiongraphic

send-beforeimmediatelyencryptshouldsystemaofcomponentstrustedthethatprinciplethe
components.untrustedtodataing

GoalsDesign2.1.

cryptogra-user-levelandlow-levelbetweengroundmiddleaofsomethingoccupiesCFS
ainattacktovulnerablearethatstoragefileofaspectsthoseexactlyprotecttoaimsItphy.

followingthebyguidedareweparticular,Inroutinely.usetoenoughconvenientisthatway
goals:specific

informationsensitivetoaccessrestrictsystemsCryptographicmanagement.keyRational•
anyofbetoClearly,data.theencrypttousedwasthatkeytheofknowledgethrough
thisButuser.thefromkeytheobtainingofwaysomehavemustsystemaall,atuse

oncethanmoresuppliedbetohavenotshouldkeysencryptionintrusive;benotneed
benotshouldusertheauthenticated,andintypedbeenhaskeyaOncesession.per

thewithconnectedreliablybecanthatoperationssubsequentonagainittypetoasked
manuallytowaysomehavealsoshoulduserthecourse,Ofkey.suppliedpreviously

use.innotisitwhenkeysuppliedadestroy

otherfromdifferentlynobehaveshouldfilesEncryptedsemantics.accessTransparent•
thesupportshouldfilesEncryptedkey.thewithoutuselessaretheythatinexceptfiles,

callssystemAllsystem.storageunderlyingtheonavailablemethodsaccesssame
completelyainexecuteandcompiletopossiblebeshoulditandnormally,workshould

environment.encrypted

com-somewhatoftenarealgorithmscryptographicAlthoughperformance.Transparent•
notshouldfilesencryptedwithassociatedpenaltyperformancetheintensive,putationally

shouldtimeresponseinteractiveparticular,Inuse.theirdiscouragesitthathighsobe
degraded.noticeablybenot
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struc-shouldasprotected,beshouldfilesindatatheClearly,contents.fileofProtection•
deter-topossiblebenotshoulditexample,Forcontents.file’satorelateddatatural

twohoworfile,aintimesmultipleoccursbytesofsequenceparticularathatmine
differ.filesencrypted

afromderivedbeoftencaninformationConsiderablemeta-data.sensitiveofProtection•
particu-Inpossible.extentthetoprotectedbeshouldthesedata;structuralsystem’sfile

key.thewithoutdiscerniblebenotshouldnamesfilelar,

attrac-annetworkthemakesystemsfileDistributedconnections.networkofProtection•
filetheinencryptedisthatinformationnodata;filesensitiveobtainingfortargettive

traffic.networkofobservationbydiscerniblebeshoulditselfsystem

shouldkeyparticularaunderprotectediswhatofgroupingThegranularity.keyNatural•
shouldItsystem.underlyingthebyuserthetopresentedconstructsstructuralthemirror

newcreatetoeasybeshoulditandkey,sametheunderfilesrelatedprotecttoeasybe
grouptowaynaturalflexible,aoffersstructuredirectoryUnixThefiles.otherforkeys

files.

beshoulddirectoriesandfilesEncryptedservices.systemunderlyingwithCompatibility•
possi-beshoulditparticular,Infiles.otherasmannersametheinmanagedandstored

ofusethewithoutfilesencryptedindividualrestoreandbackuptoadministratorsforble
systemtheofpartsuntrustedgeneral,Inkey.theknowingwithoutandtoolsspecial

modification.requirenotshould

possiblewhereverinterfacesexistingexploitshouldsystemencryptionThePortability.•
Furthermore,features.systemspecial-purposeorunusualonrelynotshouldand

wher-usablebeshouldfilesimplementations;betweenportablebeshouldfilesencrypted
supplied.iskeytheever

com-sharedanyonloadunusualanplacenotshouldengineencryptionTheScale.•
anyperformtorequiredbenotshouldparticularinserversFilesystem.theofponent

protection.cryptographicrequirewhoclientsforprocessingadditionalspecial

accesshavetoprocesses)(orusersseveralforpossiblebeshouldItaccess.Concurrent•
thosetosimilarbeshouldsemanticsSharingsimultaneously.filesencryptedsametheto

system.storageunderlyingtheof

componentsthoseonlytrusttorequiredbeshoulduserthegeneral,Intrust.Limited•
Itverified.independentlybecanintegritywhoseandcontroldirectherorhisunder

ser-storagewhichfromserversfilethetrusttonecessarilybeexample,fornot,should
whereenvironmentslarge-scaleinimportantespeciallyisThisobtained.arevices

entities.severalamongspreadiscontroladministrative

potentialhavetechnologiesemergingSeveraltechnology.futurewithCompatibility•
bymanagedorincontainedbecouldkeysparticular,Indata.protectingforapplicability

"smart-cards" Anusers.authorizedofpossessionphysicaltheinremainwouldthat
sort.thisofhardwarenovelrequire,notbutsupport,shouldsystemencryption
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InterfaceUserandFunctionalityCFS2.2.

ainworksthatservicefilesecureawithuserthepresenttoisCFSofgoalimportantAn
somehowarefilesencryptedthatnotionanywithoutmanner,seamless "special" withoutand,

CFSwithinteractionMostsession.singleaintimesseveralkeysametheintypetoneedthe
happenthatfilesbetweendistinctionprominentnowithcalls,systemfilestandardthroughis

not.arethatthoseandCFSunderbeto

arethathierarchiesdirectorytointerfacesystemfileUnixtransparentaprovidesCFS
tocommandsimpleaissueUserskeys.supplieduserwithencryptedautomatically "attach" a

allwithuserthetoavailablethenaredirectoriesAttacheddirectory.atokeycryptographic
writtenaretheyasencryptedautomaticallyarefilesthebuttools,andcallssystemusualthe

encryptedthewhichonsystemsfiletheofmodificationsNoread.aretheyasdecryptedand
usageandarchivalrestore,backup,assuchservicessystemFilerequired.arestoredarefiles

key.theofknowledgewithoutdirectoriesandfilesencryptedonnormallyworkaccounting
transmit-ordiskaonstoredneveraredatanameandcontentsfilecleartextthatensuresCFS

network.aoverted

aprovidingbyworksCFS "virtual" typicallymachine,client’stheonsystemfile
onmounted /crypt, com-attachThefiles.encryptedtheiraccessuserswhichthrough

underentryancreatesmand /crypt direc-aandkeycryptographicawithassociatedisthat
pathencryptedwithandformencryptedinstoredareFilessystem.fileothersomeontory

ifascommandattachtheissuedwhouserthetoappeartheyalthoughdirectory,thisinnames
underdirectoriesandfilesordinaryarethey /crypt directoriesencryptedunderlyingThe.

NFS[4].Sunassuchserversfileremoteincludingsystem,fileaccessibleanyonresidecan
otherwiseanddetach,attach,create,thattoolsofsuitesmallathroughCFScontrolUsers

directories.encryptedadminister

arbitrary-lengthofconsistCFSinkeysUser "passphrases" tousedispassphraseThe.
mustPassphrasesroutines.encryptionCFS’sbyusedkeyscryptographicinternalthegenerate

imple-currentthekeys;independentseveralofcreationtheallowtolengthsufficientofbe
char-ASCIIprintableanyincludemayphraseThecharacters.16leastatrequiresmentation

punctua-unusualwithphrasenonsenserememberedeasilyanofconsistwillideallyandacter,
(e.g.,spellingorcapitalizationtion, Haveyouhide2nothinghaveyou"if

fear!"toonothing 3.sectioninbelowdiscussedisencryptionofmethodactualThe).

The cmkdir keytheirassignanddirectoriesencryptedcreatetousediscommand
UnixtheofthattosimilarisoperationItsphrases. mkdir thatadditionthewithcommand

calleddirectoryencryptedancreatesdialogfollowingtheexample,Forkey.aforasksit
"/usr/mab/secrets:"

$ /usr/mab/secretscmkdir
Key: echo)notdoeswhichpassphrase,enters(user
Again: errors)preventtoagainenteredbemustphrase(same
$

thewithCFStosuppliedbemustkeyitsdirectory,encryptedanuseTo cattach
command. cattach thefor),promptedis(whichkeyencryptionanparameters:threetakes

withcreatedpreviouslydirectoryaofname cmkdir accesstousedbewillthatnameaand,
abovecreateddirectorytheattachtoexample,Forpoint.mountCFStheunderdirectorythe
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nametheto /crypt/matt:

$ matt/usr/mab/secretscattach
Key: command)cmkdirtheinusedkey(same
$

userthecorrectly,suppliediskeytheIf "sees" /crypt/matt directory;normalaas
executing,compiling,writing,reading,(creating,operationsstandardall cd, mkdir etc.),

understoredarefilesactualTheexpected.aswork /usr/mab/secrets notwouldwhich,
encryptedsingleacreateswhichdialog,followingtheConsiderdirectly.usedbeordinarily

file:

$ /crypt-lls
1total

matt15:561Apr512mab2drwx------
$ echo "murder >" /crypt/matt/crimes
$ /crypt/matt-lls

1total
crimes15:571Apr7mab1-rw-rw-r--

$ /crypt/matt/crimescat
murder
$ /usr/mab/secrets-lls

1total
8b06e85b8709112415:571Apr15mab1-rw-rw-r--

$ /usr/mab/secrets/8b06e85b87091124-vcat
M-Z,k^]^B^VM-VM-6A~uM-LM-_M-DM-^[
$

underentryitsdirectory,encryptedanwithfinishedisusertheWhen /crypt becan
thewithdeleted cdetach remainsdirectoryencryptedunderlyingthecourse,Ofcommand.

time.futuresomeatagainattachedbemayand

$ mattcdetach
$ /crypt-lls

0total
$ /usr/mab/secrets-lls

1total
8b06e85b8709112415:571Apr15mab1-rw-rw-r--

$

binarytheirofrepresentationASCIIaninencodedandencryptedarenamesFile
thisthatNotebytes.eightofsizeblockcipherDESthetooutpaddedvalueencrypted

namessincesize,namefileandcomponentpathmaximumthehalfapproximatelybyreduces
them-mayfilesEncryptedcounterparts.cleartheiraslongastwicearedisktheonstored

upoccupycanthereforeandboundaries,blockcipheraccommodatetooutpaddedbeselves
spe-noplacefilesencryptedOtherwise,storage.extraofblockencryptionbyteeightoneto

system.fileunderlyingtheonrequirementscial
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Thesystem.filetheofrestthewithalongupbackedbecandirectoriesEncrypted
cname coun-encryptedtheirandnamescleartextbetweenforthandbacktranslatesprogram

ifbackupsfromlocatedbetonamefileappropriatetheallowingkey,particularaforterparts
filesencryptedunavailable,becomeshouldrunningisCFSwhichonsystemtheIfneeded.

theusingkey,agivenindividually,decryptedbecan ccat Neitherprogram. cname nor
ccat withoutrunbothandinstalled,beorrunningbeCFSofrestthethatrequire

willcontentsfileencryptedthatensurehelpsThisplatforms.Unixmostundermodification
system.CFSfulltheruntowhichonavailableismachinenoifevenrecoverable,bealways

ModelSecurity2.3.

insentneveraretheythatguaranteeingbynamesfileandcontentsfileprotectsCFS
thissystem,filedistributedainmachineclientaonrunWhensystem.filethetoformclear

securitytheoffersiteffect,Innetwork.theoversenttrafficsystemfiletoextendsprotection
encryptionactualanywithoutservertheandclientthebetweenencryptionend-to-endof

side.servertheatrequired

theofstructuretheandtimes,accesssizes,Filehowever.protected,notaredataSome
however,are,pointers,link(Symbolicclear.theinkeptallarehierarchydirectory

observationreal-timebothfromanalysistraffictovulnerableCFSmakesThisencrypted).
eachforevaluatedbemustacceptableisthiswhetherfiles;underlyingtheofsnapshotsand

application.

system.filetheofcontexttheinonlydataprotectsCFSthatemphasizetoimportantisIt
havebitsOncesystem.securitycryptographicpurposegeneralcomplete,aitself,innot,isIt

meansThisprotection.CFS’sofreachthebeyondaretheyprogram,useratoreturnedbeen
isprogramawhendevicepagingatowrittenbemightdatasensitiveCFS,witheventhat

pagingthewhereSystemsspace.addressprogram’saoftraceainrevealedoroutswapped
theoret-is(Itattack.ofsortthistovulnerableespeciallyaresystemfileremoteaonisdevice

doesimplementationcurrentthealthoughsystem,filepagingaasCFSusetopossibleically
practice).inthissupportreadilynot

createddirectoriesvirtualtherestrictingbycontrolledisdirectoriesattachedtoAccess
under /crypt issuedwhousertheOnlymechanism.protectionfileUnixstandardtheusing
the cattach theonbasedisThisfiles.cleartexttheuseorseetopermittediscommand
uid useracompromiseandmachineclientatoaccessobtaincanwhoattackeranuser;theof

theconcern,aisthisIfdirectories.attachedcurrentlyuser’sthatofanyusecanaccount
markedbecannameattached obscure, oflistingainappearingfromitpreventswhich

/crypt whichname,currentitsguessmustattackertheobscure,madeisattachanWhen.
thebecomecanwhoattackerscourse,Ofuser.realthebychosenrandomlybecan

"superuser" ansuchthis;includingscheme,protectionanythwartcanmachineclienttheon
dataanymodify)(orreadcanandkerneltheofspaceaddressentirethetoaccesshasintruder

system.theinanywhere
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EncryptionFile3.

operation,ofmodesstandardofnumberahasDESdata.fileencrypttoDESusesCFS
sim-theInsystem.fileainlineonfilesencryptingforsuitablecompletelyiswhichofnone

mode,DESplest book),code(electronicECB independentlyisfileaofblockbyte8each
anyonrandomlyperformedbecandecryptionandEncryptionkey.giventhewithencrypted

file’saaboutdealgreatarevealcanititself,datatheprotectsthisAlthoughboundary.block
repeatedsoandciphertext,samethetoencryptsalwayscleartextofblockgivena--structure
variousincludeoperationDESofmodesOthersuch.asidentifiedeasilybecanblocks

modestream Theseit.precededthatdatatheonblockaofencryptionthebasewhichciphers
ran-todifficultitmakebutmode,ECBwithpossibleanalysisstructuralofkindsthedefeat

couldfileaofmiddlethetowriteaexample,Fortime.constantinwriteorreaddomly
followsthatdatatherewritingandreencipheringanditprecededthatdatathereadingrequire

ran-fortimeaccessuniformapproximatelyrequirehowever,semantics,systemfileUnixit.
file.theofblocksdom

tovulnerableisDESofsizekeybit56thethatconcernsaredifficultythisCompounding
multiplebylongereffectivelymadebecankeysDESspace.keytheofsearchexhaustive

computationallyisDESUnfortunately,keys.bit56chosenindependentlywithencryption
iterationsmultiplethatlikelyisItsoftware.inimplementedwhenespeciallyexpensive,rather

applications.systemfileforslowprohibitivelybewouldalgorithmDEStheof

provideandanalysisstructuraldiscouragestillbutfilestoaccessrandomallowTo
twoincontentsfileencryptsCFScipher,modeECBiterationsingleathanprotectiongreater

longarekeysCFSthatRecallways. "passphrases" attachatprovidedisphrasetheWhen.
isittime, "crunched" pre-tousediskeyfirstThekeys.DESbit56separatetwointo

DES’swithmaskbitpseudo-randommegabyte)(halflongacompute back)feed(outputOFB
isitwritten,betoisblockfileaWhenattach.theoflifetheforstoredismaskThismode.

filetheinoffsetbyteitstocorrespondingmasktheofpartthewith(XOR)exclusive-or’dfirst
usingkeysecondthewithencryptedthenisresultThelength.maskprecomputedthemodulo

firstmanner:obvioustheinreversediscipherthereading,Whenmode.ECBstandard
uniformallowsthisthatObservemask.positionalthewithXORthenmode,ECBindecrypt

dele-orinsertionnot(butmaskpre-computedtheofsizeentiretheacrosstimeaccessrandom
blocks).oftion

cipher-differenttoencryptwillblocksidenticalthatguaranteesschemeencryptionThis
analysis,structuralofkindssomeadmitdoesItfile.theinpositiontheirupondependingtext

inplace)samethein(andidenticalareblockswhichdeterminetopossibleisIthowever.
somethingrevealalsocanattacksplaintextChosenkey.sametheunderencryptedfilestwo

sometocorrespondsblockparticularathatverifycanattackeranstructure:file’saabout
ciphertext.theofcomparisonbitwisesimplebyplaintextguessed

there-newbemay(itliteraturetheinwell-analyzednotisschemethisofsecurityThe
paperthisofscopethebeyondisitandtechnique),thistoreferencespreviousnobetoappear

againstprotectionoflevelthethatclearisitminimum,aatHowever,so.dotoattemptto
passestwoasstrongasbemaybutmodeECBinpassDESsingleaofthatleastatisattack

thethatinweakened,isschemethisthatpossibleisItciphers.modestreamDESwith
plain-knownseveralarethereifindependently,subkeysDEStwotheforsearchcanattacker

passphrase.samethewithencryptedfilestext
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thethatadditionthewithscheme,similarausescomponentspathnameofEncryption
checksumsimpleatosetarezero)normallyare(whichnamecleartexttheofbitsorderhigh

thatnameslongofanalysisstructuralfrustratesThisstring.nameentiretheovercomputed
characters.fewlasttheinonlydiffer

ImplementationPrototype4.

fileon-lineofpenaltyperformancethewhetherissignificancepracticalconsiderableOf
intendedisimplementationCFSprototypeTheuse.routineforgreattooisencryptionsystem

ofapplicationspracticalwithexperiencesomeprovideaswellasquestionthisanswerhelpto
storage.filesecure

Unixthewithcommunicatinglevel,useratentirelyimplementedisprototypeCFSThe
server,NFSspecialarunsmachineclientEachinterface.NFStheviakernel cfsd (CFS

itsonDaemon), localhost time,bootAtrequests.systemfileCFSinterpretsthatinterface,
invokessystemthe cfsd NFSanissuesand mount CFStheoninterfacelocalhostitsof

directory (/crypt) NFSregularaasworkalsotoclienttheallow(ToCFS.startto
NFS).standardfromnumberportdifferentaonrunsCFSserver,

systemfilethethatassumessoandservers,fileremotefordesignedisprotocolNFSThe
sametheactuallyaretheycase,CFS’sinthough,(evenclientthetocoupledlooselyveryis

17throughsystemfilethewithcommunicateskernelclientThemachine). procedureremote
(RPCs)calls Theetc.).write,(read,primitivessystem-relatedfilevariousimplementthat

isserver stateless, individualbetweendatastateanymaintaintorequirednotisitthatin
calls.client

toneedthe(reducingperformancesystemfileenhancetoblocksfilecacheclientsNFS
degreesomemaintainsclientthebymanagedprotocolsimpleaserver);thetorequestsissue
simplycanservertheandclient,thebyinitiatediscommunicationAllconsistency.cacheof

anofcomplexitytheofMostnext.theforwaitthenandreceivedisitasRPCeachprocess
pos-oftenthereforeisitandinterface,theofsideclientgenerictheinisimplementationNFS

server.NFSsimpleaaddingbyentirelyservicessystemfilenewimplementtosible

cfsd protocol.NFStheofversionextendedanforserverRPCanasimplementedis
Initially,directories.encrypteddetachingandattachingallowtodefinedareRPCsAdditional

Thedirectory.emptyanasappearssystemfileCFStheofrootthe cattach command
toRPCansends cfsd (mounteddirectoryaofnamepathfullthecontainingargumentswith

theofnametheelsewhere), " point,attach " abyverified(ascorrectiskeytheIfkey.theand
key),suppliedtheofhashawithencrypteddirectorytheinfilespecial cfsd thecomputes

direc-rootitsinentryancreatesandsection)previousthein(describedmaskcryptographic
directoryaasappearsentrypointattachThename.pointattachspecifiedtheundertory

preventto700ofmodeprotectionawithrequest,attachtheissuedwhouserthebyowned
asmarked(Attachescontents.itsseeingfromothers obscure, do2,sectionindescribedas

aredirectoryattachedtheinoperationssystemFilehowever).directory,theinappearnot
toRPCsNFSregularassent cfsd interface.clientNFSstandardthevia

1.figureingraphicallydescribedisCFSofstructureThe

point,attachanthroughaccessedfileencryptedeachFor cfsd uniqueagenerates file
handle point,attacheachForfile.thetorefertointerfaceNFSclientthebyusediswhich



-11-

clientNFS

................................................... .................... ..
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..
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..
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..
..
..
..
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.

KernelUnix
callssystemClient’s

interfacecallsystem

ServerNFS
Localhost

Encryption-
Decryption

DaemonCFS

Underlying
Storage

fileany
system

interfacelocalhost
(cleartext)

interfacenetwork
(encrypted)

programany
Application
software

PrototypeCFS-1Figure

encryptedunderlyingcorrespondingtheirandhandlesoftableamaintainsdaemonCFSthe
tablethisintoindexanasusedishandletheoccurs,operationwriteorreadaWhennames.

name.fileunderlyingthefindto cfsd thewriteandreadtocallssystemUnixregularuses
appropriate.asreading,afterdecryptedandwritingbeforeencryptedarewhichcontents,file

repeatedavoidTo open and close calls, cfsd descrip-fileofcachesmallamaintainsalso
opera-linksymbolicandDirectoryoperations.recentbeenhavetherewhichonfilesfortors

assuchtions, readlink,readdir, and lookup systemappropriateintotranslatedsimilarlyare
needed.asdecryptedandencryptedandcalls

thethwartingthereby(anddirectlyCFStocallsRPCissuingfromintruderspreventTo
mechanism),protection cfsd theonportprivilegedafromoriginatethatRPCsacceptsonly

machine.local

cfsd nothingknowsitparticular,Insystem.filefullathansimplerconsiderablyis
caretaketosystemsfileunderlyingtheonrelyingdisks,onfilesofstorageactualtheabout

level,useratisitBecauseperformance.ofexpensetheatcomessimplicityThisthis.of
RPCanthroughclientitswithcommunicatesitbecauseanddata,storetocallssystemusing

theInrequest.clienteachforcopiesdataextraneousseveralperformmustitinterface,
considerablewithboundary,kernelaofcrossingtherepresentsarceach1,figureindiagram

inimplementediswhichitself,codeencryptionDESTheoverhead.switchcontextassociated
worstonbasedcould,accessCFSrequest.systemfileeachofcostthedominatessoftware,
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storage.underlyingtheaslongastimessixtouptakecomponents,itsofanalysiscase

as(suchbenchmarksInformalhowever.practice,inbettermuchisperformanceCFS
sug-systems,filemountedremotelyandlocalbothonfilesunderlyingwithitself),compiling

underlyingthewithcomparedCFSusing1.5approximatelyoffactorconsistentfairlyagest
DEStheFirst,factors.twotoattributedbecanperformancesurprisingThissystem.file

thetimestenaboutat(runningoptimizedhighlyisCFSinusedimplementation[5]software
speedsI/Odisktocloseatencryptionenablingimplementaton),librarystandardtheofspeed
clienttheofratehittheimportantly,mostperhapsandSecond,workstations.modernon

forI/Omostso70%),(abovehighquitegenerallyisworkloadsUnixtypicalundercache
aconstructtopossibleisitcourse,OfCFS.reachesactuallyneverfilesencrypted "pathologi-

cal" aboutperformtoCFScausedoworkloadssuchandcache,thedefeatwillthatworkload
slowly.asagaintwice

detail.moreinperformanceCFSanalyzespaperforthcomingA

Conclusions5.

networkedtosentanddiskstowrittendataprotecttomechanismsimpleaprovidesCFS
thetolimitedstillisinteractionuserwithandCFSwithexperienceAlthoughservers.file

thatrangeawithinbetoappearsworkstationsmodernonperformanceenvironment,research
use.routineitsallows
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