
History Repeated: The Dangers of Domestic Spying by 
Federal Law Enforcement 

 

“Those who fail to learn from history are doomed to repeat it.” 
George Santayana 

Introduction 
 
History repeats itself unless we learn from our mistakes. The Federal Bureau of 
Investigation (“FBI”) has a long and sordid history of abusing its power to spy on 
innocent Americans. During the infamous J. Edgar Hoover administration, hundreds of 
thousands of Americans were unlawfully spied upon and harassed by FBI agents solely 
because of their political or religious views. Instead of learning from these prior mistakes, 
the FBI is repeating history.  
 
In the 1970s, Americans were shocked to learn about the FBI’s extensive surveillance, 
intimidation, and harassment of law-abiding citizens. In 1976, protective Guidelines on 
General Crimes, Racketeering Enterprise and Terrorism Enterprise Investigation 
(hereafter “Guidelines”) were instituted to end these illegal practices. The Guidelines 
were largely successful. 
 
All of that came to an end in 2002. When the ACLU learned that then-Attorney General 
Ashcroft planned on changing the Guidelines, the ACLU released a report documenting 
the FBI’s attempt to discredit and harass Dr. Martin Luther King, Jr.,1 arguing that the 
Guidelines should not be changed. The report also served as a warning about what would 
happen if the Guidelines were relaxed. On May 30, 2002, then-Attorney General 
Ashcroft replaced the old Guidelines with a new set of Guidelines that removed 
protections and granted FBI agents broad spying powers. 
 
Now, five years after Attorney General Ashcroft unleashed the FBI, we know the FBI 
learned nothing from history. The FBI is again abusing its considerable investigatory 
powers to spy upon innocent Americans, particularly those who disagree with the current 
administration. We have once again entered into an era of unwarranted surveillance and 
harassment by the FBI.  

 
This report will conduct a brief review of past FBI spying, and show what we have 
learned from our repeated and often-litigated FOIA requests. The report will conclude by 
recommending changes to ensure that innocent Americans do not find themselves in a 
government database simply for exercising their constitutional rights. 
 
 

                                                 
1 See The Dangers of Domestic Spying: A Case Study on FBI Surveillance of Dr. Martin Luther King, 
located at: http://www.aclu.org/congress/mlkreport.PDF  
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Church Committee Oversight Uncovered FBI Spying on Innocent Americans 
 
In the early 1970s, revelations about the FBI spying on innocent Americans shocked the 
country. Led by Senator Frank Church, Congress thoroughly investigated allegations of 
FBI abuses and made recommendations to prevent further abuse. What the Church 
Committee found was breathtaking. 
 
From the 1950s through the early 1970s, the FBI and other intelligence agencies launched 
various domestic programs to spy on Americans. Political dissidents, anti-war activists, 
civil rights activists, groups from the left to the right were infiltrated, disrupted, and 
harassed, often for nothing more than exercising their First Amendment rights.2 For 
example, government agents infiltrated the “Women’s Liberation Movement.” FBI 
sources reported on the formation of the Conservative American Christian Action 
Council, and even collected information about the anti-Communist John Birch 
Society.3 The NAACP was investigated to determine if it “had connections with” the 
Communist Party. In the first year of the investigation, the FBI issued a report stating that 
the NAACP had a “strong tendency” to “steer clear of Communist activities.” No 
evidence was ever adduced by the FBI to rebut this report, yet the FBI investigation 
continued for a total of twenty-five years.4 
 
The FBI harassed and investigated Dr. Martin Luther King, Jr. for decades in order to 
destroy his reputation.5 The FBI saw him as a potential threat because he might “abandon 
his supposed ‘obedience’ to white liberal doctrines (non-violence).”6 “In short, a non-
violent man was to be secretly attacked and destroyed as insurance against his 
abandoning non-violence.”7 
 
In 1976, the Church Committee released its report on Intelligence Activities and the 
Rights of Americans. The extent of the FBI’s spying campaign was shocking:  

• Between 1960 and 1974, the FBI kept files on one million Americans, and 
investigated 500,000 so-called “subversives” – all without a single court 
conviction.8 In 1972 alone, the FBI opened 65,000 domestic intelligence files.9  

• The Church Committee found that intelligence collection programs naturally 
generate increasing demands for new data, and once the data has been collected, 
strong pressures are exerted to use it against the target.10 

                                                 
2 Intelligence Activities and the Rights of Americans, Book II, Final Report of the Select Committee to 
Study Governmental Operations With Respect to Intelligence Activities, 94th Cong. (1976), at 7, 
hereinafter S. REP. No. 94-755 (1976).  
3 Id. 
4 Id. at 8. 
5 For a more in-depth case study of the investigation of Dr. King, see the ACLU report, The Dangers of 
Domestic Spying: A Case Study on FBI Surveillance of Dr. Martin Luther King, located at: 
http://www.aclu.org/congress/mlkreport.PDF  
6 S. REP. No. 94-755 at 11-12. 
7 Id. 
8 Id. at 6.  
9 Id. 
10 Id. at 4. 
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• The government often secretly spied upon citizens on the basis of their political 
beliefs, even when those beliefs posed no threat of violence or illegal acts. Groups 
and individuals were harassed and disrupted because of their political views and 
lifestyles.11  

• The FBI used intrusive techniques such as wiretaps, microphone “bugs,” 
surreptitious mail opening and 
break-ins, sweeping in vast amounts 
of information about the personal 
lives, views, and associations of 
American citizens.12 

• Investigations were based on vague 
standards whose breadth made 
excessive collection of information 
inevitable.13  

• Unsavory and vicious tactics were 
employed by the FBI, including 
anonymous attempts to break up 
marriages, disrupting meetings, 
ostracizing people from their 
professions, and provoking target 
groups into rivalries that could have 
resulted in deaths.14 

• Intelligence agencies have served 
the political and personal objectives 
of presidents and other high 
officials.15 Every administration 
from Franklin D. Roosevelt to 
Richard Nixon had “permitted, and 
sometimes encouraged, government 
agencies to handle essentially 
political intelligence.”16 

 
People often say that they have nothing to 
hide because they aren’t doing anything 
wrong. Having the FBI spy on them doesn’t 
make any difference to them. The Church 
Committee noted, however, that “[i]ntelligence activity. . .is generally covert. It is 
concealed from its victims and is seldom described in statutes or explicit executive 
orders. The victim may never suspect that his misfortunes are the intended result of 

                                                 
11 Id. at 5. 
12 Id. 
13 Id. 
14 Id. 
15 Id. 
16 Id. at 9. 

Clark Kerr is an example of a victim of the FBI’s covert 
activity. In the late 1950s and 1960s, Mr. Kerr was the 
president of the University of California (UC), and had served 
on several presidential advisory boards under Presidents 
Eisenhower, Kennedy and Johnson. When UC professors 
were asked to sign a loyalty oath to the United States, Mr. 
Kerr signed. Some professors refused. Mr. Kerr supported 
their right to refuse to sign the oath, thus earning the ire of the 
FBI. When UC’s 1959 English aptitude test for high school 
seniors asked the question “What are the dangers to a 
democracy of a national police organization, like the FBI, 
which operates secretly and is unresponsive to public 
criticism?” FBI director J. Edgar Hoover was livid. The 
campaign against Kerr went into high gear. 
 
The FBI campaigned successfully to destroy Clark Kerr’s 
career as UC President, and saw that he never received 
another presidential appointment. When President Johnson 
wanted to appoint Mr. Kerr as Secretary of Health, Education 
and Welfare, the FBI did a background check and reported 
damaging allegations against him the Bureau had already 
refuted. Kerr never received another presidential 
appointment. The FBI was also successful in destroying his 
career as UC President, despite repeated FBI investigations 
finding him loyal to the United States.  
 
Mr. Kerr thought he was just having a run of incredibly bad 
luck. He might never have known about the FBI’s efforts to 
destroy him except for the efforts of a reporter who sought 
information from the FBI. The FBI spent more than fifteen 
years and $1 million trying to suppress records of its unlawful 
undercover activities at the University of California and its 
campaign to fire Kerr. Finally, in 2002, this information was 
unearthed, and Mr. Kerr first learned about the FBI’s 
campaign.1 
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activities undertaken by his government, and accordingly may have no opportunity to 
challenge the actions taken against him.”17 
 
The revelations from the Church Committee galvanized Congress to act and protect 
American citizens from FBI overreaching.  
 
The FBI Unleashed: How Guidelines Designed to Curtail Unlawful Activities Were 
Twisted Into a Roadmap for Illegal Spying 
 
Unlike the Central Intelligence Agency, the FBI has no legislative charter describing 
what activities are permissible. A legislative charter for the FBI would detail what actions 
are permissible by the Bureau when conducting investigations, and what types of 
investigations are allowed. After the Church Committee findings, the ACLU supported a 
legislative charter for the FBI, and Congress began to move in that direction.  
 
The FBI was not happy with the idea of a legislative charter. Then-Attorney General 
Edward Levi stepped in and successfully undercut the legislative charter movement by 
proposing guidelines. These guidelines would be written by the attorney general, and 
would govern the behavior of the FBI as to when and how to conduct investigations. 
Once the guidelines were proposed, Congress saw no need to pursue a legislative charter, 
and the effort fizzled.  
 
By adopting these Guidelines and avoiding a statute, the attorney general preserved a lot 
of power for the FBI. Because the Guidelines are not statutory, the attorney general may 
change them at any time. The Guidelines are intended to provide guidance; they “may not 
be relied upon to create any rights, substantive or procedural, enforceable at law by any 
party in any manner, civil or criminal. . .”18 Thus, if an FBI agent violates the Guidelines, 
she is perhaps subject to internal discipline, but is not accountable to the public for the 
violation.  

 
Despite these shortcomings, the Guidelines did provide some guidance to FBI agents, and 
were designed to curtail some of the worst abuses uncovered by the Church Committee.  
 
The Original Guidelines 
 
When conducting terrorism investigations, the FBI is subject to two sets of guidelines: 
the first is an unclassified set of guidelines on general crimes, racketeering and domestic 
terrorism; the second is a classified set of guidelines for foreign intelligence and 
international terrorism.19  
 

                                                 
17 Id. at 2-3. 
18 Old Guidelines, Section VIIC 
19 The old Domestic Guidelines may be found at: http://www.usdoj.gov/ag/readingroom/generalcrimea.htm 
A redacted version of the Foreign Guidelines may be found at: 
http://www.usdoj.gov/ag/readingroom/terrorismintel2.pdf The Ashcroft Domestic Guidelines may be found 
at: http://www.usdoj.gov/olp/ 
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 Guidelines for Investigation of Domestic Groups 
 
The unclassified set of guidelines, entitled the “Attorney General Guidelines on General 
Crimes, Racketeering Enterprise and Domestic Security/Terrorism Investigations” 
(hereinafter “Domestic Guidelines”), governs domestic investigations, and investigations 
of groups that operate and originate in the United States (like white supremacists, WTO 
protesters, animal rights activists, and anti-abortion groups). 
 
The Domestic Guidelines require that FBI activity be predicated upon at least a modicum 
of suspicion that crime was afoot. After all, during the 1950s and 1960s the FBI routinely 
infiltrated non-violent political and religious groups to spy on their activities. The 
Guidelines were designed to prevent these widespread fishing expeditions.  
 
Under the Domestic Guidelines, when the FBI has a “reasonable indication of criminal 
activity,” something far less than probable cause of crime, it can open a full investigation. 
Once an investigation begins, the FBI may use any and all lawful means to conduct the 
investigation, including undercover operations, use of informants, and electronic 
surveillance. 
 
If the FBI has some information, but not enough to rise to the level of “reasonable 
indication of criminal activity,” it can open a preliminary inquiry. Preliminary inquiries 
are opened when there is not yet a “reasonable indication” of criminal activity, but where 
the FBI possesses information whose responsible handling requires some further scrutiny 
beyond the prompt and extremely limited checking out of initial leads.20 Preliminary 
inquiries may use intrusive investigative techniques such as photo and physical 
surveillance, interviewing the subject, conducting background checks, and using 
informants, but may not use mail covers, mail openings, and nonconsensual electronic 
surveillance.21 Thus, even when the FBI lacks reasonable indication of criminal activity, 
it can employ nearly the full panoply of investigative techniques available in a full 
investigation.  
 
Preliminary inquiries were limited in time, and FBI headquarters was required to grant 
extensions of time. Under the Domestic Guidelines, preliminary inquiries had to be 
completed within 90 days after initiation of the first investigative step. FBI headquarters 
could grant extensions of time for succeeding thirty-day periods upon receipt of a written 
request and statement of reasons why further investigative steps were warranted when 
there was no “reasonable indication” of criminal activity. Therefore, preliminary inquiries 
could last longer than 90 days, but extensions required headquarters approval. The 
purpose of this rule was to avoid fishing expeditions and waste of manpower when there 
was no “reasonable indication” that anyone was breaking the law. 
 
The Domestic Guidelines worked well, and remained largely intact over the years. There 
were some minor changes by succeeding attorneys general, for example, clarifying that 

                                                 
20 Old Domestic Guidelines, II B (1) 
21 Id. at II B (5) 
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the FBI could be proactive in seeking to prevent criminal activity, but no substantive 
changes were made in the years following the Domestic Guidelines’ adoption.  
 
 Guidelines for Investigation of Foreign Groups 
 
The classified set of guidelines, “The Attorney General’s Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations” (hereinafter 
“Foreign Guidelines”), governs investigations of organizations the government believes 
are engaged in international terrorism. The Foreign Guidelines are applicable to 
investigations inside the United States of foreign powers and international terrorism 
organizations (like al Qaeda, or Hamas). In other words, the Foreign Guidelines are used 
when the groups originate abroad, but carry out their actions within the United States.  
 
In many ways, the Foreign Guidelines are much more relaxed than the Domestic 
Guidelines. For example, under the Foreign Guidelines, investigations may be conducted 
when there is no suspicion of criminal activity. A person may be investigated on the mere 
suspicion that he or she is affiliated with a group suspected of being engaged in 
international terrorism, even though the individual has committed no wrongdoing. 
 
When Attorney General Ashcroft changed the guidelines in the aftermath of the 
September 11 attacks, he announced changes to the Domestic Guidelines rather than the 
Foreign Guidelines. In other words, these changes have nothing to do with the 
investigation of al Qaeda and its activities in the U.S. Because al Qaeda is a group 
originating abroad, investigations of its activities would be conducted largely under the 
Foreign Guidelines.  
 
The Ashcroft Guidelines 
 
After the attacks of September 11, 2001, the Department of Justice and the FBI saw an 
opportunity to expand the FBI’s authority. Arguing that the Domestic Guidelines were 
“outmoded” and at times “hobbled FBI counterterrorism efforts,”22 then-Attorney 
General Ashcroft decided to change the Domestic Guidelines to give the FBI a freer hand 
in investigations.  
 
Contrary to Ashcroft’s assertions, the FBI already had the operational freedom and 
authority to gather the information needed to do its job. Investigations since September 
11, 2001 demonstrated that the FBI was not “hamstrung” by the Domestic Guidelines. 
The Domestic Guidelines largely related to how to collect evidence rather than how to 
analyze the evidence collected. The problems the FBI exhibited prior to September 11 
were from failure to analyze the evidence it had already collected.23 Amending the 
Domestic Guidelines to address this problem is akin to a fisherman who, unable to clean 
all the fish he catches, purchases a larger net.  

                                                 
22 David Johnston and Don Van Natta, Jr., “Ashcroft Seeking to Free FBI to Spy on Groups,” New York 
Times, December 1, 2001. 
23 See Diagnosing Intelligence Failures and Protecting Privacy and Liberty, located at 
http://www.schneier.com/crypto-gram-0109a.html 
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The Domestic Guidelines were adopted to put the FBI out of the business of spying on 
Americans when there was no evidence they were involved in criminal activity. They 
were designed to deal with three problems arising from abusive FBI investigations:  

• Surveillance of dissenters from government policy because they dissent, not 
because they may be involved in criminal activity;  

• Inadequate supervision of agents who engaged in objectionable investigative 
techniques; and  

• The use of unlawful or otherwise objectionable investigative techniques to disrupt 
the efforts of those who dissented.  

By requiring “reasonable indication” of criminal activity and oversight by FBI 
headquarters, the Domestic Guidelines helped focus the FBI on what should be its 
primary task: finding and catching the bad guys. The Ashcroft Guidelines reduced 
oversight by FBI Headquarters and allowed the FBI to spy on innocent Americans 
without suspicion that any criminal activity is contemplated. In short, the Ashcroft 
Guidelines put the FBI back in the business of spying on innocent Americans.24 By 
severing the tie between investigative activity and crime and by lessening the 
accountability of agents in the field to superiors who could reign in or prevent unlawful 
conduct, the Ashcroft Guidelines undermined two of the fundamental purposes for 
initially adopting the Domestic Guidelines. 

 Increased Spying on Domestic Religious and Political Organizations 

The Domestic Guidelines prohibited spying on religious and political activity unless there 
was a reasonable indication of criminal activity, or unless the FBI was following an 
investigatory lead. This reduced spying on innocent activity and forced the FBI to focus 
its resources where they were most useful.  
 
The Ashcroft Guidelines reversed course and allowed the FBI to attend any public 
meetings it desired. “For the purpose of detecting or preventing terrorist activities, the 
FBI is authorized to visit any place and attend any event that is open to the public, on the 
same terms and conditions as members of the public generally. No information obtained 
from such visits shall be retained unless it relates to potential criminal or terrorist 
activity.”25 This was the same basis upon which the FBI sent agents into churches and 
other organizations during the civil rights movement, and then attempted to block the 
movement, suppress dissent, and protect the administration. 
 
The Ashcroft Guidelines permit FBI agents to attend every single public meeting or 
demonstration, from political conventions and demonstrations, to religious services. So 
long as there is a claimed anti-terrorism purpose, nothing in the Ashcroft Guidelines 

                                                 
24 The Guidelines are entitled “The Attorney General’s Guidelines on General Crimes, Racketeering 
Enterprise, and Terrorism Enterprise Investigations.” For convenience, these guidelines will be referred to 
as the “Ashcroft Guidelines.”  
25 Ashcroft Domestic Guidelines, supra note 24, at VI (A) (2). 
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imposes any judicial control, FBI headquarters control, or even local Special Agent in 
Charge control over this activity. While Attorney General Ashcroft was fond of saying 
agents may conduct such surveillance only for the purposes of ferreting out terrorism, the 
Ashcroft Guidelines permit the agent, once there, to collect information about any crime, 
including those the FBI used as pretexts to detain people in its 9/11 investigation. 
 
Proponents of this change – permitting the FBI to spy when there is no evidence of a 
crime – claim it is necessary because the requirement of evidence tied the hands of the 
FBI when suspects entered mosques or temples, or other houses of worship. In fact, the 
old guidelines did not prohibit FBI agents from entering houses of worship; it merely 
required that the agent be following a lead, or conducting an investigation or preliminary 
inquiry.26 
 
Although the Ashcroft Guidelines say that information obtained from such surveillance 
must relate to potential criminal or terrorist activity, it is unclear how broad or attenuated 
that relationship must be. The natural tendency is to gather as much information as 
possible, fitting together bits and pieces of information, many meaningless by 
themselves, to determine whether a pattern of criminal activity exists.27 Therefore, the 
tendency will be to collect more information, rather than less, in the hopes some of this 
“innocuous” information will be helpful when it comes time to “connect the dots.” The 
fact that the ACLU FOIA requests found information that the FBI possessed on 
organizations that were not engaged in criminal activity demonstrates that the FBI is both 
collecting and keeping evidence collected, even though it bears no relation to criminal 
activity.  
 
Then-Attorney General Ashcroft portrayed the change that allowed FBI agents to attend 
public meetings as benign. After all, FBI agents are just members of the public. This 
argument may have superficial appeal, but it ignores reality and constitutional safeguards. 
 
Because of the government’s extraordinary power to harm its citizens, the Bill of Rights 
constrains government action to an extent that is greater than similar constraints on 
ordinary citizens. A member of the public may attend meetings and note what you do and 
say. However, that member of the public has limited ability to do harm. The FBI, in 
contrast, has the power to destroy your life, send you to jail, get you fired from your job 
or prevent you from obtaining a job, and possibly even have you executed.28  

                                                 
26 Washington Post, 5/30/02 “Under guidelines have been in place for several decades, the FBI has not been 
permitted to send investigators into religious settings unless the agents can establish their following a lead, 
or conducting an investigation or preliminary inquiry. As a practical matter, the Justice Department 
officials said, “agents mistakenly think they have to stop at the church door.” [Emphasis added.] 
27 Ashcroft Domestic Guidelines, supra note 24, at III (discussing criminal intelligence investigations, 
noting these investigations are “broader and less discriminate than usual, involving ‘the interrelation of 
various sources and types of information.’”) The same rules apply for domestic terrorism investigations. 
Thus, a wide net is necessarily cast to gather this information. 
28 The death penalty is increasingly available for certain federal offenses. Additionally, the Church 
Committee found the FBI engaged in many activities dangerous to life, such as falsely labeling someone a 
government informant, and sending an anonymous letter to a “violence prone” gang to intensify animosity 
and provoke retaliatory action. 
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The danger of allowing the FBI to attend religious functions and political rallies in the 
absence of a criminal investigation is that it will take note of who attends, what they say, 
and what they do. Any administration would then have its own taxpayer-financed 
intelligence arm to inform it of political plans and strategies its opponents may be 
hatching. Furthermore, the FBI will be wasting money and resources gathering 
information in situations in which there is no suspicion of any criminal conduct. And, 
most importantly, this will chill First Amendment activity from worship to free speech. 
 

Permitting Lengthy Preliminary Inquiries and Investigations Even Where No 
Evidence is Found 

 
The Domestic Guidelines limited preliminary inquiries to 90 days, with the option for 
extensions granted by FBI headquarters.  
 
The Ashcroft Guidelines extend the authorized duration of preliminary inquiries from 90 
days to 180 days. They also allow the Special Agent in Charge of field offices, rather 
than FBI headquarters, to authorize two 90-day extensions. Thus, preliminary inquiries 
can now last for up to one year without any meaningful oversight by FBI headquarters. 
 
Remember, there are few constraints on the FBI in conducting preliminary 
inquiries. Under the Ashcroft Guidelines, the FBI is empowered to troll for information 
on the Internet, use commercial data mining services, and attend any public meetings, 
even when there is no suspicion of crime. This information however, may be used in 
order to form such a suspicion. Once that occurs, the FBI may use all lawful investigative 
techniques during the inquiry, with the exception of mail openings and nonconsensual 
electronic surveillance.29 This includes physical or photographic surveillance, interviews 
of potential witnesses, examination of all public records, examination of federal, state, 
and local government records, interviews of the potential subject, interviews of the 
complainants, previously established informants, and other sources of information. Thus, 
with no reasonable indication an individual is involved in criminal activity, the FBI may 
use highly intrusive techniques to conduct its preliminary inquiry for up to one year. 
 
 
 
 
 
 
 
 

                                                 
29 Ashcroft Domestic Guidelines, supra note 24, at II (B) (5). This procedure makes a radical change from 
the previous Guidelines. Under those Guidelines, preliminary inquiries were prohibited from using mail 
covers, mail opening, and nonconsensual electronic surveillance. Old Domestic Guidelines, supra note 24, 
at II (B) (5). The Ashcroft Guidelines now only prohibit mail opening and nonconsensual electronic 
surveillance. Ashcroft Domestic Guidelines, supra note 24, at II (B) (5). As a result, the FBI monitors 
personal mail without a warrant or reasonable suspicion of criminal activity.  
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Despite More Funding and More Personnel, Spying on Innocent Americans Makes 
Us Less Safe and Less Free 
 
 
One may wonder what the FBI is doing with its newfound freedom in conducting 
investigations. Are we any safer? Is the FBI more efficient? Examinations of objective 
statistics suggest the answer to both questions is a resounding “no.”  
 
Although the FBI’s funding and personnel have increased since 2001, the overall 
effectiveness of the FBI has decreased.30 Sifting through mountains of useless 
information about law-abiding Americans only violates the privacy of those Americans 
and makes us less safe. Instead of focusing on information that would lead to catching the 
bad guys, the FBI is looking at the good guys.  
 
The problem with looking at the good guys is that the FBI is concentrating its resources 
in the wrong place. Statistics compiled by the Transactional Records Access 
Clearinghouse demonstrate that the FBI is less effective in catching the bad guys despite 
increases in agents and intelligence officers.  
 
Since FY 2001, FBI personnel and funding have increased, particularly special agents 
and intelligence officers. Intelligence officers, those responsible for sorting through the 
mounds of information and separating good information from bad, more than doubled 
from FY 2001 to FY 2006.31 
 
With this increase in personnel, one would expect more and better investigations brought 
to prosecutors who are eager to bring the cases to trial. That, however, has not happened. 
 
Federal prosecutors have the discretion to reject cases they believe have no merit. One 
would expect that if the FBI brought meritorious international terrorism cases to federal 
prosecutors, there would be few declinations of prosecution. Yet, the percentage of 
international terrorism cases declined by federal prosecutors in the last few years has 
been generally increasing, to a high of 87% in fiscal year 2006.32 In other words, only 
13% of cases brought to federal prosecutors on issues of international terrorism are 
accepted for prosecution!  
 
The annual number of terrorism prosecutions is also declining: 
 
 
 
 
 
 

                                                 
30 See, Transactional Records Access Clearinghouse (TRAC), National Profile and Enforcement Trends 
Over Time, at http://trac.syr.edu/tracfbi/newfindings/current/  
31 Id. 
32 Id. 
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FBI Terrorism Prosecutions, FY 2001-2006 

 
 
If one examines prison sentences for terrorism, the average length of sentence for 
terrorism is declining as well. In FY 2001, the median sentence33 was six months. The 
median hit its high point in FY 2004 when it reached 41 months. By FY 2006, the median 
had declined to five months.34 
 
FBI Terrorism Prison Sentences, FY 2001-2006 

  
 

                                                 
33 Half got more time, and half got less time. 
34 TRAC, supra. at note 30. 
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The explanation for the declining number of terrorism prosecutions has nothing to do 
with the FBI’s focusing on other areas within its responsibility. In fact, overall 
prosecutions have been declining since 2001.35 
 
FBI Enforcement, All Prosecutions, FY 2001-2006 

 
 
Likewise, when viewed over a longer span (1986 to 2006) one sees that referrals of all 
types of cases by the FBI for prosecution have been decreasing.36 
 
FBI Enforcement Trends, FY 1986-2006, Total FBI Referrals 

 
 
So, what has the FBI been doing with its increased funding and personnel? 

                                                 
35 Id. 
36 Id. 
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History Repeats Itself 
 
Documents obtained through the ACLU’s FOIA requests and 
litigation have revealed numerous instances in which the FBI 
and its Joint Terrorism Task Forces have used 
counterterrorism resources to monitor domestic political 
organizations that criticize government policies, despite a lack 
of evidence that the groups have engaged in or supported 
violent action. These documents suggest that peace groups 
were targeted solely for exercising their constitutionally 
protected rights to protest the Iraq war. Other documents 
reveal a troubling tendency by the FBI to describe mainstream 
animal rights and environmental organizations as fronts for 
domestic terrorism.37 

 
Monitoring of Anti-War Activities 
 

• In 2002, the FBI initiated a classified investigation into the activities of the 
Thomas Merton Center (TMC), an ecumenical anti-war and social justice 
organization, noting that the center “holds daily leaflet distribution activities in 
downtown Pittsburgh and is currently focused on its opposition to the potential 
war with Iraq. According to these leaflets, Iraq does not possess weapons of mass 
destruction.”  

o  The FBI memo describes the TMC as “a left-wing organization 
advocating, among many political causes, pacifism.”  

o The FBI highlights an upcoming TMC event whose purpose is to “bring 
all people of Pittsburgh together in understanding and respecting each 
other and also to inform them about Islam and Muslims.”  

o  The memo notes, “one female leaflet distributor…appeared to be of 
Middle Eastern decent.” 

 
• In a document entitled “International Terrorism Matters,” the Pittsburgh JTTF 

notifies the local FBI of a peace rally held by the Thomas Merton Center, which 
“has been determined to be an organization which is opposed to the United States’ 
war with Iraq.” The JTTF memorandum also lists a United for Peace and Justice 
day of international protest and concludes: “The above information is for your use 
and any action deemed appropriate.” 

  
• United For Peace and Justice (UFPJ), a national peace organization that 

coordinates non-violent protests, appears in another FBI “counterterrorism” file 
that quotes UFPJ’s calls for protests at the Republican and Democratic National 
Conventions from the organization’s Web site.  
 

                                                 
37 See the Appendix for copies of some of the actual documents produced. 

Father Roy Bourgeois co-founded 
School of the Americas Watch to 
protest the institution’s advocacy of 
torture. The FBI viewed the foundation 
as a threat to the school’s public 
relations campaign and began spying 
on its members. “Instead of using 
resources to further the causes of 
justice and accountability, the U.S. 
government is using precious resources 
to investigate peaceful demonstrators. 
We must be vigilant in speaking out 
against this kind of abuse of power and 
in standing up for civil and human 
rights violations, whether they occur in 
Latin America or in our own country.” 
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• As part of a “domestic terrorism” investigation, the JTTF conducted surveillance 
of a Denver bookstore on February 15, 2003 and monitored forty people who 
gathered there to carpool to an anti-war demonstration in Colorado Springs. The 
document reports that FBI agents spent two hours watching Breakdown 
Bookstore and recorded the descriptions and license plate number of a dozen cars 

“in the vicinity” of the political bookstore. 
  

• Another FBI memorandum indicates that the FBI 
opened an investigation into an anti-war march on 
the basis of announcements the agency found on 
the Web sites of Rocky Mountain Peace and 
Justice Center and the Colorado Campaign for 
Middle East Peace. The document notes that 
organizers are “hyping the demonstration as the 
‘biggest peace rally in the history of Colorado.’” 
The FBI reports that it will “effect surveillance” at 
the Denver location and relay information to FBI 
agents working with city police in Colorado 
Springs. 

  
• A “counterterrorism” memorandum includes a list 

of names of participants in the “Third Annual 
National Organizing Conference on Iraq” in 

Stanford, California. The redacted lists of names are described as “affiliated with” 
or representatives of the American-Arab Anti-Discrimination Committee.   
 
Monitoring Environmental and Animal Rights Activism  
 

• Describing an Animal Rights Convention in Washington, D.C., one document 
states: “The purpose of this convention is to meet with various animal rights 
groups and individuals to discuss upcoming events that are significant to their 
cause. The source will attend this convention to further establish the source” 
within the animal rights community. 

 
• An FBI email dated October 22, 2004 brands People for the Ethical Treatment of 

Animals a “DT [domestic terrorist] target[]” with “DT objectives” – even though 
PETA has never been charged with any crime, let alone a terrorist offense. 

  
• One document describes a “Vegan Community Project” event at the University of 

Indiana at which the group distributed “vegetarian starter kits” to students and 
faculty. 

 
• An FBI email dated August 25, 2004 notes a planned PETA protest in New York 

City against a former PETA supporter, model Cindy Crawford, who “has jumped 
ship and become a llama fur spokesperson.”  

  

Betty Ball worked for peaceful 
environmental and social 
justice organizations that were 
monitored by the FBI because 
of their activism. Betty herself 
was interrogated, investigated, 
and surveilled by FBI agents. “I 
am worried about how far the 
government will go to squelch 
First Amendment rights and 
silence dissent. Will we all be 
rounded up and incarcerated? 
Already so many people have 
been frightened away from 
participating in our events, and 
have asked to have their names 
removed from our mailing lists, 
for fear of the consequences of 
associating with us.” 
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• One document includes a recommendation to open an FBI counterterrorism 
investigation into activists planning nonviolence training for an upcoming protest 
of the North American Wholesale Lumber Association. The memorandum 
describes the purpose of the training as “learn[ing] non-violent methods of forest 
defense, offering workshops in climbing, blockade, organizing, security culture, 
street theatre and banner making.” 

    
Monitoring of Other Protest Activity 
 

• An FBI report labeled “Domestic Terrorism Symposium” describes a meeting that 
was intended to “keep the local, state and federal law enforcement agencies 
apprised of the activities of the various groups and individuals within the state of 
Michigan who are thought to be involved in terrorist activities.” The document 
includes as potential terrorist threats Direct Action, an anti-war group, and By 
Any Means Necessary (BAMN), a national organization dedicated to defending 
affirmative action, integration, and other gains of the civil rights movement in the 
1960s – even though, the FBI acknowledges, “Michigan State Police has 
information that in the past demonstrations by this group [BAMN] have been 
peaceful.”  

  
• A “Call to Action Against Columbus Day” appears in a “counterterrorism” file 

calling for the opening of an FBI investigation into the event, even though “the 
majority of demonstrators at the Columbus Day 
events will be peaceful.” The report describes the 
Call to Action as a “week-long anti-capitalist 
convergence” and mentions various anarchist and 
diversity groups. 

  
• The Catholic Workers Group (CWG), a religious 

group dedicated to nonviolence, appears in 
another FBI document describing a National 
Missile Defense protest. The document states that 
“CWG … advocates a communist distribution of 
resources.” 

 
• Several other FBI documents demonstrate the 

agency’s interest in Food Not Bombs, a group that 
opposes the government’s prioritization of war 
and military programs over solving domestic social ills and that serves vegetarian 
meals to the homeless. An FBI report written in December 2004 focuses on Sarah 
Bardwell, a young Denver activist who worked for the American Friends Service 
Committee for several years and who is also active in Food Not Bombs. Bardwell 
is listed as a “point of contact” for the organizers of a Denver anti-war protest and 
her address is “associated with” Food Not Bombs and a bicycle collective.  
 

Kirsten Atkins, an environmental activist, 
was angered, but not surprised to learn that 
the FBI had been tapping her phones and 
opening her mail. She participated in 
numerous non-violent demonstrations, and 
had noticed law enforcement officials 
photographing her and taking down her 
license plate number. “Many people can’t 
believe that the government would have me 
under surveillance. Why would the FBI 
waste money and resources worrying about 
someone like me? For years, people told me 
and my fellow activists that we were being 
paranoid or overdramatic. But it is 
important to be aware that the government 
is using our tax money to spy on people in 
our communities who have been 
outspoken.” 
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• Several FBI reports reveal years of spying on School of the Americas Watch 
(SOA Watch) and its multi-national faith-based network. SOA Watch monitors 
human rights abuses in Latin America and has repeatedly called for the closure of 
a Department of Defense training facility in Fort Benning, Georgia. 

 
• An October 14, 2003 memorandum explicitly states that the “leaders of the SOA 

Watch have taken strides to impart upon the protest participants that the protest 
should be a peaceful event.” It advises “FBIHQ” of SOA Watch’s annual 
scheduled demonstration, an event that “draws protestors who object to human 
rights violations conducted in these countrys [sic], and more specifically, to the 
event in which a group of Catholic missionaries were murdered in Central 
America.” A memorandum from later in October of the same year is nearly 
completely redacted except for the changed classification to “Counterterrorism.”  
 
Vacuuming Up Private Personal Information on Innocent Citizens Through 
National Security Letters 

 
The 2001 PATRIOT Act expanded the FBI’s authority to issue National Security Letters, 
or “NSLs” to collect intelligence in counterterrorism and counterintelligence 
investigations. The FBI uses National Security Letters without any court oversight to 
obtain private customer records from telecommunications companies, Internet Service 
Providers, financial institutions, and credit reporting agencies. The requirement that the 
information requested must pertain to a suspected agent of a foreign power or 
international terrorist group was removed, so the FBI needs no reason to suspect someone 
of doing anything improper to obtain his or her records. All the FBI has to certify in a 
National Security Letter is that they have an authorized investigation and the records they 
seek are relevant to that investigation – even if those records relate to American citizens.  
 
In March 2007, the Department of Justice’s Office of Inspector General issued an audit 
report revealing widespread abuse and misconduct involving the FBI’s use of its NSL 
authorities. The results confirmed the FBI is sweeping up large amounts of information 
and keeping it in its databases.38  

• The FBI underreported its use of NSLs in previous reports to Congress. The FBI 
records were so deficient the IG could not even determine how many NSLs were 
issued, but the IG was able to document over 143,000 separate NSL requests 
from 2003 through 2005. An audit of just 77 FBI investigations found 
approximately 800 NSL requests. A review of just 293 of those NSLs revealed 
22% more NSL requests than were documented in the FBI database.  

• Just nine NSLs issued in 2004 requested information on over 11,000 different 
telephone numbers. Over half of the NSLs issued in 2004 and 2005 were seeking 
records of U.S. persons.   

• The FBI used hundreds of “exigent letters” to illegally obtain telephone records 
without issuing NSLs, even when no authorized investigation existed. 

                                                 
38 For a more thorough analysis of the Inspector General’s report, see Michael German, “Roadmap of 
Justice Department Inspector General’s Review of the FBI’s Use of National Security Letters,” at 
http://www.aclu.org/safefree/nationalsecurityletters/29067leg20070319.html  
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• All of the information the FBI collects with NSLs is indefinitely retained and 
retrievable, even when the investigation clears the subjects of any ties to 
terrorism or espionage. 

 
The FBI also routinely imposes gag orders on recipients of NSLs. This allows the FBI to 
cover itself in a veil of secrecy and prevents the public from learning about the FBI’s 
abuse of the NSL power. In two cases brought by the ACLU, federal courts struck down 
gag orders imposed by the FBI on recipients of NSLs. In one case, the recipient was 
Library Connection, Inc. – a library consortium. In the other case, the recipient was a 
small Internet Service Provider. In both cases, judges found that the gag orders violated 
the First Amendment.39  
 
Between the information gained from spying on innocent Americans, and personal 
information swept up with the NSL net, the FBI is building vast databases on the good 
guys, while prosecutions of the bad guys are declining.  
 
Allowing the FBI to conduct this unwarranted surveillance is unwise and unnecessary. 
The FBI should investigate whenever there is a reasonable suspicion that some individual 
or group is about to engage in criminal activity, including terrorism. However, trolling for 
information at public meetings is not the way to accomplish the goal of preventing crime 
and terrorism. In fact, it is counterproductive. Paying FBI agents to attend public 
meetings does not result in actionable intelligence. After all, how many criminals or 
terrorists hold public meetings to discuss their actions? Additional resources are wasted 
in analyzing and organizing this “intelligence.” If you are looking for a needle in a 
haystack, it makes no sense to pile on more hay. 
 
Recommendations 
 
All of this information is just the tip of the iceberg. Our FOIA requests have contributed 
to a better understanding of the FBI’s collection and maintenance of information about 
the lawful First Amendment activities of U.S. citizens, but many questions remain 
unanswered. Far too little is known about how and why the information was collected in 
the first place. Moreover, the FOIA requests were aimed at specific groups and 
individuals about whom there was already suspicion of FBI spying. We do not know how 
many other FBI files are maintained on groups and individuals who have no idea they are 
being spied upon. We do not know the extent to which other federal agencies might have 
been involved in collecting information on law-abiding Americans. We do not know 
whether the information improperly collected by the FBI was distributed to other 
government agencies.  
 
Congress’ somnolence in conducting FBI oversight for the last six years has contributed 
to the lack of knowledge, as has the Administration’s excessive secrecy. Congress must 
vigorously exercise its oversight authority and hold the FBI accountable to the people and 
the Constitution.   
 
                                                 
39 The case involving the Internet service provider is ongoing. For more information, see www.aclu.org/nsl  
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In addition to Congressional oversight, the FBI needs to focus its efforts on developing 
good intelligence and following up leads based on a reasonable suspicion. The FBI’s 
investigative guidelines should promote the efficient and effective use of limited 
investigative resources rather than authorize unproductive fishing expeditions that protect 
neither our security nor our liberties. We therefore recommend: 
 

• Congress should conduct Church Committee-style oversight investigations 
regarding FBI counter-terrorism and counter-intelligence programs to evaluate the 
effectiveness of such programs and their impact on the civil rights and privacy of 
innocent Americans. 

• Congress should enact legislation to return to the pre-Ashcroft standard requiring 
a “reasonable indication” that a federal crime has been, is being, or will be 
committed before the FBI can engage in any investigative activity. Because the 
Guidelines may be changed at the whim of the attorney general, only a statutory 
change will ensure the change is permanent.  

• Dispense with or strictly limit “preliminary inquiries” in both time and scope to 
prevent an unjustifiable waste of resources on investigations where there is no 
reasonable indication of criminality. The “reasonable indication” threshold is 
extremely low “substantially lower than probable cause,” according to the 
Domestic Guidelines and should be present before any investigator begins to 
expend effort or public resources. If an agent is unable to articulate a reason for 
the inquiry or investigation, he or she should not engage in the investigation. 

 
 
Conclusion 
 
For too long, the FBI has been operating in the shadows. Congress must exercise 
vigorous oversight, and demand that the Bureau provide answers to its questions. Without 
effective oversight, the American people have no way of knowing the extent to which 
taxpayer dollars are being wasted. Without effective oversight, there is no way to tell how 
many innocent, non-violent Americans are being spied on. Without effective oversight, 
there is no way to tell how much of these law-abiding Americans’ personal information 
winds up in a government database, and shared with state, local, federal, and foreign 
agencies.  
 
Congress should also pass legislation to permanently end the abuses of surveillance 
power currently occurring under the Ashcroft Guidelines. American citizens must once 
again be confident they may exercise their constitutionally protected right to protest 
government policy without becoming targets of government scrutiny. 
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Appendix 
 
Attached are some of the documents produced in the ACLU FOIA litigation. They are 
arranged in the order discussed in the text. 


























































































